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BmecTo npeaucnoBus

TecTupoBaHve Ha MPOHMKHOBEHUE — MOXKaNyH, €IMHCTBEHHbIN JieralbHbld U abCOIOT-
HO 3aKOHHBIH CHOCOO 3aHMMAaTbCi XaKePCKUM pEeMec/ioM, He oracasicb YroauTh 3a
peuteTky. JlelcTBUTENBHO, CIIPOC HA YCIIyTH CHELMAIMCTOB M0 MHPOPMALIMOHHOM 6e30-
MAacHOCTH, CMOCOOHBIX MPOBEPUTHh HAAEIKHOCTh U 3allMUIeHHOCTh [T-uHdpacTpykTypsbl
NpeAnpuUsATHs, B MOCIEAHNE IOJbl pacTeT. A ¢ MepexoA0oM MHOTMX KOMIaHWK Ha yJalleH-
HBIA PEe’KUM paboThl B MEPHOJ KOPOHABUPYCHOM 3MMASMHMH 3TO HANPABIEHUE CTAJIO eLle
Oonee aKTyalbHbIM.

Penetration testing, nnu neHTect, — siBJIeHUe HeogHOpoaHOe. [loa 3TUM TepMUHOM TTO-
HUMaeTcs KOMIUIEKC CPEJICTB M METOJIOB OLEHKH 0e30MacHOCTH MH(OPMAIMOHHBIX CHC-
TeM WJIM CeTel MyTeM MOJISIMPOBAaHUS aTaKW 3JI0yMBIIIJIEHHUKOB. B mepBom mpubnke-
HUM TICHTECTEPOB YacTO JEJIAT Ha JIBe «KOMAaHJbI» COTJIACHO WX ()YHKIMSIM: «KpacHas»
komaHza, Red Team, 3To rpynma aTakyrooumudx — TaKWe CIELUAIUCThl BOCIPOU3BOIAT
JISHCTBUs XaKEePOB, MbITAIOLIUXCS B3JIOMATh LIEJIEBYIO CETh, CNYxO0y wiu ceprep. «Cu-
Hss» komaHnaa, Blue Team, HaoGopoT, 3aiiMiiaercs OT aTak, BOCIPOU3BOAS EHCTBUS
CHUCTEMHBIX aJ]MUHHUCTPATOPOB, COTPYAHUKOB TEXIOAIEPIKKH WU CITy>KObI O€30MacHOCTH
W ompefenss TakuM o0pa3oM ys3BHMbIe MecTa B «IepuMerpe oO00poHbI». Pazymeercs,
BCE€ ITH JCUCTBUS BBIMOJIHSIOTCS C BEIOMA U COMIacHsl «aTakyeMoil» cTopoHsl. Yacto asns
TIEHTECTEPOB 3apaHee OMNpENeNIIOTCS LeNH WCCIeNOBaHUsS — 4YTO B WH(PACTPYKType
NPEANPUATHS MOKHO TPOraTh, a UTO, HA0OOPOT, HEJIb3sl, U KPUTEPUHU PAOOThI — HMCIOJIb-
3yeMblil MHCTPYMEHTApUi, METO/Ibl U CPEACTBA /151 MPOBEJIEHUS UCTIbITAHUM. Pexe xect-
KHE YCJIOBHUS HE 3aJ]at0TCsl, M aTaKyHolleld CTOPOHe (PaKTUUECKU MPEIOCTABIISIOT MOJIHYIO
cBo0OO/y nelicTBUil B BBIOOpE 1ielieii aTaku, a Takke CPeJICTB U METO/OB B JOCTH)KEHUU
MOCTaBJIEHHbIX LEJICH.

Ha mpakTuke cpeiy meHTECTEpPOB TOXe MPUHATO CBOEOOpa3HOEe «pasesieHHue MOJTHOMO-
yuiiy. Kto-To crienmanusupyercs Ha cOope MHGpOPMALIMK U3 OTKPBITHIX HICTOYHUKOB, KTO-
TO — Ha MeTO/laX COLMAJbHOW WH)KEHEPUH, eCTh SKCIepThl B cdepe Moucka ysS3BUMO-
cTeil B BeO-NIPUIIOKEHUSX W BO B3JIOME ceTei, paboTarolux Noj ynpasieHuem Active
Directory. Kto-To siydiie pazoupaercs B Samba, Exchange, B cucremax SCADA. ITomu-
MO JIIOJIei, 3HAKOMBIX ¢ MHCTpyMeHTapueM Bpoae Metasploit u Mimikatz, B komaHze
MEHTECTEPOB 00s3aTENbHO HYKHBI CIELMATUCTBI ¢ HABBIKAMHU MPOrpaMMHPOBAHUS, CIO-
coOHbple HaOpocaTh CKPUNT Ul aBTOMATH3allMM KaKWX-TMOO PYTHHHBIX TPOLECCOB.
A B mpoliecce MOArOTOBKH OTYETOB HYXKEH HEKTO, 00JIaqalolnil CKUUTaMU TeXHHYECKO-
ro nucarens. MHoraa Bce 9T HaBBIKM yJauyHO cOYeTaeT B ceOe OJUH YellOBeK, HO TaKHe
«yHHUBepcajb» — OyKBaJbHO Hapacxsar.
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BoT novemy ynoxuTe abCOMIOTHO BCe acleKThbl, CBS3aHHBIE ¢ TECTUPOBAHUEM Ha Ipo-
HUKHOBEHHE, B 00bEM OJHOr0 HeOOJBILIOrO M3/IaHUs MPAKTUYEeCKH HEBO3MOXKHO. B naH-
HOW KHHWIre Mbl cOOpaiM JIydllhe CTaThbH M3 XKypHana «Xakepy», MOCBSLICHHbIE MEHTe-
CTMHTY. ABTOpbI 3THUX CTaTell — cheuuanucTbl B chepe MHPOPMALMOHHOW Oe30macHo-
CTH, MPAKTUKYIOLUE MEHTeCTephl, NpodecCHOHABbHbIE 3KCMEPThl MO 3allUTe AAHHBIX.
HanucaHHble MU MaTepuasibl, KOTOPbIE Mbl BKJIIOUMIM B 3Ty KHUIY, — PE3YyJbTaT UX
MHOTOJIETHETO TPYJla U OTPAXKEHUE HAKOIUIEHHOI'O OMbITA.

[ToMuMo TekcTa, hparMeHTOB KOAAa U WILTIOCTPALMHA HEKOTOpbIE pa3ielibl KHUTK COJep-
JKaT CrielMaibHble Bpe3ku. B HUX eCTh J0NOJHUTEIbHAs UHPOpPMALIMS, TEPeKIUKAIOLIasi-
Cs C TEMOW TeKyIero pasfelia, a TakKe CChUIKM Ha WHTEPHET-Pecypchl, Tlle YUTaTelh
CMOJKET OTBICKATh MOJIe3HbIe HHMOPMAIMOHHBIE MaTepHAIbI.

Ota kHUra HeoOblYHa M MO cBoell cTuiarcTuke. B sxypHane «Xakep» MpUHAT cBoeoOpas-
HbII HeOpMaNbHBINA CTUIIb, @ K UMTaTeNIsIM o0paliaroTcs Ha «Tbl». Kpome Toro, Ha ctpa-
HMILIAX JKypHaJla OYeHb YacTO BCTPEYaeTCs KOMMbIOTEPHBIN CIIEHT, a MaHepy M3JI0KEeHHUS
B CTaThsIX MOXXHO Ha3BaTh UPOHMYHOW W LIYTJIMBOW. Bce 3Tu noOpelie Tpaauuuu B Moi-
HOW Mepe pacnpocTpaHWiIach U Ha KHUTry. [loToMy He ynuBnsiicsi, BCTpETHB Ha CTpPaHH-
ax M3aHus CJIOBO «TYyJI3a» BMECTO «yTHUJIMTA» WM «MO(PHUKCUTBHY» BMECTO «UCIIPABHUTH
BBISIBJICHHYIO OLIMOKY B KOzie». Y Hac Tak 3aBe/ICHO.

[TockonbKy Tema 3TOi KHUTM BecbMa crielrduyHas, Mbl HE MOXKEM He OMyOJMKOBATh
B [IPEIUCIOBUM HECKOJIBKO BAJKHBIX NMPEAYNPEXICHUNA. BOT oHuU:

BHUMAHUE!

Bcsa npuBegeHHas Ha cTpaHuMuax 3ToW KHUMM MHOPMaLUMs, Koa U npumepbl nybnukyoTcs
UCKINIOYMTENBHO B O3HAKOMMUTENbHbIX Lensx. Hu unsparensctBo «bXB», HU pepakums xyp-
Hana «Xakep», H/ aBTOPbl HE HECYT HUKAKOW OTBETCTBEHHOCTU 3a Niobble NocrneacTBus nUc-
nonb3oBaHNsi MHOPMaLMK, NOMYYEHHOW B pe3ynbTaTe NMPOYTEHUS KHUMM, a Takxke 3a Nio-
001 BO3MOXHbIV BpeA, NPUYMHEHHbIA MHCpOpMaLUmMen N3 3Toro n3gaHusl.

MoMHWTE, YTO HECaHKLMOHMPOBAHHLIA AOCTYM K KOMMbIOTEPHBIM CUCTEMaM U pacnpocTpa-
HeHue BpegdoHocHoro MO npecnegyloTcs Mo 3akoHy. Bce paccMOTpeHHble B KHUre MeToabl
NpeacTaBneHbl B 03HAKOMUTENbHbIX Lensax. Kakum-nubo oGpas3om Mcrnonb3ys npencras-
NEHHYI0 B KHUre MHopMaumio, Bbl AENCTBYETE UCKMIOUYMTENIbHO Ha COBCTBEHHLIN CTpax u
puCK.

HckpeHHe Haeroch, YTO 9TOT COOPHUK MOMOXKET YUTATENSIM O3HAKOMHUTBCS C TEMATUKON
TECTUPOBaHHs Ha MPOHUKHOBEHHE, U3YUUTh MPUEMbI TIEHTECTEPOB, MOHATh MPUHLMITBI UX
pa6OTbI. BOSMO)KHO, AJid KOTro-TO KHUI'a CTaHET MEPBBLIM LIaroM B HOBYIO, YBJICKATCJIb-
HYIO Y KpaiiHe UHTepecHY1o npodeccHio.

Banenmun Xoamozopos,
peoaxmop pyopuku «Bznom» scypnana «Xakep»

http://xakep.ru
http://holmogorov.ru
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1. BoeBowu Linux.
O630p caMbIX MOLWHbLIX AUCTPUOYTUBOB
ansa neHtectoB n OSINT

Muxaun ApmioxuH, Mapk Bpyukuii-Cmemnkoeckut

JucTpuOyTHUBOB 11 MEHTECTA CYIIECTBYET MHOXKECTBO. OIHU MOMYJIIPHbI, APYrUe — He
OUY€Hb, HO BCE OHU MpECIIeYIOT Lellb 1aTh XaKepy yJ100HbIH 1 Ha/Ie)KHbIH HHCTPYMEHT Ha
BCE CIIyYaH >KW3HHU. BONBIIMHCTBOM M3 MPOrpaMM B COCTaBe TaKMX KaCTOMHU3UPOBAHHBIX
cOOpOK cpeHMil XaKkep HUKOT/Ia He BOCIONB3YeTCs, HO /ISl CTaTYCHOCTH UX JOOaBJISIOT
(«Cmotpu, y Te6s 150 yTunut, a y mens — 12 000!»). Ceroans Mbl ocTapaemcs cjie-
naTh 0030p OOJIBLIMHCTBA MHTEPECHBIX TUCTPUOYTHUBOB, KaK MOMYJISIPHBIX, TaK U He3a-
CJTY’>KEHHO 3a0bIThIX.

NST

O Ilepssiit penus: 2003 rog

O Ocnosan Ha: Fedora

O Ilnardopmbl: x64

O I'paduueckas obomouka: MATE

Ccouika: https://www.networksecuritytoolkit.org/nst/index.html

Haunem ¢ Manou3BecTHOro, HO OTTOTO HEe MeHee HMHTepecHOro auctpuOytuBa. NST
(Network Security Toolkit) ocHoBan Ha Fedora u mpeaHa3HaueH Ui CETEBBIX aTak.
B ocnoBe unTepdeiica — MATE, xoTopblii BbI3bIBaeT OIIylIeHWE Hadaja HYJIEBBIX
(puc. 1.1). B xomruiekTe HIET HECKOJBKO NECATKOB CAMBIX BaXKHBIX HHCTPYMEHTOB,
B OCHOBHOM CETEBbI€ CKAHEphl, KJIMEHTHI JJi1 BCEBO3MOMKHBIX CIIY>)KO WM pa3HOro poja
nepexBaTurku Tpaduka. Ho He XBaTaeT Takux MoJjie3HOCTEH, Kak, HalpuMmep, masscan,
U Jake OaHaJIbHOrO aircrack, Xots airsnort UMeeTcs.

Bonblie Bcero BKycHOCTel MOXHO HalTH B narnke Applications — Internet. TyT y Hac u
Angry IP Scanner, HanucaHHbIN, KcTaTy, Ha Java, u Ettercap, u naxxe OWASP ZAP. Ectb
HETUI0X0# cOOpHUK MOJIyJIel /il BCEBO3MOXKHOIO CITy(pMHra M cKaHa y TMakeTa netwag.
B nene o nokazan cebs HETIOXO, JKajlb TOJILKO — HE OUeHb YA00eH U )KYTKO yCTapell.
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Puc. 1.1. NST (Network Security Toolkit)

Beck nmpoBepeHHblit Hamu codT paboTaeT npekpacHo. B ofluem, BceM cKydaroumMm Mo
JpeBHeMY MHTepQeiicy U IPUBBIYHBIM MHCTPYMEHTaM PEKOMEHIYEM 3TOT IUCTPUOYTHUB.

Kali

O Ilepssiit penus: 2013 rog

O OcHosan Ha: Debian

O Ilnatdopmer: x86, x64, ARM, VirtualBox
O I'paduueckas obonouka: Xfce

Ccbuika: https://kali.org/

Kak TbI, KOHEUHO, 3Haewb, Kali — oauH U3 caMbIx pacrnuapeHHbIX AUCTPUOYTHUBOB is
XaKepoB, ¥ ObLJIO OBl CTPAaHHO, ecJii Obl MBI MPO Hero He Hanucanu. O HeM 3HAIOT Jaxe
IIKOJIbHUKH, @ C OTHOCHTENIFHO HEJIaBHUX TOpP OH JIOCTYNEH B BUJIE MPUIOKEHHUS NPSMO
u3 Microsoft Store (puc. 1.2)! KoHe4yHo, H0CTYIHOCTh — HECOMHEHHBIH IUIIOC, HO CHC-
Tema clierka mneperpyxeHa HaOOpOM MHCTPYMEHTOB (XOTS WM HE TaK CHJIbHO, Kak
BlackArch), k Tomy ke yacTh U3 HUX U3 KOpOOKHM paboTaeT KpUBO WM He paboTaeT BO-
ob1ue.



& UsersHackeat bl -

hackcat@Hackcat—PC /mnt/c/Users/Hackcat neofetch

ha t@Hackcat-PC

0S: Kali GNU/Linux Rolling on Windows 18 x86_64
Kernel: 4.19.1@84-microsoft-standard

Uptime: 12 mins

Packages: 379 (dpkg)

Shell: zsh 5.8

Terminal: /dev/pts/@

CPU- Intel i7-2678QM (8) @ 2.195GHz

Memory: 75MiB / 6275MiB

[T ok R s Eol ot ke (0 /Mt /C/Users/Hackcat \

Puc. 1.2. Kali paboTtaet B Windows Subsystem for Linux

3amutel oT aypaka B Kali Toxke He mpenycMmotpeHo. Kak mokas3biBaeT MpakTHKa, He BCeM
TMOJTL30BATEIISIM TOHATHO, YTO HE CTOUT AellaTh 3Ty CUCTeMy OCHOBHOM. OT spa 1o 000-
JIOUKH OHA ObUIA cO3/laHa U ONITUMU3MPOBaHA JIJIs BBITIOJHEHHUs OOeBbIX 3a1a4 Ha (poH-
tax b 1 miioxo npuroaHa Jyis ClOKOMHOMN exxeHeBHON paboThl. MHOTHE HYXHbIE B Obl-
Ty MEXaHW3Mbl TaM MOIMPOCTY OTCYTCTBYIOT, a TMOMbITKA UX YCTAaHOBUTH, CKOpEEe BCETO,
BBI30BET cOOM B HOpMalibHO# pabote OC, eciii He BBIBE/IET €€ U3 CTPOS MOJIHOCThIO.

Kopoue, Kali kak criuuky — MoILI[Has WITYKa B YMEJbIX pyKaxX, ee JIerKo JOCTaTh, HO Je-
TAM Jydlle He AaBaTh. OXBaTUTh pa3oM BCE BO3MOXHbIE OQHLIMANIbHBIE U HEODHULIUAIIb-
Hble YTUJIUTHI (2 MX, HA MUHYTOYKY, Oosbuie 600) 9Tol cvcTeMbl He NpeacTaBlseTCs
BO3MOXXHBIM XOTSI Obl MOTOMY, YTO MOCTOSHHO MOSBJSIOTCS HOBbIE M HOBbIE MOJIYJIH,
(hpeiMBOPKH, YTHIIUTHI U IIpoUure npudaMoOachl.

Kali npennasHaveHa Ui IIMPOKOroO CHEKTpa 3a1ay, HO OCHOBHAs U3 HUX — aTaKH B Ce-
TEBOM cpejie, HarpuMep, MOUCK YS3BUMOCTEH B BeO-TPUIOKEHHUSIX U MOTyYeHHe TOCTyIa
k OecripoBoHbIM ceTsM. Kak Hacnennuk BackTrack, Kali BooGie Hermoxo nmprcnoco6-
JieHa i paboThl ¢ OecrpoBOIHBIMY KaHanaMu CBsi3d, B ocobeHHocTr Wi-Fi. [Ipoepka
Ha MPOYHOCTh YAaJCHHBIX XOCTOB TOXE BO3MOXKHA C MOMOLIIbIO, Harpumep, Metasploit,
HO UMEHHO Ha paboty ¢ Wi-Fi opHeHTHpOBaHO SapO M 3HAYMTENIbHAs 4YacTh WUHCTPY-
MEHTOB.

Elie 3 miocoB 0TMeuy HalM4ue B IITATHOW MOCTaBKe OOJIBLIOTO KOJMYECTBA coBapei
IUTSL pa3lIMYHbIX aTak, He Toybko Ha Wi-Fi, Ho  Ha akkayHThl B IHTepHeTe U Ha ceTeBbie
CITYKOBI.

Jns eme Gombiiero ynoOCTBa MCMOJIB30BaHMS Ha OQUIMAIBLHOM caiiTe MpejjiaraeTcs
BepcHsl TMCTPpUOYTUBA AJI1 BUPTYaJIbHBIX MAlIWH, Belb MPY B3JIOME KyJa pasyMHee HcC-
NOJIb30BaTh CUCTEMY 0€3 YCTaHOBKU — MaJio JIM KTO MOTOM OYyJeT KOINaThCsi B TBOEM
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koMmrie! BepauKT Takoii: eciiv ymeelllb NOJb30BaThCs — KJlacCHAsl LITYKa, HO He B3AyMai
NoKa3bIBaTh €e pedeHky. OUH U3 aBTOPOB BUEI, YTO OYJIET, €CJIM HAPYLIUTh 3Ty PEKO-
MEH/JIaLIMIO.

DEFT

3 Ilepssiii penus: 2005 rox

O Ocnosan Ha: Ubuntu

O Ilnardopmbl: X86

O I'paduueckas obomouka: LXDE

Ccouika: https://archive.org/details/deft-8.2

Ponuna DEFT — conneunas Mtanus, U OH LIeapoO, KaK MULULA ChIPOM, MOChINAH Pa3Ho-
0o0pa3HbIMU MHCTPYMEHTaMU IS pa3BelKd U B3jioma. [Ipu 3TOM OHM HE MPUMOTaHbBI
K TUCTPUOYTUBY CHHEH U30JICHTOM, a BIIOJIHE FapMOHUYHO BCTPOEHKI B Hero. Bece BMecTe
HarOMMHAET UHTEPECHBIM Y MOJIE3HBIM B )KU3HU LIBEULIAPCKUANA HOX.

Pazpaboran DEFT Ha nnatdopme Lubuntu (https://ru.bmstu.wiki/Lubuntu) u cHa0OxeH
yA0OHBIM rpaduueckuM vHTepdeiicom. B mpoaykT Bxoaut HaOOp MpOQUILHBIX YTHITUT,
HayMHas ¢ aHTUBHPYCOB, CHCTEM NMOMCKa MH(OpMaLMK B Kellle Opay3epa, CEeTeBbIX CKa-
HEpOB W JIPYTHX MOJIe3HOCTeN M 3aKaHYMBasi MHCTPYMEHTaMU, KOTOpbIe HEOOXOAUMBI NIPH
TIOMCKEe CKPBITOM MH(pOpPMALIMK Ha JHCKE.

Hcnone3ys 3ty OC, He cocTaBUT TpyJa MOJIYUUTh JOCTYI K CTEPTHIM, 3allM(pPOBAHHBIM
WU TIOBPEXKIICHHBIM JaHHBIM Ha Pa3fIM4HBIX BUIAX (Qu3nueckux Hocurtesed. OCHOBHON
UHCTpyMeHTapuii nipsdercs B paznesnie DEFT, kotopblit, B cBOIO ouepenb, HaXOIUTCS
B HEKOTOpOM noaoouu MeHto «Ilyck» (puc. 1.3).

WzHauanbHO 3TOT AMCTpUOYTHB ObL MpeqHa3HaYeH Ajlsl HyXA CEeTeBOM MOJMLMM U crie-
LMAJIMCTOB M0 pearupoBaHMIO Ha MHUMACHTHI B o0nacti Ub, mostomy ele ogHa cuiibHas
cropoHa DEFT — 3To KOHKypeHTHas pa3Bellka, B TOM YHUCJIE aHalu3 B3ahMOCBS3EH
aKKayHTOB couceTeld. EcTb nake uMHTepecHas yTwiuTa 1Jii OOHapYKEHHUS! reojOKaluu
3amanHoro akkayHta LinkedIn wnm Twitter. Sl He cMor mpoBepuTh, HACKOJIBKO 3 dek-
THUBHO 9TO padOoTaeT B AaHHBIH MOMEHT, HO C ONpe/eieHUeM MPUHAJIS)KHOCTH aKKayHTa
K CTpaHe ¥ ropojly oHa CIpaBJiseTCsl.

B otnnuue ot Kali Linux uiu Tsurugi, B DEFT 3amuTa ot nypaka Bcrpoena. be3 nomxk-
HOM MOJTrOTOBKHM MOYTH HU OAWH MHCTPYMEHT MOMNPOCTY HE 3aMyCTHTh, a 0e3 r1yOoKoro
MOHUMaHHUs PabOThI 3AIUTHLIX MEXaHU3MOB TYT BOOOIIE JenaTh Heuero. bykBaibHO Ka-
K0 TIPUIIOKEHWE WM OMLMsS TpeOyeT MpaB root, Tak YTO He CrelIM Cpa3y 3amyCcKaTh
BCE MOAPS WK CO3/1aBaTh HEMTPUBUJICTMPOBAHHOIO MOJIb30BATENS.

Taxxe Mbl OOHApPYXHWIIM «TIOAAPOYEK»: HECKONbKO perio3utopues, otkyaa DEFT Geper
OOHOBJICHHS, 3aKPbIThI Kitouamu. [lapy qHeli Mbl pbuTHCh MO GopyMam, TOKa He HALLIH,
OTKy/1a 3alpOCUTh JaHHbIE, 1a U CAMU KJIIOUHM TOKE OTHICKAITUCH.

B urore sta cuctema xoporua 11 GOPEeH3UKH U pacciieIoBaHus MHLUCHTOB, B OCOOCH-
HOCTH €cjiM ecThb (PU3MYecKUd AOCTYN K HOCHUTENAM HMHPOpMalUMU — OyAb TO AMCK,
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Puc. 1.3. DEFT

¢nemka nnu cMaptdoH (Xakepa, HauaJIbHUKA, COTPYIHUKA, KOHKYPEHTA, JKEHbI, JTIOOOB-
HMLIBI, ee 0aTh — HY>KHOE MOJYEPKHYTh).

Tsurugi

O Ilepssiit penuz: 2018 rog

O Ocnosan Ha: Ubuntu

O Ilnatdopmer: x86 (yacTH4HO), x64

O I'paduueckas obosouka: MATE

Ccbuika: https://tsurugi-linux.org/downloads.php

OtoT aucTpuOYTHB BoOOLIEe HE OUYeHb U3BECTEeH B Kpyrax Mb-cnenuanncTtoB — BO3MOXK-
HO, u3-3a cBoeld Mosomoctv. OpHako Tsurugi — peruiue, po>KAEHHOE COBMECTHBIMH
yeunusamu cosaareneid DEFT u Kali. Uro u3 sToro Beiio? Jlasaii nocmoTtpum!

Tsurugi (3TO COBO O3Ha4aeT NBYpPYUHBINH AMOHCKWI Meu) coszmaH Ha ocHoe Ubuntu,
B kauectBe GUI ucnonszyercs MATE. [Ipennasnadyen o Gonbuie ajisi GOPEH3UKH WK
OSINT, Hexenu [yist NEHTECTa, OJJHAKO €ro HHCTPYMEHTapUi, Kak U HEKOTOPble 0COOEH-
HOCTH, MO3BOJISIIOT MCIOJIb30BAaTh €r0 U B 3TOM HampasieHuu. M3HauanbHO cucTteMa Io-
cTaBisercs B pexknmMe live-oOpaza, HO MpH KeJlaHUM MOXKHO TPOU3BECTU MOCTOSTHHYIO
YCTaHOBKY.

[locne Bxona B cucteMy Mbl BUAMM HecloxHbIit GUI, mpenycMoTpuTensHO 0OBeIIaHHbIH
CO BCEX CTOPOH BUKETaMU IOKazaTeseil 3arpy3ku npoueccopa, >KeCTKUX JIUCKOB, OIle-
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paTHBHOI MaMsITH, CKOPOCTU ceTu u npouero. [a, pyka cosznateneit Kali TyT 10BosBHO
CWJILHO 3aMeTHa. B rnaza cpa3y Opocaercs oOuiiMe npeaycTaHOBIEHHBIX HHCTPYMEHTOB,
KOTOpbIe HYXHBI Jlajieko He Bceraa. [Ipu aToM uHTepdelic cucTeMbl BHITTSANMT OoJiee yeM
MHHUMATMCTUYHO U KOMIIAKTHO. A BOT JIOTMKa paboThl CHCTEMbI 0€30MaCHOCTH, KaK U
paboTel ¢ BeOOM WIIM 3alUTBI OT OTCJEKHMBAHHWs, OCHOBaHA Ha JyYIIUX MpPaKTHKaX
DEFT.

Becb ocHOBHOI1 apcenan pacniosnioxeH B Applications — TSURUGI (puc. 1.4).
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Pwuc. 1.4. Tsurugi

3nech U paborta ¢ oOpa3aMu, U aHAJIM3 BPEJOHOCOB, M BOCCTAHOBJICHHE NaHHBIX, U, KaK
ynomuHanock, Habop yTunuT ans OSINT. Crout umets B Bufy, uro sta OC, kak u Kali,
HEe UMEET 3alIMThl OT KPUBBIX pyK. OHa MOJOWAET TeM, KTO UMEeT XOpPOUINe HABBIKU pa-
60TbI ¢ Linux u gelcTByeT npeaycMOTPUTENIbHO U BAYM4HMBO. Kak W nmonoxkeHo octpomy
SIMOHCKOMY Meuy!

OOWMpHBI MHCTPYMEHTApUi MMO3BOJISIET HMCIOJIb30BAaTh CUCTEMY KaK MYJbTHTYJT JUis
mMpoKoro crekrpa 3aaad. [lycts Tsurugi u HemHoro cmaxusaet Ha Kali, cepbe3Hbie pas-
JIMYUS BCe PAaBHO UMeEROTCsI. [IpUTOM YTO HEKOTOpbIe U3 YTHITUT Tak ke, kak u B Kali, pa-
00TalOT HEKOPPEKTHO MJIM He padoTaloT BOOOIE, MPOLEHT MPOOIEMHBIX TYJ3 3[1eCh Ha-
MHOT'O MEHbIIIE, U BUIHO, YTO 00 3TOM KTO-TO 3a00THTCS.

Eciv o kakuM-To mpuuMHaM Thl He X04elllb ucnojb3opark Kali, To Tsurugi ctaner noc-
TOHHBIM MHCTPYMEHTOM B TBOeM Habope. [1aTh 3Be3/1 HE MOCTaBUM KaKk MUHUMYM IOTO-
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My, 4TO OJIMH K3 aBTOPOB 3TOr0 0030pa OTJIOKWJI KHUPIHUY OT 3ByKa Meua MpPH CTapTe
OC... Bnpouem, naBaii He OyZeM O TPYCTHOM.

Parrot
3 Ilepssiii penus: 2013

O OcHosan Ha: Debian

O Ilnatdopmer: x86, x64, ARM

O I'paduueckas obomouka: MATE
Ccouika: https://parrotsec.org/download/

OrtoT KpacuBblii aucTpuOyTMB Linux ocHoBaH Ha Debian u pazpaboraH koMaHAON
Frozenbox cneuuanbHO Ui TECTOB 0€30MACHOCTH KOMIBIOTEPHBIX CHCTEM, MOUCKA U
OLIEHKH pa3IYHOro psja ysssuMocted. Uto ke BHyTpu? B kauecTBe okpyxkeHus: pabo-
yero crona 31ech Bce ToT ke MATE (puc. 1.5).

Places System &) 22 @ i ) O B Bcuion2l, 16555
(@) Privacy 2 | i
& O6pasosatenstbie
® ogne
@ Vireprer
# Tpagma
@ Aynviow suneo
@ vru \
@ Most Used Tools
& Nporpammmposanie > M information Gathering
@ Cicremine ? @B vulnerability Analysis
& CrangapThuie > &, web Application Analysis
@ Creunansusie soamomHoCTI > (@) Exploitation Tools
s () Maintaining Access
() Post Exploitation
& password Attacks
8) Wireless Testing
& sniffing & Spoofing
&) Digital Forensics
@ Automotive
(&) Reverse Engineering
() Reporting Tools
(8 System Services

Puc. 1.5. Parrot

Ceepxy, B pasnene Application, Tl Haiineus yTuiuty Anon Surf. OgHa U3 ocoGeHHO-
creit Parrot — B Hell peyCTaHOBIEHBI HEKOTOPBIE CPEeICTBa aHOHUMH3ALIMH, U TTPU BbI-
6ope Anonsurf Start Bech Tpaduk cuctembl OyaeT nepeHanpanieH uepe3 Tor. B aTom ke
paszene ecTb BO3MOXKHOCTh Mcmoib3oBaTh DNS mnpoexta OpenNIC — 3T0 BHeHaumo-
HaJIbHas aJbTepPHATHBA peecTpaM JIOMEHOB BEpXHEro ypoBHs. 31ech ke, BHIOpaB mapa-
MeTp Check IP, MoxHO npoBepuTh TeKyLuii BHeIIHUH [P.

Bropoii pazgen — Cryptography. 3nech crour oOpaTUTh BHHMaHWE Ha YTHIIUTY
GPA — 310 rpadmyeckunii uarepdeiic nporpammel GnuPG, npenHazHayeHHOM 1S mnd-
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poBaHus UHGOPMALIMM U CO3JAHUS DICKTPOHHBIX LM(POBBIX MOANMUCEH. ITO, MO CYTH,
anbrepHatuBa wudposannio PGP. A ecnu tebe nyxxen GPG, To non pykoii Gyaer yTu-
quta zuluCrypt — ananor VeraCrypt, KOTOpbIid M03BoJIseT WH(POBATh MAIKH, pa3/elbl,
(hnewrku u mpouee.

Crenyrowumii (M camblii UHTEpecHbI) paznesn — Parrot. B Hem coOpaHbl UMEHHO Te YTH-
JIMTBI JJ1 TECTUPOBAHUSA 3aLUIIEHHOCTH KOMMBIOTEPHBIX CHCTEM, M3-3a KOTOphIX 3Ta OC
nonajga B Ham 0030p. MHOrMe U3 MpelCTaBJIeHHBIX YTUIMT HaM yike u3BecTHbI no Kali
Linux, HO ecTb U YHUKaJIbHbIE.

[TonpoGHee xoTenoch Obl OCTAHOBUTHCS Ha BKiIaake « MHTepHET». 31ech Mbl BUIMM Tpe-
nyctanoBneHHbI Tor Browser u 6utkoitn-komenek Electrum, a taxke yrunmuty XSSer —
(hpeiiMBOpK 1711 OOHAPY>KEHUS U IKCIUTyaTaluu XSS-ysa3BUMOCTEN B BEO-TTPUIIOKEHUSX.
Tyt ke ecTb noutoBbiii kiMeHT Claws Mail, 3T0 MONHOLIEHHBII MOYTOBBINM KJIUEHT C MOJ-
nepxkkoit mmdposanus GPG. bonycom nger Ricochet IM — neneHTpannzoBaHHBINA aHO-
HUMHBIH MecceHaxep, padoTtatoiuii uepes cetsb Tor.

Oto, moxanyii, Bce ocobeHHoctr Parrot Security OS, 0 KOTOpBIX XOTenock Obl paccka-
3aTh. Kak BumHO, Parrot OS mogxoguT He TOJNBKO Ji1 TECTOB Ha MPOHUKHOBEHHE, OHA
MoxeT U citykuTb OC 7151 €/KeTHEBHOTO UCIIOJIb30BAaHUS T€M, KTO 3HAET, 3a4eM KM 3TO
Hy>kHO. Ham Parrot nokazanace kadectBeHHO U yno6HO caenanHoit OC. IlpustHo paGo-
TaTh ¢ CUCTEMOMH, Ille He HY>KHO MpeaBapUTeIbHO YAHUTE UHCTPYMEHTBI.

BlackArch

O IlepBbli penu3: HEU3BECTHO

O OcHoBaH Ha: Arch

O Ilnatdopmer: x64

O I'paduueckas 0000UKa: OTCYTCTBYET, €CTh HECKOJILKO MEHEIKEpOB pabouero crona
Ccouika: https://blackarch.org/downloads.html

BlackArch — cambiii kpynHbIii 0 00BeMy 0Opa3a OTUCTPUOYTHB. AKTyallbHas Bepcus
3aHumaet Oounbuie 14 I'Gaiit! 3arpyxarb, KCTaTH, MpU KeJTaHUKU MOXKHO 4Yepe3 TOPPEHT,
¥ cuoB Bcerna MHoro. OreHu apyxenntooue nntepderica: eciau Tede yAaloch BbIKa4yaTh
9TOTO0 MOHCTpPA M 3aIlyCTHUTh €ro, HY’)KHO BBECTH JIOTHH U MapoJib, O KOTOPBIX Thl JOJDKESH
MpOYecTh Ha calTe B MHCTPYKLMH IO YCTaHOBKE (3TO root/blackarch, eciin uto). IIpo
live-nosib30BaTesiei, BUAUMO, 3a0LUTH.

Janbie: mocne jJoruHa He BUAHO HUKAKWX HAMEKOB HA MEHIO MJIM YTO-TO B OTOM pOJIe.
[epen namu npaktuydecku rojpiii Fluxbox, moaToMy OHO BBI3BIBAETCS MO KIUKY MpaBoOi
KHOTIKOU MBIIIHN B IOOOM MecTe pabouero ctoia (puc. 1.6).

Bce npunoxxenns yao0HO pas3ioxkeHsl 1o kaTeropusm B noameHto blackarch ocnosHoro
meHto. [lpencrasnensl 49 kareropuii, B KOTOPBIX €CTh MHCTPYMEHTBI Ha JIOOOH ciydaii
’Ku3HU. HaBurauus rno MeHio ¢ noMolipio Mbitiu, kak B Windows? O HeT, B 9TOM JuCT-
puOyTHBE MPO MbIllIb CMEJI0 MOXHO 3a0biTh. TONBKO KiaBHaTypa, TOJBKO Xapakop!
C npyroii cTOpoHbI, pa3 Thl PeLIMII CBS3aThCS € *nix-cMcTeMaMu U B3JIOMOM, TJIyIO pac-
CUMTBIBaTh Ha YTO-TO JPYyroe.
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BlackArch

Pwuc. 1.6. 'pynnel npunoxennii BlackArch

Uro kacaeTcs cOOCTBEHHO MHCTPYMEHTOB, TO TYT IMpPEJCTABJICHbI BCe MOMYNSIPHBIE U He
OueHb TYJ3bI JJIS B3JIOMA, BKJIOUAsl, KOHEYHO, Takue 3HaKoBble, kak Metasploit u BeEF
XSS. [enath 0030p BCeX MHCTPYMEHTOB 3TOr0 MOUCTHHE OIPOMHOr0 Habopa — 3aHsATHE
eite 6onee O6e3nanexkHoe, yeM B ciydae ¢ Kali u Parrot. Tak uto st mpoiiayce o Bepxam,
a Thbl, €CJIK 6yneT HUHTEPECHO, CMOXKEIb yI‘J'[y6I/ITbC$I B UT€HHWE JOKYMEHTAllUX HACTOJIbKO,
HACKOJIBKO MOCUMTACHIbh HY>KHBIM.

BlackArch He crecHsiercs ucnonb3oBarh Wine ajisi 3amycka HEKOTOPBIX «HEPOIHBIX)»
npunokeHuii. B kadectBe mpumepa — mft2csv (Ha puc. 1.7), xotopsrit mapcur MFT
(aiinosoit cucrembl NTFS nns nanepHeiiiero aHamuza. B Hanuuuum umeercs u Java
(OpenJDK 14.0.1).

TepmuHan, kak U B 1eJIoM rpaduueckas 000JI0UKa CUCTEMBI, BBITJISIUT YHBLIO, 3aTO BEp-
cuu codTa aktyanbHble. C OOHOM CTOPOHBI, KaXKeTCs, YTO XOTeNM cAefaTh Kak B KUHO
Npo XaKepoB, ¢ APYrod — cUcTeMa BCe e BIIOJHE 103abebHa, XOTs U TpedyeT cepbes-
HBIX HaBBIKOB.

B o61em, ecnu Thl He TOTOB MPOOUPATLCS Yepe3 MUHHOE M0Jie KOH(UTOB, apryMeHTOB
npu 3anmycke codra, ryriieHbs Ha KaXIbli YMX U MPOUYHe MPEJeCTH 3TOr0 MyJbTUTYJIa —
cMmotpu B ctopoHy Kali u Parrot, Tam XoTk 4TO-TO MOXXHO cAenaTb 0e3 HaCTOJIBHOTO
cnpaBouHuka. K HoBuukam BlackArch Gonee uem HenmpyxemoOHa. M siceH meHb, He
B3/lyMaii CTaBUTh €€ Kak 0OcHOBHY1O OC.
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Pwuc. 1.7. 3anyck npunoxeHus 8 Wine

BackBox

O Ilepssiii penus: 2010

O OcHosan Ha: Ubuntu

O Ilnardopmbl: x64

O I'paduueckas obonouka: Xfce

Ccouika: https://www.backbox.org/download/

U nox xoHel — emie 0MH JUCTPUOYTHUB, CTOSIINI OCOOHSKOM OT ocTanbHbIX. BackBox
HE MpeTeHIyeT Ha 3BaHKe JIyUIIero Xakepckoro MyJIbTUTYJIa, 3aTO OH KaK HeJb3sl JIyulle
MOAXOJUT JJIsl IOBCEAHEBHOTO Mcnonb3oBaHus. ['paduueckas obonouka Tyt Xfce, uto
MHHUMHU3UPYET MOTpediieHHe CUCTeMHBIX pecypcoB. C caifTa JOCTYITHBI 1J1si CKaYMBaHUS
nBa Baprianta — [SO u Torrent. OOpasa aJis BUPTYyaJIbHBIX MallIMH HET.

BackBox ocnoBan Ha Ubuntu (TouHee, Xubuntu), yTo nenaet ynoOHBIM ero UCTIONb30Ba-
Hue kak pomainHedt OC, k Tomy ke no Ubuntu goctynHa Kyda JOKyMEHTaLMU U opy-
MOB C OTBETaMH Ha paclpoCTpaHEHHbIe BOMPOCHL. TyT HET KaKWX-TO TBUKOB Spa, TakK
YTO HUKAKWEe MaxWHALIMKM HUYEro He UCMOpPTAT. Takue 0COOEHHOCTH JIENaloT 3TOT JUCTP
NpeKpacHbIM BLIOOPOM [Tl HAYMHAIOUIero neHTecrepa (puc. 1.8).
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Puc. 1.8. MeHio BackBox Linux 7

HUHcTpyMeHTOB U3 KOPOOKHM MOCTaBIsIeTCs HE Tak U MHOro, Bcero okono 200 mTyk, HO
Ui niepBbix 1aroe B b BrnonHe pocrarouno. B ocransHom BackBox — 3ro mpocto
Xubuntu co Bcemu ee ¢puuamu U GyHKUMSAMH. BaxkHbIi MII0C, HA KOTOPBIH 51 HE MOTY He
0o0paTUTh BHUMaHWE, — BCE HMHCTPYMEHTBI OYEHb YJOOHO CrpyNMHUPOBaHbI B MEHIO.
Jaxke ecau Tl He 3HaelIb HU OJAHOIO MHCTPYMEHTA, Hampumep, ansi atak Ha Wi-Fi, Tel
C JIETKOCTBIO Hal/eIlb UX.

Cka3zatb Gosnblie 0co00 Heuero, Bce JOCTOMHCTBA U HEIOCTATKU OMHCAHHBIX B 3TOM pas-
Jesne IMCTpUOyTHMBOB Mbl cBei B Ta0:. 1.1 anist cpaBHeHwust. [lonb3yiics Ha 300poBbe.

Ta6bnuya 1.1

OuctpubyTne Mpacpmueckan OcHoBaH Ha Foa Bbinycka Mnatdopmbl
obonouka

NST MATE Fedora 2003 x64
Kali Xfce Debian 2013 x86, x64, ARM, VirtualBox
DEFT LXDE Ubuntu 2005 x86
Tsurugi MATE Ubuntu 2018 x86 (4acTu4yHo), x64
Parrot MATE Debian 2013 x86, x64, ARM
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Ta6bnuya 1.1 (okoHuaHue)
OuctpubyTus Mpaduueckan OcHOBaH Ha lon Bbinycka MnaTtdcopmbl
obonouka
BlackArch — Arch ? x64
BlackBox Xfce Ubuntu 2010 x64
BbiBoAbI

TyT nomkHa Oblia ObITH JIEKLMS O TOM, YTO HEAOMYCTHMO MCMOJIb30BaTh OOJBLUMHCTBO
13 3TUX AUCTpUOYTHBOB Kak ocHOBHYt0 OC, HO ee He Oynet. [IpoOyii pa3Hble BapuaHThI,
BbIOMpai TOT, uTO OJIMKEe TBOEMY Cep/lLly, U JkenaeM Tebe yaauu.
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2. ApceHan neHTecTepa.
YTunutbl ana getekra OC
Ha yaareHHOM XOcCTe

BanenmuH Xonmozopoe

HepBaﬂ cTtagud NEHTECTa — 3TO, KaK M3BECTHO, pa3BE€aKa. Tonbko YCTaHOBUB, KaKas
cucTeMa paboTaeT Ha yAaJeHHOM XOCTe, MOXKHO HaYMHATh UCKaTh B Hel Jiazeliku. B aTom
pazziesne Thbl y3Haellb MPO CEMb CPEACTB, KOTOPbIE MOMOrarOT Ha 3TOM 3Tane, U 3a0JHO
YBUJMUIb, KAK UMEHHO OHH BBIYMCIIAIOT OMEPALMOHKY.

[IpuMepHO B TOT k€ UCTOPHUUECKUI MEPUOI, KOT/1a 00e3bsiHaA ciie3lia ¢ JepeBa 1 3a4eM-TO
pelnia cTaTh 4YeJI0BEKOM, OHa Hay4WIach UCIOb30BaTh opyaus Tpyaa. C Tex nop Tak u
MOBEJIOCh: KaXkash MapThlllKa J0ObIBaeT ceGe MpONUTaHWe C MOMOLIbI COOCTBEHHOIrO
WMHCTPYMEHTapHsl, YTO BBITOJIHO OTJIMYAET €€ OT MPOYMX MpeAcTaBuTesei dayHbl. A on-
HUM M3 caMbIX OOraThIX apceHaJIOB CHOAPYYHBIX WHCTPYMEHTOB CpeAu NMpumaroB oba-
JatoT, 0e3yCII0BHO, MeHTecTepbl U Xakepbl. OHO W HE YAMBUTENILHO: MU3Y4aTh yaJeHHbIE
CHCTEMbI U DKCIUTYaTUPOBaTh OOHAPYKEHHbIE B HUX YSI3BUMOCTH I'OJILIMH PYKaMH — BCe
PaBHO UTO MBITAThCS HAMyTaTh €XKa rojbIM 33JOPOM M HEYEMHBIM SHTy3Ha3MoM. To ecTb
W HeMnpakTM4YHO, M Mo GonbuiomMy cyety Oecriosie3Ho. [Ipuuem nake exy MOHSATHO, 4TO
NepBbIA U CaMblidi BayKHBIN 3TaIl KCClIeA0BaHMs OO0 cUcTeMbl — 3TO pa3BeqKa U cOop
uHpopmauuu. Ha Hem 1 3a0CTpuM Halle BHUMaHHE.

Ecnu b1 perynsipHo unTaemb «Xakep», TO HaBepHsIKa Y)ke BCTpedasl yIIOMUHAHUE MHO-
I'UX U3 3THX nporpamMMm. Bo3moxkHo, Tebe 3Hakom u TepmuH TCP/IP stack fingerprinting,
KOTOpBIM 0003HaYaeTcsl MPUHUMN MX paboThl. JlaBail jke OKMHEM LIMPOKHM B3TJISI0M
C BBICOTHI NITHYBLETO MOoJIeTa HauboJiee aKTyallbHbIE YTHUIIUTHI, IPUTOAHbIC [T OTOM LeJH,
¥ IoCTapaeMcs OLCHUTh X OCOOEHHOCTH U BO3MOYKHOCTH.

Mapa ymHbIX crnoB

OnbITHBIE TIEHTECTEPHI, XaKepbl U CUUTAIONINE ce0sl TAKOBBIMU MOTYT CMeEJIO MPOITYCTHUTh
napy MOJIOUHBIX KOKTEWJeH W 3TOT pasnes, AJif OCTaJIbHbIX K€ MpOoBeaeM HeOOJbIIoN
TEOpeTHUECKHil SKcKypc. OUeBUIHO, UTO HA HAaYaJIbHOM 3Tare pa3BeAKU YIOaJeHHasl CUC-
Tema Npe/ICTaBIseTCs AJIsl HAC «UYEPHbIM SIU[MKOM», U B JIyULIEM CJIyYae Mbl 3HAEM TOJIb-
ko IP-agpec. Kak MMHUMYM HEOOXOIMMO BBIICHUTH, KaKMe Ha UCCIEAYEeMOM XOCTE OT-
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KPBITHI TIOPTHI, MO/ yIPaBJI€HHEM KaKOW ONMepalMoOHHOW CHCTEMbI OH paboTaeT, Kakon
co(T TaM yCTaHOBJIEH U CMOCOOEH B3aMMOJIEHCTBOBATh C CEThIO. A y)Ke 3aTeM, coOpaB
HCOGXOI[I/IM}/}O an)opMaumo, MO>KHO UCKAThb yﬂ3Bl/IMOCTl/l 151 IlyMaTb, KakK O6paTI/lTb HUX BO
611aro 4eJoBEYECTBA.

B cinyudae ¢ OOBIYHBIM KOMIIOM WMJIM HOYTOYKOM OMpPEAENUTb OMEPALMOHHYIO CHCTEMY
npoiie Bcero. Ecnu npu B3ryisige Ha dKpaH ciierka 3aMyTHIIO — 3HA4YWT, TaM CTOUT BUH-
73, 3aX0TeN0Ch YTO-HUOYAb cOOpaTh U3 MCXOAHUKOB — OJHO3HA4HO JHUHYKC. C ynaneH-
HBIM XOCTOM TakoW ()OKyc He MPOKATHUT, OATOMY Mbl MOYKEM OLIEHHBATH JIMILIb KOCBEH-
Hble npu3Haku. OnpenesnTb, Kakas onepalMoHHas cucTemMa paboTaeT Ha XOCTe, MOKHO
NAacCMBHBIMU M aKTMBHBIMH MeTOAaMH. B mepBoMm citydae oOBIYHO NpUMEHseTCs CHUG]-
¢uHr ¢ nomoikto Tyn3 Bpone Wireshark u mocnenyromuii ananuz tpadurika. Bo Bropom
cllyyae UCTOJIb3yeTcs MPUHLMIT NaTTepHoB: Kaxaas OC uMmeeT XapakTepHblid Habop OT-
KPBITBIX MOPTOB, HA KOTOPBIE MOXKHO MOCTYYaThCs M OLEHUTh UX AOCTYMHOCTb. A MOTOM,
TSI Ha 9Ty JKUBOMUCHYIO KapTHHY, CllelaTh COOTBETCTBYIOLIME BbIBOAB. M B TOM
M B JPyroM ciy4ae Mbl HCCllelyeM MoaoOre OTIEYaTKOB MajblieB ONepallMOHHON CHUCTe-
MBI, TOATOMY COBOKYITHOCTh METOJIOB TaK W MPUHATO Ha3bIBaTh — fingerprinting.

Kak npaBuio, Bce MeTOJIbl MACCUBHOrO aHanu3a Tpaduka CBOIATCS K U3YyUEHHIO CTEKa
TCP/IP Ha ynaneHHOH MamiviHe. 3aroJIoBKU MMAaKeTOB COMIEPIKaT MOJisl, 3HAYSHHS KOTOPBIX
xapakTepHbl [y ctporo omnpeaeneHHbix OC. Hanpumep, Bpems >xku3Hu nakera TTL
(Time To Live), paBHoe 64, yaime Bcero BcTpeyaercs B Linux u FreeBSD. Ecnu B 3aro-
JoBKe He yctaHoBJeH ¢uar ¢pparmentanuu (DF, Don’t Fragment), 3To HamekaeT, 4TO MbI
umeeMm aeno ¢ OpenBSD. JIpyrumMu KOCBEHHBIMHM TMPHU3HAKAMHU CIIyXKaT pa3Mep OKHa
(window size), 3HaYeHHe MaKCUMAJILHOTO pa3Mepa cermMeHTa (maximum segment size,
MSS), window scaling value, coctosinue (ara sackOK. MeToomM UCKITIOUEHHUS! Mbl MO-
skeM BblunciuTb OC, KOTOpas KPyTHTCS Ha MHTEpEecyIoLleM Hac Xocte. A obsierdyar 3to
JeJ10 YTUIIUTBI, O KOTOPBIX W MOMIET peyb.

Nmap

3 Caiit: nmap.org
O Ilnardopma: GNU/Linux, macOS, Windows (x86)

OTO OYeHb MOMYJSPHBIA Kpocc-mnaTGOpMEHHbI MHCTPYMEHT ¢ Ooratoil uctopuei u
LIMPOKKUM apceHaoM (YHKLMOHAIBHBIX BO3MOXKHOCTEH. OH ymMeeT MHOroe u MOMHMO
(hMHreprnpuHTUHIA, HO HAaC MHTEPECYIOT B MEPBYIO Ouepelb €ro «pa3Be/blBaTelbHbIe
BO3MOKHOCTH.

AxktyanbHas Bepcuss Nmap 7.80 (puc. 2.1) obnagaer MHTYWUTUBHO TMOHSTHBIM Tpadude-
CKMM HHTep(eiicom, HO i onadaroB MpPeayCMOTPEH PeXHM padOThl M3 KOMaHAHOM
CTpokH. B 3TOM ciiyyae MOXKHO MCIOSB30BaTh KOMaHIy nmap -O -PN [URL], rae URL —
azpec uccienyemoro caiira. CoBceM yneprble MOI'YT CKOMIWIAPOBATh TY/I3Yy U3 MCXOA-
HUKOB, JII00€3HO OMyOJIIMKOBaHHBIX Ha caiite pazpadborunkoB (http:/nmap.org/).

JlnarHo3 o0 yCTaHOBJIEHHOW Ha XOCTe OMepalMOHHOW CHCTeMe YTWIIMTA BbIIAeT BechbMma
MPUONM3UTENLHBIN, HO BEPOATHOCTh TOTO WIIM MHOTO BapraHTa MoxkeT nocturatb 90% u
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Crkanuposanue  WHcrpymenter  Mpodune  Momowes

Lene | xakep.ru IZI Mpogune | Intense scan OTmena

Komanga | nmap -T4 -A -v xakep.ru

VEN Cepencel Beigog Nmap | MopTel ,-‘Ya.nml Tononorws | Jetanm yanal CKaHupoaaHue|
OC * Ysen nmap -T4 -A -v xakep.ru IZ|

xakep.ru (178.248.2. Starting Nmap 7.8@ ( https://nmap.org ) at 2020-83-27 12:48 RTZ 2 (ceia) -
NSE: Loaded 151 scripts for scanning.

NSE: Script Pre-scanning.

Initiating NSE at 12:48

Completed NSE at 12:483, 8.88s elapsed

Initiating NSE at 12:48

Completed NSE at 12:48, 8.88s elapsed

Initiating NSE at 12:48

Completed NSE at 12:48, 8.88s elapsed

Initiating Ping Scan at 12:48

Scanning xakep.ru (178.248.232.27) [4 ports]

Completed Ping Scan at 12:48, @.41s elapsed (1 total hosts)

Initiating Parallel DNS resolution of 1 host. at 12:48

Completed Parallel DNS resclution of 1 host. at 12:48, 8.25s elapsed
Initiating SYN Stealth Scan at 12:48

Scanning xakep.ru (178.248.232.27) [1888 ports]

Discovered open port 443/tcp on 178.248.232.27

Discovered open port 88/tcp on 178.248.232.27

Completed 5YN Stealth Scan at 12:49, 21.16s elapsed (1888 total ports)
Initiating Service scan at 12:49

Scanning 2 services on xakep.ru (178.248.232.27)

Completed Service scan at 12:49, 11.99s elapsed (2 services on 1 host)
Initiating 05 detection (try #1) against xakep.ru (178.248.232.27)
Retrying 05 detection (try #2) against xakep.ru (178.248.232.27)
Initiating Traceroute at 12:49

Completed Traceroute at 12:49, 3.15s elapsed

Initiating Parallel DNS resolution of 14 hosts. at 12:49

Completed Parallel DNS resclution of 14 hosts. at 12:49, 8.38s elapsed
NSE: Script scanning 178.248.232.27.

Initiating NSE at 12:49

Completed NSE at 12:49, 14.72s elapsed

Initiating NSE at 12:49

Completed NSE at 12:49, 2.41s elapsed

Initiating NSE at 12:49

Completed NSE at 12:40, 8.88s elapsed 7

m
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Puc. 2.1. OtyeT 0 ckaHupoBaHuu canTa ytunuton Nmap

Jaxke Oosiblie. B mpuHIMIIE 3TOro BIOJHE JOCTATOYHO, YTOOBI MOHATH, B KAKOM HaIlpaB-
JIEHUH KOIAaTh JAJIbLIIE.

Kpome storo, nporpamma jir06€3HO MOKa3bIBaeT CBEACHUS O BEPCHU padOTAIOLIEro Tam
cepBepa, 00 OTKPBITHIX MOpTaX, MHGOPMALMIO, TIONYUYSeHHYIO B pe3yjibTaTte oO0paboTku
DNS-3amnpocos, IP- u IPv6-anpeca, nannsie Classless inter-domain routing (CIDR). Cod-
THHA MOXeET BBITIOJHUTH 00paTHbIi nipocMoTp DNS (reverse DNS lookup), a Takxke BbI-
BOIMT OosbLION 00beM Apyroit mosesHod uH¢bl. B Nmap npeaycMoTpeHO HECKOJbKO
CLICHapUEeB CKAaHUPOBAHMS, BHIOOP KOTOPBIX 3aBUCHUT OT LieJiel HucclieoBaTessl.

[MpuHuMIBl paboThl MPOrpaMMbl MOAPOOHO OMKCAHBI B TOKYMEHTAMK Ha OQUIHATIBHOM
caiite, a ecnu 6a30BbIX BO3MOXxKHOCTel Nmap Tebe HeI0CTaATOYHO, MOXKHO O3HAKOMHUTHCS
co crarbeii 00 ux paciuperuu (https://xakep.ru/2016/02/25/pimp-my-nmap/). Ytunu-
Ta W BIPSIMb OYE€Hb MOII[HAS: OHA MO3BOJIAET AaXke 00XOAUTh (halipBoJIbl, BHIMOJHATL DOS
u npyrue Buzbl atak (https://xakep.ru/2017/03/31/nmap-for-hackers/). Onnum cioBowm,
NOJIe3HBII MHCTPYMEHT, €CJIH 3Haelllb, KaK ¢ HUM 00palnaThes.



NetworkMiner

3 Caiir: https://www.netresec.com/index.ashx?page=Networkminer
O Ilnardopma: GNU/Linux, Windows

NetworkMiner (puc. 2.2) — 3T0 aHanmu3aTop Tpaduka, KOTOpPbIi caMu pa3paboTIUKH OT-
HocaT k kateropuu Network Forensic Analysis Tool (NFAT). Tymn3a ucnons3yer mac-
CUBHBII METO]| aHaJIM3a Y/IaJICHHOW CUCTEMBI, @ 3HAUUT, HE OCTABIISIET HUKAKUX CJIEJIOB U
MI03BOJISIET MCCIIeIOBATENIO 1eHCTBOBATH HE3aMETHO.

[ % NetworkMiner 161 ESREER™)
File Tools Help
Socket: Qualcomm Atheros AR9285 Wireless Network Adapter (132.168.1.91) ~| [ Stat | [ Stop |
Case Panel

| Parameters | Keywords ICleartext Iﬂnomalies|
Hosts (30) |F|ames {‘Hk}l Files | Images | Messages |D‘ederrtials |Session5 ﬁ"]| DNS {6}| Filename ~ MD5
] NM_202... 1lcded.,

Sort Hosts On: [ IP Address {ascending) ) | SoitqanisRiete NM_202.. 85d53c..
-2 192.168.1.91 Windows) i
----- IP: 192.168.1.91

----- B MAC: Unknown

----- Hostname:

- 05: Windows

----- TTL: 128 (distance: 0)

Open TCP Ports:

~mr Sent: 50 packets (5 070 Bytes), 0,00% cleartest {0 of 0 Bytes)
-4 Received: 54 packets (7 386 Bytes), 0.00% cleartext (0 of 0 Bytes)
- Incoming sessions: 17

- &3 Outgoing sessions: §

- Host Details

- E-E
-
-
-
o

;oo
=
=]
[5a)
=
m

04} 224.0.0.251

4 | 1 2

i Reload Case Files

Live Sniffing Buffer Usage: | |

Puc. 2.2. NHTepdeiic NetworkMiner 0CcTaToOMHO NPOCT U NOHATEH

VYTunuty MoXHO ckayaTh ¢ caiita http://sourceforge.net/projects/networkminer, a Ha
cTpaHuuke paszpaborunkoB (https://www.netresec.com/) IOCTyNeH WCXOAHBIH KOJ.
NetworkMiner mo3BosiseT OTCISKHBATH YCTAHOBICHHbIE COCIMHEHUS] U aHAJTU3UPOBATH
nepeaaBacMbi€ Mo CETHU MAaKEThI, BbIYXKHMBAsA U3 HUX IMOJIE3HBIE CBEACHUA O XOCTaX, C KO-
TOPBIMH TBOM KOMIBIOTEp 0OMeHHBaeTcs nHbopmalueid. B kauecTBe HCXOMHBIX JaHHBIX
Ui aHanuza ucnonb3yercst TTL (Bpems »ku3HM nakeTa), pazmep GppeiiMOB, YCTaHOBJIEH-
HbIE B 3aroJIOBKaxX MakeToB (Jiary.

C nomotueto NetworkMiner Mo>kHO HcclienoBaTh U OTAeNbHbIE dpeimbl. s sToro ciy-
>KUT BKagka Frames — 3aech npencTaBieHbl JaHHble O pasmepe dpeiima, [P-agpecax u
MopTax OTMpaBUTENs U MOJTyyaTelid, a TakkKe NMpoyue mnoje3Hble ceeaeHus. Kpome storo,
€CTh BO3MOXKHOCTBH aHAJIM3UpOBaTh OaHHEpHl IeMOHOB. Bes 3Ta nHbopmauus no3sosser



a 27 a

BOCCO3/1aTh CTPYKTYPY CETH, Ilie BBIMOJHIETCS MEePexXBaT MaKkeTOB: OCOOEHHO 3TO MOJje3-
HO 117151 GecrIpOBOIHBIX CeTell, BHYTPEHHSISI KyXHsl KOTOPBIX Tebe He3HaKoMa.

EcTb y aTOli Tyn3bI elie oaHa MWKapHas QYHKLMS: OHa YMeeT BBITACKMBATh (haiiibl W3
Tpaduka, TpaHciaupyemoro no nportokonam FTP, TFTP, HTTP, HTTP/2, SMB, SMB2,
SMTP, POP3 u IMAP. To ecTh ¢ €e NOMOILBIO MOKHO TepexBaThiBaTh (aiiibl, nepeaa-
BaeMbIe 10 »lieKTpoHHoM noute, FTP, mo nokanke wnu nonpocty B Opay3epe mosib3oBa-
tens. M3 mmdpoBanHoro tpaduka NetworkMiner MoxeT BbIIEpruBaTh cepTU(UKATHI
X.509. Kpacora, na u Tosibko!

B o6miem, nepen Hamu BriosiHe ceOe MoIIHBIN cHUdep, cIOCOOHBIH TBOPUTH BOJIIIEOCT-
BO B ymenbiX pykax. Hy a ¢unrepnpuntusr u onpeaenenne OC — nuilb 0JHa U3 €ro
LIMPOYANIINX BO3MOKHOCTEM.

pOf v3

3 Caiir: https://Icamtuf.coredump.cx/p0f3/
O Ilnatdopma: GNU/Linux, Windows, macOS

OTO He MPOCTO JOBOJBHO M3BECTHBIM cHUD(eEp, a Tmporpamma, oObeAUHSIOAs LIeNbIi
KOMIIJIEKC MEXaHW3MOB U1 aHaJIM3a NepexBayeHHbIX MakeToB U (puHrepnpuHTunra. [Ipu
aToM onpenenenue tuna OC Ha ynaneHHOM y3je (Iaxe B ciydasx, koraa Nmap ¢ 3Toi
3ajadyell He CIIpaBUJICS, HANIpUMep M3-3a UCIOJIb30BaHUS B ceTH OpaHaMayspa) 3asBiiseT-
csl pa3paboT4YHMKaMH B Ka4eCTBE OJIHOM U3 OCHOBHBIX (DYHKLIMH.

MMeeTcsi HECKOJIBKO PEKMMOB PalbOThl MPOrpaMMbl, KOTOPbIe MOXKHO HCIOJb30BATh
B 3aBUCHMOCTH OT KOH(UTypaLlMu CEeTH U CTOsILIeH nepes uccieaoBaresieM 3a1auu:

O pexum SYN, noapasyMeBarolMid UCCIIeIOBAHUE BXOISLIUX COSAUHEHUIA;
O pexum SYN+ACK — uccrnenoBaHue UCXOASAIIMX MOIKIIOUESHHUIA;

O pexum RST+ monmpasymeBaer uccienoBaHue Tpaduka ais ysiaa, HaXOIsUIErocs 3a
(haiipBOIIOM, KOTOPBII OTKJIOHSET MOAKIIOUEHHUS;

O pexum MiTM — wuccnenoBaHue COeAMHEHHUS MEXKAY y3/aMH, TpaQUK KOTOPBIX ThI
MOXKelllb CHUPQUTH Oe3 BMellaTenbCcTBa ¢ TBOSH CTOPOHBI.

Kpome Toro, pOf ymeer onpenensath, padotaet jiu B cet NAT, meiineps! unu dhaiipposibl,
OTCJISXKUBATh TPACCUPOBKY MaKeTa JI0 3aJaHHOrO y3jia U BBIYUCIATH ero anTaiiM. [Ipu
3TOM TYyJI3a He TeHepUpYeT HUKAKMUX COOCTBEHHBIX 3aMpPOCOB U MPOYEro MOJA03PUTETbHO-
ro Tpaduka, 4To camo No cebe HeOCmOpUMOe MPEUMYIIIECTBO, €ClIU MCCleoBaTeN b JKe-
JIAeT OCTaBaThCs B CETH HE3aMEUYCHHBIM.

Bepcus pOf v3 Obina nepenucana pa3paboTYMKaMy ¢ HyJIs, TOATOMY «0aza OTHeuaTKOB»
TaMm He camas nojiHas. Ecnu BepuTh opuLMaibHOMY CaiiTy, MporpaMMe He XBaTaeT JaH-
HBIX O CTapbIX BEpCHsIX OrnepauuoHHbIX cucteM Bpone Windows 9x, IRIS u um nono6-
HbIX. HO monb3oBaresin MOryT nmoMo4b MpoeKTy, 100aBUB B 0a3bl pe3yibTaThl COOCTBEH-
HBIX DKCTIEPUMEHTOB C MTPOrPaMMON.



NetScanTools

O Caiit: netscantools.com

O Ilnardopma: Windows

becrinatHas yrunura NetScanTools Basic (puc. 2.3) nosBunace eme B 2009 rogy u ¢ Tex
nop mpeTepresia JUIb He3HAuMTeSIbHbIe W3MEHEHHS. YMeeT OHa HEMHOro: C ee IMo-
MOILIbIO MOXKHO TOJy4uTh AaHHble Whois (a Oe3 Hee, HaBepHOe, HUKAK), BBIMOJHUTh
traceroute (11 T€X, KTO HE YMEeT MO0JIb30BaThCsl KOMaHIHOM CTPOKOii), oTnpaBuTh DNS-
3arpochl M MOMUHIOBaTh yAaleHHbIE XOCTbl M TaK W CSK, U BIOPHUCSAKY, T. €. YIpaBJisis
napametrpamu nuHra. Herycro.

& demo - NetScanTools® Pro Demo Version Build 2-19-2020 based on version 11.90.1 l =NAC i}
i File Edit Accessibility View IPvE Help
P % L | ] @
Welcome Click here to Buy Now! Automated Tools - Enter and Retrieve Data @
Autornated Tools -
- Enter the target here Using what you have entered, get the information.
% xakep.ru ~||x
| \ " I Get Information About the Target ]
Enter and Retrieve Data Target Type... l = ]
4 @ IP Address (. 192.168.0.1, IPv4 only)
f
) ) Hostname or Domain Name (e, example.com)
View Automated Mode Reports F
©) Email Address (je. user @example.com) [ e ]
) URL (ie. http:/fwww.example.com/page.html) [ T ]
What information do you want? Select All || Clear All Jump tou.. Settings. ..
Manual Tools (alf) _
Basic DNS Records (MX, NS, A, PTR, TXT etc.) @) Use DNS defined in tool B
Favorite Tools DNS Tools - Core .
DNS DG +race () Use this DNS
SEbssseed s DNS IPv4/Hostname to ASN DNS Server (IPv4)
Passive Discovery Tools [Z]DNs Auth Serial Check 8.8.8.8
DNS Tools - Advanced
DNS Tools [7] DNS Verify Get Defalt DNS
Packet Level Tools DNS VOIP SRY Records
External Tools IPw4 to Countr TP to Country @) Use network interface defined in tool
Application Info « w v
For Help, press F1

Puc. 2.3. NetScanTools — MHTEPECHBI MHCTPYMEHT C Ky4eii yHKUmiA. XKanko, nnaTHbli

A BOT KOMMep4ecKkas Bepcusi Pro MoxkeT moxsacrarbesi 60siee LIMPOKUMH BO3MOXKHOCTSI-
mu. OHa ymeeT paboTaTh ¢ pa3iMYHbIMU NpoTokosnamu, Bkitodas ARP u SNMP, nepe-
XBaTbIBaTh U aHAJIM3UPOBATh MaKeThl, nonyyaTb DNS-3anucu s 3ananssix [P-agpecos,
uckatb oTKpbITbie TCP- 1 UDP-nopThl Ha yJaieHHOM XOCTe, ONpeaesaTh NoAaep>KUBae-
Mble UM Bepcud SMB, nckaTh ycTpoiicTBa B ceTH, B ToM uncie SMTP-cepBepbl ¢ OTKphbI-
ThiMu peniesimu. B cetn Active Directory NetScanTools MoxkeT HaliTH Bce paciuiapeHHble
TManKy, Jaxke ckpbiThle. B coctaBe codtunbl ectb reneparop makeroB TCP, UDP, ICMP,
CDP, RAW, B KOTOPOM MOXHO MEHATh pa3JIM4YHbIe MapamMeTphl, Ojarofaps 4Yemy
NetScanTools ierko v HenpUHYKACHHO MpeBpallaeTcs Bo Guiyaep.

B nesnom MoxkHO cka3zaTh, 4To NetScanTools Pro 1oBojibHO MHTEpeCHBIN MPOEKT, BKIIIO-
YalolUi UHCTPYMEHTApUil AJ1i aKTHBHOTO M MACCHBHOTO MCCIENOBaHHUs CeTU. TOJbKO
BOT mpaiic B 249 nosinapoB HEMHOro Kycauy, 0COOEHHO €C/M Y4ecTb, YTO BIOJHE cebe
6ecratHpie NetworkMiner 1 Nmap o0nagaroT MpakTHUeCKHd TeM ke HaOopoM 0a30BbIX
¢yHkumii. Bnipouewm, ¢ caiita pa3paboTUMKOB MOXKHO ckadaTh 30-JHEBHYIO TpUAIILHYIO
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BEpPCHIO, KOTOpasi MOMOXeT TeOe pelinTb, CTOMT JIM UCKaTh MauykKy O0akcoB, WM JIydlle
BOCIIOJIb30BaThCs (PPUBAPHBIM CO(TOM.

X probe

3 Caiir: https://sourceforge.net/projects/xprobe/
O Ilnardopma: GNU/Linux

OTO NUHYKCOBasi yTWJIMTA, WCMONb3YIOLIAas AKTUBHbIE METOJbl (DMHTEPIIPUHTHHIa Ha
OCHOBE TeX K& METOJMK U CLieHapueB, uTo mpuMeHstorcs B Nmap. OnHa u3 Haubonee
MHTEpecHbIX ocobOeHHocTel X probe — yMeHHe OOHapy>KHMBaTb XaHWIOTHI (CepBepbI-
NPUMaHKH, CreLMaIbHO CO3JaHHbIE AJIS JIOBIM IOBEPUMBBIX XaKEPOB) W IMOIO3PHUTENb-
HbIE Y3JIbl ¢ U3MEHEHHbIMH HacTpoiikamu cteka TCP/IP.

C Mcrnosb30BaHUEM 3aJI0KEHHBIX B COPTHHY aJrOPUTMOB HeueTKol Joruku X probe mo-
3BOJISET OOHAPYKUBATh CEPBUCHI, CKpbIThIe OpaHamayspom. [Tomumo omnpenenenus OC
Ha yJaJIeHHOM XocTe ¢ HcrofibzoBaHueM ICMP-3anpocoB, B BO3BMOXXHOCTH MpPOrpaMMbl
Bxoaut ckanupoBanue TCP- u UDP-noptoB. K coxxaneHuto, nocneaHss Bepcust yTUIUTbI
natupoBada 2014 rogoM 1, MOXo0xke, C TeX Mop MPOEKT MPAKTUUECKU HE pa3BUBAETCS.

Ettercap

3 Caiir: https://www.ettercap-project.org/
O Ilnardopma: GNU/Linux

Ettercap — 9TO IMPOKO U3BECTHBIN B Y3KMX Kpyrax cHudep, 4acTo UCTONb3yeMblid 115
atak Thuna MiTM. PaGoTtaer oH mpakTHYeCKd BO Bcex JIMHYKcax, kpome OpenSuSe, a
taroke Ha tuiargopmax UNIX/BSD, kpome Solaris. 'oBopsT, 0co60 Moryuue IiamMaHbl
3anyckanu Ettercap maxe Ha macOS, HO JOKYMEHTAJIBHOTO MOATBEPXKICHUS 3TUM CITy-
XaM HeT, 00 Te, KOMY 3TO YAalloCh, MOTUOJIH, JIOMHYB OT TOPJOCTH.

Kak u mpyrue cHuddepsl, s3Tor ymeer paborars ¢ nporokonamu Telnet, FTP, IMAP,
SMB, LDAP u HeckonbKUMH ApYTHMH, HO ¢ Ettercap MO>KHO MOTPOLUUTh U WP POBaH-
HbIH Tpaduk, nepegasaemblii o HTTPS u SSH. Hecmotpst Ha To uto Tyn3a co3naBanachk
¢ npuuesioM noa MiTM, ¢ ee MOMOLLbIO BIIOJHE MOXKHO MACHTU(ULMPOBATh yIaJeHHbIE
OMEPALIMOHHBIE CUCTEMbI METOJOM (PUHTEPNPUHTHHTrA, HApsLy C TAKUMH PYTHHHBIMH
npolexypamu, kak onpezaeneHue [P, oTKpbITbIX MOPTOB, 3aMyIIEHHBIX HA MCCIELyeMOM
y3ne ciy>k0, Tuna ananrepa 1 MAC-agpeca ceteBoro untepdeiica.

[Tocne ycraHoBku W 3amycka Ettercap HaumHaet cHudduTh Tpadguk B ceTd U coduparb
pe3ynbTaT B cO3aBaeMbIX NporpamMMoi mpodaiiiax, OTKyJa ero MOXKHO H3BJeYb ISt
aHanM3a. DTOT aHaJIM3 MMO3BOJISIET YCTAaHOBHMTh, B YAaCTHOCTH, Takve NaHHble, kak IP-
azipec, UMsl M THI XOCTa, NPEATONOXKUTENbHAs Bepeusi pabotatouieid Tam OC, OTKpBITHIC
NOPTHI W 3alylleHHbIe cepBHCHL. BrojHe moctaTouHblii cTapTOBBIA HabOp i JH0OOTO
uccieaoBarels.



THC-Archive

Ha rutxabe no aapecy https://github.com/vanhauser-thc/THC-Archive/ nexxut 6ora-
TBII aPXUB YTWIUT U CIJIOUTOB, KOTOPbIE MOTYT CTaTh OTJIMYHBIM MOACIOPbEM IS TIEH-
Tectepa. Bech codT q0ro v KponomiMBo cobupana KOMaHAa €IUHOMBILIIEHHUKOB O
HazeanneM The Hacker’s Choice (https://twitter.com/hackerschoice), ocHoBaHHas ax
B 1995 rony u, cyns no aktuBHocTH B Twitter, Heryioxo 4yBCTBYOIIas cedsl 1Mo cel IeHb.

UyBaky npennaratoT MHO)KECTBO MHTEPECHBIX MPOEKTOB, HO HAC MHTEPECYIOT B OCHOB-
HOM TyJ3bl U3 pazfena https://github.com/vanhauser-thc/THC-Archive/tree/master/
Tools. TyT, B 4acTHOCTH, MOYKHO HalTH cKaHep Amap, MO3BOJIAIOMMH OTCIAEAUTh CEPBU-
cbl, paboTarouire Ha HeCTaHJAPTHBIX MOPTax.

HekoTopble HavBHbIE CHCAJIMUHBI MUCKPEHHE HAJCOTCS, YTO CMOTYT 3allMTHTh ce0sl OT
aTaku, eciiy nogHUMyT, HarpumMep, FTP-cepsep, SSH mnu Telnet Ha kakoM-HUOYAb He-
CTaHJapTHOM MOPTE BMECTO MPUBBIYHOTO. BOT ¢ TAKMMM XUTPBIMM aAMUHAMH W MPU3BaH
6opoTecs Amap.

OGbIYHbIE CKAHEPBI CTYYaTCsl HA CTaHAAPTHBIE MOPTHI, aHATHU3MPYIOT MOJYYEHHBIE OT-
KJIMKH U, €CJTH OHU HE COOTBETCTBYIOT OXKHIaeMOMY, 00JIaMbIBalOTCsI. Amap BMECTO 3TO-
ro ompauivpBaeT BeCh JMana3oH MOPTOB M CBEpPsSET OTKJIMKH CO CBOed 0a30il JaHHBIX
B MOMCKaX COOTBETCTBUA. TakuM o0pa3oM, cepBHUC, pabOTarOLIMi HA KaKOM-JTMOO MopTe,
UJICHTU(UIIUPYETCS 110 €r0 XapaKTepHbIM MPU3HAKaM, COIEPKAIIMMCS B OTBETE.

YtoObl 00sierunTh cede KU3Hb, MOKHO MCMOJIb30BaTh Amap COBMECTHO C JIIOOBIM Jpy-
ruM ckaHepoM. CkaHep onpejessieT CUCOK OTKPBITHIX MOPTOB HAa MHTEPECYIOIeM Hac
X0CTe, a Amap MOTOM MPONIYNbIBAET STOT JUAMAa30H U BbISCHAET, KAKHE UMEHHO CITY>KObI
103al0T 3TH MOPThI U YTO MOJIE3HOI'O M3 3TOr0 MOXKET M3BJIeub MccieaoBatesb. Ha crpa-
Huuke The Hacker’s Choice MokHO ckauaTh Amap Kak Mmoja BHUHIY, Tak U mop Linux,
Npe/ICTaBJIeHbl BCE BEPCUW YTHIIUTHI, HAUMHAS C CAMBIX PAHHUX.

BbiBoAabl

Kak TbI aorajablBaclibCs, y GOHBHJI/IHCTBa OMUCaHHbIX 34€Ch YTUIIUT BO3MOKHOCTHU
ropasao wmupe, 4em npocto omnpenenenre Tuna OC Ha yaaneHHOM xocte. [loaTomy He-
Oecrone3Ho OyAeT nmonpodoBaTh O3HAKOMMTBCS C KAXKIOW U3 HUX. A YK 4TO Thl Oyneuib
B UTOTe UCIIONB30BATh B JieJie — peLiaThb Tede.



«Xakep»:
Oe3onacHocCTb, pa3paboTtka, DevOps

Hcropus xypnana «Xakep» Hauanack 3afoiro no ¢gespans 1999 roga, korma yBumen
cBeT repBbiii HoMep u3Aanusd. Emie B HosOpe 1998 B cetn DALnet mosiBuiics pyccko-
s3bluHblid [RC-kanan #xakep, rae akTHBHO 00CYyKAANMCh KOMIBIOTEPHbIE UTPhI U ITPUEMBI
MX B3JIOMa, a TaK)Ke MPOYME CBS3aHHbIE C BBHICOKMMH TEXHOJIOTHSMHU Bellld. Toraa e
B Heapax ocHoBaHHOW JImurpuem ArapyHoBbiM kommnaHuu Gameland 3apoaunach uaes
BBIMTYyCKaTh OJHOMMEHHBIN >KypHaJl, MpaB/ia, U3Ha4YajJbHO OH 3aJyMbIBaics, Kak reimep-
ckuii. HoBoe m3pnanuve nOMKHO OBLIO MOAXBATUTH BbIMaBLIEEe 3HAMs HECKOJIBbKMX 3a-
KPBIBLIMXCS KOMIIBIOTEPHBIX KYPHAJIOB, HE mepexuBlIuX Kpuzuc 1998 rona. B omiuuue
OT TMOMYJSPHOTO «IJISIHLAY» MEePBOM MOJOBUHBI «HYJIEBBIX», Uaes «Xakepa» He Oblia 3a-
MMCTBOBaHA y KakKOro-iM00 M3BECTHOrO 3amajHOro M3JaHus, a W3HAYalbHO SIBIISIIACH
NOJHOCTBIO OPUTMHAIIBHON U CAMOOBITHOM.

YuTarenu NpuHsIM KypHan Oosiee yeM OnaroCKIOHHO: MepBblii HOMep «Xakepa» Obli
MOJHOCTBIO pacKyrmjieH B MOCKBe 3a HECKOJIbKO 4acoB, JAa)ke HECMOTPS Ha TO, YTO OH
NOCTYNHJ B Mpojaxy B 6 Beuepa. XKypHan ObicTpo HaOpas BUPYCHYIO MOMYJISPHOCTb,
a OJIHOM M3 caMbIX YMTAaeMBIX PYOpHK «Xakepa» cTajl pasfiell «3anayiocTpOeHHe», B KO-
TOPOM aBTOPHI LEAPO ACTWINUCH C ayIUTOPUEH MPAaKTUYECKUMH peLienTaMHu U NPOBEPEH-
HBIMH CIOCOOAMM HAMakoCTUTb OJIMDKHEMY CBOEMY MPH MOMOLLM Pa3MYHBIX TEXHH-
YECKUX CPEJICTB pa3HOM CTENEHU H30LIPEHHOCTH.

Bckope noa BAMSHHUEM YMTATENbCKUX OTKIMKOB TEMATHKA JKypHaJla cTaja MeHSThCs, Mo-
CTEMEHHO CMELIAsCh OT UrPOBOM MHIYCTPUU B CTOPOHY TE€XHOJOTMiA B3jIOMa W 3aLUThI
uHpOpMAIUK, YTO, B OOLIEM-TO, BIOJHE JIOTUYHO IS WU3JAHUS C TAaKUM Ha3BaHHUEM.
OnuH 13 oTLOB-OCHOBaTenel «Xakepay, Jlenuc JlaBbIOB, MOCBIATUBIINIA CBOE€ TBOPYECT-
BO KOMIBIOTEPHBIM MrpaM, BCKOpPE MOKWHYJ PEIAKLMOHHBINA KOJJIEKTUB, YTOOBI BCTATh
BO TJlaBe COOCTBEHHOIO JKypHalia: Tak MOsSBHWJAch Ha CBET jiereHaapHas «UrpomaHusy.
Hy a «Xakep» ¢ Tex mop cocpeaoTOUUIICS Ha BOMPOCaxX, U3HAYAIbHO 3aJI0’KEHHBIX B €ro
JIHK — xakepcTBO, B37I0M U 3amuTa AaHHeIX. B Mapte 1999 rona Obin 3amyineH cailt
JKypHasia, Ha KOTOPOM IyOJIMKOBAIMCh aHOHCHI CBEKUX HOMEPOB — 3TOT CAaWT U MO ceit
JIeHb MOXKHO HalTu no agpecy xakep.ru.

Vxe B 2001 rony tupax «Xakepa» coctaBun 50 Thic. sk3eMIUIsipoB. Bekope mocie
CBOEro MOSIBJICHUS HA CBET )KypHaJl YBEPEHHO 3aBOEBaJl 3BaHME OJIHOIO W3 CaMbIX MO-
NYJISIPHBIX KOMITBIOTEPHBIX U3JaHUI B MOJIOJIEXKHOM cpelle — MO KpaiHel Mepe, IMEHHO
TaK CUMTaeT pycckos3bluHas «Bukunenus». «Xakep» peryJsipHO B3pbIBaJl YUTATEIbCKHE
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Macchbl BECeJIbIMU CTaTbIMM O METOAAX B3JIOMa 1OMO(OHOB, MOYTOBBIX CEPBEPOB U BeO-
CaiToB, BpeMEHaMH BbI3bIBas (hpycTpaLMio y MPOU3BOAUTENEH MporpaMMHOro obecre-
YeHUs] W MPoYMX Mpe/acTaBuTesiel KpymHoro Ou3Heca. Ha «Xakep» mucanu >xkanoObl, a
OnaromapHelie YMTaTENd MPUHOCHIM B PEAAKLMIO MUBO. Ero cOTpyaHUKOB MpUIiialiang
Ha TEJEBUJEHUE U PaJMO0, a CaMO U3/IaHHME B TO XKE CaMOe BPEMs Ha3bIBAIU «BECTHUKOM
KPUMHUHAIBHOW CYOKYJbTYpbl». B o0lieM, W aBTOpbI, M UMTAaTENM pa3BIEKaIUCh, KaK
MOTJIH.

«Xakep» pa3BUBAJICS U POC, MPOJOIKAs MyOIMKOBaTh UHTEPECHBIE CTaTbU 00 Onepalu-
OHHBIX CHCTeMax, MporpaMMax, CeTdx, rajpkerax MU KOMITBIOTEPHOM «xkeneze». OueHb
CKOpO BCE€ MpHChLIaeMble aBTOpaMM MaTepualibl MepecTaly MoMellaTbes Mo OAHY 00-
JIOXKKY, U HEKOTOpBIE CYyry0O TEXHUUECKHE TEKCThI MOCTENEHHO MEePEeKOUEBaIN B OT/IEJb-
HOe TeMaTH4yecKoe MPUJIoKEeHUe Mo Ha3BaHueM «Xakep Crewy.

B 2006 rogy obwem «Xakepa» enBa He cTaln pekopaHbiM — 192 mosiockl. BeimycTuts
HOMep TaKOW TOJIIMHBI He MOJTYYHJIOCh UCKITIOUMTENIBHO 110 TeXHUYeCKUM npuanHaM. Co
BpEMEHEM peJaKLMOHHAs MOJUTHKA CTala MEHSThCS: B JKypHaJie MOsBISUIOCh BCe MEHb-
IIe XYJIMIaHCKHMX CTaTei, MOCBAIIEHHBIX BCEBO3ZMOXHBIM KOMIBIOTEPHBIM 0e300pa3usiM,
¥ Bce OOoJbllle — aHAIMTHYECKUX MaTephajioB O CeKpeTax MporpaMMHUpOBaHUS, aMUHH-
CTpUpOBaHUs, MHPOPMAILIMOHHOM 0€30MacHOCTH U 3aluTe JaHHbIX. Ho B3OMy KOMIMbIO-
TepHBIX CHCTEM Ha CTpPaHHWIAX «Xakepa» MO-NMpeKHeMY yIelsuIoch caMoe MpHUCTaIbHOe
BHUMaHHMe.

KinroueBbiM A5g uctopuu xypHana ctain 2013 roa, koraa napajuiesibHO ¢ TPaAULMOHHOM
OyMa>KHOW Bepcueil crana BBIXOJUTH JIEKTPOHHAs, KOTOPYIO MOXKHO OBbUIO cKauaTb
B Buge PDF-¢aiina. A mocnegnuii Oyma)cHbI HOMep >KypHajla yBHJIIE] CBET JIETOM
2015 roga. C to¥#i mopsl «Xakep» U3gaeTcsd UCKIIOUMUTENIHO B peXKUMe OHJIaiH U JOCTY-
MeH YUTATeNsIM 110 MOAMKCKE.

CerogHsmHUNA «Xakep» — 3TO TOMYJSPHOE 3JIEKTPOHHOE M3/aHue, MOCBSIIIEHHOe BO-
npocam UH(POPMAIIMOHHON 0e30MacHOCTH, MPOrPAMMHUPOBAHUIO U aJIMUHUCTPHUPOBAHHUIO
KOMTIBIOTEPHBIX ceTeil. OCHOBY ayIuTOpuH XaKkep.ru coCTaBIISIOT SKCIIEPTHI MO KHOep-
6esonacHoct W IT-cneumanuctel. MBI nMilIeM Kak O TpeHAAaX W TEXHOJOTHUSX, TaK U
0 KOHKpETHBIX TeMaX, CBS3aHHBIX ¢ 3almuTod MHpopmaumu. Ha crpanmmax «Xakepa»
nyosiukytorces nogapoousie HOWTO, npakTuueckure matepualibl o pa3paboTKe W aJMu-
HUCTPUPOBAHUIO, UHTEPBBIO C BBIAAIOLIMMHUCS JIFOJIbMH, CO3/IaBLIMMH TEXHOJOTMUYECKHe
MPOAYKTHI U n3BecTHbIe | T-koMnaHuK, 1, KOHEUHO, 3KCTIEPTHBIE CTaTbH 00 WHpOpMaIH-
oHHOM 6e3onacHocTH. C MOAOOPKOM TaKMX CTaTeH Thl KME BO3MOXKHOCTh O3HAKOMMTHCS
Ha CTpaHULaX 3Toi KHUrK. Aynuropus caiita xakep.ru coctaiser 2 500 000 npocmoT-
POB B Mecll, ellle HECKOIBbKO COTEeH ThICSY MOJAMUCUYHUKOB CIEISAT 32 HOBUHKaAMH JKypHaia
B COLIMAJIbHBIX CETSX.

CoBpeMeHHbI «Xakep» OTJIMYaeT HEMpPUHYXJAEeHHas, Becesas aTMocdepa. Y4acTHUKH
coobmecTBa «Xakep.ru» MoMy4arOT HECKOJIBKO MaTepHaliOB KaXKIbIld JeHb: MaHyalbl 0
KOAWHTY U B3JIOMY, Talifibl IO HOBBIM BO3MOXKHOCTSIM M HOBBIM SKCIUIOWUTaM, MOJIOOPKH
xakepckoro codra U 0630pbl BeO-cepBucoB. Ha caiite «Xakepa» exeqHEBHO MyOJIUKY-
FOTCSl 3HAKOBbIE HOBOCTU W3 MHUpPa KOMIIBIOTEPHBIX TEXHOJOIMH, paccKa3blBatOLUe O ca-
MbIX MHTEPECHBIX cOOBITUAX B chepe IT. Mbl exxeHe1elIbHO TOTOBUM JaiIXKECThI, JejlaeM
MOJIOOPKH COBETOB M TOJIE3HBIX MPOTPaMM, U3ydaeM CBEKHE YSI3BUMOCTH.
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B pyOpuke «B31mom» BBIXOIST MHTEPECHBIE CTATbU O XaKEPCKUX TEXHOJOTHMAX M yTHIIH-
Tax, pazaen «KoauHr» mocBsIieH XUTPOCTSIM MpOorpaMMHupoBanus, B pyopuke «llpuBart-
HOCTB» COOpaHbl COBETbI M MaHyallbl MO CeTeBON 0€30MacHOCTH M COXPAHEHHIO CBOEro
MHKOrHUTO B MHTepHete. CtaThy U3 paznena « Tproku» pacckaxyT O HEJOKYMEHTHPO-
BaHHBIX BO3MOXKHOCTSX CO(Ta M HECTaHAAPTHHIX ammapaTHBIX PELIeHHUSX, CUCTEMHbIS
aJIMMHUCTPATOPbl HAWIyT Maccy MOJIe3HBIX pekoMeHaauuii nmo Hactpoiike OC u mpu-
kiagaoro 1O B pasnene «AaMuH», a JIOOWTENM raUKETOB U HOBOMOJHOIO (GKele3ay
CMOTYT HacnaauThbes pyopukoi «Geeky.

[Ipucoenunsiics k coobiuecTBy «Xakepa» npsmo ceituac! Marepuainbl )KypHasa BEIXOIAT
B HeCKOJbKMX (popmaTax Ha BbIOOpP. Thl MOKellb MOAMMCATHCS B MPUIOKEeHUH Ha 10S
i Android ¥ 4uTaTh exeMecsYHbIe BBITYCKH, JTMOO 0OPMHUTH MOJMNKCKY Ha caiite u
NoJIy4aTh CTaTbU KaKAbli OyAHUH eHb — cpa3y, Kak TOJbKO OHHW BbIXomsT. [loamnucka
Ha cailTe TakKe NaeT BO3MOXKHOCTb cKayuBaTh exxeMecsauyHbli PDF u uurtate Ha moboMm
yn0OHOM ycTpoiicTBe.

Korna «Xaxkep» Tonbko co3naBajics, Mbl ckazanu cebe: «Hama nenbs — uTtoObl cpenu
HalMX pe0sT MPOrpaMMHUPOBAHKE CTAIO CAMOM MOMYJISIpHOM Mpodeccueit». Mbl HCNOb-
30BaJIM 7S 3TOTO BCE, YTO MOTJIM MPHUAYMaTh, — Pa3BJIEKAIUCH, TypauHIUCh, KaK MOTJIH
nomnyispusupoanu Wb, Hamy cyOkynbTypy u TAry k IT B mroObIX ee MpOSIBICHHUSX.
U MBI cunTaeMm, 4TO BO MHOTOM JTOCTHIUIA CBOEH LIEJTH.

[Ipucoenunsiics, Mbl OyaeM paasl BUIeTh TeOs B Hallel TycoBke!

C caMbIMU TEIUIBIMU TTOXKETAHUSAMU,
peoaxyus xcypHana «Xaxep»
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Odopmu moanmcky Ha xakep.ru, ¥ THI CMOKeIIIb:

— uNTaTh HOBbIe aKTya/JbHble MaTepuanpl 00 UH- "T"i”’
(hopManMOHHO 6€30IACHOCTY, PeBepPC-UHXIHUPUHTE, e
XaKax ¥ KOMITbIOTEPHBIX TPIOKaX;

— TOJYYNUTD HOCTYII K CTAThsIM, OITy0/IMKOBAaHHBIM
Ha'CaliTe 32 BCE BpeMs;

— ckauyBatb PDF co BceMu BbILIEANIIMIL HOMEPAMIL.

JoCTyIHbI TOOBO ¥ MECAYHDI BAPUAHTDI MOAIICKN. 10
BHuMaHue: i Tex, KTO IIOCTOSHHO IIPOJIIeBaeT g e
MIOJTIVICKY, MBI CTapaeMCsl COXPAHATH IPEXKHION 1EHY. e
Hasxxe Koryia mOCTyI K «XaKepy» I0POKAET, 310 HEF

HE 3aTparrBaeT HAIIVX ITOCTOAHHDBIX YU TATEIEN.

https://xakep.ru/about-magazine/
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NEHTECT

CEKPETbDI
9TUYHOIO B3JIOMA

B KHuUre co6paHbl nyyiwime, TaTesbHO 0TO6-
paHHble cTaTbuM U3 JiereHJapHoOro XypHana
«XaKep», NMOCBSILLLEHHblE 3TUYHOMY B3JIOMY
M TECTUPOBaHUIO Ha NMPOHUKHOBEHUE. ABTO-
pbl 3TUX cTaTeh — cneuuanuctbl B cchepe
MH(pOPMaLMOHHON 6e30MacHOCTU, MpPaKTU-
KyloLiue neHTecTepbl, NpodeccuoHasnbHbie
3aKcnepTbl NO 3awuTe AaHHbIX. HanucaHHble
MMM MaTepuanbl — pe3ynbTaT UX MHOro-
neTHero TpyAaa U oTpaXxeHue HaKoMJeHHOoro
onbiTa.

Bbl y3HaeTe:

KakoW MHCTPYMEHTapui ucnosnb3yeTtcs
ANsl TeCTUPOBAHUSA Ha NPOHUKHOBEHUE;

KaK TeCTUpoBaTb 6ecnposon|-|b|e ceTu;

KaK BbIBOAUTb LieHHble flaHHble C UCMOJ1b30-
BaHuem Network Time Protocol;

KaK OpraHu3oBaHbl U KaK eMCTBYIOT KOMaH-
Abl Red Team;

cnoco6bl noctakcnnyatauun Windows npu
NOMOLLM BUPTYaNbHOM MaLLUHbI € Linux;

npakKkTu4yeckue rnpuemsl pivoting;

MeToAbl yaaneHHOro UCNoJsIHeHUs Koaa
B Windows;

cnocob6bl o6ecneyeHus persistence;

npuvembl pasBefiKu Ha OCHOBE OTKPbITbIX
ncro4Hukos (OSINT).

BN 978-5-9775-6823-

3-4
4

191036, CaHKT-MeTep6ypr, 2
loH4apHas yn., 20
Ten.: (812) 717-10-50,
339-54-17, 339-54-28
9ll7

E-mail: mail@bhv.ru

Internet: www.bhv.ru SLLINL L

AHppeli XXykoB

JeHnc MakpyLuvH

BaneHTuUH XonmMmoropos

Mapk Bpyukuii-CTeMnKoBCKUMn
Muxaun ApTHOXUH

UBaH lNuckyHoB

«Xakep» — NereHgapHbIv XXypHan
06 WMHGOPMaLMOHHOM 6e30rnacHo-
cTn, n3gatoumricsa ¢ 1999 ropga. Ha
npoTs>xeHun 20 NeT Ha cTpaHuLax
«Xakepa» MNy6rnKYKTCSA MHTEPEC-
Hble CcTaTby 060 OmnepaumOHHbIX
cucTemMax, mporpammax, CeTsx,
rampketax U KOMMbIOTEPHOM <«Ke-
nese». Ha cante «Xakepa» exe-
OHEBHO TMOSIBMSOTCA 3HAKOBbIE
HOBOCTM M3 MUPa KOMIMbIOTEPHbIX
TEXHOSOr I, MaHyasibl MO KOOUHTY
N B3/IOMY, rangbl Mo HOBbIM 3KC-
naonTaM, MoABGOPKM XaKepCKoro
codpta U 0630pbl BEG-CEPBUCOB.
Cpenu aBTOpPOB XypHana — aBTo-
PUTETHbIE 3KCMEPTbI MO  KNbEp-
6e3onacHocTn 1 IT-cneumanucTbl.
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