Bubnuoteka xypHana

o
e

www.xakep.ru







CankT-leTepbypr

«BXB-lMNeTepbypr»
2021



VK 004
BEK  32.973
B40

B40 Araxu Ha BeO 1 WordPress. — CII6.: BXB-IletepOypr, 2021. — 256 c.: w1 —
(bubnmoTtexa xypHaia «Xakep)

ISBN 978-5-9775-6745-9

B cOopHuuke n30paHHBIX CTaTel U3 XKypHala «Xakep» OMUCAHbl METOMUKH ITOUCKA U
JKCIUTyaTaluu ys3Bumocter B nonyssipabix CMS WordPress u Drupal, a Taxke B BeO-
NPUIOKEHHUAX, TaKUX KakK [aHenb ymnpasieHHs cepBepoM Webmin, BeO-cepBep Ngnix,
noutoBblit areHT Exim, daiiponx ModSecurity u yrunura GitLab. PaccmarpuBaercs un-
CTPYMEHTAapHUil NEHTECTEePOB, IPUBOJUTCS ITOAPOOHBIM aHAIN3 KOJa U JaHbl CCHUIKH Ha
BUJICOPOJIMKH C HATJISIHOW JeMOHCTpanueit padboTsl ysseumocteii. [IpuBeneH 0030p me-
Tonuk nenrecra BeO-npunoxennii OWASP Testing Guide v4 o6pasua 2020 roaa.

Jlna wvumameneti, unmepecylouwuxcsa uH@opmayuouHol 6e30nacHocmsio

VK 004
BBK 32.973

I'pynna moaroToBKH M3IaHHA:

PyxoBoaurens npoekra Ilasen lllanun

3aB. penakmuei Examepuna Casucme
KommeroTepHas BepcTka Hamanvu Cuupnosoii
Ju3aiis 00710KKH Kapunwr Conosvesoti

"BXB-MeTepbypr", 191036, CaHkT-MNeTepbypr, MoH4YapHas yn., 20.

ISBN 978-5-9775-6745-9 © MII FOrait A.O., 2021
© Odopmnenne. 000 "BXB-TTetepGypr", 000 "BXB", 2021



CopnepxaHue

BmecTo npeauciaosus 7
O0 DTOM KHHTC.....c.veveentenienteeitetenteeteeiteste st ebeeste st bt ebeeste st e sbeebe e tesbesbeesbe bt sbeebeentesbesbeeseenbesbesneens 8
0 ABTOPAX ...eveueeeureeiteeiteeteeteeteeteeateeateeateenteesseeaseenseenseenseenseenseenseenseenseenseenseenseenseenseenseenseensean 9

1. Xak B 0IUH KJIHK.
CpaBHHBaeM BO3MOKHOCTH AaBTOMATHYECKHUX CKAHEPOB YSA3BUMOCTeEN

(Mapx Bpyyxuii-Cmemnkosckuil) 10
KATETOPHH T METOIBI ..c.uttiiniiieiieeeiite ettt ettt ettt ettt ettt et e st e bt e bt e sabeesabeeebeeenabeesareas 10
ST L PT ettt ettt e ettt e be et e e be e be e bt e b e e bt enbeebe e beennes 11
WAPTLIB .ottt ettt ettt e e a e sat e et e et e eat e e abeenteenteenteentesnteenteeas 12
INIKEO -ttt bbbttt b s bbbt b e eb et bbbttt s h e ebees b et s beebeens 13
L0 A N ) N USRS 14
T | 11121 o USRS 15
ACUNCLIX WVS ottt et st sat e st e st e satesaeesatesaeesaeesaeesanesane e 15
VA ettt ettt ettt et e bt e ea bttt e e bt e e bt e e bt e sabe e e beeeaees 16
INESSUS . ettt ettt ettt ettt e bt e sa e st e e bt e bt e e bt e e sa bt e s bt e e bt e e bt e e e hb e e sabeesabeeebeeebees 18
KUDE-NUNTET ..ottt st s eae st e st e setesatesanesnne e 19
15 17 OO PR RRROPRUPRRRPRt 20
PV S-SHUAIO ettt ettt st s 20
€311 1721 <SSR 21
L0 AN U RSP RSR 22
BUIP SUILE ...ttt st sttt et e sat e saaesatesatesseesatesnbesstesntesnnesnnenas 24
IMIODSE ..ottt ettt ettt b ettt et enee 24
BBIBOIBI ... eieiiietieeee ettt ettt e ettt e e e e e ettt ——e e e e e ettt ————eeettaat i —————aaettat——————attrarnnn 27

2. YajieHHOe yaajieHue.
Kak 3axBaTuTh KOHTPOJIb HAJ WordPress, 3actaBus ero crepers (aiin

(Usan al Ly Komuccapos) 28
T . «eeeeeeeeeeeeeee ettt ettt ee et e e e e e e s eee e e s e e e e e e e sae e e e e e neaeseannesennnnnmnnnennnn 28
AHATTUS YABBUMOCTH «...eenutteeutieeiteenuteesuteesatteetteesuteesateesaseeaabteenateesaseesabeeabeeenaseesaseesabeesaseeennees 30
VaanseM Qarliibl. BEPCHS 2.0......cc.uiiuiiiiiriieriesiiesitesitesteee ettt ettt et ae e 37

23516105 SRR 40



O0——4—0

3. OrkpoiTka 1 WordPress.
3axBaTbIBaeM KOHTPOJIb HA/l CATOM, CIIPATAB KO/ B KAPTHHKE

(Hsan al Ly Komuccapos) 42
(@13 & 71 SHTTTT OO PPPPPRPPPPPRROPRPPPPPPIR 42
Manunynupyem MmetaganHbIMU, WM CVE-2019-8942.........ccooiiiiiiiniiniiiiciicciceicee 44
[puanaer Bo3aukHOBeHMs omOKH path traversal (CVE-2019-8943) ......covvvvveciineiine 48
Pemraem mpoOneMpl 1 3KCILTyaTHPyeM YSI3BUMOCTD path traversal ..........cccoceveeeeeienieniennenne. 54
OKCIUTyaTHPYEM BBITIONTHEHUE TTPOU3BOIIEHOTO KOJA ...veuveveenrerereeneevenseeseensessesseeneensessesseenes 59
BBIBOIBI oottt e e e e et ———eee e e e et ———————eeeetan—————————aettan————aaaereunn—_ 64

4. Ot XSS 10 RCE ogHuM aBHKeHHEM MbIIIH.
JkcminyaTupyeM ysi3sBuMocts B WordPress

(Hsan al Ly Komuccapos) 65
(@13 & 71 SHTTT O PR P PP PPPPPPPRRRPRPRPPPRIR 65
AHATTUS YABBUMOCTH .....eeuveeeuteeeureesuseesnseessseansseesnseessseesnseessssessseessseesnssesssssessseesasessnseessnsesnnses 67
BBIBOIBI ettt e e e e et ——eee e e et ————————aeeetuu—————————aetoaa—————aaereunnn_ 85

5. Onacusbiii PHAR.
JKcmiayaTupyem npooJiembl gecepuanusauuu B PHP
Ha npuMepe ysa3Bumoctu B WordPress

(Hsan aL Ly Komuccapos) 86
TIPEIBICTOPHIST ATAKH . ...ccoueieiiieiuiieeiteeniteesiiee et e ettt e sttt e st e st e ebe e e sbbeesabeesabeeebeeesbbeesabeesabeeenbees 86
T .« ettt ettt ettt ee e e e e e ae e e e e s aes e e s e e e meaeseannesennnnnmnnnsnnns 87
HeMHOTO 0 PHAR ...c.ooiiiiie ettt st s s s 88
RCE B WordPress 4epe3 WOOCOMIMETCE ........ccuerueereiereieriieeiieseieniieseieseeeseeeseeeseeesenesaeesenesnnenns 95
BBIBOIBI ... eieiiieieee ettt ettt e e e et ettt e e e ettt aa e ee e ettt ——————aetttar——————atonnnan, 106
6. IIpeccyem WordPress

(Hsan al Ly Komuccapos) 107
(@1 & 71 ETTT RO PPPPPPPPPRPPRRRPPPRt 107
P (520 0 00 31 717 Yo 7 AU 108
ABTOMATHBHPYH DTO ....eeenevieeiiieeiieaiieeniteesteesteesteeesseeessseessseesseeassseessseesnseessseesssseessseesnseesnne 112
BBIBOIBT ..ottt e e e e e e e e et a————————aeeetta————————————————————.aeoonnnn. 113

7. IIpuroroBbcsi K HHbEKIMHU.
PackpyunBaem yszBumoctu B WordPress, npenapupoBaB mMeToj prepare

(Hsan al Ly Komuccapos) 114
(@ 1<) & 71 ETTTT RSP P PP P PP PPPPPPPPPRPRPRPPRPRE 114
Pa00Ta C BIL B WOTAPTESS ......eeiuveiiiieeeeee ettt et et eereeenns 115
TTEPBBIC TIPOOIIEMBL......ccvieveeereeeriereereeseeseeseeseeseesseesseeseesseesseeseesseesseesseesseesssesseesssenseenses 119
TTPOOITEMBI TIPOIOTIIKAROTCS . .vveevveeeveenreenreenseeseeseeseeseeseesseesseesseesseessessssessesssessseesseesssesseenses 121
JIpYTON BAPHUAHT IKCTITYATAIIHIF «.....vveenereeereeeneeeanseeensseessseesnseesnseeessseessseesseesnseesssseessessnseesnns 125
PrOOT Of COMCEPL ..cnvvieiieiiieeee ettt ettt e be b e e e be e beenbe e beeneas 129
TIATU. ettt et et et b e bt e bt e bt e bt e s bt e bt e s bt e b e be e b e nae 132



O——5———30

8. Malware vs WordPress.
IIpoBepsieM 3alIMTHBIE IUVIATUHBI B 00€BBIX YCJI0BHAX

(Ex.Mi) 134
MUQBI B PEATTBHOCTD .....vveevveeereeereeereeseesseeseaseesseeseesseesseessessseessessseessesssesssesssessseesseesseesseesses 136
TIOZATOTOBKA CIMIS ...ttt sssssssasssnsnssssesnnnnnns 137
BBIOOD TITTATHHOB ........vievvieiiieereeeteeeteereeteesseeseesseeseesseesseesseesseesseesseesseesseeseeseeseesseesseesseenses 137
BHEAPEHNE BPETOHOCHOTO KOJIA ....vvveenvreeereesureesnreeanseeessseessseesseeassseessseesseesnseessssessssessnseesnne 139
CKAHHMPOBAHHUE. .......euveeteeuteeuteeateeuteeateeateeateeateeateeateeateeateeateeate et e e bt easeeabe e bt e bt enbeenbeenbeenseenseen 142
Wordfence Security — Firewall & Malware Scan ...........ccoccevviveerienininieneneseeieeene 142
Sucuri Security — Auditing, Malware Scanner and Security Hardening..................... 145
Anti-Malware Security and Brute-Force Firewall...........cocoooiiininiiiniiieeeen 145
Cerber Security, Antispam & Malware SCan...........ccooceverierierenieieeseeeeeee e 146
1 310): 4 GHRCTAN 7 L Y0 1 s 3 S OSSPSR 147
BBIBOIBT ..ottt e et —e e e e ettt ————————eeeetta—————————taa——————aaeeennnn_ 148
B3IIISIIT CO CTOPOHBI ATAKYEOIIIETO ... .eeeveeeeteeeetieeieeeeareesaseesnseeenseeessseessseesnseesnseeenseeennnes 149
B3ritsit CO CTOPOHBI 3ATIHIIIAFOIIIETOCS «.....evveeeereeereesnreeeneeeeereessreesnseesnseesnsesensseessseesnses 149

9. Yuraii 1 BHINOJIHAIA.
Kaxk pa6oraer sxcniiont ysa3eumoctu B GitLab

(Hsan al Ly Komuccapos) 150
(@ 1<) & 71 ETTT RO PRPRPPPPPRPPPRPPRRRE 150
UTEHHUE JIOKATBHBIX (DAMITOB .....cvveiereeeieiiieeiieeieseeseeeeeeeseesseesseesseesseessessssesseessessseesseesssesseenses 151
OT YUTAIKHU K BBIITOTHEHIIO KO ....eevvvverrereeerresessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssmee 163
SAKITEOUEHHE «...euvvevteuteetteniteeiteeuteeieeeateeateeate st e eabeeateeabeeabeeabeea bt eabe e bt e bt eabeenbeenbe e bt e beenbeenbeenbes 167
10. Jocum ModSecurity.

Kak padoraer kputuueckuii 0ar B nonyasapaom WAF

(Hsan al Ly Komuccapos) 168
(@ 1<) & 71 ETTT RO PPPRPPPPPRPRPRPPRPPRE 168
JLOTATIHL....eeiiiiie ettt et e e et e et e e e e tae e e e eataeeeeetbaeeeetaeeeeentaeeessbaeeeenraeeeennraeaas 172
SAKITHOUEHHE «...c.vvevteiieetteniteeiteetteeiteeatesuteeatesateeabeeabeeabeeabeeabeea bt eabe e bt e bt e bt enbeenbeebe e be e bt enbeenbes 178

11. JIazeiika B Webmin.
Kak padoraer 03Kx/10p B NaHeJU yNpPaBjeHUsI CEPBEPOM

(Hsan al Ly Komuccapos) 179
(@ 1<) & 71 HTTT RO PPPRPPPPPRPRPRPRRPRE 179
JLOTATIHL....eeeiiiie et et e e et e e et e e e ettt e e e e eabaeeeeetbaeeestaeeeeentaeeesabaeeeenbreeeenaraeens 181
SAKITEOUCHIC ....vveeuveeeneeeeereenureesseeaueeessaeessseessseesnseeassseessseesnsessnsesassseessseesnseesnseesssseessseesnseesnne 191

12. OTnpaBisieM KOMaH/IbI.
Kak 3acTaBuThH NONYJISIPHBIA cepBEPHBbI MOYTOBUK
BBINOJHSATH NPOU3BOJILHBI

(Usan al Ly Komuccapos) 192
T L« ettt ettt e et e e s e e e e e s e e e e e e e seesseneeennneneennnnnnnn 192
Hetanu ys13BUMOCTHU U JIOKATTBHAS DKCTITYATALIHS «...uvveenvreeureenureeaieeeneseesaseesbeesnbeessseeesneenane 195
VY naneHHOE BBIOTHEHNUE KOMAH M OTPAHUUCHHSM ....ceeuvtieeeieuieeniieeaieeenieeenieeesireesbeesnseeennne 202
RCE npu ucToNb30BaHUU KOH(MUTA TTO YMOTUAHHEO ...vvevveenveenreenreenseenseeseeseenseenseenseesseenses 204

BAKITFOUEHIIE .......vvvvveieeeeeeeeeieeeeeeeeeeeeeeat et e eeeesseeataaeeeeessssassaaaeeeeeessasnaaseseeeessasassaaasseeessasnrnaaees 209



O0——6——0

13. Kom60 asst Drupal.

Kak 3axBaTuth caiit ¢ Drupal, ucnon3ys ysi3BHMOCTH

(Hsan al Ly Komuccapos) 210
(@ 1<) & 71 ETTT OO PPPPPPPPPRPRPRPPRPIRt 210
TIWTB K XSS ettt ettt e b e et b e bt bbb e bt e bes 212
KaK e 9TO MOKHO HUCTIOITB3OBATD? ... .uvvvvieeeeeieeiireeeeeeeeeeeiiseeeeeeeeeeenissseressesseessssneseeeeeeennnnnes 217
BBITTOTHIEM TPOUBBOITBHBIN KOIL.....vveeeuveeeureeeureaseeenseesseesseessseeessseesseessseessseeessseesnsesssseennns 218
OOBEIUHICM ATAKH B TICTIOUKY .....veevrerreeereeseeseesseeseeseesseesseesseessesssesssesssesssesssesssesssessseessens 221
BBIBOIBT ..ottt e e et ee e et ———————aeeeeeta—————————aettaan——————aaeonnn—_ 222

14. Kak nox4yuHUTH KOHHUT.
Yuumest 3keniiyaTupoBats ysizBumocts B PHP-FPM u Nginx

(Hsan al Ly Komuccapos) 223
(@ 1<) & 71 HTTT RO PPPRPRPPPPPRPPPRPPRPRt 224
WA (520 0 0% 351717 (0 Yo AU 227
SAKITHOUEHHE «...cuvvevtetietteriteetteeuteeuteeatesuteeatesabeeabeeateeabeeabeeabeeabeeabe e bt e bt enbeebeeabeebe e beenbeenbeenbes 241

15. Tloxopsiem BeO.
Kak npumensitb OWASP Testing Guide v4 B 2020 roay

(v31 v37) 243
He BCE TO 30I0TO, UTO OIIECTHT ....vveeeeereieeeeeeeieeeeneeeeeeeteeeeeeteeeeeesaeeeeenaeeeeseaeeeseesaeeesennaeeesenneeas 244
Testing Guide INroAUCHION. ........couiiiieiiiirieiee ettt st 244
Testing for Information Gathering ............ccooerieieiieiiiieeee e 244

Conduct search engine discovery/reconnaissance for information leakage.................. 244

Enumerate applications 0n WeDSEIVET.........c.cccuieiieiiieiieieeieeie e 245

Map execution paths through application ...........c..ecvecveerieerieeieenieeeeee e 246
Configuration and Deployment Management TeStiNG .........ccceeveeerererieienenieieieneeeenen 246
Authentication testing / Authorization teStNG..........ccverveerreerieeriiereeseere e e seesreeseeeseeeees 246
INPut Validation tESTINE .....ccveeevieiieiierietieteeteeste et et esteebe e beebeesbe e beeseesbeesseesseesseenseenseenses 246
BUSINESS 10ZIC TESTINEZ ....vviviiieiieiiieeiieiieeiie et ete et et ete et et e et e eebeeeaeesseesbeesbeessesaseessesssesnsennnas 247
CLIENt SIAE tESTINE ......eeueeeietieiieteeteett ettt ettt ettt et sttt et e s tesbe et ebesbe s bt eseentesbesbeeneensesaeas 247
SAKITEOUECHUIC ....vveeuveeenvieeereesureesseesueeessaeessseesnseesnseeassseessseesssessnsesesseessseessseesnseesssseessseesnsessnne 247
«Xakep»: Oe3omacHocTb, pa3padotka, DevOps 249

[IpeameTHbIii yKa3aTeab 252




BmecTo npeancnoBus

Tpuanare BoceMb LETBIX U YETHIPE JECITHIX MPOILEHTa — WMEHHO CTOJIBKO CalToB B MH-
tepHeTe pabortaer B 2020 romy mox ympasinenneM WordPress corfacHO cTaTHCTHKe
w3techs.com. Ckonbko 3T0 B aOCOMIOTHBIX HM(Pax, CIOXKHO Aaxe MpeAcTaBuThb. bonee
CEMHUCOT MWJUIMOHOB. B cuily cBoel BBICOKOWM MOIMYJNAPHOCTH, a TaKKe IOTOMY, YTO
WordPress — 310 CMS ¢ OTKpPBITBIM UCXOJHBIM KOJIOM, B 9TOM JIBUJKKE PEryJISIPHO Ha-
XOAST yA3BMMOCTH, KOTOPbIE HE THYLIAIOTCS MCIIONIB30BaTh 3JI0YMBILUICHHUKU. BOT mo-
yemy OezomacHocTh WordPress u BeOa B 11e1oM KpaifHe Ba)kHa AJIs1 KOMMEPUYECKUX Mpe-
MIPUATUN U YAaCTHBIX JIMI] — BJIaJEbIIEB Pa3IMYHBIX HHTEPHET-PECYPCOB.

ATtaku Ha BeO CIIOCOOHBI HE TOJIBKO BBIBECTH M3 CTPOS CalT HA PagoCTb KOHKYPEHTaM.
OHM TpO3sIT HapyIICHHEM OW3HEC-TIPOIIECCOB, a TaKXKE YTEUYKOW KOH(HUICHIIMATBHBIX
JAHHBIX, KOTOPBIE MOTYT TOIACTh B PYKH HEOOpOKeNaTellel M 0Ka3aThCs B MyOIMIHOM
noctyne. CooOmeHns 0 MoJOOHBIX CIIydasX PEryysipHO HOSBIAIOTCS Ha WH(POPMALMOH-
HBIX MTOpTaNax U B HOBOCTHOM JeHTe caiTa Xakep.ru. C y4eToMm TOro, 4TO COBPEMEHHBIN
OM3HeC Bce akTHBHEE YXOJUT B OHJIAMH (a B IEpHO]] KOPOHABUPYCHOH MaHJIEMUH Ta TeH-
JICHIIUS JIUIIb YCHITUIIACH), 0€30MaCHOCTh BeOa CTAHOBUTCSI KPUTHYHOM MTPOOIEMOIA.

VY mo6oii mpobieMbl, Kak U3BECTHO, €CTh pellieHre. Bonpockl 6e30MacHOCTH ¢ yCIeXoM
MOMOTAIOT PEelIaTh MEHTECTEPhl: CHELHUAINUCTH MO TECTUPOBAHUIO Ha IMPOHUKHOBEHHUE.
B ux xommeTeHINIO BXOIUT B TOM YHCIIE HCCIENOBAHHE CETEBOTO INEpPHMETpa W pado-
TAIOMIKUX HA CalTe BEO-MPUIIOKECHUMN, MTOUCK YSI3BUMOCTEH U BBIABICHHE CIA0BIX MECT B
samute IT-uHPPacTPyKTYphl, KOTOPBIE MOTYT MCIIOJIb30BATHCS 3JI0YMBIIUICHHUKAMH JIJIS
BBITIONTHEHUS aTak. [[0700HbIe YCITyTH HETUIOXO OTUTAYMBAIOTCS, K TOMY )K€ 3TO, TTOXKAITyi,
€IMHCTBEHHBIA 3aKOHHBINM CIIOCOO 3aHMMAThCS B3JIOMOM, HE OIIacasiCh HETaTHUBHBIX IIO-
CJIEJICTBHI, CBSI3aHHBIX C HAPYIICHUSIMU 3aKOHA.

B »T10i1 KHUTE COOpaHbl MPaKTUUYECKUE MPUEMBI TIOMCKA U aHanu3a ys3Bumocteid B CMS
WordPress u npyrux moOmyJsIpHBIX BEO-NIPUIIOKEHUSIX, OHU TOAPOOHO OMHCaHBI OMbBIT-
HBIMH CIIEIHATMCTAMH 110 HHPOPMAIMOHHON 0€30MaCHOCTH — TIOCTOSTHHBIMH aBTOPaMH
KypHana «Xakep». Kuura npeacrasisier co60il COOPHUK JTy4IINX CTaTeH, OMyOIMKOBaH-
HBIX paHee Ha moprayie Xakep.ru M MOCBSIIEHHBIX 3KCILTyaTaluu ysa3BuMocTeil B CMS
WordPress, Drupal, B monyssipHO# maHenu ynpasieHus BeO-cepeepoM Webmin, a Taxxke
JPYTUX CETEBBIX NPHUIIOKEHUAX, BKIto4Yass Ngnix. [IpounraB 3T mMaTepuasbl, YATATEIb
OCBOHMT METOJIUKY HCCIEIOBAaHHUS MCXOJHOTO KOJAA BEO-TIPUIIOKEHHUH, TOMCKA YSI3BHMO-
CTeW M MX DKCIUTyaTallui Ha KOHKPETHHIX NpuMepax. OH H3y4UT NPaKTHUECKUE IPHEMBI,
HCTIONBb3yeMble TICHTECTePaMH B CBOel paboTe. B KOHIIE OONBIIMHCTBA Pa3/IesioB TIPUBE-
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ACHBI CCBUJIKUM Ha BUACOPOJMKHU, HATTIAAHO JACMOHCTPUPYIOHIUC IICP'ICTBPIG OIMMCAaHHOU B
MaTepualie ya3BUMOCTH.

Besycnosno, B UnTepHeTe Bce MeHsieTcsi oueHb ObIcTpo. Pazpaborunku 1O oneparnBHO
3aKpBIBAIOT OOHAPY)KEHHBIC YSA3BHMMOCTH NAT4YaMH, IOCIE YEro OHM yTPadMBaIOT aKTY-
anbHOCTH. [103TOMy MHOTME M3 ONMHMCAHHBIX HA CTPAHUIAX 3TOM KHHUTH NIPHUEMOB HE Cpa-
0oTaroT Ha coBpeMeHHBIX Bepcusix CMS u npunoxenuii. Ho Tem He MeHee cpeau COTeH
MWITHOHOB OMyOJNMKOBaHHBIX B CeTH CaliTOB HACUUTHIBAETCS OTPOMHOE MHOXKECTBO pe-
CYPCOB, aJJMHHUCTPATOPHI KOTOPHIX HE CIIEIIAT BOBPEMsI YCTAHABIMBATH OOHOBJICHUS, a
3HAYUT, TaKHE PECYpPCHl TMO-TPEKHEMY OCTaIOTCS YA3BUMBIMU. Kpome Toro, B 3amauy
STOW KHUTH BXOJMT IMOKa3aTh OOILIWI MPHUHIIMII TIOUCKA Opelel B 3aluTe, KOTOPBIHA HC-
MOJIB3YIOT CHEIMATHUCTHI 10 HH(POPMALMOHHONW 0€30MaCHOCTH U MEHTECTEePhl. A AT 3TO-
ro KaK HeJb3s JIydlle MOAXOAST YCTapeBIINE BEPCHU BEO-NPUIOKEHUH C M3BECTHBIMH,
TIIATEIBHO NMPOAHATIU3UPOBAHHBIMU W JOKYMEHTHUPOBAaHHBIMU YSI3BUMOCTSIMH. OCBOMB
HaBbIKM aHaJM3a KOJa M JKCIUTyaTallud M3BECTHBIX HenouyeToB B 110, MOKHO ABUTATHCS
Janplie ¥ IpUCTYIaTh K TECTUPOBAHUIO aKTyaJbHBIX M COBPEMEHHBIX BEPCHI MPOTpaMM,
YTO MOBBICUT UX 0€30MACHOCTh U 3aIIUIICHHOCTb.

OO0 3TON KHMre

ITon 06moxKOi 3TOM KHUTH COOpaHBI JyUIINE CTAThbH U3 XKypHaia «Xakepy, 00beIUHEH-
HBIE 00IIeH TeMO — TOUCK ysI3BUMOCTel, aTaku Ha WordPress u BeO-npunoxenns. AB-
TOPBI ATUX CTATEH — OIBITHBIE PKCIIEPTHI B chepe HHPOPMAITHOHHOIN 0€30ITacHOCTH, HC-
THUHHBIE IPO()ECCHOHAIBI B CBOEH 007aCTH U HEYTOMHMBIE UCCIIEIOBATEIH.

[Tomumo TexcTa, pparMeHTOB KOJa ¥ WILTIOCTPAIM HEKOTOPBIE pa3/ieibl KHUTH CONEp-
JKaT CIIeUaIbHbIE BPE3KH — B TOYHOCTH T€ JK€, YTO HCIIOJB3YIOTCS Ha IMopTaie
xakep.ru. Tak, Bo Bpe3ke INFO coliepXHUTCsl TOTIOJIHUTEIbHAST HHQOpMAIIHS, TIePEKIIU-
Karollasics ¢ TeMOM Tekylero pasaena. Bpeska WWW conepKUT CCbUIKM Ha UHTEPHET-
PECYpCHI, Te YUTaTelh CMOXKET OTHICKATh MOJIe3HbIE HH(OPMAIMOHHBIE MAaTEPHAITHI.

B xypnane «Xakep» napuT cBosi HemmoBTopumas armocgepa. Bo-niepBbIx, 3/1eCh MPUHSTO
00IIATHCSI C YUTATEIEM Ha «ThD». BO-BTOPBIX, HA CTpAaHHULIAX JKypHaJa JOMYCTHM KOMIIb-
IOTEPHBIN CIICHT, @ MAaHEPY M3JIOKEHUS B CTaThIX MOXHO HA3BaThb UPOHUYHOM W LIyTJIH-
Boil. Bece aTn 00phIe TpaguLuK B TIONHOM MEpe pacrpocTpaHWiIack U Ha KHUTY. IloTomy
HE yIUBIISNCS, BCTPETHB Ha CTPAaHHULIAX M3AaHUS CIOBO «(pUUa» BMECTO «(PyHKIHOHAIIB-
Hasi 0COOEHHOCTh MPHUJIOKEHUS» WIN IOPHUKCHTH» BMECTO «HCIPAaBUTHh BBISIBICHHYIO
omMOKy B KoJie». Y Hac Tak 3aBE/ICHO.

[Mockonbky TeMa 3TOH KHUTH BechbMa crielduyHas, Mbl He MOKeM He OIyOJIMKOBaTh B
HNPEAUCIIOBUN HECKOJIBKO BaXKHBIX MpeaynpexacHuil. Bot onu:

BHUMAHMUE!

Bcs npuBegeHHas Ha cTpaHuuax 3Tow KHUMM MHOpMaLus, Kog v npumepbl NyOnukyoTcs
WCKMIOYMTENbHO B O3HAKOMUTENbHbIX Lensax. Hu nagatensctBo «bXBy», HU pepakums xyp-
Hana «Xakep», H/ aBTOPbl HE HECYT HMKaKOW OTBETCTBEHHOCTM 3a Ntobble nocrneacTBus uc-
Nnonb3oBaHUs MHGOPMaLMK, NONYYEHHOW B pe3yrbTaTe NMPOYTEHUS KHUMK, a Takke 3a Jto-
0601 BO3MOXHbI BpeA, NPUYMHEHHbIA MHbopMaLmMen N3 3Toro n3gaHus.
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[MoMHUTE, YTO HECAHKLMOHMPOBAHHLIN OOCTYyN K KOMMNbOTEPHbIM CUCTEMaM U pacnpocTpa-
HeHne BpeaoHOCHOro no npecnenyrTcAa No 3aKOHY. Bce paccMOTpeHHble B KHUre MeToabl
npeacrtaBfieHbl B O3HAKOMUTENbHbIX Lienax. Kaknm-nndo 06pa30M ncnonb3yd npeacraBlieH-
HYO B KHUTre WMHopMaLMLo, Bbl D,eﬁCTByeTe WCKIIOYMTENBHO Ha COBCTBEHHbIN CTpax n puUck.

O6 aBTOpax

ABTOpBHI «Xakepa» — OIBITHBIE dKcIepThl B obnactu Wb, npodeccnonanbHbie necieno-
BaTely, IEHECTEPhl, AHAJMTUKN M HACTOSILUE «3TUYHBIE XaKkepb». VX oObeauHseT JIto-
00Bb K KOMIBIOTEPHBIM TEXHOJOTHMSM M HOBBIM 3HAHMSM, a TAaKK€ CTpPEMIJIEHHE MOJe-
JIUTHCS] CBOUMH 3HAHUAMH C HAITUMH YUTATEISIMH.

HUBan alLLy KommuccapoB — TMOCTOSHHBIN pe3ufieHT «Xakepa», aBTOp OOINBIIMHCTBA
YBIICKATENBHBIX CTaTel, COOpaHHBIX B 3TOW KHUTE. VBaH TPYIAMTCS CIIEUAIUCTOM IO
nHpopManmoHHON Oe3onmacHocTH B kKomnaHuu ONsec. B cdepy ero marepecoB BXOIUT
0e30macHOCTh BEO-MPHUIIOKEHUH, MOOMIBHBIX NPHIIOKEHUN M CETEBOM MHPPACTPYKTYpPbI
npennpustuit. [lyonukanun alLLy oTimgaeT rpaMOTHBIA CHCTEMAaTU3UPOBAHHBIN TTOAXO/,
BHMMAaHHUE K ACTAISAM U BBICOYAWIIMI YPOBEHb 3KCHEPTHOCTU. Ero cTarbu HEM3MEHHO
[IOJTy4alOT CaMyI0 BBICOKYIO OLIEHKY CO CTOPOHBI NOCTOSHHBIX YHUTaTele «Xakepay,
MpeXxe Bcero Onarozaps TOMY, YTO aBTOP SIBIISIETCS BBICOKOKBATU(HULIMPOBAHHBIM JKC-
nepToM B cepe aHanM3a 3aIIUIIEHHOCTH. B 3TOM TBI MOXeIIb CaMOCTOSATEIBbHO yOe-
JUTHCS, 03HAKOMUBIIUCH C COOPAHHBIMHU B 3TON KHUT'E CTAThSIMHU.

v31_v37 — mocTosHHBIN aBTOp MopTajia Xakep.ru, U3BECTHBIM HAIIUM YUTATEISIM ITyO-
JUKAIUSIMU Ha TEMY CeTeBOW Oe3omacHOCTH U Oe3omacHocT Microsoft Windows. 3anu-
MaeTcs TECTUPOBAHHWEM Ha MPOHUKHOBCHHE W MHTEPECYETCS Pa3InYHbIMUA OONACTSIMU B
cdepe UB.

Ex.Mi — uurarens «Xakepa» ¢ Belmycka Ne 3, a taxke aBTop xakep.ru, crennanusu-
pyroiuiics B obiactu paspadorku [10, nHpopManroHHo# 0€30MacHOCTH, 3alIUThl BEO-
MPUIIOKEHUH U caliToB, paboTatonux mox ynpasieaneM CMS WordPress.

Mapk bpyuxkuii-CremnkoBcknii — poamics B 2003 rony B MuHcke, B HacTosIee
BpeMs y4HuTCs B bermopycckoM rocynapcTBEHHOM YHUBEPCUTETE WHPOPMATHKH U PaHo-
anexktponuku. Ilumer B «Xakep» ¢ 10-ro kmacca, yBiaeKaeTcs NMPOrpaMMHPOBAHHEM H
nHGOPMALMOHHON 0€30MacHOCThI0. PerynsipHo yyacTByeT B pa3HbIX KOHKYpCax M Xaka-
ToHax. OTKpPHIT K HOBBIM 3HAKOMCTBaM: aBTOPY MOXHO CMEJIO MHUCAaThb B «TEJEry»:
@HackcatDev.

Kcratu, u 161, 1oporoi uurareib, TOXXE MOXKEIIb MOMOIHUTH PSAABI aBTOPOB «XaKepa»
W CTaTh 4acThIO HAIlleH APYXKHOW KomaHIbl. Min maxe HamucaTh COOCTBEHHYIO KHUTY
00 mHTepecytomei Teds obnactu IT-texHonoruit. Ecnu y Te0s ecTh jkenaHue TBOPUTH
U MOJAETUTHCS CBOMM OIBITOM ¢ yuTarensiMu xakep.ru u n3narensctBa «bXB» — ot-
mpaBb MHE NMUCBMO Ha ajapec valentin@holmogorov.ru win coobuienue B Tenerpam
(@holmogorov. Ilpucoeaunsiics!

Banenmun Xonmozopos, peoaxmop pyopuxu «Bznom» scypnana «Xaxep»

http://xakep.ru
http://holmogorov.ru



1. XaKk B OOWH KIUK.
CpaBHMBaeM BO3MOXHOCTHU
aBTOMaTU4Y€CKNX CKaHEepOB YA3BUMOCTEN

Mapk bpyukui-Cmemnkosckuu

Jyis moucka ysA3BUMOCTEH BPYUYHYIO TPEOYIOTCS 0COOBbIC 3HAHUS, OOTaThIi OMBIT M PEAKOS
gyThe. Ho kak ObITh HOBUYKaM? Kak HaOpaThCs OIbITA, €CIIM HE 3HAellb, C Yer0 HaYH-
Hath? Ha momolp NpuxoJsiT aBTOMaTUYECKHUE CKAHEPHI ysA3BUMOCTE. B sTom paznene
MBI IOCMOTPHM, KaKHe OHU OBIBAIOT U KaK UMM I10JIb30BAThCSI.

AWTHIIHYKH, KaK WU3BECTHO, CTPEMSATCS] BCE aBTOMATH3UPOBATh, M XaKephl B 3TOM HE OT-
ctaroT. CylIecTBYIOT aBTOMAaTHYeCKHE CKaHEpHl YS3BUMOCTEH — YTOOBI MOXHO OBIIO
3aIlyCTUTh, OTKMHYTHCSl Ha CIIMHKY Kpeclia U MOTATUBaTh Kode (MM MUBKO), MOKA OHH
CHIENIAlOT LeNyto ropy pabotsl. [Tonck ysS3BHMOCTEH C MX HCIOJIB30BAHUEM CBOJHTCS K
TOMY, 4TOOBI OTAATh CKaHEpy ajApec LeJM M HaXaTh OOJbIIYI0 KHOIKY Start, Hy nim
Enter, eciiu ThI M00uTENH TEPMUHATIA.

[Ipu 3TOM TMOHSITHO, YTO CKaHEp HAWIET TOJNBKO THUIIOBBIE YSI3BUMOCTH U, YTOOBI MOWUTH
Janplie, Hy’KHO YMETh He TOJIbKO HaXXUMaTh Ha KHONKY. Ho mouemy Obl HE COKOHOMHUTH
HEMHOTO cri1? Bo MHOTHX ciTydasiX 3TO BIIOJHE ONPABIaHHO.

KaTteropum u metoasbl

YHuBEpcaabHBIX HHCTPYMEHTOB HE CYIIIECTBYET, M CKaHEepPhl YSI3BUMOCTEH HE CTall HC-
KITFOUEHNEM 13 3TOro npaBuiia. OHU OOBIYHO HAIIETICHBI Ha ySI3BUMOCTH KaKOTO-TO OIpe-
JIEJIEHHOTO pojia. MBI pacCMOTPUM CIIEAYIOIINE BU/IbI CKAHEPOB.

O WVS (Web Vulnerability Scanner) — ckaHepbl BeO-ysI3BUMOCTEH. Y MEHs 3TO camast
MHOrouuciicHHas kateropus. Croma Bxomar kak ooOmieusBectHbie OWASP ZAP u
sqlmap, Tak 1 MeHee n3BeCTHBIC, HO HE MEHee ToJIe3HbIe, Bpoe Vega.

0O AHanu3aTopbl MOOWJIBHBIX MPHUIOKEHUH. TyT OYeHb Majlo JOCTOMHBIX NPOLYKTOB, U
MBI OCTAaHOBHUMCS Ha CaMBbIX APKUX U3 HUX.
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O IlonxyyHuBepcallbHbIE CKaHEephl A JOKAJIBHOW CEeTH MPEeNNpHUATHS WM AoMa. DTO
y’K€ HE TIPOCTO CKaHEpbl, a Iejble KOMOAHbI I aHaIu3a U ydeTa 000pyIoBaHUs B
ceTd. MHOTHE U3 HUX 3a0HO MINYT YA3BUMOCTH.

O Bcesikue y3KocmenUaa3UpOBaHHBIE CKaHEpHl THIIA aHajiW3a HMCXOAHOro koxa, Git/
SVN-peno3uTopueB u Apyrux CIOXKHBIX U Py4HOH 00paOOTKH MacCUBOB JaHHBIX.

CkaHepsl OBIBAIOT CO CBOOOIHOM JIMIICH3MEH U KOMMepueckue. Eciu ¢ omeHcopcoM Bce
MIOHSITHO, TO JUIS WCIIOJIb30BaHUS KOMMEPUYECKUX MPHUAETCS BBUIOKHUTH BEChbMa IPHITUY-
Hyo cymmy. K coxaneHuio, HH pefakius «Xakepa», HH aBTOp He HACTOJIBKO OOTaThl,
4T0OBI MOKYNAaTh UX It 0030pa. [ToaToMy AJisi BceX KOMMEPUYECKHX CKaHEpOB ObLIa HC-
oJIb30BaHa o(UIMaIbHAs IPOOHAS BEPCHS, €CIIH HE OTOBOPEHO WHOE.

BHUMAHUE!

Bca nHopmauus B aTONM rmaBe npegocTaBrieHa UCKMIOYUTENBbHO B O3HAKOMUTESbHbIX Lie-
nsx. Hu pegakums, H1 aBTOp HE HeCyT OTBETCTBEHHOCTM 3a N0OON BO3MOXHBIV Bped, npu-
YMHEHHbIV MaTepuanamm 3Ton rnaebl. [IOMHKU, YTO AOCTYN K AaHHBIM 6€3 npeaBapuUTenbHO-
ro NMCbMEHHOIO COrMalLeHNs C UX BNagernbLem npecrneayeTcs no 3aKoHy.

Camo tectupoBaHue Toxxe ObIBaeT pasHbiM: Black Box mu6o White Box. [Ipu mepBom
THITE TICHTECTEP WM €r0 HHCTPYMEHT J0JDKHBI PadoTaTh C CEPBHCOM Yepe3 Te e UHTEP-
(eiicel, yepe3 KOTOphIE ¢ HUM B3aMMOIEHCTBYIOT IMojb30oBarenu. Hampumep, eciu mis
tectupoBanus MetonoM Black Box TeGe naH caidT, TO ThI MOXKEIIb IPOBEPATH €r0 TOIBKO
KaK TMOCETHTENb, 0€3 KaKoro-m1udo CHenralbHOTO JIOCTYIA K UCXOJAHOMY KOy WIH TpH-
BWJICTUPOBAHHBIM aKKayHTaM. Ecim 3To mpuinokeHue, To moapa3syMeBaeTcs, 4ro y Te0s
HET JI0CTyIa K UCXOHUKAM: KOBBIPSIA caM, eciii cMoxkels. B oomem, Black Box 3nauwr,
4TO y TeOsI HET HUYEro, 4ero Obl He OBIIO Y BCEX.

[Ipu TectupoBanuu merogom White Box meHTecTep (Mim Xakep) UMeeT JOCTYIT KO BCeM
MOTpOXaM I1eJIeBOro oobekra. Eciu 3To calit — y Te0s ecth ero koa. Eciu ato cepeep —
y TeOs ecTh JOCTYN K ero BHYTpeHHOCTsiM Bpoze Bepcud OC U yCTaHOBIEHHOTO codTa
WM K HEKOTOPEIM daiinam. B 3Tom cirydae BO3MOKHOCTH KyZa IIUPE U ThI MOXKEIIh Hai-
TH TPOOIEMY, KOTOPYIO CIOCOOEH AKCIUTYyaTHPOBATh TOJBKO MPOJBHHYTHIN 37I0yMBIIII-
JIEHHHUK.

B cerognsimneit mon0opke mpencTaBieHbl CKaHEphl 00X KaTeropui, Tak 4To 3TOT pas-
JIeJT MO)KHO CUHMTATh YHUBEPCAIBHOW OTMBIYKOH MTOYTH K TF0OOMY 3aMKY.

Sn1per

Hena: Community edition — 6ecnatno, Professional edition — ot 150 mommapos

Snlper — MomHbI (PperiMBOPK TSI aBTOMATHYECKOTO aHANM3a Oe30MacHOCTH LIEIH.
Pazpaboran nHeGe3b3BecTHRIM N3, ocHoBarenem kommnanuu XeroSecurity. M3 mpyrux
ero u3BecTHbIX HHCTpyMeHTOB — Findsploit (https://github.com/1N3/Findsploit, cpen-
CTBO JUIsl OBICTPOrO MOKCKA DKCIUIOUTOB K ysi3BuMocTH) U PrivEsc (https://github.com/
1N3/PrivEsc) — s rmoucka jgokanbHBIX 0aro EoP.

Snlper nocraBnsieTcs B AByX BapuaHtax. Ecte Bepcust Community «Ijisi BceX H JapoM» U
Snlper Professional, munen3us Ha KoTopbIid cTouT OT 150 3eTeHBIX aMEepPUKAaHCKUX PyOIIei.
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B GecrmatHoM BapuaHTe ckaHep yMmeeT coduparts 6a3oByto nHpopmanuio (IP nemu, ping,
whois, DNS); 3amyckaer Nmap 11t OMCKa OTKPBITBIX TOPTOB M ONPEAEICHUS CEPBHUCOB,
B TOM yHciie ¥ ¢ nomomipio NSE; uineT yacto BcTpeuaromuecs ysS3BUMOCTH U aBTOMATH-
YeCKH IKCIUTyaTHPYET UX; MpoOyeT MOIydyuTh JOCTYN KO BceM QaiinoBeiM mapam (FTP,
NFS, Samba); 3anyckaer Nikto, WPScan u Arachni mias Bcex HaliaeHHBIX BeO-
npuiokeHuil 1 MHoroe npyroe. [lommepskuBaer mnterpaummio ¢ Hunter.io, OpenVAS,
Burp Suite, Shodan, Censys u Metasploit.

YcraHoBKa JOBOJIBHO MpocTa 1 noanepskusaeT Docker, 4To cBOOUT ee K JBYM KOMaHAaM:

docker pull xerosecurity/snlper
docker run -it xerosecurity/snlper /bin/bash

st ckaHUPOBAaHMSI BHITIOIHU

sniper -t [TARGET]

UTo0bl 331€iCTBOBATH BCE BO3MOXKHOCTU Snlper, MOHAA00STCS AOMOIHUTEIILHBIC KITHOYH:
O -o— ucnonb3yet ABuKOK OSINT;

O -re — pa3Benka;

O -fp — MOJHOCTHIO IPOPAOOTATH BCE MOPTHI;

a

-m stealth — CTapaTelIbHO CKPHIBAET CKaHEpP, YTOOBI IIeJb HE MOHAJA, YTO €€ CKa-
HUPYIOT;

O -m webscan — Snlper Oyzaer pabotaTh kak 0ObIYHBIN ckaHep WVS;

O -b — KCHoB30BaTh OPyThOPC NpU HEOOXOAUMOCTH;

0O -f [FILE] — CKaHMPOBATh CPa3y HECKOJBKO IIeJIeH, KOTOpbIE MEepeunciIeHb! B (aiine
[FILE];

O -m nuke — «GIIEPHBIN» PEXUM CKaHUpOBaHUs. BrirrouaeT B cedst Opyrdopc, 0opabdboT-
Ky Bcex moptoB, OSINT, pasBenky u coxpaHnenue Bcex Haxoz0kK (loot);

O -m massvulnscan — OYEHb MOIIHAS QYHKIHS B COYETaHHU ¢ —f. MaccoBO CKaHHPYET
Ha MHOTHE U3BECTHBIE YA3BHUMOCTH BCE 3aJaHHbIE Lenu. Ecnu B TecTupyeMoi Komma-
HUM MHOT'O XOCTOB, 3Ta OIIIHS Oy/IeT BeCbMa IT0JIe3Ha;

O -m discover — OINIIMS NIOMCKA BCEX XOCTOB B 3aJIaHHOW TMOJICETU U 3alyCK CKaHUPO-
BaHMsI HA KOKIbIM U3 HaliieHHBIX. Ecnu Thl Jake HE 3Haelllb BCEX BO3MOKHBIX LIEJEH,
3TO OYJET OYeHb MOJIE3HO.

[Ipumep penopra nocne cKaHUPOBAHUS OUYEHb OOJIBIION, HO OH €CTh B PEIO3UTOPHH aB-
Topa: https://gist.github.com/1N3/8214ec2da2¢91691bcbc.

Wapiti3
Iena: OecriatHO

Wapiti — momHOCThI0 OecCIIaTHBIN CKaHep BeO-ys3BHMOcTei. Ha MoMeHT HammcaHus
3TOr0 MaTepuaia mocyieaHsst Bepcus obuta 3.0.3, BeimymenHas 20 ¢espans 2020 roaa, To
€CTh MPOEKT JkMBOH. HecMOTpst Ha CKpOMHBIEC pa3Mepbl ckaHepa (Bcero 2,3 MOaiT B pac-
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MaKOBaHHOM BHJIE), HAOOp (QyHKIUI y HEro J0BOJLHO OOImMpHBIN. [To odunmansHOMY
3asBJICHUIO, CKAHEP yMeeT 00HApPYKUBATh CICAYIOIINE Oaru:

O packpsitue conepxkumoro daiina (local file inclusion), B ToM uncie 63KaroB 1 UCXOI-
HOT'O KOJIa caiiTa;

SQL-unbexnun u BHeApenue koga PHP/ASP/JSP;
OTpa)keHHBIE U XpaHUMBbIe XSS;

uHbekIKu koMang OC;

XXE Injection;

HeyIauHble KOHPUTypauuu .htaccess;

aaoaaaa

Open Redirect.

Wapiti3 nojnepxuBaeT NPOKCH, ayTeHTU(DHUKAIMIO HA 1IEJICBOM CaliTe, yMeeT He KpHUIaTh
Ha caMomnajbHble cepTUUKaThl SSL 1 MOKET BCTaBIATEH B 3alPOCHI JIIOOBIE 3ar0JI0BKU (B
TOM 4Hncie KacToMHbIN User-Agent).

Hcnons3oBanne WHCTpyMEHTa BeCbMa TPUBHAIBHO. [loCiie yCTaHOBKH BBHITIONHU B TEP-
MUHaJe (1a, 3T0 KOHCOIJIbHOE MPHIIOKEHHE) TAKYF0 KOMaH/Y:

wapiti -u [URL]

Wapiti npockaHUpyeT BECh CalT U BBIIACT COOTBETCTBYIOUIMNA OTYET. UTOOB! HCKIIOUUTD
HEHYXXHBIE ajipeca (HarpumMep, logout), 100aBs mapameTp -x [URL], a JUIsl aBTOPH30BAH-
HOTO CKaHHWpOBaHHS TpeOyroTcst Kyku. [[si WX WCIONB30BaHUS CHaYaja CreHepupyi
JSON-(atin ¢ momoIpio crenuaibHOro ckpunta. OH JISKHUT B bin/wapiti-getcookie U
3aITyCKaeTCsl CIeIYIOIIIM 00pa3oM:

wapiti-getcookie -u [LOGIN URL] -c cookies.json -d
"username=[USER] &password=[PASS]"

[LOGIN URL] — 3TO aJApec CTPAHMIIBI JIOTHHA, & [USER] U [PASS] — JIOTHH U Mapojb CO-
OTBETCTBEHHO. 3aTeM MOAKII0YaeM rOTOBBIH (haiiil K CKaHepy:

wapiti -u [URL] -x [EXCLUDE] -c cookies.json

Bor u Bce. Otuer renepupyercs B HTML u coxpaHsercs B /home/[USER]/.wapiti/
generated report/[TARGET HOST] [DATE] [ID].html, TIO€ [USER] — TBOU JIOTHH,
[TARGET HOST] — LIEJIEBOW CalT, [DATE] — JlaTa CKAaHWPOBAHHS M [ID] — 4YeThIpe Iu-
pBL. MOXHO OTKPHITE B Opay3epe U MOCMOTPETb.

Nikto

Iena: OGecruiaTHO

Nikto — BecbMa MOIyIIAPHBIN CKaHEP BEO-TPUIIOKEHUH, H3HAYAIBHO BCTpOeHHEIH B Kali
Linux. On kpaitne npocrtoii, naxe He npsdaercs oT WAF mpouero 3nospennoro 10 na
caiiTe, HO JJOBOJIbHO TOYEH. Y MEET HaXOIUTh!

a CTpaHHBIC U HEOOBIYHbBIE 3arojJIOBKH;

O yreuku inode depe3 3aronoBok ETag;



O wucnons3oBanue WAF;
0 MHOXECTBO MHTEPECHBIX (haIOB, K KOTOPBIM HE CTOMJIO ObI OTKPBIBATH JOCTYII.

Kak BUAWIIB, HC OYCHb MHOTO. Ho 3aTo on 6I>ICTpO pa60TaeT n HE Tpe6yeT HaCTOJbHOI'O
CIIpaBOYHHUKA JJI 3allyCKa CKaHUPOBAaHUS.

Nwmeer xydy napamerpoB. CaMblil ITTaBHBIN U3 HUX — —h [HOST], 3afatomuil ueias. Ecnu
uesb ymeeT B SSL, ctouT ykaszats mapametp -ssl. Taxoke ecTb opMar BeIBOAA (-Format)
Y BO3MOXKHOCTB paboTath ¢ Metasploit. UTHCTpyMEHT HEMHOTO yCTapern, HO MO-TIPeKHEMY
TOJUTCS JUTS Pa3BEKU M B3JIOMa COBCEM YK OC3HAICIKHBIX IIETICH.

OWASP ZAP

Iena: O6ecriaTHO

Ckanep Toii camoit opranmzanun OWASP, koTopast mpu3Bana caenarb Haul ¢ Toooi MH-
TepHeT Oe3omacHee. BripodeM, 1moka He CHIIBHO YCIIEITHO. A eI, KCTAaTH, €CTh CIUCOK
OWASP Top 10, rme coOpaHbl AeCATh CaMbIX PAcCHpPOCTPAaHCHHBIX OaroB B BeO-
npunoxkeHusx. ZAP (Zed Attack Proxy) — OecruiaTHBIH WHCTPYMEHT JIJISl TECTUPOBAHUS
Ha MPOHUKHOBEHHUE U TTOKCKA YSI3BUMOCTEH B BeO-IpHiIOKeHHAX. Ero riaBHble Gpuyn:

O MITM-npokcu aiis 3axBaTa Tpaduka Opaysepa;
MAaCCUBHBINA U aKTUBHBIN CKaHEPHI YA3BUMOCTEH;
nayk-KpayJep, KOTOpbIii MoXKeT pabotath naxe ¢ AJAX;
(hazzep mapamMeTpoBs;

TOA/IEPKKa TUTATHHOB;

I I I R

nojiepkka WebSocket.

FONE = ] L @REBRE w6 EE
[ Bucenii crnpr. | == 3anpac | omere= [ 4

< Automated Scan Q

||| @ metpan.

_i""-““"" '\ Fiowice | PN Onoastsienn | || oon |

@ @ 7 cunup Fum § Sencpr

0 Req Tamestamg Mgy

B
.
o

OnDRsUEA Ll L) Texnas cramnposasns @0 Do @wo Ao Go Ho S0 *

Puc. 1.1. Press to Hack
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Y mporpamMmbl eCTh pycckuit maTepdeiic (vactnuno), Herioxod GUI U MHCTPYKIUS 10
TTOJIE30BaHUIO 11 HOBUYKOB. [IpH 3ammycke moka3sIBaeT COBETHI.

CkannpoBaHue TpeOyeT TOJBKO yKas3aThb ajpec caiita. BOMCTHHY «Ha)kal W B3JIOMaiDy
(puc. 1.1)!

o a¢pdexrrBHOCTH OOHAPY)KEHUS OaroB ZAP oueHb XOpoIIl, UCTIOIB3YIO €ro MapauieIbHO
¢ Vega u Acunetix. OJJHO3HaAYHO PEKOMEH/IYIO.

Sglmap

Iena: OGecruiaTHO

Sqlmap (http://sqlmapgui.blogspot.com/) — 3T0, HaBepHOE, caMblii U3BECTHBII CKaHEP
st noncka SQL-unbvexuuid. Ero paspaboTkoii 3anumarorcss Mupocnas Lltammnap (Xop-
Batusi) U bepuapno Jamene (Uranus). OcoOEHHOCT 3TOTO CKaHEpa B TOM, YTO OH MOXET
HE TOJBKO HAWTH OMIMOKY, HO U cpa3y AKCIUTyaTHPOBAThH €€, IPUYEM B MOJHOCTHIO aBTO-
MaTH4yecKoM pexxume. Ymeet padorats ¢ B[l MySQL, MS SQL, PostgreSQL u Oracle.

Henasho y sqlmap nakonen nosieusicst GUI, uTo enie cuiibHee MOHU3UIIO TIOPOT BXOXKIe-
Hus (puc. 1.2).

Sqlmap GUI v.1.0.0.4 by JohnDoe

Cebinka c sql mHekwwer:  |hittp site co e php¥id=1
Nonywsts B / Ceos komaHaa
e
MNonywste Tabmk / Ceon Komanoa
Tatmua: |Table
MonyuaTs KonoHkw / CBoA komMaHaa
Konogxw ana gamna: | email password
Oamn / Ceon Komarga
Batch MNoTokw (Max=500 - min=1) : | 100
Maramr: |1 100
CsoA komaHga:
Bee komanoe sglmap

acTpoiikin MNapcep no popkam = About

Puc. 1.2. Tot cambii GUI

Acunetix WVS

Lena: 6a3oBast Bepcust — oT 4495 moyuiapoB 3a OJIMH CalT (M PacTeT IO Mepe KOJIMYecTBa
CaliToB, KOTOpHIE ThI TUTAHUPYEIIb CKaHUPOBaTh). Pacmmpennas Bepcus — ot 6995 non-
JIAPOB 32 OJIMH CAUT (HO YMEET HAMHOTO OOJIbIIIe).
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brio Okl cTpanHO, ecnu OBl 3Ta MOAOOpKa oOomuIach 0€3 KOMMEpPYECKHX CKAaHEpOB.
Nmenno Acunetix WVS nenasno Haren 6ar y Google (https:/www.acunetix.com/blog/
web-security-zone/xss-google-acunetix/), a onHOMMEHHash KOMIIAHUA-Pa3pabOTUMK —
OJIVH W3 JINZICPOB PHIHKA.

CaMm ckaHep — 3TO BEO-TPUIIOKEHHE, U €r0 MOKHO CTaBUTh Ha «0E3TOJIOBBII» CEpBEP
(To ecth BoOOMIE Oe3 Tpadudeckoii obomoukn). Ecte momaepxka u Windows, u Linux.
K coxanenuro, cam ckaHep KOMY MOMANO0 HE MPOJAETCA, TAK YTO «KTO TOIAJI0» BBIKPY-
YUBAETCS C TIOMOIIBI0 TeMaTHUeckux caiftoB. K mocnenneis, 13-i Bepcun Kpsika HET, TO-
3TOMY ceiyac y XakepoB B xoay 12-s1 Bepcusl.

YcranoBka — knaccndeckas anst Windows-nipunoxennid. Tam 3aaeTcs TOTHH M TTapOITb
K BeO-uHTEp(]eiiCcy, TakKe €CTh BO3MOXHOCTh OTKPBITh YAAJECHHBIH JOCTYI K CKaHEPY
(yno6Ho moctaBUTh ero Ha VPS).

[Tocne ycTaHOBKY BUINM TIIaBHYIO cTpaHmIly uHTepdeiica. MHTEpdeiic mpocToi, pa3ode-
peTcs o0oH MKOIBHUK. ECTh IIBETOBOE OMpe/iesieHne TsHKeCTH HalieHHoro Oara u ro-
toBbIi pedTHHr CVE. Ilonp30BaThcsi cCKaHEPOM JEHCTBUTEIBHO YIOOHO U MPHSTHO.

CkanupoBanue TpeOyeT TOJNBKO yKazaTh ajapec Ienu (Ha Bkiaake Targets) m Haxath
KHOMKY Scan, ONIMOHAIBHO 3a7aB BpeMs Hadana. CkaHep UMEET HEeCKOJBKO Mpoduiei
CKaHMPOBAHUSI, MOKET CKAaHUPOBATh TOJILKO B pabouee uiy Hepabouee BpeMs U, 1O CJIO-
BaM MPOU3BOUTENS, YMEET HAXOAUTh MOUTH BCE BUJIBI 0aroB. B 3TOT CITUCOK BXOMAT:

O XSS, B Tom uuciae DOM;
SQL-unbekuy, kpome ciemnsix (blind);
CSRF;

00X0J1 TUPEKTOPHH;

XXE Injection;

HeOe3omacHas cepuaansanus;

auoaaaad

npobaemsl ¢ SSL-ceprudukaramu (ckopoe HCTeUEHHE CPOKa FOIHOCTH, ci1adble Mr(psl);
O npobnemsl ¢ CORS.

CkaHep JeiCTBUTEIBHO OBICTPBIA U KaUeCTBEHHBIH, IS yyacTusi B bug bounty moaxoaur
uzaeanbHo. XKanb, 1ieHa Kycaercs. Ho st mpocTo 00s13aH ero mopeKoMeH0BaTh, 3TO OJIUH
W3 JIy4IIUX HHCTPYMEHTOB.

Vega

Iena: OecriatHO

Eme omuH ckaHep ¢ OTKPBITHIM MCXOJHBIM KOJOM, pa3paboTaH B KoMmnaHuu Subgraph.
Ha, Toit camoii Subgraph, koTopas caenana kiaueHT Tor Ha ynucToil Java. Y TUBUTEIBHO,
HO Vega OecIiaTHBIN, a 0 BO3MOXKHOCTSIM HUYYTh He XyXe Acunetix.

ITo 3aBepeHHsAM TPOU3BOIUTEIS U COOCTBEHHBIM HAOJIOACHHUSIM, CKAHEP XOPOIIO HIIET
crenyromue 0aru:

O SQL-unbekuu;
O XSS;



a

XXE Injection;

a

Integer Overflow/Underflow (kcTaTH, eAMHCTBEHHBIN CKaHEpP, KOTOPBIA MX HOpMallb-
HO WUIET);

packpsiTie conepxxkumoro (aiina (local file inclusion);
BHEJIpEHHE KO/,
path traversal;

BHenpeHue HTTP-3aronoBkos;

aaaaoaaqa

wioxue HacTpoiiku CORS.

Ckanep HamwmcaH Ha Java, a 3Ha4uT, paboTaer Be3nue, rue ecTh Java VM, BKItOYasi, KO-
HeuHo, Windows u Linux. HemocraTku: HyxHa Ta camasi JVM, k ToMy ke 3/1eCh HET BeO-
nHTepdeiica.

& [l ®

Select Modules
Choose which scanner modules to enable for this VEGA
=can

Select modules te run:

~ [H] Injection Modules
Bash Environment Variable Blind 05 Injection (CVE-2014-6271, CVE-2014-6278) C
Integer Overflow Injection Checks
XS5 Injection checks
Remote File Include Checks
[] Blind 5GL Injection Timing
Local File Include Checks
[] Blind XPath Injection Checks
Cross Domain Policy Auditor
[] Format String Injection Checks
Shell Injection Checks
Eval Code Injection
HTTP Trace Probes
Blind Q% Command Injection Timing
Blind 5QL Text Injection Differential Checks
HTTP Header Injection checks
URL Injection checks
Blind 50L Injection Arithmetic Evaluation Differential Checks
XML Injection checks

[m] Response Processing Modules

< Back Mext = Cancel

Puc. 1.3. Hactpowiku Vega
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3amyck CKaHHPOBaHHUS TO)KE TPHUBHAJIEH, HO, B OTIMYME OT JAPYTUX CKaHEpOB, y Vega
MHOTO HACTPOEK. A CKPBITHI 3TH HACTpOiku 3a kHomkor Next (puc. 1.3).

Ho u 310 eme He Bce! EcTh momnepikka aBTOPU30BAHHOTO CKAaHUPOBAHUS, IIpUdYeM 0e3
HEeOOXOIUMOCTHA OOOABIATEH COOKieS M3 KOHCOJIU.

Kopoue, 6naronmaps ynoonomy GUI, kauecTBeHHOI paboTe W Kyde BO3MOXKHOCTEH 3TO
ceifuac myqmuid BeIOOp asst monk3oBarenst Windows. Eciu ske 4ero-to He XBaTHT, BCeraa
MO>KHO Hamucatb CBOH MOAyJib Ha JavaScript.

INFO

Bbino 66l HeMpaBunbHO He ynomsHyTb B 3Tol nogbopke Nmap. Cam no cebe oH Ha 3BaHue
ckaHepa Yys3BMMOCTEW He TAHET, HO Y HEero ecTb CKPUMTOBLIN ABMXKOK. [laxe «n3 KopooKu»
OH yMeeT NpoBepsTb NonynsipHble 6aru, HO Tbl NErko MOXeLUb cAenaTtb 3TOT rnas eLle 30p-
Ye C NMOMOLLbI0 CBOMX (NN YyXKKX) CKPUNTOB. Kak nx cospaBaTb, XypHamn «Xakep» yxe nu-
can: https://xakep.ru/2016/02/25/pimp-my-nmap/, a HaWTN CKPUNT Ha NOOON BKYC MOXHO Ha
GitHub: https://github.com/topics/nmap-scripts.

Nessus

Hena: 6ecrmatHo / 3120 momnapos

Nessus — KOMMEpYECKHil ckaHep 0e30MacHOCTH aMepHKaHCKoW kommanuu Tenable.
Taxke ecth oOnaunblii ckanep Tenable.io, Ha KOTOpoM s He Oyay OCTaHABIMBATHCS
MoJIPOOHO.

VY ckanepa Tpu pepakuuu: Essentials (m1st Bcex u GecriatHo), Professional (3120 ponna-
poB B rox) u Tenable.io, KOTOPBIH, 1O CyTH, IPEICTABISET COOOW OTACTBHBIN MPOIYKT CO
cBoeii nieHou. [Ipu aTom pasHuma mexny pemakuusmu Essentials u Professional mums B
KOJIMYECTBE JJOCTYIHBIX JJIsi CKAHUPOBAHUS IPECOB M HAJIMYMH TTOLACPIKKH 1Mo email.

CaM ckaHep JOBOJIBHO YBECUCTHIN (yCTaHOBIIHK Ooinbine 120 MOaiiT, a mocie akTuBaiiun
CKayMBaeT eIlle MHOTO JIOTIOJIHEHUI ), U CKa4aTh €r0 MOYKHO TOJBKO TIOCJIE PEeTrHUCTPAIlHH,
BO BpeMs KOTOPOI Ha MOYTY MPHUIET KOJ aKTUBAIIUU.

WNanmmanmzanus BecbMa MPOJIOIDKUTEIbHAS, Y MEHS 3aHsUIa MOPSIKa NBaIaTd MHHYT.
Korpa ¢ atum OyneT MOKOHYEHO, MOKHO HAYMHATH TOJIb30BAaThCs BeO-MaHeNblo. Nessus
HIIET CIICIYIOIINE TPO0IeMBbI:

O packpseitue Bepeuit [10 Ha xocTax;
aKTHBHAs MaJIBaphb;
YSI3BUMOCTB K OpyTdhopcy;

cnadbie MCTOAbI aBTOPpU3aIIUH,

aaaa

OTKPBITHIE IaHHBIC HA LEJAX (BO3MOXKHOCTD MEPEUHCIINTD YUETHBIE 3aMCH U TPYIIIIbI,
yIlaJIeHHBIN PeecTp U CETEeBbIE MAIKH);

O HEeKOpPEeKTHBIE pa3pelICHUs M IOJUTUKU OE30ITacHOCTH.

Moxet pabotaTh Kak Kpayniep. JINYHO MHE HE OYeHb MOHPABHJICH, XOTS OBl KECTKHUMU
pamMkamu OecIuUIaTHOM BepCHH.



Kube-hunter

Iena: OecriatHO

Criena u3upOBaHHbBIN CKaHep JuIsl aHanmu3a OezomacHocTH kiactepoB Kubernetes. Pac-
MpocTpaHseTcs Mo cBOOOHOM nuieH3uu Apache.

OTOT OXOTHHK HIIET KOCSIKH B YJAJIEHHBIX KJIAacTepax, a 3aTeM OJIHUM METKHM BBICTpE-
oM mpobuBaeT 3ammry. [lonb30BaThCs UM CIEOYET C OCTOPOKHOCTHIO, TIOTOMY YTO B
MOrOHE 3a A00bIYEll OH MOXKET YTO-HUOYIb MCHOPTUTH. Brpouem, 00 3TOM MOXXHO He
0ECIOKOUTHCS, TTOKA Thl paboTaellb C HUIM B «OOBIKHOBEHHOM» pexuMe. B Takom pexu-
Me OH OyZeT HaXOAWUTh JABIPbI, HO HE MOJe3eT B HUX caM. Ecnu jke Thl penrin 10BEpUTh
Bce B pyku Kube-hunter, ecTb pexxuM «aKTHBHOI» OXOTBHI.

Ckauatp ckanep MoxHO Ha GitHub (https://github.com/aquasecurity/kube-hunter), on
HanucaH Ha Python u HopmanbsHO paboTaer moutu B mo6oit OC. BrpoueM, MOXXHO wHc-
nonp3oBathk 1 Docker:

docker pull aquasec/kube-hunter

docker run --rm aquasec/kube-hunter [ARGUMENTS]

[locne ckaunBaHMsA M yCTAaHOBKHM 3aBHCUMOCTEW 3amyckaeM. Beck Habop GyHKIUM MOXK-
HO YBHUJIETH TOJBKO C MOMOIIIBIO JIOTIOTHUTENBHBIX KIIF0Uei 3ammycka. Bot onu:

O --remote [ADDRESS] — CKaHMPOBATh KJIacTEp IO apecy;
O --cidr [CIDR] — HAWTH U aTaKOBATh BCE KJIACTEPHI B IMAIa30HE aAPECOB;

O --active — TOT caMbli p€KUM aKTUBHOW OXOThI. MIcnoyib3yil, €Cl B pa3pelleHuy Ha
MEHTECT YKa3aHO, YTO Thl HE HECEIlb OTBETCTBEHHOCTH 33 COXPAHHOCTh MHPPACTPYK-
Typbl 3aka3zunka. Kopoue, st npegynpeau;

a

--mapping — BBIBECTH Bce HaiieHHbIe y3ibl Kubernetes. [Tone3Ho ¢ ommueit --cidr;

O --log [LEVEL] — BBIBOJUTH COOOIIEHHS 0 YPOBHIO BaXKHOCTH. [LEVEL] MOXET OBITh
DEBUG, INFO (II0 YMOJYaHHUIO) HIIH WARNING;

O --report [TYPE] — yKa3biBaeT popMar BbIBOAA oTyeTa. MOXKET OBITH json, yaml uiu
plain. DTy onmu0 MOXXHO COYETATH CO CIICTYIOLICH;

O --dispatch [MODE] — YKa3bIBaeT, KyAa HY>KHO OTIIPaBUTb OTYET MOCIJIE 3aBEPIICHUS
ckanupoBanus. [lo ymomuanuto stdout, Ho MmoxkHo otnpaButs U o HTTP, Torma ma-
pamMeTpoM HYXHO MepeaaTh --dispatch http. A uyToObl Kube-hunter 3manm, xyna
HWMEHHO OTIIPABIISITH PE3YNbTAaThl, 00BSICHU €My 3TO B IEPEMEHHBIX CPEJIbI:

KUBEHUNTER HTTP DISPATCH URL (mo ymosrdaHmio — https://localhost)

KUBEHUNTER HTTP DISPATCH METHOD (mo ymoryyaHmo — POST)

Ouenb ynoOHast GyHKLUS, KOTOPOI HET B IPYyTruX CKaHepax, — BO3MOXHOCTb POCMAT-

pHUBaTh pe3yNbTaThl pabOTHl HA OHJIAWHOBOM Jamdopie, Aaxe eclid CKaHep padoTaer 3a

NAT wnnu elie Kak-To OTTOpOKeH OT ceTu. sl uCroib30BaHust (MUK HYKHO 3aperucT-

pupoBaThcs Ha caiite komnanuu: https://kube-hunter.aquasec.com/.

Cxaxy emte, yto Kube-hunter MOXXHO MCIIOJIB30BaTh HE TOJIBKO IPOTUB YIAJICHHOM IIEJH.
Eme ero MoxHO ycTaHOBHUTH Kak pod M ckaHMpoBaTh M3HYTpH. OO 3TOM moapoOHee pac-
MUcaHo B (aiine readme.



Trivy

Iena: OecriatHO

Emte oqua ckanep 6€30macHOCTH KOHTEHHEPOB TOTO ke pazpaborunka (Aquasec). s bug
bounty mpurozieH Kyaa MeHbIIE IPEIbIAYILETO, HO AOBOJIBHO TOYeH M OblcTp. Crienuanu-
3upyercst KOHKpeTHO Ha Docker. YcrtanasnuBaetcst uyTh cioxkHee, yeM Kube-hunter. [{ns
ycranoBk# B Debian, Ubuntu u Kali MOXKHO MCIIONB30BaTh CIEAYIOIINHA CKPHIIT:

sudo apt-get install wget apt-transport-https gnupg lsb-release

wget -qO - https://aquasecurity.github.io/trivy-repo/deb/public.key | sudo apt-
key add -

echo deb https://aquasecurity.github.io/trivy-repo/deb $(lsb release -sc) main
| sudo tee -a /etc/apt/sources.list.d/trivy.list

sudo apt-get update

sudo apt-get install trivy

3aTreM MOXKHO CKaHUPOBATh. I[J'ISI 3TOr0 IMPOCTO BBINOJHU trivy [IMAGE NAME] :

trivy python:3.4-alpine

MO>KHO CKaHUPOBaTh 00pa3bl B BUE (HaiiyioB:

trivy --input image.tar

3a (opmar BeIBOIa OTBEYAET KIOY -f, KOTOPBI MOYKHO BBICTaBHTH B json. EcTh Takxke
MOJIJICPKKA BBIBOIA 110 KACTOMHOMY IIa0JIOHY.

Uto0b! MoKa3aTh TOJIBKO OMpPE/IEIeHHBIC TUIThI HAWJEHHBIX YSA3BUMOCTEH, HY)KHO YKa3aTh
KITIOY --severity M 4epe3 3alsITyI0 NepeYHCIUTh KAaTETOPUH IS OTOOpaKeHUS (UNKNOWN,
LOW, MEDIUM, HIGH, CRITICAL).

PVS-Studio

Hena: ~5250 eBpo ¢ BO3MOXHOCTBIO MOJTYYHUTH OECIIaTHO (M JIeTabHO)

BriBaet, uTo B paMkax bug bounty s ucciieZjoBaHus MPEIaraloT UCXOMAHBIN KO MPo-
nykta. OJHAKO XOPOIIUX HHCTPYMEHTOB JIJIi aBTOMATU3AI[UU TaKoW paboThl OUeHb MaJio.
Bpyunyro ke nckath 6arv cpeau MIWIIHOHOB CTPOK KOJla — 3aHATHE BechMa Hebiaro-
JIapHoe, TeM 0oJiee 9TO KOoBast 0a3a B aKTHBHOM IPOEKTE PETYISIPHO OOHOBIISETCS.

UccnenoBarenp ycraer, 1a U B IPUHIMIIE HE CIIOCOOEH BBICIEAUTH OOJBIIMHCTBO KOCS-
KoB caM. [pyroe geno — codt! U TyT HaM NOMOIJIM HAlK COOTEYECTBEHHHMKH, CO3/IaB
PVS-Studio. 910 BecbMa roaHbli KOMMEPUYECKUI CTATHUECKUH aHATTU3ATOP.

PVS-Studio ymeer vaxomuth Oaru B koae Ha C, C++, C# u Java. Jlns ucnonp3oBaHus ero
HYXHO cKadaTb ¢ cadta paspaborunka (https://www.viva64.com/ru/pvs-studio-
download/) u ycranoButh. Ects Bepcun s Windows (B Buze pacmupenus st Visual
Studio), Linux (maketsl deb u rpm) u macOS.

Ckanep TpeOyeT perucTpaiud — BBECTH KIIIOY, MOJYUYSHHBIN OT pa3paboruuka. U TyT s
BCTPETHII CaMyl0 OBICTPYIO M JPYKEIMIOOHYIO pPEakiMio CPeI BCeX IPOU3BONUTENECH
KOMMEPUYECKHUX CKaHEePOB.

[Monw3oBarecsi PVS-Studio MOXKHO pa3paboTYHMKaM OTKPBHITHIX MPOEKTOB, ITyOIWYHBIM
cneruranuctam B b u obnmamaressm craryca Microsoft MVP. S nony4us JUeH3uio mno
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BTOPOMY CIHOCO0Y Kak aBTop «Xakepa». Eciu Thl Toxxe 3aHuMaciibes b — nompoOyii
MOJYYUTh TAKYIO JINLIEH3UIO.

Ecnu 61 vicnionb3yenb mrarud s Visual Studio, To Bce HaliieHHbIE OIUOKN OYAyT BbI-
BEJICHEI B JIOT PY KOMITHJISIITAY WM IPUHYIUTEIBHON TTpoBepke (puc. 1.4).

B obuieM, ckaHep NEeHCTBUTENHFHO XOPOIIHA M OBICTPBIH, a TOJIE30BaThCsl MM TIPH OTIpe-
JIeTICHHBIX 00CTOSATEIbCTBAX MOXKHO M OecratHo. JKamb, 1 OCTaJbHBIX CIIydaeB IEHA
KycaeTcsl.

PVS-Studio

General | Optimizati

Error List Output

Puc. 1.4. Npumep pabotel PVS-Studio

Gitleaks

Iena: OGecruiaTHO

Kak m3BecTHO, 4eM KpyInHee MPOAYKT, TeM OoJIblIe JJisi ero pa3paboTKH MpPUBIIEKAETCS
MOJIPSTYMKOB U TeM OOJIbIIE PSOBBIX COTPYAHUKOB B3aMMOJEHCTBYIOT ¢ ero KojoMm. M
[TOKa BCE JEHCTBHSI BHINOIHSIOTCS HA BUPTYAJbHBIX MAIIMHAX, HE MOJKIIOYEHHBIX K Ce-
TH, @ BCEX BXOMSIIUX U BBIXOJAIINX MPOBEPSIOT HA PEHTTEHOBCKOM CKAaHEPE, BCE BBITIISI-
it xopomo. Ho korzma mnst pa3paboTKu W TECTHPOBAHMS MPUIIIAIIAIOT MOAPSTYUKOB,
KOTOpbIE padOTAIOT U3 I0Ma, HAYMHAIOTCS IPOOIIEMBI.

Yacro B koge TecToB QA-crenualncToB MONaAar0TCs MPUBWICTHPOBAHHBIE KIHOUX JUIS
JocTyna K HHQPacTPyKType, a Security-MHKeHepbl 3a0bIBAIOT IPUBATHYIO MH(OpMAIIHIO
B CBOMX ITyOJIMYHBIX PENO3UTOPHAX JUIsi O3KamnoB. Ecny HaliTH Takol KIIOYHUK, TO B3JIOM
MOXKET 3aKOHYHUTHCS, JaXe HE HAYaBIIKCh, TAK YTO HENb3sl 3a0BIBATh MPO 3TOT BEKTOP
aTaKH. HO):[06HLIe JaHHBIC MOXHO HaWTH MO0 3arpocaM BHAA company.com pass H
company.com private Ha GitHub, a MOXXHO ¥ C TOMOIIBI0 ABTOMAaTHYECKUX CKPUIITOB.

OnuH 13 TakuX UHCTPYMEHTOB — 3T0 Gitleaks, KOTOpBIN OBICTPO W KAYECTBEHHO HAieT
[TOYTH YTO YTOJHO B JIIOOOM OTKPBITOM perno3utopur. OH yMeeT Clieayolee:

O npoBepsATh JOKAIbHBIC H3MEHEHHUS 10 KOMMHTA, YTOOBI M30eKaTh YTeUeK AaHHbBIX €IIe
Ha CTaJIuu pa3paboTKy;

O mnposepats moobie peno3utopun GitHub/GitLab, B Tom 4ncie npuBaTHbIE pPEHO3UTO-
pHH, €CIIU €CTh KJII0Y JOCTYIA;

O npoBepAThH BCE PEMO3UTOPHHN 3aJaHHOTO TIOJIH30BATENS WITH OPTraHU3alliy;
O BeigaBath oT4eT B JSON, uTO ymoOHO IS TOCIIEAYIOMIETO aBTOMATHYECKOTO aHAIN3a;

O wunTerpupoBathes ¢ Git, 4TOOBI MPEIOTBPATUTH HETIPEIHAMEPEHHYIO YTCUKY.
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VY CcTaHoBUTH €ro MOKHO ¢ noMoiisio Docker.

docker pull zricethezav/gitleaks
docker run --rm --name=gitleaks zricethezav/gitleaks -v -r [REPO_URL]

Hcnonp3oBanne MHCTpYMEHTA M BCE €T0 KIIIOYHM 3aITyCKa OIMMCAHBI B CIPaBKe K MpOrpam-
Me, HO HEKOTOpBIE U3 HUX 51 IPOAYOIUPYIO 31€Ch.

O -v — JaeTajJbHBIN BBIBOJ COOOIIEHUIA;
O --repo=[REPO] — CCBUIKA Ha PETIO3UTOPHUH JIJIsl TIPOBEPKU;

O --disk — KIIOHHUPOBATh PEIO3UTOPUHN JOKAIBHO, YTOOBI HE HcUYepnarh BCIO MaMSTh
cpasy;

0O --usename=[USER] M --password=[PASS] — yKa3bIBaeT JIOTHH U NapoJIb I JOCTYyIa K
MIPUBATHOMY PETIO3UTOPHIO;

O --access-token=[TOKEN] — aJlbT€pHATUBAa aBTOPU3AIMH 110 JIOTUHY U MapoJIto;

O -—-commit=[coMMIT] — SHA KoMMHTa JIJIs1 aHATN3a, ECITH XOYETCS IPOBEPUTH PETIO3H-
TOpPHUI B KAKOW-TO MOMEHT. [10 yMO4aHHIO IPOBEPSAETCSA TEKYILIEE COCTOSAHUE;

O --repo-path=[PATH] — aHaJU3UPOBATh JOKAIbHBIM PENO3UTOPUI MO 3aJAHHOMY IyTH;

O --branch=[BRANCH] — aHaJM3MPOBATH TOJbKO KOHKPETHBIH branch;

O --depth=[NUM] — aHAJIM3UPOBATH TOJHKO [NUM] IMOCJIETHUX KOMMHTOB. AJIbTEpHATH-
Ba — --commit-from=[COMMIT] HU --commit-to=[COMMIT], MPOBEPSIOMINEC KOMMHTHI

MCXKAY 3aJaHHBIMU BKIIIOYHUTEIIBHO,
O --threads=[NUM] — CKaHUPOBATh B HCCKOJILKO ITOTOKOB.

UToObl BBITOTPOIINTH BCE PEMO3UTOPUN KOHKPETHOH OpraHW3allMy WM MOJIbh30BAaTEls,
HCIIOJNIB3YH CIEAYIOIME TapaMeTphI:

O --org=[ORG] — HCKAaTh U aHAIM3UPOBATh BCE PEIIO3UTOPUH OPraHU3aI[MK [ORG];
O --user=[USER] — TO €, HO JJIs TIOJIb30BATEJIs;

O --exclude-forks — HCKIIOUNTH U3 aHayu3a (GOPKH perno3uTopueB. B HUX penko Mox-
HO HalTH YTO-THOO MOJIE3HOE, a BOT CKAHUPOBAHUE 3T OMLMS YCKOPUT 3HAYUTEINIBHO.

s vicrionb30BaHus STOW (PYHKIIMK HAJ0 YKa3aTh YTHUIINTE, KAKOW CEPBHC MBI XOTHUM 3a-
neiicrBoBath. [loka mognepxkuBarorcs GitHub u GitLab. 3amgate cepBrc MOKHO ommmen
--host=[SERVICE], Iie [SERVICE] — GitHub wmm GitLab.

B 1enoM MHCTpYMEHT O4e€Hb XOPOLIMI M 4acTO HE3aMEHMMBbIA. PEKOMEHIyro Uil HC-
MOJIb30BaHus B bug bounty U Ipu NeHTeCTaX.

QARK

Iena: OecriatHO

BriBaer, uTo HYXHO npoTecTUpoBaTh npuinoxenus g Android u i0S. U ecnau ¢ nposep-
KOM Ha CEeKpeTHbIe 3HaYeHHs B KOJI€ BCE MOHITHO, J]a U C aHAJIM30M JIaHHBIX, COXpaHse-
MBIX B HE0E30MAaCHBIX MECTaxX, TOXE, TO HEKOTOpble Oarv BBIABUTH OH KaK HEMpPOCTO.
Crona momasaeT ioxo peanu3oBaHHoe mudposanue (¢ momompo XOR, x mpumepy),
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HEKOppeKTHasi 00paboTKa BHELIHMX CCBUIOK, OTKPBITHIE activity, KOTOpbIE pacKpbIBaiOT
MpUBaTHYIO HHQOpMALHIO, IIar android:debuggable=true M TaK Jajee.

QARK (Quick App Review Kit) — OecrmaTHbIif HHCTpYMEHT, CO3AaHHBIN B KOMITAHUU
LinkedIn, mus 6sicTporo ananmuza maketa APK Ha HekoTopble ys3BUMOCTH. VX cnmcok,
KaK TOBOPUT Pa3pabOTUHK, CIIeTYIOIIHUIL:

O HEKOPPEKTHO 3KCIIOPTUPYEMBIC AIIEMEHTHI WM HETIPaBIILHBIC TIPpaBa JOCTYIa K JKC-
MIOPTHPYEMBIM 00BEKTaM;

a YA3BUMbBIC UHTCHTHI,

a

HenpaBuIIbHas padora ¢ ceprudukaramu X.509;

a

co3fanue (ailiioB, KOTOPbIE MOCTYIHBI JAPYTUM NPUIOKCHUSIM, U paboTa ¢ TaKUMHU
daiinamuy;

IBIPSIBBIE activity;
HCTIOJIb30BaHME 3aXapIKOKEHHBIX PUBATHBIX KITIOUCH;
ciabble mudpel;

tapjacking;

aoaoaaaqf

MIPIJIO’KEHUE pa3pelaeT OdKam cBOeH MPUBATHON MAIKK UM UMEeT (uiar
android:debuggable=true

VYTunura HanucaHa Ha Python m cmoco6Ha pabotats kak Ha Linux, Tak u B Windows.
Y CcTaHOBHUTE MOXKHO Yepe3 pip Win myTeM cOOpKH HCXOAHUKOB CaMOCTOsATeNbHO. [1epBblii
croco0:

pip install --user gark

Bropoii crioco0:

git clone https://github.com/linkedin/gark

cd gark

pip install -r requirements.txt

pip install . -user

[Tocne ycTaHOBKM MOKHO BBITIONIHUTD gark --help, YTOOBI MMPOYUTAThH CIIPaBKY. A MOXK-
HO U HE BBINIOJIHATH, CeHYac s KpaTKo MepecKaxy IIIaBHOE.

g ananuza nenoro APK ncnonbs3yeTcst apryMeHT --apk FILE.APK:

gark --apk ./my app.apk

Ecnu TBI pemmi TecTUpOBaTh C MOMOIIBIO 3TOT0 HHCTPYMEHTA CBOM (MJIH IEKOMITMIINPO-
BaHHBIN YEM-TO APYTUM) KO, TO UCIIONb3YH apryMeHT --java:

gqark —--java ./my app src

MOo>HO MPOTHATH Yepe3 CKaHep TOIBKO KAKOW-TO OTAENbHBIN (aii:

gark --java ./my app src/Main.java

Oco0eHHOCTh CKaHepa B TOM, YTO K HEKOTOPHIM OaraM OH yMEET Cpa3y CAeIaTh HKCIIIO-

HUT, HO OTa (I)YHKI_IHH cJerKa HecTaOuIbHA U pa60TaeT JaJICKO HE IJIs1 BCEX 6aFOB, TaK 4ToO
0COOEHHO HaaCATHCA HA HCC HC CTOUT.



Burp Suite

Hena: 6ecrmarho / 400 nomtapos

Bruto Ob1 cTpanHO, ecny Obl 1 HE YHOMSIHYJI 3TOT HIBEHIAPCKUN HOXK W3 MHPa CKaHEPOB.
Ot0 nenslii KoMOaiiH, KOTOPBIA yMeeT padoTaTh Kak MPOKCH, CKaHep yA3BUMOCTEH, mayk-
KpayJjep, pernuTep 3arpocoB WM 1m1atdopma Uil MHOXKECTBA TUIATMHOB.

www

Mpo nonesHble NnarvHbl Ans Burp untai B ctaTbe «lpokavan ceon Burp! 11 Hanbonee no-
nesHbix NnaruHoB k Burp Suitex»: https://xakep.ru/2018/08/23/burp-suite-plugins/.

Ckanep paspaborana xomnanus PortSwigger (https://portswigger.net/burp) u Beimyc-
THIa B AByX peaakiusax: Community (6ecrmatao) u Professional (400 nomnapos). Ilocnen-
HSSL OTJIMYASTCS HATMYHMEM B KOMIUICKTE OOJIBIIIOr0 KOJMYUECTBA IUIAaruHOB Juist Burp Intruder,
HaJIMYMEM aBTOMAaTHYECKOTO CKaHepa M OTCYTCTBUEM orpanuucHuii B BApp Store.

Nwmeercs veruoxoit GUI ¢ ynoOHBIME BKJIaJKaMH, aBTOMaTHUYECKHE MOIYJIH JJIs 110100-
pa naposei, uaeHTU(HUKaToOpoB, (a33uHra, KOJAUPOBIIUKU U PACKOIUPOBIIUKH JaHHBIX B
pa3Hbix popmaTtax. O630poB Burp He jgesnan TOIbKO JICHUBBIM, TaK YTO S TOJBKO OCTABIIIO
CCBUIKY Ha Takoi 0030p, uTo0bl He oBTOpsTHCA: https://habr.com/ru/post/328382/.

MobSF

Iena: OecriaTHO

[Tocneanuii B 3TOM paszzaesne, HO He MOCIEAHUN MO LIEHHOCTU M HaBOPOTaM CKaHep, KOTO-
PpHIii OyZIeT OTIIMYHO CMOTPETHCS B apceHase eHTecTepa. DTO elle OJJMH CTAaTUYeCKHid aHa-
JM3aTOP MOOHMJIBHBIX MPUIIOKEHUH, TOXKe HanucaHHbli Ha Python, Ho paboTaromuii TOJIBEKO
B Windows. MobSF 3amyckaetcsi maxke Ha «0€3rolioBOM» CEpBEpe U OTKPHIBAET HAPYKY
nopt 8000. Eciu 3aiiti Tyaa 6pay3epom, BUIUM THITMYHOE BeO-puiioxkeHue (puc. 1.5).

Drag files here or click Upload & Analyze

#» Upload & Analyze

Racent Scans | API Docs | About

Puc. 1.5. MmaBHas cTpaHuua MobSF
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3arpyxaem tyna APK wiu IPA (na, npunoxenust ais 10S Toxke MOANEPKUBAIOTCS) U
XKIeM oKoHYaHus aHanmu3a. [lociie 3Toro BUIUM BecbMa OOIIMPHBINA OTYET O HaWICHHBIX
Oarax c yka3aHHEM BO3MOXXHOCTH JKCIUTyaTanud. lBeToBas WHAMKAIMS CEPhE3HOCTH
TOKE MPUCYTCTBYET, U B IIEJIOM WHTEpQeic BechMa Py KECTBEHHBIN, HE XBAaTaeT TOJIBKO
MIOIJIEPIKKU PYCCKOTO sI3bIKa (puc. 1.6).

£/ | MobsF H] RECENTSCANS ~ STATICANALYZER ~ DYNAMICANALYZER ~ APIDOCS  ABOUT | SearchMps a
Static Analyzer
 APP SCORES & FILE INFORMATION iAPP INFORMATION
[T diva-beta.ap 71D oiva
-— £ 143MB T jakhar.aseem.diva
([T 82ab8b2193b3cfb1c73Te3aT86be363a (MY jakhar.aseem.diva.MainActivity
[ average cuss LB [T 27e8499d7b862323357fb3e980433291d4 16801 [Target 5ok FE] tin 50Kk BEY Max 50K |
Security Seore 55/100 I ScefcS 1cedbd 760b92ab23404T d04a8c [ Android Version Hame BRU] Android version Code BY
T 0f2ss

SERVICES

RECEIVERS

1

PROVIDERS

View @
Exported
Services
0

[ DECOMPILED CODE

@ View AndroidManifest.xml

& Download Java Cade

View @ View @

Exported
Providers
1

Exported
Receivers

Exported
[A [z Activities
2

B Print Report

© Sstartp;

X SCAN OPTIONS

O Start Dynamic Analysis & Download Smali Code & Download APK

Puc. 1.6. Pabota MobSF (nnntoctpauus B3sTa n3 peno3vtopus NpoekTa)

CkaHep yMeeT aHAIHM3MPOBATHh KOJ, CePTH(HKAT, KOTOPHIM MOAMKUCAHO MPHIOKEHHE,
ero mMaHudect (AndroidManifest.xml) U MO3BOJIIET BBITPY3UTh JEKOMITAIMPOBAHHBIN KOJ
JUTS TIOCNIENYIOLIETO aHAN3a B APYIMX MporpaMMax. AHalu3 BBIOJHACTCS KaK CTaTh-
YeCKH (ZEKOMIWIALUS M aHaJU3 MOJIYYeHHOTO KOAa), TaKk U JUHAMHUYECKH (3alycK B
BHUPTYAIBHOM OKDPY)KEHHUH) — TIpUMeEp paboThl TUHAMHYECKOTO aHaIu3aTopa MOoKa3aH
Ha puc. 1.7.

Moo ckayaTh nHCTpyMeHT Ha GitHub (https://github.com/MobSF/Mobile-Security-
Framework-MobSF) nian ycTaHOBUTH 1O MHCTPYKIMH HIpKe. JlJ11 Hayana HaM HY>XEH
Python ¢ pip (https://www.python.org/downloads/). /lanee ycTaHOBU rsa Clenyrolien
KOMAaHJI0M:

python -m pip install rsa

Ckavaii ckpunt ycraHoBku (https://raw.githubusercontent.com/MobSF/Mobile-
Security-Framework-MobSF/master/install/windows/setup.py) u Bbimosnnu. OTBevait
Ha BOMPOCHI (YCTaHOBIIWK MHTEPAKTUBHBIN) — U MOJIb3YICS Ha 3J0POBbE.

MOXHO TaKXe OCHOBHYIO 4aCTh HHCTPYMEHTA 3aIlyCTHTh Ha OJHOM MallMHe (3TO MOXKET
ObITh Linux), a cepBep s CTATHUECKOTO aHaJiu3a — Ha Apyroil (TyT HyxkHa Windows).
UroOBbl BBIKIIOUUTH 3Ty BO3MOXKHOCTb, IIONPAaBb MobSF/settings.py, YKa3aB B
WINDOWS VM IP aApec TBOeH BHpTyanabHOM MammuHbl ¢ RPC-cepepom.
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B nenom mHCTpYMEHT oueHb Xopoimwmii u yaoOHbIN. [IpaBna, TMYHO y MEHS yCTaHOBKa
BbI3BaJIa HEKOTOPbIE MPOOIEMbl — H3-32 OUTBIX 3aBUCUMOCTEH.

+
/| | MobsF = RECENTSCANS  STATICANALYZER ~ DYNAMICANALYZER ~ APIDOCS  ABOUT | SearchiDs Qa
Dynamic Analyze
© INFORMATION
© Information m FridaLogsView | StartHTTPTools
Frida APl Monitor v
. T e e e )
“A ipc
# CRYPTO - HASH
2 Databas
search;
CLASS * METHOD
java.security. MessageDigest update
¢ Filelo Arguments: [[104, 116, 116, 112, 115, 58, 47, 47, 101, 110, 46, 118, 105, 107, 105, 112,
101, 100, 105, 97, 46, 111, 114, 103, 47, 97, 112, 105, 47, 114, 101, 115, 116, 95, 118, 43,
47,102, 101, 101, 100, 47, 102, 101,97, 116, 117, 114, 101, 100, 47, 50, 48, 50, 48, 47,
48,51, 47, 49, 49]]
e Info
o Cailed From: java security MessageDigest. digest(MessageDigest java:425)
WebView
java security. MessageDigest digest
Arguments: |
Result: [-117, -18, -63,7, 19, -54,.92, -22, -113, -115, 46, -14, 61, 30, -31, 48
Return Value: [object Object]
Called From: java.security MessageDigest.digest(MessageDigest java:426)
iava securit digest

Puc. 1.7. PaboTta guHamnyeckoro aHanusaTopa

Bcest uadopmanyst 0 paccMOTpEHHBIX B 3TOM pasJielie CKaHepax cBejeHa B Tabm. 1.1.

Ta6bnuya 1.1. CeodHbie daHHbIe O CKaHepax

CkaHep KaTteropus LeHa WUHTepdenc KommeHTapuun

Sn1per Web/Recon BecnnatHo/ KoHconbHbI YHuBepcanbHbIA KOM-
150+ ponnapos OaiiH

Wapiti3 Web BecnnaTtHo KoHconbHbIN

Nikto Web BecnnaTtHo KoHconbHbIN HemHoro yctapen

OWASP ZAP | Web BecnnaTtHo GUI BbicTpbIfi 1 yaobHbI

Sqlmap Web BecnnaTHo KoHconbHbIn+ GUI | Tonbko SQL-nHbekuun

Acunetix Web 4500+ ponnapos Web-npunoxeHve

Vega Web BecnnaTtHo GUI Xopoluasi 3ameHa

Acunetix

Kube-hunter | Kubernetes BecnnatHo KoHconbHbIn

Trivy Docker BecnnatHo KoHconbHbIn

PVS-Studio AnHanus koga | BecnnaTtHo/ HononHeHue k VS Ymeet C/C++/C#/Java
~5250 eBpo
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Tabnuya 1.1 (okoH4yaHue)
CkaHep KaTteropus Llena UHTepdeiic KommeHTapum
Gitleaks Git BecnnaTtHo KoHconbHbIN
QARK AHanus koga | becnnaTHo KoHcombHbIN Cnabosat no cpaBHe-
Huto ¢ MobSF

Burp Suite Web BecnnaTHo / GUI

400+ gonnapos
MobSF AHanun3 koga | becnnaTHo Web-npunoxeHne
Nessus AHanus cetn | becnnatHo / 3120+ | Web-npunoxeHue

Aonnapos

BbiBOoAbI

Kak Buauiib, BoBce He 0053aTEIbHO KOBBIPAThH CJIOXHBIE BEO-TIPUIOKEHUS C ThICSYaMH
CTpaHML U npouunii codt BpyuHyto. BmMecTo 3TOro MoXHO MOMTH MO CBOMM AejaM, cle-
JaTh YTO-HUOYIb N0 AOMY, Hy WM HaIllMCaTh €Ile OJHY cTaThio B «Xakep». OrpoMHas
YacTh paboThl OarxaHrepa yxe aBTOMaTH3MpPOBaHA, TAK YTO HE YIyCTH CBOW IIAHC 3apa-
00TaTh HEMHOTO AeHeT. Mnu X0oTs OBl Ha TUIATHYIO JUIEH3UIO K CKaHepy!



15. Nokopsiem BeO.
Kak npumeHsate OWASP Testing Guide v4
B 2020 roay

v31_v37

Be3omnacHocTh BeOa — OUEHb MIMPOKOE MOHATHE. DTO U HEJOCTATKH CTAPhIX MMPOTOKOJIOB,
Y WUCTIOJNh30BaHNE KAaKUX-TO OMACHBIX BEIIEH, W MPOCTO YEIOBEYECKHE OIIUOKH, HOITY-
IIeHHbIe TPU pa3paboTke codTa. O4eHh HEMPOCTO TECTUPOBAThH MPOIYKTHl B TAKOW IIH-
POKOI 00JIACTH: HYXKHO TPHUACPKHMBATHCS Kakoro-to ruiaHa. M opranmzarus OWASP
obxerynia xu3Hb cnerpaimictaM B oomactu UMb, cozma OWASP Testing Guide.

CymecTtByeT Heckonbko Mertoauwk meHTtecta (https://www.apriorit.com/dev-blog/524-
web-application-security-testing), Ho KOHKpeTHO a7 BeOa co3gaHa ToNIbKO oxHa. O coOT-
BerctBuM crangaptam Tumna PCI DSS ceituac peds He UAET, TOCKOJIBKY 3TO Y3KOCTIEIIHA-
JMU3UPOBAHHOE HATIPABJIEHHE. A MBI TIOTOBOPUM 00 YHHBEPCAIbHOW METOIOJOTHA TECTH-
poBanus. Uro npemnaraer Ham OWASP Testing Guide? [laBait mpoOexuMcst o 3TOMY
00bEMHOMY JTIOKYMEHTY M OTMETHM €ro 4acTH, B KOTOPBIX Te€OS MOXET >KAaTh OOJbIIe
BCETO TMOJIBOTHBIX KaMHEH.

www

Ecnun y Teba He nony4aeTcsi OCBOMTb aHITIMINCKYHO BEPCUIO raiga, BOCMOSb3YyNCcs Kpayacop-
CMHIoBbIM NepeBoaoM (NpaBaa, OH He JodenaH A0 KOoHUA), KOTOPbIA MOXHO HalUTW No agpe-
cy https://crowdin.com/project/owasp-testing-guide-40. Kcratn, y OWASP Ttakke ectb
mMeToauka ana peBbld  ucxogHoro  koga  (https://lwww.owasp.org/images/5/53/
OWASP_Code_Review_Guide_v2.pdf) n gna TtectnpoBaHusi MOGUNbHBIX MPUNOXEHWNA
(https:/lowasp.org/www-project-mobile-security-testing-guide/). A ¢ nonHeIM cnuckom
MPOEKTOB Thl MOXELLb 03HAKOMUTLCS HA OWasp.org.

He tax naBHO B «Xakepe» Boimia craths (https://xakep.ru/2020/02/27/hack-the-web/),
PacKphIBaroLIasi OCHOBBI TECTUPOBAHUS CAWTOB Ha 0€30MacCHOCTh, B HEH MEIBKOM TOBO-
putcs u o metogosioruu OWASP u obnactu ee npumenenus. Tekymias Bepcust OWASP
Testing Guide (https://owasp.org/www-project-web-security-testing-guide/assets/
archive/OWASP_Testing Guide_v4.pdf) umeer HOMep ueTwIpe, msATass BepcHs Haxo-
JUTCSL B CTaJIUM pa3pabOTKH (KCTATH, Thl MOXKEIb JeJaTh KOMMHTBI B UX ITyOJIHMYHOM pe-
nosuropun Ha GitHub: https://github.com/OWASP/wstg). Ho xoTe pykoBoacTBO 10
TECTUPOBAHHIO JIOBOJILHO OOJIBIIIOE M Ha MIEPBBIN B3I BCEOOBEMITIONIEE, €r0 HAaJl0 BOC-
MPUHUMATH KaK OCHOBY, @ HE KaK pPeLenT Ha Bce cly4yad XHU3HH. B sToM matepuaie teds
XKJIET KpaTKasi HHCTPYKLUus 1o ucrnonb3oBannio OWASP Testing Guide.
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He Bce 1O 30Nn10TO, 4YTO GNecTuUT

Kak roBopun DHHINTEHH, «ITOPSI0K HE0OXO0AUM TIIYINIaM, a TeHUI BIACTBYET HAJl Xa0COM.
Ho B TectupoBaHMM 4eTKOE IUIAHMPOBAHHE — STO CHHOHUM ycriexa. TeM He MeHee IUIaH
OOBIYHO OITUCKHIBAET JIUIIIb PHUOIM3UTENBHYIO TIOCIEI0BATEIBHOCTD AEHCTBUH, TaKe €CITA OH
OYeHb JieTamu3npoBaH. [IpeycMoTpeTs Bce BO3MOXKHBIE HIOAHCHI 3a4acTYIO HepeallbHO.

U neno He TOMBKO B TOM, YTO HOBBIE TEXHOJIOTWH MOSBIISIFOTCS C TOpa3ao OOMbIIel CKOpo-
CTBIO, YeM OOHOBIISIETCSI METOANKA, HO M B TOM, YTO BEO-TIPHUIIOKEHHS MOTYT HCIIOIB30BATHCS
JUTS 4€ro YrOHO: OT CO3JJaHHs IPOCTOrO CalTa-BU3UTKHU A0 MAHETU aJMUHUCTPATOPA, C I10-
MOIIBIO KOTOPOW MOYKHO YIIPABIISITh (PU3HMUYECKUMH ycTpolicTBamu. [loaTroMy mono0HbIe Me-
TOJIOJIOTUH CTOUT KCIIONB30BaTh TOJBKO B KauecTBEe (PyHIAMEHTA M [yMaTh CBOCH T'OJIOBOH,
TMIPU 3TOM He 3a0bIBast IOTIOJHSTh CYIIECTBYIONIHIN IUIaH PAKTHYESCKHM OITBITOM.

CrnenyeT UCIONB30BATh BCE JIOCTYMHBIE WHCTPYMEHTHI. Bo-miepBbIX, BO BpeMs TeCTHPO-
BaHUS MO OJHOMY pas3fielly MHCTPYMEHTHI MOTYT JaBaTh pa3Hble pe3ylbTaThl, a BO-
BTOPBIX, HAJIOKEHNWE YACTH PA3JeNIOB Ha IPYrue MOMOXKET 3aKPbITh NOTCHLIUAIbHBIE He-
JI0YETHI, paHee HE BBISIBJICHHBIC TECTUPOBIIMKOM MJIM aBTOMAaTHYECKUM UHCTPYMEHTapHEM.

Takxe MOXKET CIOXUTHCS BIICYATIICHHE, YTO METOAMKa OOJbIle MpeaHa3sHa4yeHa s
black box TectupoBanms (HecMoTps Ha gray box u white box B camom Tekcrte), HO B
NPUHIUIIE €€ MOXKHO PacIpOCTPAHUTh Ha JIIOOOH BUI TECTHPOBAHUS, JOOABHB COOTBET-
creyrorue  Meronasl  (https://www.ptsecurity.com/ww-en/analytics/knowledge-base/
sast-dast-iast-and-rasp-how-to-choose/) u cBs3aHHbIE ¢ HUMH HHCTPYMEHTBI.

Testing Guide Introduction

B nauane pykoBoactBa mo Tectupoanuto oT OWASP ectb HeOonblIOE MpeaucioBue,
riacsiiee, 4To aBproMaTu3npoBaHHoe black box TecTpoBaHue MMeeT HEIOCTATKH U €T0
HaJ0 JOMOJHATh PYYHBIM TECTHPOBaHMEM. JTO TaK, OJHAKO B CaMOM TEKCTe raiijia
BCTPEYAIOTCS [IPUMEPBI UCIOIb30BaHUsI cKaHepa Nessus, HO HET HU CJIOBa IIPO CKAaHEp
OpenVAS, koTOpbli, B mnpuHuMINe, He cwibHO Xxyxe (https://www.capterra.com/
vulnerability-management-software/compare/130577-171380/Nessus-vs-OpenVAS).

Hmeer cMbICaT UCTIONB30BaTh BCE MMEIOIINECS CKaHEPhl U APYyrue (pU4M IUIATHBIX MPO-
nyktoB (Hampumep, Burp Pro — https://medium.com/@svyatoslavlogyn/scanning-
web-application-with-burp-suite-199abf6513a4), mnockonbKy pa3HblE HHCTPYMEHTHI
MOTYT JaTh pa3HbIe pe3y/ibTaThl. He mpeHeOperaii U JI0)KHOMOIOKUTEIBHBIMU CpadaThi-
BaHUAMU, MOCKOJIBKY TaKHE€ PE3YJbTAaTbhl MHOrJa BHE3AaITHO OKAa3bIBAIOTCA MCTUHHBIMU
(https://www.acunetix.com/blog/web-security-zone/xss-google-acunetix/).

Testing for Information Gathering
Conduct search engine
discovery/reconnaissance for information leakage

Co6op unpopMaiuu u3 OTKpbIThIX UCTOYHUKOB (OSINT) — mepBslii 3Tan 11000T0 NeHTe-
CTa, M MEeHTecTa BeO-MPUIIOKEHUST TOXKE. ITOT 3Tal MPOBOJIUTCS elle 0 Hadana padort,
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YTOOBI MPOBEPHUTH, JACUCTBUTEIILHO JIU TECTUPYEMbIe OOBEKTHI MIPUHAICKAT 3aKA3YUKY,
WM YTOOBI OLICHUTh MPUMEPHBIN 00beM paboT s OIICHKH TPY03aTpar.

B MeTomonoruu 3TOT 3Tam B OCHOBHOM CTPOMTCS HA MCIOJIb30BAHUH MOUCKOBBIX JBHXK-
KOB (IIpU4eM pa3HbIX, YTOObI CKOMIIEHCHPOBATh OIPaHUYCHHUS] OJTHOTO NMPEUMYIIECTBAMH
npyroro). 3meck Tebe Ha IOMOINb NPHIET CTAaThs, OMKCHIBAIOIIAS BO3MOXHOCTH
DuckDuckGo (https://xakep.ru/2017/03/06/duckduckgo-cli-options/), 3amerka mnpo
oneparops! noucka (https://xakep.ru/2017/09/21/google-dorks/) u Google Dorks nnn
MaTepuad O CKpPBITHIX BO3MOXHOCTSIX Google (https:/xakep.ru/2015/07/08/google-
hidden-functions/).

Ho, pazymeercs, OSINT He orpaHHYHBaeTCs TOJIHKO MCTIOIH30BAHNEM MTOMCKA, KaK MUHH-
MYM H3-3a HaIW4US HEWHIEKCHUPYEMbIX (JOPYMOB, B TOM YHMCIIe B AapKHETE, WIN MEPCOHa-
JIU3UpoBaHHON BbIaud. [lourpare ¢ Hell moMoxkeT cailt http://isearchfrom.com/. 1 Ha
JM0O0M 3Tarne TECTUPOBAHUS HE CTOMT 3a0BIBaTh O MEPCOHATM3UPOBAHHOMN BhIJjaue camMo-
ro tectupyemoro pecypca. K cnoBy, HegaBHo nosiBuiicst popk Sherlock’a st moncka o
CHI (https://habr.com/ru/post/488432/). MoxHO HCIOIB30BaTh pa3HbIE TEXHUKU Iac-
cuBHoro c6opa uHdpopmanuu (https://xakep.ru/2018/11/21/recon-guide/), Hanpumep
Takoil nHcTpyMeHT, Kak FOCA, 11 rmojyueHus] MeTaJJaHHbIX U3 JTOKYMEHTOB, KOTOpHIE,
CKOpee BCETO0, MPUCYTCTBYIOT Ha TECTUPYEMBIX peECypcax.

He ctouT 3a0bIBaTh Mpo caliThl, MPSIMO MM KOCBEHHO cBs3aHHbIe ¢ [T, a Takke Temaru-
yeckue (CBsI3aHHBIE C TEMaTHUKOW TECTUPYEMOro o0ObekTa) pecypchl. B olmem, mpo
OSINT MOXHO TrOBOPHUTH IOJTO, CYTh B TOM, YTO HaJ0 HCHOIB30BaTh PyKOBOJCTBO IO
TECTUPOBAHMIO KaK OCHOBY, & HE KaK IOLIarOBYK) UHCTPYKIIHIO.

Enumerate applications on webserver

B aToM paznene peub HAET O pazIMYHBIX BEO-TIPUIIOKEHUSX, JOCTYIHBIX JIMOO 1O CeK-
PETHBIM CyO0OMEHaM, JTMOO 0 OTHOCHUTEIBHBIM IMYTSAM, K KOTOPBIM HUMEETCS! JOCTYH U3-
BHe. VIMeIoTCs B BUly HEKHE PECypCHI caiiTa, KyJa MOYKET MPOHUKHYTh JHIIb TOT, KTO
3HaeT ux URL, Mo MOHSATHBIM NMpUYUHAM HUTAE He apummpyemblid. Pasnen MoxHO j10-
MIOJIHUTH CIEAYIOIIUMH TPIOKAMMU:

O caiiTbl MOT'YT OBITh IMOXOXKU APYT Ha JApyra (HampuMmep, UX Jenaja OJUH MOAPSIYHUK).
MOXHO HCIIONIB30BaTh MHCTPYMEHT JJisi TIOWCKAa HWACHTUYHBIX (PparMeHToB Koja
(koMMeHTapuH, pa3Hble UACHTUDUKATOPH B JS-OMOMmMoTekax, IMeHa aBTOPOB B KOM-
MEHTapHUsX U mpouee) Hanoaobue publicwww.com B HajzieK/e, YTO 3TH CalThl ObBUIH
MPOUHJEKCUPOBAHBI;

O MOKHO KCITOJIB30BaTh pa3Hbie HHCTPYMEHTHI (https://pentest-tools.com/information-
gathering/find-subdomains-of-domain) 11 nmorcka cy0OMEHOB WM UCKATh UX Ca-
MOMY BpYYHYIO, HCHOJB3ys nouck no ceptuduxaram (https://medium.com/
(@catalyst256/osint-certificate-transparency-lists-a603¢9d2b776) nwiu DNS-3amnpo-
col (https://dnsdumpster.com/). MoXHO HCIOJL30BaTh CBOM WJIM OOIIECIOCTYITHBIC
cnoBapu i nepedopa (https://github.com/rbsec/dnscan), Hy u B meirom npusie-
Katb pazHeie mHCTpyMeHTHI (https://medium.com/@dalvikbytecode/top-10-osint-tools-
to-help-you-do-recon-a-domain-53d3af8blad2), mockoysbky OHM TOCTOSHHO OOHOB-
JISTFOTCS. U COBEPIICHCTBYIOTCS.
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Map execution paths through application

31ech TOBOPHUTCS O COCTABICHUU «KapThD» BEO-MPHIOKEHHS, TO €CTh 00 0TOOpa’keHUH B
TEeKCTOBOM HJIM Tpa)MuecKoM BHJIE BCEX WIJIM MOYTH BCEX pasnenioB cairta. Eciam sToT
mporecc  aBTOMAaTU3UPOBATh C  I[OMOINBIO  COOTBETCTBYIOIIMX  WHCTPYMEHTOB
(https://github.com/BruceDone/awesome-crawler), To Tl MONy4YHIIL CXEMY BEO-TIpH-
JIOXKEHUSI WM caliTa, Ha KOTOPYIO MOXXHO OTHPAThCs NpU TecTupoBaHuu. Hanpumep, Ta-
Kas cXeMa IOMOXKET KJIaCCU(HUIMPOBATh PYyOPUKH CaiiTa MO pa3zienaM METOOJIOTHH.
K Tomy ’ke aBTOMAaTH3MpOBAHHBIE YTHIMTHI MOTYT OOHApyXHTh TO, YTO ThI YITyCTHJ Ha
aTane cOopa nHOpMAITUH.

Configuration and Deployment
Management Testing

B aToM paszmene ommcaHo TeCTUpOBaHHE MH(PPACTPYKTYphl BeO-mpuiiokeHus. B raiine
pedb uaer B ocHoBHOM o BeO-cepBepe u CYB/I. U xo1h 310 hyHmament irodoro BeO-
npuioxeHnusi, He crouT 3a0bBath mnpo Cl/CD-cuctemsr (https:/github.com/
gquere/pwn_jenkins), mmHel  coobmenuii  (https:/quentinkaiser.be/security/
t001/2017/08/28/cottontail-release/) u mpoure komMroHeHTH HHPPACTPYKTYphl. KoHEUHO,
€CIIM OHH BXOJISIT B HAMEUEHHBIH I1aH padoT.

Authentication testing / Authorization testing

[Ipu TecTrpoBanny ayTeHTH(PHUKAIMKA U aBTOPHU3AIMY HE CTOUT 3a0BIBATh MPO TaKHE Be-
o, kak OAuth(https://www.sans.org/reading-room/whitepapers/application/paper/
33644), SSO(https://blog.netspi.com/attacking-sso-common-saml-vulnerabilities-ways-
find/), OpenlID(https://blog.compass-security.com/2019/07/practical-openid-connect-
pentesting/). Tebe paxke MOXET BCTPETHTHCS ayTeHTH(UKAIMs MO cepThdUKaTam
(https://habr.com/ru/post/349720/).

B o6uem, HE Tepdiics, KOrJa Ha TOPU3OHTE MOSBUTCS YTO-TO MOJOOHOE, BElb CXEM ay-
TEHTU(HUKAIIMY ¥ aBTOPU3ALIMU cyliecTByeT MHOkecTBO (https://habr.com/ru/company/
dataart/blog/262817/). B onun npucect Bce He U3yYUTh, M MPAKTUKA UX SKCIUTyaTallluu
Ha peaJibHbIX MPOEKTaX MOSIBUTCS HE Cpa3y: INIABHOE — MOHSTh, K KAKOMY pa3zeiy Tec-
THUPOBAHUS 3TO OTHOCUTCSL.

Input validation testing

[epBbie nBa myHKTa 3TOro paszzaena ceszaHbl ¢ reflected/stored XSS-yszBumoctsimu. Ho
XSS-ysS3BUMOCTH TIPEACTABISIIOT cO00M TOAKIAcc Ooyiee OOMMX YSI3BHUMOCTEH — re-
flected/stored HTML injection. Moxer cimyuuthcsi Tak, uro XSS Her, a Bor HTML
injection ectb. Kctatn, momumo XSS/HTML-unbexkunii, Takke He 3a0bIBail PO HHBEK-
uun B mabioHsl (https://portswigger.net/research/server-side-template-injection) —
JIOBOJIBHO CEPHE3HBIN MOJIKIIACC aTaK, KOTOPBI MOXKET MPUBECTH K yJaJCHHOMY HCIOJ-
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HeHuto koja. Eme oawH moaBHI aTakd YAAJICHHOTO MCTOMHEHUs koma — araka SSRF
(https://portswigger.net/web-security/ssrf).

Taxoke He cTOUT 3a0BIBATH O TOM, B KAKOM OKpPY>KEHHHU paboTaeT BeO-npunokenne. Hyx-
HO NOAYMATh, KaK MOTCHIMAJIBHBIN 3JI0yMBIIUICHHUK MOXET HUCIOJIB30BaTh 3TO AJI CBO-
eit Beironel. Bot mpumMep yreukn xemieir ¢ Windows-cepBepa u3-3a OJTHOW JIUIIb YsI3BH-
MOCTH, CBSI3aHHOH € HEIOCTaTOYHO XOpolueil QuibTpanueil BBOIAUMBIX JTaHHBIX:
http://www.mannulinux.org/2020/03/abusing-file-system-functions-in-web.html.

B aToM paszene Taxxke roBopurcs npo ounapasie ysizpuMmoctu Overflow u Format String:
CI0JIa BOOOIIE CTOUT BKJIFOYUTH BECh CIIEKTP OMHAPHBIX YS3BUMOCTEU CO BCEBO3MOXKHBI-
MH YXUIIPESHUSIMH U aTaKaMH, KOTOPHIE MOXKHO BEITIOTHUTH YAAJIIEHHO. DTO TeMa IS OT-
JICJIBHOM CTaThU WJIW JJaKe€ KHUTH U €Ie OJHO MOJATBEPXKICHHE TOMY, uTo B o0nactu b
HaJ0 pa3BUBATHCS BCECTOPOHHE.

Business logic testing

Boo0iiie, B pazzen, MOCBSIICHHBIH TECTUPOBAHUIO OM3HEC-IOTHKH, MOKHO BKITIOUUTH BCE
yro yrojHo. [IpoGnemsr B 3Tol chepe MoryT mpuBecTH K BozmoxHocTn DDOS-artaxw,
HapyLEHNUIO LEJIOCTHOCTH, KOHQUACHIMAIBLHOCTH U JOCTYNHOCTH MHpopMauuu. Bapu-
AQHTOB MOXHO NPUAYMAaTh yMYy, TyT CyTh HE B TOM, YTOOBI IPETyCMOTPETH BCE BO3MOXK-
HBIE, @ B TOM, YTOOBI HAay4UTbCS JAeHCTBOBATH MO cuTyaumu. [losTomy pasmen HOCHUT B
OCHOBHOM TEOPETHYECKHH XapakTep: MPaKTHUECKHE NMPHEMbl TECTUPOBAHUS 3aBHCAT OT
ApXUTEKTYPBl ¥ BHYTPEHHETO yCTPOIICTBa KOHKPETHOIO HCCIIELyeMOro 00bEKTa.

Client side testing

B mepBeIX AByX MyHKTax 3TOH YacTH PYKOBOACTBAa peyb CHOBa 3axogur o0 XSS-
YSI3BUMOCTSIX, HO Ha CTOPOHE KineHTa. TyT crienyeT oOpaTuTh BHUMaHKUE Ha JBa 00CTOs-
TenbcTBa. Bo-miepBhIX, He cTouT 3a0bBaTh Tpo HTML injection (ee Toxxe MOXKHO OcCyIIie-
CTBUTh Ha CTOPOHE KJIHMEHTa). Bo-BTOpbhIX, XSS-ysA3BUMOCTH JCNATCS HA YETHIPE THIA:
server-side reflected, server-side stored, client-side reflected u client-side stored. B mo-
CIIEJIHEM Cllydae B KauecTBe XpaHWHIA JUIst XSS-Harpy3Kd HCIONB3yeTCs] XPaHWIIUIIE
Opay3epa (B mpejenax CeCCUU WM e Ha 0oJjiee mpoiruii cpok). Ha mMoit B3rysia, nennexnue
JIOJDKHO OBITh MMeHHO 1o client-side reflected u client-side stored, 6o araku DOM-
based XSS wu arbitrary JS injections MOryT ObITh BBINIOJIHEHBI B KOHTEKCTE O0CHX BBIIIIC-
YIOMSIHYTBIX YSI3BUMOCTEH.

AmnanornuHo poacteeHHukoM ataku SSTI (server side template injection) sinsiercst CSTI
(https://portswigger.net/kb/issues/00200308_client-side-template-injection).  IIpun-
LIUII €€ TOT € CaMblii, HO BHIIIOJIHAETCS] OHA HA CTOPOHE KIIMEHTA.

3aknroyeHue

Be6-TexHonmornn MMeET paszHble (MHOTA HEOYEBHIHBIC) HIOAHCHI, U JEepKaThb BCE 3TO
B T'OJIOBE NMPOCTO HEBO3MOXKHO, J1aXKe MPHU HAJIWYMH ONbITa. ['JTaBHOE OpyXkHe MEHTeCTe-
pa — 3TO MOMCKOBBIE CUCTEMBI U CBOH JTMYHBIN HAOOP UHCTPYMEHTOB.
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A OTBIT IPUXOJAUT C MPAKTUKOHW. TeopeTnieckre e 3HAHHUS MOKHO TIOYEPIHYTh B KHU-
rax, popymax, CTaThsX, pernoprax Ha OarbayHTH-TUIONIAKaX. MOKHO Jake BECTH CBOIO
coOCTBeHHYIO 0a3y 3HaHUH — 3TO OCOOEHHO YJ00HO, €CITH THI MMOCEINAeIIh KOH(PEPEHITUN
Bpoae PHDays, ZeroNights, RuCTF, OffensiveCon unu npocmaTrpiBaeib BUEOIEKIIUH.
A METOJ/IONIOTUS TECTUPOBAHMSI B KQXKJJOM HOBOM MPOEKTE — 3TO JIUII OTIPaBHAs TOYKa
JUTSL TaTbHEHTIIe padoThI.

Bot nums HEOONBIION CITUCOK PEeCcypcoB, ¢ KOTOPHIX MOXKHO HadaTh COCTaBIJISATH COOCT-
BEHHYIO 0a3y 3HaHUIL:

O bror, nocesmieHHbINH eHTecTHHTY U Mb: https://bo0om.ru/

O baza gaHHBIX BeO-ysI3BUMOCTEH OT Acunetix:
https://www.acunetix.com/vulnerabilities/web/

a

baza YSI3BUMOCTEH, 3a(huKCHPOBaHHBIX Portswigger Burp Scanner:
https://portswigger.net/kb/issues

Paznen npo Beb-6e3omacHocTs Ha DEFCON: https://defcon.ru/web-security/
Xabpoosor OWASP: https://habr.com/ru/company/owasp/

I'ntxab GoSecure: https://github.com/GoSecure/presentations

Bbrnor Corben Leo: https://www.corben.io/

Bror Geekboy: https://www.geekboy.ninja/blog/

Bbrnor Detectify Labs: https://l1abs.detectify.com/

Bbnor Wallarm: https://lab.wallarm.com/

aaaaoaaoaoaqa

Bior Cisecurity: https://www.cisecurity.org/cis-benchmarks/

CTouT TYIauTh BCE, YTO CBSI3aHO C 0E30MIaCHOCTHIO TOTO KOMIIOHEHTa, KOTOPBIH HCIOIb-
3yercsa B BeO-mpmiokeHun. Hampumep, JWT( https://habr.com/en/post/450054/) 1o
orHomenuto k JAVA, Web Services (https://resources.infosecinstitute.com/web-
services-penetration-testing-part-1/), ecnmu T1H Berpetwiics ¢ SOAP, wm XXE
(https://habr.com/ru/company/owasp/blog/325270/) u XSLT (https://cryptoworld.su/
4055-2-2/), ecnu Hy>)kHO pa3zobpatbcsa ¢ XML-mokymenTamu. Takxe HaZ0 ObITH TOTOBBIM
K cuTyauusiM, He omnucanHeiM B Metoposioruu (https://habr.com/ru/company/
vdsina/blog/481496/), B Tom uucie U K TOMY, YTO 3aKa34UK 3aXO4YeT MPOTECTHPOBATH
cBou cuctembl 3amuTel (https://www.owasp.org/images/b/bf/OWASP_Stammtisch_
Frankfurt WAF Profiling_and_Evasion.pdf).

ITogxomm k mporeccy TBOPYECKH: Aake OUYCHb MOAPOOHEIN raifji Bce paBHO HE MpeEIy-
CMOTPHT BCEX BO3MOXHBIX CiTydaeB. JIONMOTHUTENHHO ISl CHCTEMATH3AIlMK COOCTBEHHBIX
3HAaHUH MOXKHO H3y4YUThb pasHble Kinaccuduraumu yrpos OezomacHoctu (https://safe-
surf.ru/specialists/article/5210/595970/).



«Xakep»:
Ge3onacHoCTb, pa3paboTtka, DevOps

Hcropus xypHana «Xakep» Hadaiach 3a70ro m0 ¢espans 1999 roga, korma yBuieln
cBeT nepBblid HoMep m3nanus. Eme B HosiOpe 1998-ro B cetn DAL net mosiBuics pyccko-
s3prunblil  |RC-kanan #xakep, rae akTHBHO 00CYKAaINCh KOMIIBIOTEPHBIC HIPBI U TIPUE-
MBI X B3JI0Ma, a TaKKe IPOYNE CBSI3aHHbBIE C BBICOKUMH TEXHOJIOTHAMH Bemu. Torza sxe
B Heapax ocHoBaHHOHW J[mMuTpuem ArapyHoBbiM kommanun Gameland 3apoamnach umes
BBIITYCKAaTh OJHOMMEHHBIH XypHai; MpaBjaa, U3HAYaJbHO OH 3aIyMBIBaJICi Kak reimep-
ckuil. HoBoe m3maHMe NODKHO OBUIO MOAXBATHUTH BBIMABIIEE 3HAMS HECKOJIBKHX 3a-
KPBIBIIMXCSI KOMITBIOTEPHBIX )KYPHAIIOB, HE TepexuBIIuX kpuzuc 1998 rona. B otnmune
OT TOIYJISIPHOTO «TJISTHLIA» TIEPBOH TOJIOBUHBI «HYJIEBBIX», Hies «Xakepa» He Obuia 3a-
WMCTBOBaHa y KaKOro-1u0O0 WM3BECTHOTO 3alagHOro M3JaHus, a M3HAYaJbHO SIBISAJIACDH
TTOJTHOCTBHIO OPUTHHATHLHOM U CAMOOBITHOM.

UuraTenu NpuHIM KypHan Oosiee 4yeM OJaroCKIOHHO: MEpBbIM HOMep «Xakepa» ObLI
[IOJIHOCTBIO PacKyIUIeH B MOCKBE 32 HECKOJIBKO 4acoB, Ja)ke HECMOTPS Ha TO, YTO OH
HOCTYNWII B Ipojaxy B 6 Bedepa. XKypnan ObicTpo HAOpaa BUPYCHYIO MOMYJISIPHOCTS, &
OJTHOM M3 CaMBIX YHTAEMBIX PYOpHUK «Xakepa» cTall pa3zell «3anaJyIoCTPOSHUE», B KOTO-
POM aBTOpPBI LIEIPO AETWINCH C ayAUTOpPUEN MPAaKTUUYECKUMH peLenTaMu U IPOBEpeH-
HBIMHU CIOCO0aMM HAIlaKOCTUTh OJNMKHEMY CBOEMY IIPU IOMOIIM Pa3JIMYHBIX TEXHHYE-
CKHX CPEJICTB Pa3HOM CTENEHU M30LIPEHHOCTH.

Bcekope nop BiAMsSIHIEM YUTATENhCKUX OTKJIMKOB TEMAaTHKA JKypHaja cTaja MeHSThCS, M0-
CTENEHHO CMELIAsACh OT UTPOBOM MHAYCTPUU B CTOPOHY TEXHOJOTHI B3JIOMa M 3alUTHI
nH(pOpMAaIH, 9TO B OOIIEM-TO BIIOJIHE JIOTHMYHO JIJIS U3aHUS C TaKUM HazBaHueM. OuH
U3 OTIOB-OCHOBarenel «Xakepa», [lenuc JlaBbIIOB, MOCBATHUBILIWNA CBOE TBOPUYECTBO
KOMITBIOTEPHBIM HrpaM, BCKOpE MOKWHYJ PEJAKIMOHHBIM KOJUIEKTHB, YTOOBI CTaTh BO
rJ1aBe COOCTBEHHOTO JKypHAJIa: TaK MOsSBUIACh HA CBET JereHaapHas «Urpomanus». Hy a
«Xakep» ¢ TeX IOp COCPENOTOUMIICS HA BOIIPOCAX, U3HAYAIBHO 3a10kKeHHbIX B ero JIHK:
XaKepCTBO, B3JIOM M 3amuTa JaHHbIX. B Mapre 1999 roma ObuUT 3ammylieH CalT jKypHaa,
Ha KOTOPOM MyOJIMKOBAaJMCh aHOHCHI CBEKMX HOMEPOB, — 3TOT CadT M IO Ceil NIeHb
MOKHO HaWTH 1Mo aapecy Xakep.ru.

Ve B 2001 roay Tupax «Xakepa» coctaBui 50 ThIC. 3K3eMIIIsIpoB. Bekope mocie cBo-
€ro MOSBJICHUS Ha CBET JKypHaJl yBEPEHHO 3aBOEBAJ 3BaHHE OJHOTO CaMBIX HOMYJISIPHBIX
KOMIIBIOTEPHBIX W3aHUN B MOJIOJIEAKHOM cpeie — Mo KpailHel Mepe, UMEHHO TaK CUHUTa-
eT pycckos3bluHas «Bukunenus». «Xaxkep» perysipHO B3pbIBal YUTATEIBCKHE MAacChl
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BECEJILIMU CTaThIMH O METO/IaX B3joMa JOMO(OHOB, TIOUYTOBBIX CEPBEPOB U BEO-CANTOB,
BpeMEHaMHM BbI3bIBasl (PYCTpPALUIO y MPOU3BOIUTENCH MPOrPaMMHOIO OOECTICUEHUS U
MpouYnX NpeacTaBuTeNel kpynHoro ousHeca. Ha «Xakep» nucanu xanoOsl, a Onarogap-
HbI€ YUTATEN MPUHOCUIIH B PEeIaKINio MUBO. Ero coTpyJHUKOB MpUTTIAIIaif Ha TEICBH-
JIEHHE W pajyo, a CaMO M3JaHHE B TO )K€ CaMO€ BpeMs Ha3bIBAJIH «BECTHUKOM KPHMH-
HaJIBHOH CYOKYNbTYph». B 0011eM, 1 aBTOpHI, U YUTATEIH PA3BICKAINCH KAK MOTIIH.

«Xakep» pa3BUBAICS U POC, MPOJOIDKAs MyOIMKOBaTh MHTEPECHBIE CTAaThU 00 oreparu-
OHHBIX CHCTEMax, MpOrpaMmax, CeTsX, Ta/pKeTax M KOMIBIOTEPHOM <wkene3e». OueHb
CKOpO BCE€ NPHCHUIAEMbIE aBTOPaMH MaTepualibl MEepecTaqd NOMEIAThCs MOA OAHY 00-
JIOKKY, U HEKOTOpBIE CYIy0O TEXHHYECKHE TEKCThI MOCTEIIEHHO MMEPEKOYEBAIN B OT/IEIb-
HOE TeMaTHYECKOe IPHIIOKEHUE 101 Ha3BaHueM «Xakep Crer.

B 2006 rony o0nem «Xakepay» enBa He cTall peKOpAHBIM — 192 mosockl. BeimyctuTh
HOMEDp TaKkou TOJIMIMHBI HE MOJTYYHUJIIOCH UCKITIOUYUTEIIBHO 110 TCXHUYCCKUM IIPpUYHNHAM. Co
BpPEMEHEM PEIaKIMOHHAS MOJUTHKA CTala MEHATBHCS: B )KypHAJe MOSBISIIOCH BCE MEHb-
e XYJIUTaHCKUX CTaTeﬁ, TMOCBAIICHHBIX BCEBO3MOKHBIM KOMIIbIOTCPHBIM 6e306pa31/1;1M,
1 Bce OOJIblIe — aHANUTHYECKHX MaTepPHajoB O CEKpeTax MpOrpaMMHUPOBAHMUSI, aJMHHU-
CTPHPOBaHUs, HHPOPMAIIMOHHOM 0€30MaCHOCTH U 3aIUTe AaHHBIX. Ho B31OMy KOMIIBIO-
TEpHBIX CHCTEM Ha CTpaHHIAX «Xakepa» IMO-TPEeKHEMY YAEISUIOCh caMoe MPUCTAIBHOE
BHUMAaHUE.

KiroueBriM a1 uctopuu xxypHana ctain 2013 roa, korna napajuiebHO ¢ TPaJuLIUOHHON
OyMakHOU BepcHel cTajla BBIXOJIUThH JJICKTPOHHAS, KOTOPYK) MOXHO OBLJIO CKayaTh B
Buzie PDF-gaiina. A nocnennuii OymMakHbIN HOMEp KypHaia yBuuen cet jgerom 2015 ro-
na. C toit mopsl «Xakep» U31aeTCs UCKIIOUUTENFHO B PEXKUME OHIIAIH U JOCTYTICH YHTa-
TEJISIM 10 ITOJIITUCKE.

CerogusamHnil «Xakep» — 3TO MOMYJSPHOE JIEKTPOHHOE H3JIaHUE, MOCBSIEHHOE BO-
nmpocaM WHPOPMALMOHHON 0€30MacHOCTH, NPOrPAMMHUPOBAHHUIO M aAMUHUCTPUPOBAHHIO
KOMIIBIOTEPHBIX ceTell. OCHOBY aynuTopuu Xakep.ru COCTaBISIOT SKCHEPTHI IO KUOEp-
6e3onacHocty u [T-cneunanuctsl. Mbl numieM Kak O TPeHIAX W TEXHOJOTHUAX, TaK U O
KOHKPETHBIX TeMax, CBSI3aHHBIX C 3amuTol nHpopmanuu. Ha ctpannnax «Xakepa» myo-
mukytorest noapooHeie HOWTO, npakTryeckne MaTepruaibl o pa3paboTke u aMUHHUCT-
PUPOBaHUIO, HHTEPBHIO C BBHIJIAIOIIMMHUCS JIOJbMH, CO3JaBIIMMU TEXHOJOTHYECKHUE TIPO-
IOYKTHl U u3BecTHbIe [T-koMmanum, 1, KOHEYHO, SKCIEPTHBIE CTaThu 00 MH(OPMALMOH-
Holi 6e3onacHocTH. C MOA00PKOM TaKMX CTATEH ThI UIMET BO3MOKHOCTD 03HAKOMHTHLCS Ha
CTpaHUIax 3To¥ KHUTH. Ayautopus caiita Xakep.ru cocrasiser 2 500 000 mpocMoTpoB
B MECALI, €Ill¢ HECKOJIBKO COTEH THICAY MOANHMCUYUKOB CIEIAT 32 HOBUHKAMH XXypHalla B
COLIMAJIbHBIX CETAX.

CoBpeMeHHBIN «Xakep» OTIMYAeT HEMPUHYXJCHHAS, Becenas atMocdepa. YUaCcTHUKU
coobmiectBa «Xakep.ru» MoJy4aroT HECKOJIBKO MAaTEPUANIOB KaX bl JIEHb: MAaHyaJIbl O
KOJIMHTY M B3JIOMY, T'aliJ{bl 110 HOBBIM BO3MOXXHOCTSIM M HOBBIM JKCILJIOHWTaM, IMOJA00PKU
xakepckoro codra U 0030pbl BeO-cepBucoB. Ha caiite «Xakepa» €KEIHEBHO MyOIHKY-
FOTCS1 3HAKOBBIC HOBOCTH M3 MHpPa KOMIBIOTEPHBIX TEXHOJIOTHI, pacCKa3bIBAIOIINE O Ca-
MBIX HHTEPECHBIX COOBITHX B cepe IT. Mbl exxeHeeIbHO TOTOBUM JIalIKECTHI, IejaeM
OI00PKH COBETOR M IOJIE3HBIX MPOTrPaMM, N3ydaeM CBEKUE YSI3BUMOCTH.
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B pyOpuike «B31m0M» BBIXOAST MHTEPECHBIE CTATBU O XAKEPCKUX TEXHOJOTHAX U YTHIIH-
Tax, pa3zaen «KoauHr» mocBALIeH XUTPOCTAM MIpOrpaMMHUpoBanus, B pyopuke «lIpusart-
HOCTB» COOpaHBbl COBETHl M MaHyasbl IO CETEBOI 0€30MacHOCTH M COXPAHEHHIO CBOETO
nHKOTHUTO B MHTepHere. CtaThl U3 pasnena « Tproku» paccKaxyT O HEJOKYMEHTHPO-
BaHHBIX BO3MOXKHOCTSIX co)Ta M HECTAaHNAPTHBIX aIllapaTHBIX PEUICHUSX, CUCTEMHEIC
aJMHUHHCTPATOPbl HaWIYT MaccCy IMOJIE3HBIX peKoMeHAanui mo Hactpoiike OC u mnpu-
knaaHoro 110 B paszgene «AaMuH», a JTIOOUTENH T'aPKETOB U HOBOMOZHOTO (GKEIE3a)
CMOTYT HaclaauThcs pyopukoit «Geeky.

[Ipucoeaunsiics k coobmecTBy «Xakepa» npsmMo ceiidac! MaTepualbl )xypHaia BEIXOIST
B HECKOJIbKMX (opmaTax Ha BBIOOP. Thl MOXKENIb MOAMUCATLCS B MpHIokKeHuH Ha 10S
i Android ¥ 9uTaTh €KEMECSYHBIE BBITYCKH, TUOO0 OPOPMUTH MOANUCKY Ha caiTe u
MOJy4aTh CTAThbH KaXIbId OyJHHUH JeHb — cpa3y, KaK TOJbKO OHHU BbIXoaAT. [logmmcka
Ha caliTe TaK)Xe JaeT BO3MOXXHOCTH CKauuBaTh exemecsyHblii PDF 1 uurtars Ha J1F000M
yI0OHOM YCTpPOMCTBE.

Korma «Xakep» Tosbko co3maBaincsi, Mbl ckasanu cebe: «Hama mens — 4toObl cpean
HaIMX peOsAT MporpaMMHUPOBAHHE CTAJI0 cCaMOH MOMYJISPHOI npodeccueiiy. Mbl HCIOIb-
30BaJIM IS 3TOTO BCE, YTO MOTIIM NPUAYMaTh, — Pa3BIIEKAINCh, TypauHIINCh, KAK MOIJIN
norrynsipusupoBaiid Vb, Hatry cyOkynbTypy u Ty K [T B mo0ObIX ee mposBieHusx. 1 Mbl
CUYMTaeM, YTO BO MHOTOM JIOCTUTJIA CBOEH IIEJIH.

[Ipucoenunsiics, Mbl OyeM pajibl BUAETh T€OS B HAIIEH TyCOBKe!

C caMBIMU TEIUTBIMU TIOKETTaHUSIMHU
peoakyus xcypHana «Xaxkepy
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Iopnmuich Ha «Xakep» M HpOKaYam CBOU
ckmwwinl B VB!

Odopmu nopnncky Ha Xxakep.ru, 1 Thl CMOXKelIb:

— uMTaTh HOBble aKTyajbHble Marepuanbl 00 uH-
(hopmanmoHHOit 6e30HaCHOCTH, PeBePC-MHKIHUPIHTE,
XaKax M KOMIIbIOTePHBIX TPHOKaX;

— NONYYUTH JOCTYI K CTaThsIM, ONTyO/IMKOBAHHBIM

Ha caiite 8a BCE BpeMs;

— ckaunBarb PDF co BceMM BbILIENIIMMIL HOMEPaMU.

JlOCTYITHBI TOIOBO 11 MECSYHbIi BAPUAHTDI MOJIIACKN.

BuumaHue: i Tex, KTO IOCTOSIHHO [IPOJiIeBaeT | Bt R o0
TIOZITIVCKY, MBI CTaPaeMCsl COXPaHATH IIPEXXHION 1EHY.

Jaxe Korga nocryn K «Xakepy» A0pOKaer, 3T0

He 3aTparuBaeT HalMX IMOCTOAHHBIX YUTATE/e.

https://xakep.ru/about-magazine/
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Ha B“eﬁ
WordPress

Mepen BamMu COOPHUK NYHLUUX, TLLATENbLHO
OTO6paHHbIX CTaTeil U3 NereHgapHoro Xyp-
Hana «Xakep», NOCBSAILIEHHbIX B3NOMYy Be6-
MPUNOXEHUA 1 6e30MacHOCTU MONynspHOW
CMS WordPress, noa ynpaBneHMem KOTopou
pa6oTaer 6onee 700 MnH caToB B MIHTEepHe-
Te. CTaTbu paccKasblBalOT O NMpaKTU4ECKMX
MeTofax MouckKa M aHanusa Ysi3BUMOCTEW,
packpbliBalOT Ccrnocobbl WX 3Kcnnyarauum.
Moapo6HO paccmaTpuBalOTCs KOHKpeTHble
npumepbl ya3BMMOCTEW, [AaHbl CCbUIKWU Ha
BUAEOPONINKU, HarnsaHoO AeMOHCTpUpYyoLne
NPUHUMN MX paboTbl, NMPUBOAUTCH aHanus3
Kopa, a Takxe npepacraBneH o63op cambix
nonesHbIX XaKepCcKUX MHCTPYMEHTOB.

Bbil y3HaeTe:

KaK UCKaTb U 3KCnnyaTMpoBaTb YA3BMMOCTU
B WordPress n Be6-npuno)XxeHnax;

KaKue MHCTPYMEHTbl MCMonb3yloT npodec-
CUOHasbHbIe XaKepbl U NeHTecTepbl;

KaK HaCTPOUTb CTeHA AN CAMOCTOATENbLHOro
aHanusa Kopa;

KakakcnnyatuposaTtb 6pewun B Ngnix, Webmin,
Drupal, Exim v GitLab.
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SB 45-9
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191036, Cankr-Netepbypr,
loH4apxas yn., 20

Ten.: (812) 717-10-50,
339-54-17, 339-54-28
E-mail: mail@bhv.ru
Internet: www.bhv.ru

MeaH alLy Komuccapos

Mapk Bpyukuit-CTeMnKoBCKUA
v31_v37

Ex.Mi

«Xakep» — nereHaapHbIv XypHan
06 WHopMaLUmMoHHoO 6esonac-
HoCTW, uaparowuincsa ¢ 1999 ropa.
Ha npotspkeHnn 20 et Ha cTpaHu-
Lax «Xakepa» nyonuKyTCa UHTe-
pecHble cTaTbi 06 onepauMoHHbIX
cucTemax, nporpammax, CeTsx,
rampkeTax U KOMMbIOTEPHOM <«Ke-
nese». Ha cante «Xakepa» exe-
OHEBHO MOSIBMAKTCA 3HAKOBbIE
HOBOCTM M3 MUpa KOMMbIOTEPHbIX
TEXHOMOr Ui, MaHyanbl Mo KOAUHrY
1 B3NOMY, raigbl No HOBbIM 3KC-
nnovTamM, roadtopKU XaKepcKoro
cothta U 0630pbl BE6-CEpBUCOB.
Cpenu aBTOpPOB XXypHana — agTo-
PUTETHbIE SKCMEPTBLI MO KUbepbe-
3onacHocTu u IT-cneumanucTsl.
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